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» [5 Managed Service Acesu Egna"ault-ﬁc-:-:-unt User A
) Users %ﬂ&"li&d OO0 Passw...  Securiby Greup... Mer Cut
%Dnn‘-‘udmirﬂ Security Group_. DY Dilete
E.DnlepdatePruxg.r Seurity Group-, DN Ranams
£, Darnain Admins Security Groug., Des

%DDI‘MH‘I Computers Security Group—. Al

Eﬂnmin Controllers Segurity Group-.., Al Help

£ Dornain Guests Security Grouge. Al G s yucac

B, Domain Weers Security Group... Al domam users

52, Enterprise Admins security Groug-.  Designated administrata...
*Emﬁse Key Admins  Security Groug...  Members of this growp ..,
B Enterprice Read-only .. Security Group... Members of this group ..

&, FTD Admin User
Eﬁrnup Pelicy Creator., Security Groug-.  kembers in this group ..
P Guest Uzer Busilt-im acceunt for gue..
E,I'I'.l!u.dmin User

= = %Etj' Admming security Group-,  Members of this growp ..,

Renames the cwrent selection.

5. 108y 9938 edled IJowssy lguole e lud) B9 luplhds Jpl 09 p9Lor bis 1096,

AnyConnect Admins Properiies ¥ kA

General [ Members | Member 0 Managsd By
Members:
Hame Active Directory Domain Serdces Folder

[ ok ]| cace || heow




bed Idpuwegse B 1dedd 91ud) W98 15 Ioedd e IJiuvele JJoedd po lUees) eds
lJeuwegsp. ol lo wp lJogdd: bbb ge ok.

Seect Users, Contacts, Computers, Senace &ccounts, ar Groups -
Select this object type:
|Lh=r:. Senioe Accounts, Groups, or Ceher objects Dt Types .
From this lecaticn:
Enter the object names 1o select (samples)
T Admir i m | Chack Names I
Bivanosd_ [ox ] cones

2288 pu 1188 Ieuwadsp IJuoese: e lody W98 1Us) p9lBd. Jpl wop |Uol8s "puucise
ltooh) Idpuwegse" IJs pepeses puvedes AnyConnect ol uwegsle 1Ugbsle oo wol.

AnyConnect Admms Propeiss ¥ *,

Gereral  Members  Member O Managed By

Members:
Hame Active Directony Domain Serdces Folder
& 1T Admin meample com. Users

-

oK | Caneel || Apay

O 23 Ubolss SSL IJglue o LDAP (plbJs., bbb J LDAPSs ig STARTTLS)

1. luogb gJs Win+R gldo mme.exe. 9lu 9, 99,9 OK.



&= Bun

= Type the name of 2 program, falder, dacument, or Internst
L= resource, and Windegws wall open it fior youw,

Oper: | TR 7]

DK Cancel Browse... |

2. 1u08Jd [Js pJB > |olds/51Js 116 1J]oldss... Jel 09 p9 0z B 1Juo9)8.

[ Censolel - [Conale Roet] ¥
Action View  Favorites  Windew  Help - 8 x
4 Mew CrbeM
Open... Ctr+0 Acts
Save Ctri+5
Save A5 There are no items ta shaw in this view. mm. =
More Letians ¥
|addRemove Snap-in_. Cirl=bd |
Opticns...
1 drsrogmt
2 dsa
Exit

Enables you to add snap-ins ta ar remave them from the snap-in console.

3. oo IJbsle 1Jluolb s 1 poles: lod, B9d Iduioble: e lud,) 898 luolds.




Add ar Remowve Snap-ins

.ﬁ.'mluhl:glq:-hs:
Snag-in Vendor Crd
[l Active Directory Do...  Microsoft Cor...
P Active Directory Site... Microsaft Cor...
] Active Directory Use... Marosoft Cor...
=" Active Contral Microsoft Cor,..
" ADS] Edit Microsoft Cor. ..
'_.!’: Aukhorization Manager  Maeresaft Car. ..
Certificate Templates  Marosoft Cor,.,
i Certificates Mhrosoft Cor,.,,
[/ Certfication Authority  Microsoft Cor,.,.
. Comparent Serviees  Micregalt Cor. .
fl:mnmtafr-lmaqan... Mucrosaft Cor..,
ﬂbe'.m:e Manager Murosaft Cor,..
Tllisl-l:l'-'lw'lug:mmt Moresoftand...
Desaiption:

You can select snap-ns for this console from those awalable on your computer and configure the selected set of snap-ins. For
extensble snag-ins, you can configure which extensions are enabled,

Selected snap-ins:
[ conscle Root Edlit Extengions. ..
Eemove
Mave L
[iovre Do

The Certificates snap-in alews you to brawse the contents of the certificate stores for yourself, a sanvice, or a computer.

[ok || canes

4. 235 guwly IUJpus9o): Op lud) W98 IJolds Jel 09 pssoe Vs 1Uuo9,6.

Certificates chag-in

Thitz znizpn will dways manage caitificates for

() My us=r acoount
i) Bervice acoount

>

< Back | Head > | [

o) 998 |wole.




Select Computer e

Select the compuber you werd this snep-n bo manags.
This smap-n will always manage:
{®) Local computer- fthe computer this conacle & running on)

() Another compater: Browse,

[T] Ao B selecied computer to be changed when |aunching Tram the command line.  This
orfy ppliea £ you save the consedla.

T o

5.1u8, W3 OK.

Add or Remove Snap-ins *

You can select snap-ns for this console from those awalable on your computer and configure the selected set of snap-ins. For
extensble snag-ins, you can configure which extensions are enabled,

Awailable snap-ns: Selecked snap-ns:
Snap-in Vendar ~ [ Conscle Root Edlit Extengions. ..
" Active Directory Do...  Microsoft Cor... ¥ certficates (Local Computer) y—

P Active Directory Site... Microsaft Cor...
] Active Directory Use... Marosoft Cor...

=" Active Contral Microsoft Cor,.. Mave Lip
ADIE] Edit Microsoft Cor. ..
Aukhorization Manager  Maeresaft Car. .. szl
#| Certificate Templates  Mrosoft Cor,.. =
I Certificates Mirosoft Cor,..

LplCertification Authority  Microsoft Cor...
.'*:Cmp-:umntfpa‘m: Micresalt Cor...
A= Computer Managem... Mirosoft Cor...

HDE'.m:e Manager Murosaft Cor,..

i Disk Management Microsoft and..,

T S CheresaTEen v . Advanced...
Desaiption:

The Certificates snap-in alews you to brawse the contents of the certificate stares for yourself, a sendce, ar a computer,

[ ][ cne

6. 9 voauwse Ipeds IJubguos: & ludy V9938 Iduboble. szo luasl 1dubolys IJpuwegses
20 Bod LDAPS |Js luwe 1 pzld 1Jpdod wlddled (FQDN) IUgl o wglse Windows. s9z> 3
wwoble w26 gds 03l 1UEDb .




- gwoldé pyze pued8 Loldyé IJds 9ldpeld WIN2016-CA.

- wwolxé 0956 Lolsyé Jublp IJouugsd Win2016 w9luwlos example-WIN2016-CA.

- Jwolxé 0956 Lol>,6 |Js win2016.example.com glwlosé example-win2016-ca.
O ddsd [Jodssy ol sJ9y FQDN o9 win2016.example.com. goldelds Slo Idvolle |Ji_9._J.5
sldeluss g5y uoldes JJluwegsle Juuoelsé LDAP SSL. Luolsé 1Jogsé IJos we luoshol [Js
win2016.example.com os Juolsé wp luoslyol odi@lissl woluwbé 306 IJpsze lJpue8 J
Windows Server. 18 o)l pis9z! eds Iduiel>s JJdwz 88 pu ol osd.

[ Censolel - [Conale Raet\Certilicates (Lacal Camputer)\Persanal Certificates] - O =
g File Action VWiew Favorites  Window Help - 8 x
| xm 0 6= HmE
1 Console Ret | Izsued To a Isswed By Exgiration Del Aciions
v “’"P”‘“'] 2] sxample-WINZD16-Ca example-WIND16-CA 41972060 || Certificates .
P '&M‘ example-WINZD6-CA 4272025 More Actiors ;
T Foot Cortification ol win 2016, example.carn example-WIN2IE-Ch 47282021

|| Emterprise Trust
| Intermedaste Certification
" Trusted Publishers
Unitrusted Certificates
Third-Party Fook Certificat
7 Trusted Peaple
Cliert Authentication |55
Preview Build Roots
7 Lecal MonRemovable Cert
| Rermote Desklegp
| Certificate Enrallment Reg
Smart Card Trusted Ropts
Trusted Devices
| Web Hosting
7 Windews Live I Token ke

€ >l € >

Personal store contains 3 certificates.

7. po led luwegsleol I uolss SSL J LDAPS. sz lu ouuwesds IUuvolss o3e lJpcbdule:

- soblod 1Jluwe IJuslise 19 1Jlgupe IJossd Jpsuose DNS og FQDN IJgluo wglse Windows.
- wewss Iduwelss gds puob 86 1Jghe Jopu eldd luvedsle IJpvulz Idpzuwo.

oo edles IJowsse olluosd Juvolss: wew luwe IJesuase slJpauose IJwasd: sdso
FQDN win2016.example.com »9z9>l.




i Certificats

General Detsils  Certfication Path

Show: s> o
Fighd valus G
=] win20 16, example.com
RS54 (2048 Bits)

1|Public ke y parametzrs a5 00

Certficate Templabe Mame DamainCentroller
Client Authenticaton (1,3.6, L.

[1]5MIME Capabilty: Obgect I...
WhET D e4B0f 17176 ...

= win2016.example.com |

EdtProperties... | Copy ofie. |




b Certificate ot

General Detsils  Certfication Path

Show: <all> e

Field Value A

EJI:-JB:IHEH-:Ienuﬁer Wb D de480f 3 17 1705 ...
11| Authority Key Identifier KeyiD=3d 9F 26 17 fo 11 1f 4...

Hi1|CRL Distribution Points []CRL Distribution Point: Distr....
] i [£] Autherity Inifio Aocesss Boc...
|77 subject Alternabive Name Crthier Name: 05 Object Guid=...

Degrtal Sigrature, Key Enopher.,.,,
shal
2 Ra 11 3 ahy e 0F fa da 00 i

Oither Mame:
DSEtI;jEft Guid=04 10909923932 38 24554734 7464 25 cd 05 80

0y Plame =win ) 16 expmpls . com|

EdtProperties... | Copy ofie. |

[ox 1]

oo dlgsogsle IUpguve JJpdlose: w9z> puob 86 1Ughe.



ga Certificate

General Detsils  Certfication Path

Showe: .cu!.l: e
Field Value L
|;5ul:-]a:t win 2016, example.com
(5 Pubic key RSA (2048 Bits)
1| Public key parsmeters a5 00

= DomanController

Client Authentication (1.3.6, L...
[11SMIME Capabiity: Obgect 1.

dentifier WbTH 4B 17176 ...
FIE IR IFa ¥

1| Subject Key 1

erver Authentication (1.3.6. 1.5.5.7.3.1)

| EdtProperties... | Copy toFike...

[ox 1]

8. wezy IJolds pu 3JIiluodd Ids edles IJowsse puwb IJlgcels. 168, B9 Iduiol>s
IJeds! IJos sz o odso yuolss Idpsze 1dpuosd IJed: Sp lud) eds by eaue Idubels.




g Cerificate x

General  Details  Certification Path

Certification path

E_I:z-:mpi:-ll'm'lm]ﬁ*:ﬁ
o v 15 example . com

| view Certificate |

Cerlificats stabus:
& cerhficate is DK,

[ 1]

9. s 3JY Ids Bue el osd Iduiols Juuols 1Uesze 1Jpuosd 1Jes-



g Certificate ot

Gererd Details  Certification Path

B H Certificate Information

This certificate is intended for the following purpose(s):

= Al issuance poloes
= Al appiicabion polioes

Issued tor  example-WINI16-CA

Issued by: sxemple-WINI016-CA

Valid from 4272020 to 4f 15/ 2060

Izmier Statement

[ 1]

10. 1Vce edlps IJowse oBdluosd Sp lod) W9 uuwe IJs pdU... Jpl 09 p9 oz B
lJues,s.



g Certificate ot

General E Certfication Path

Show: s> o

Field Value .

[ verson V3

|5 Serial numbeer 1386 45 25 9d 70 4f 29 42 35...

|- | sgnature sgarithm sha2SERSA

|- | signature hash akgerithm sha2ss

[l 1smuer axample-WIN2016-CA

[ wabd from Manday, Apri 27, 2020 10:50:...

!_"‘-'-'uid to Monday, Apri 18, 2060 10:50:...
ey syt sy ammla ATH 1A 8 s

| EditProperties... | | Copy toFie... |

[ 1]

1. loedd su) pelde ouossy Iduioble 1Uss uvsuos) eze 1dpuesd 1Jes) vouuwsd PEM.



A Certificate BExport Wizard

Woelcome to the Certificate Export Wizard

This wizard helps you copy cerificates, certficate trust ksts and certficate revocabon
lists from a certificabe store to wour disk,

A eerlificate, which i issued by a cerbification autharity, & a confirmation of your idenlity
and convtains information used to protect data or to establish seoure metwork
cannections, A cerbficate store is the system area where certificates are kept.

To contirwe, dick Mext.

Cancel

12. 2>> Base-64 |Jp, 05 X.509.



& E¥ Certificate Export Wizard

Export File Format
Certificates can be exported in 2 vaniety of file formats,

Select the format wou want to use:
(C3BER encoded binary ¥, 505 {OER)
[ Bsse-64 encoded x.509 (.cEr)]

() Cryptographic Message Syntax Standard - PKCS 27 Certificates (P7E)
Indude all certficates in the cerbfication path if possble

Personal Information Exchange - PEKCS 212 (PFY)
Indude all certificates in the cerlification path if possible

Dislete the private key if the export is swecessful
Export all extended properties
Enable certificates privacy

Micrasaft Serialized Certificate Store [55T)

Mext Cancel

13. 235 lywpe IJpded _9i..j_5u GISUp O3S0 lJsoe.



& E¥ Certificate Export Wizard

File to Export
spacfy the name of te fle yvou want D expart

File name:

Pt

Cancel

& Save As
e = 4 Bl » ThisPC = Deskiop

Organize » Mew fielder

Mame
W Cluick access

[ Desktop
4 Downloads
[ Documents

E Y Y

&= Pictures
System3?

I This PC

g Metwork

[Date modified

w

Type

Mo iterns match your search,

Search Decktop

Fille mamne: I mnd

Sove as type: | Basetd Encoded X509 (*.cer)

~ Hide Folders

= o |




“

A Certificate BExport Wizard

File to Export
spacfy the name of te fle yvou want D expart

File name:

CilsersadminDeskiopy oot cer

Cancel

14. 168, V93 |wole.




& E¥ Certificate Export Wizard

Completing the Certificate Export Wizard

Tiou have successfuly completed the Certficate Export wizard,

Yo have specified the following s=ttngs:

Swpark Keys Mo
[nchude all certificates in the certification path Mo
S Formart Basetd Encoded X, 504 (*.cer)

Cocs

15. 9lJIue lowdd [Js 1psde sldeg Idubolyé Lluwagsle 083,68 19 ks pzn wuodLe ). uvsbo,
03l Jiwols wouuwsd PEM. IzWb o3l Jy 9o Jlz 9.

----- BEGQ N CERTI FI CATE- - - - -

M | DCDCCAf CgAwW BAgl QE4ZG5Z1wT6l ONTj 0oEQy MTANBgkghki GOwOBAQs FADAd
MRs WGQYDVQQDEXJI eGFt cGxI LVAJITj | wMTYt QQEW BcNM AWNDI 3MTQLMDUSWhgP
M A2 MDAOMT KX NDUWNTI aMBOx Gz AZBgNVBAMTEmvV4YWLwb GUt VOI OM AxNi 1DQTCC
ASI wDQYJKoZI hvc NAQEBBQADgg EPADCCAQuCggEBAI 8ghT719Nz SQooQPhOYT67b
Ya+PngsxMyvkewP33QLTAWVIHWL ThOMK5BDWO t TaVsgHWPBF d++M+-bLn3Ai ZnHV
OO+k6dVWY/ E5qVKEKSGOY+v940S23161 zdwReMOFhgbc2qMer t | of i cr Rhi honuU
G yeub3CO+meJUuKon2R47C0D35TUvo/ FEHGgXJFaJ S1se2Ur pNO7 KEMkf ALLPuM
aob4XE/ QzxYQPal8dj sNnskf cFqD/ HOTFQN4+Sr ChHW RnUI QBUaLdQaabhi pD/
sVs5PneYJX8YKma821uYl 6j 90Yuyt nsHBt Ci ey C062a8BKgOL7N86HFPFkMA3U8C
AWEAAaNCVEAWDg YDVROPAQH BAQDAg GGVA8 GAL Ud EWEB/ wQFMAMBAF 8WHQYDVROO
BBYEFD2f Jj f 7EROEM HCx CVFN5Qz qEdv MAOGCSqGSI b3DQEBCOWMUAA4I BAQB31ZJ0
vzwWD3c5QLnr NP+6My620FpYHI1k4Ch9S5g/ CECemhcwg8MDI ox\W2dTsj enAEt 7r
phFl HZoCoSyj Bj MyjK3xybnmSeg8vBj CXseYNGENTDc9KWLoFmMTOvdNVI b7 Xpl 11 Va
6t ALTt SANRNgREt x PA6Yy Qot hKGavW)ANf soj k91 cDr 2vpOMTj | BCxsTscbubRl +D
dLEFKQgmVeYVvk Vf +a7a64myPZs G3Uxo0r d6cZxAPKkq/ y| cdwNSJIFf Qv3DgZg+R96
IWL.CR3Ohi g6xy09Zu+l i xcWhdr bADO6z MnbEYEhkhOG Br UEBBI 6Cy83i TZ9ej sk
KgwBJ XEu33Ppl WSE

----- END CERTI FI CATE- - - - -

odysule FDM
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Jodysu AnyConnect ¢Js FDM: gwszele FTD IJs IJogwesd pg Ebe Idesgsue [U3Is sseew
obusd oésue Plus ls Apex g VPN LolJz Wb s IJzols.

1. lo0dd [Js zobs > IJe,gsuwe [Usds Jpl 09 p9u0e O 1Ju0)s.

|l|l|l|l. " fiiid f’. == " wlmin
Firepoaer Device Menager . @ .‘g @ @ H
CIsc ! o ! deh Meitarirg Pobcies [ S D FTO=% - SAgminisiraior
|
o e imeenem
Checo Firapzsver Thrasi Dalenss for V.. ﬂ

==
. ~— o
o

i Sen Lo

Interfaces Routing Updates System Settings
Conneoo: 2 roues Goolocation, Rule, YTE, Sysem Upgrade, RManagaman A2cess
Froabiecd % of 4 Scurity imsligunes P Logging Setings
Wiarw Al interfacea * View Configeration * Wiear Configuration 4 DHCP Serppr

DS Serwir

Wanagement nedacs:

Smar Licensgs Backiup and Restare Troubleshon :::'""":

Reglsiered Mo fins creaied yol Cioud Sendoes
AeboalShutciowes

Wiew Condiguration » View Confgeration » FEQUEST FILE TO BE CREATED
Traffic Scitimys
UL Finning Pralerenses

2. 0288 pu wuwesd FTD Uss ghe IUesgswo 1Usds 9p0 wpdsu wugsue AnyConnect Plux Iy
Apex Iy VPN O9b.

alaile - i} o =E [=—] . adrmin
Firepowar Device Managar = @ . . @ v

Clsca o Vhes My MonRodng  Fufdios  Okjocts Desie: FTD-3 & @ P Adminiva

Dnvize Sumerry

Zmart License
COMNECTED Last syno: 16 Apr 2020 08:27 4M 0 Gt Cloud Sandens OF w
SURFICENT LICENSE Bt wyme; 18 Apr 2050 007 AM

BARSCEPTIN LICEMEER MCLUDED

Threat CHANE Matware m

This Licemsn aligws you to perfom intrusion detectian and presention snd (e control, Yo
must hasar this Bconso 10 apply iMuskn poicies in pooess niles. ¥ou M50 must haeo This
e oo ooy fike pobces that costral lies baged on Tle ype.

Inchadem: ﬁ Irtraciinn Palicy

URL License [GAELE
& Erabled

This license alows pos o coninol web access based on URL cotepoies and repuiations, rather
M By inciniohul LIAL aloca, Yo k] foive D S ioei 55 Shinjrbey diioSa ich rubich Tl liler veils
fraffic ba=nd on cadegony and reputation

Incledes: UFL Reputatinn

lesls puo>) 0986 IJlgdlule

This Licenss allows vou 10 peronm Ciscn Advanced Malwan Brolecton (A#] wit AMF for
Firepovwer and AMF Threat Grid. Yiou mest have this oerse o apody file pobcics that dotpor
and biock mabwirs in Bl vasminiod ooer poor sk,

Includis E‘. Fim Palicy

R& VPN Licensa Typm  PLUS ~ CAZABLE
& Er

Phrase seleot e Boense tvpe that you purchased v enable remoie access Ve Noe than
Finnprirewiad Do Mirieger Soas nal Suspset sy of i advinssid Smilusi ooearid By Bu
A licpmse.

Includes: RA-VPR
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Em i = [ =] If':'_". R )] fE) . nchmin
Woninoding Polices Chbjenis Devica: FTD-3 W =A * .

el
|

dentity Sources

T ot Q
L] FiAkE TR AL

AADIS Sarsr

MAEIE Sanme G

1 LocaldeninySouns e LOCAL

[e]

lEmridty Servicex Crgine

2. loJi1]gshle 1Jpuluwwd Jgbse Active Directory UlJpgdsple IJos wp wzpseol B IR
‘JUIL-Jks !.)| Op !u.uua)hp |uu|p |Jrouo.,§d (FQDN) .Jabp Microsoft u.)J| U EU,SIU IP. k_9u|\J) PU
louule pge9gd DNS puluvoé wzo IJIlsule > pep9gd DNS. Lp 9o vobousy peeseéd DNS odo
eJs FTD oldluedld 1ds IJgols > leshle IJoble > ¢lbe DNS. wbos§ pzesed DNS ceo glzod
IJbL6 991206 IJwslolo: &p 235 9lz06 1Ug,92 Idpuluwes Jigwegdlele DNS. 10, W98 5y
ool Jdoeldd pu vele IJodssu slpdluss 1U9uo9d pu 9lzoed 15,6 FTD. wpl Iy 030
IJIzooble sop w90l pu 9lzos 51,6 FTD sdsuw pu gJIJ lzas [Jslzele IJdIUJo Jdugese lJus
~73 wdysvol gJs FTD (ped IUslgd: 1Jghz: DMZ). Il Idleuald IJulze (s 1IJS1ud) JI SULPU
OO |Juug5a0 quob,jo AnyConnect ub)l Jluo uusup Y JoJqu rouobdo AnyConnect

ou FTD: Jlag_ &uup Test AAAg Packet Capture ;_95 ool 86 e d vl IJIabIc 3IquI3_oI



Add ldentity Realm

@ Identity Realm is used for Identity Policies and Remote Access VPN, Any changes impact all features that use

this realm.
Mame Type
LAB-AD Active Directory (AD) i
Directory Username Directory Password
ftd. admin@example.com [TT11TTTT)
Base DN AD Primary Domain
DC=example,DC=com example.com
g.g. gu=user, de=example, de=com e.g. example.com

Directory Server Configuration

B win2016.example.com:389 -
Hostname [ IP Address Port

win2016.example.com 389
Encryption

MNOME w lease 5 a certifical

ﬂ + Connection to realm is successful

Add ancther configuration

[

B 21Js luvegsle LDAP Iy STARTTLS. 235 lJeuindes, Ipoluue op 235 Uiolss CA 1Jp99.8
wol. Bl Jp wwp luols Idpsze [Jpues8 1Uzd) wldBed: lud) eds logble Juolé pyze puo>d
G398 22828 Sp w9, luwe Jubolss Iesze Ideuead 1) S lduad uivels Iesze 1dpuesd
IJz5) voouwsd PEM IJos wp weeseol uulodl.



Add Trusted CA Certificate

Mame
LDAPS_ROOT
Paste certificate, or choose file: UPLOAD CERTIFICATE The supported formats anre: PEM, DER.
----- BEGIN CERTIFICATE----—- ﬁ

MIDCDCCAFCGAWIBAGIOEAZG5Z 1 wTBIONTjooEQyMTANBgkghkiGIw0BAQsFADAG
MRswGEOYDVOQDExJleGFeGxILVdJ TIwMTYrQOEwWIBcNMjAWNDIZMTC 1 MDUSWhHhgP

MjaZMDAOMT kxMDUwWNTIaMEBOxGzAZ BgNVBAMTEmWVAYW 1 whGLHWHOMjA=NI 1 DOTCC L%
ACRulY 1A PThur M ANFRAMANAAEDATCT ANACAaER AIRARTT 1022 MnsNDh TR TH

CANCEL 0K
Directory Server Configuration
H win2016.example.com:636 -
Hostname / IP Address Part
win2016.example.com 536
Encrypticn Trusted CA certificate
LDAPS ~ LDAPS_ROOT »
“ +" Connection to realm I successful
B 03l IJodssu: wp luwegsle 030 IJIse:
- IJluwp: Lab-ad
s lgwp pwede lUrJdsd: ftd.admin@example.com
- Jvodo DSN lJlwl wsé: DC=example.DC=com
- Idpeld IJlgwlgus 1Jglue oldlgdlo: example.com
- Nuwe Idpuosd/gusly IP: win2016.example.com
- 1Jposs: 389
3. 10y oy Wegswle ldpedds S leds Ispeso Jel 09 p9uoz S 1uo9,6.
-Iflll-":'élc:l Firepower Device Managar Mnnsgﬁna FNCE:.in-: '.'l:?:_-;:s D:T;;:'D'i- @ @ E .'al.:fl\.:l-.inmmw
Identity Sources
2 ojecis q CLu g +

1 LocalidentitySource LOCAL

2 LA-AD A0 w2006 eeEmphs com




4168, W96 15y wdin IJlo.

Pending Changes

#® Last Deployment Complated Successfully
01 May 2020 12:54 PM. See Deployvment History

Deployed Version (01 May 2020 12:54 PM) Pending Version @ LEGEND Removed  Added  Edited

) Active Directory Realm Added: LAB-AD

= dirPassword.masked: false

- dirFassword. encryptedString: ===

- directoryConfigurations[@].port: 389

= directoryConfigurations[@].hostname: win2@l6. example.com
- directoryConfigurations[8].encryptionProtocol: KONE

- adPrimarylosain: exampls.com

- dirUsername: fid.adeinSexanple.con
= baseDM: DL=2xample,DC=com
- cnabled: true
- realmId: 9
- name: LAB-AD
MORE ACTIONS CAMNCEL DEPLOY MOW | b

oJ9su AnyConnect Jpol> 96 AD

Jlgwegsle puos) 0956 AD 1Uds wp wdosuor Sgw whbousye gds wdysy AnyConnect.

1. luedd IJs gzoly > Remote Access VPN Jol 09 p9 oz Vs 1Juo9,)6.

eifivalic - . il o iz == @ . @ @ . admin
Firapowar Davica Manager = :
CISCD Irapowar Liavica Manage Monnoning Fuolicies Dhjects Davice: FTD-3 e * Akt

interfeces Routing Updates System Settings
NI T foules Eookocation, Auc, WDE, Sysem Upgrace, gy daan i
Ensatiind 3ol 4 Spcurity inteibgance Fads Logging Settings
View All bnedaces ¥ Wizwe Sonfigraion } Vi Configuration 3 DHCE Senw
DMNE e
kansgement Inferisce
- Moo mes
Smart Licenso Backup and Restars Troubleshoot e
Anges W e crooted yet Cloud Sereicas
RutactiShutdaam
Vierar Conligu raticn > Winw Gonfiguration b FECUEST FLE TO P& CREATED
TraMic Settings
URL Fliering Freferences
Site -to-Site VPN Ramote Access VPN Advanced Configuration Davice Administration
Trare are fo CoTeHons yol Corfigured ncludes: FlesConfig, Sman CLI Audi Evenis, Deplavmen Histony,
1 eonnection | 2 Group: Pobcos Dewnbaad Conliguation
Vi Configuration > Wit Gonfiguration » Virw Configuration > Vit Configuration >

2. 108, 5o + 19 louble pJS o8 louold Jel 09 sz Bis 1Uu09,8.



Aol e Yenice M iz o i = s e
rapovear Device Manager = |:: ) @ . |:::| :
CISco ! b W : Moniinring Poficies Chppcts Dievion: FTO-3 @ - Ackrindfrator

lwice Summang

Remaote Access VPN Connection Profiles

3. ozo Suwe lUlouold 909ssu IJgpsd" 225 0o, 0956 AD 1Uss wp luuilde puvadl e
wlesb 1d8se ldeulgwed JUIBuwle IUI)s el Os 3JI lgwe oo wgrsd Idlouald sogssu
wepet guldsu IJgpdle. 1608, W98 biuwld IJluvogdle 0> IUluwole.

Connection and Client Configuration

Hoecily how 1o althenticale remale users and the Amdlannect clients they can use 10 connest 1o he

nsioe neteore.

Connection Profile Mame

General

Group Aliag zroup LIEL
General

Add Group Alias Bod Group UEL

Primary ldentity Source

Authentication Type

| S4848 COnly Client Certificate Only ALA and Client Certificate

Primary Identity Source for Usar Authentication Fallback Local Identity Source

_ F :.-.I: :\l...... .-i".. :I-II'.:-. I. nl'.:l I: I'-.Jl:“.:l I:II 5:."'I:..:..-:.. -

41 LocaBdentitySource

1 LAB-AD

Y Special-ldentites-Realm

Create mew



Client Address Pool Assignment

IPv4 Address Pool IPvG Address Pool

+ +

5y AnyConnect-Pool

DHCP Sereers
Es

CANCEL SUEMIT QUERY

4. 02o Suwe wd ldpuucdrp g0 wed 223 wog Idpresesd Idpuluwe. wuvdd IB8e,los.
wSwpe luwegsle DItGrpPolicy. 908 3JJ: spdu lugile guslywé pgodus.



View Group Policy

DitGrpPalicy W

Policy Group Brief Details

it
NS « BANMNER

DNS Server

Banner Text for Authentcated Clients

Maximum Connection Time [ Alert Intereal Unlimiged / 1 Minutes
Idle Tirme | Alert Inbereal 30 7 1 Minutes
Sirmulianeows Login per Leser 3

IPvd Salit Tunneling Allorey all traffic owar tunnal
IPwE Split Tunnaling Alies all fraffic cwer tuninel
ANYCOWNECT CLIENT

AnyConmact Clienl Profiles

BACK SUBMIT CLERY

5. 0pu duwpe lJleshle IJegles. s 1UI8J: 23> Livol>é SSL. 9lJslzoé 126 9250 AnyConnect.
Bl de swpe logile gvol>s gulodle spdu weass Jivolxs p98¢g0 3los! lwe,)loso
(DefaultinternalCertificate) £ Js Is zld v oo, suulds Golss glp €8 09898 wol. Sew IJEle
oS uwsluws Idozde wldsosd IJIdevlos Jzyds 1dey9) dos we WY oyvds)ol (sysopt
allowed-vpn) vese wigd L§:9lg) woz 1J9uo9d IJs 0986 I1dpwedse 2s) Idoudss Jizdl. spdu
odysu lgwosule NAT oyl lsuol. WBs o3l ldodgsu: wdgs zpse erJo p)y9) IPVA oo [J9lzos
lUsl2dsé Idos coodd lds golsso IP Jgpsd AnyConnect Cluwoeole oo NAT. Cldogwes
Jdogssole 1Y) cededl pod oddse bl oo ldtbe [Js 1dEbe: uvozolz $9les NAT
loldss B bl uslws NAT. spdy Idews) eds zipe AnyConnect eJs 9.9¢ ¢ Cisco:
https://software.cisco.com/download/home. sJjp w99, wygsue Plus lg Apex Loldz Joujsd
e AnyConnect.



https://software.cisco.com/download/home

Global Settings

These settings control the basic functioning of the connection. Changes o any of these options
apply to all connection profiles; you cannot configure different settings in different profiles

Certificate of Device Identity Out=ide Interfacea

FTD-3-Manual w outside (GigabitEthermet0/0) By

Fully-gqualified Domain Mame for the Outside Interface

a3 example.com

2.0, Mvpn. examgie.com

Access Control for VPM Traffic

Degrypled VPN fraflic s subjected to eccess condrgl polioy inspectsnn by detaclt, Enabling the Bypass Access Condrod
palicy for dacryptad traffic option bypasses the accass comtrod palicy, but for remobe access VPR, the WPN Filbar &CL
amd 8 suthosizabon ACL downloadad mom tha AAA sarved arg still apphad oo VPN tralffic

Bypass Access Contral palicy for decnypled tralfic (sysopt permil-vpn)

MAT Exempt

Inside Interfaces
The intarfacas through which remote socass Ve users
can connect to the internal nethwarks

+

insice |GigabitEthemetd/ 1)

AnyConnect Package

Inside Metworks

Thia inbarmal nebaorks remobte socass VPN usars ana
allcrwed 1o use, The BP verslons of the inbemal netwarics
and pddnass poola mest match, aither IPwd, IPE, oF
both

+

5y any-ipva

Il & usar doas nol akkaady Rave the Aghl AnyConnact peckaga inslalled, tha sysbam will launch tha AnyConnect
installar wihen the client avthenticages for the first ime. The w=er can then nstall the package from the sypshem.

You can download AnyConnect paciages from sofbeare.clsco.com,

You musd Rave the necadasny ArmyConnect Saftwan licands,

Packages

LIPLOAD PACKAGE

&5 Windows: anyconnect-win-4.7.03052-webdeploy-ih.pig

I\ Unwe anyconnect-linuxe-4.7.03052-webdeploy-kd.pkg

6. Jopw Buwe IJpdeuo: w2dd pu leals AnyConnect wuvdd puluwe: wp lody 998 buwld

|.J|uuc;&.J|p.

MEXT



~ Summary

F s . ih ek VDR e Hals
Review the su ary of the Remaote Access VPN configuration.

General

Primary Identity Source

Authentication Type AA8 Only
Primary Identity Source AL LAB-AD
Fallback Local kSantity Sdunce -

Strip Identity Source server from usemame Mo

Strip Group from Usemame Mo

Secondary |dentity Source
Secondary ldentity Source for User Authentication =
Fallback Local éantity Source

"\_:'l Advanced

Auwthorization Server

Accounting Server

Client Address Pool Assignment

BACK SUBMIT QUERY

7. 108, iy Wogsslo IJpedds s leds Idspeso Jel 09 090z Bis 1Ju09,6.

wfin]nn . i} o = 7] ==m b admin
Firapowar Devica Mananer = @ = @ @ 2 -
CISCO ! e Mononing Fuolicies Dhjecis Davice: FTD-3 =] # Arfminmtaae

e Summary

Remote Access WPN Connaction Profiles

1 oo q [ +

1 General AuFanicaton: S28 Only CitiGrpFoboy
AuTemton:  Nona
Ancousting:  Mone

8. lud,y B98 wuiy IWJl.



Pending Changes

& Last Deployment GComplated Successfully

A1 PM, Sea Daplovmant Histong

Deployed Version (16 apr 2020 12:41 PM) Pending Version @ LEGEND Removed | Added | Edited
9 Metwork Object Added: AnyConnect-Pool o~

= SubTyps: Network

= value: 18.18.19.8724

= 1sSystembefined: false

= dnsResolution: IFVE_AND TPWS

= name: AnyConnect=Pool

u RA VPN Added: NGFW=Remobe-Access=-VPN

- ypaGatedsaysettings 9] . exesptMatRule: trus

- vpibatesaysettings @] .outsideFgdn: FLd3, edamle.con

- ypaGatesaysettings 8] . bypassiccessControl ForYPRTraffic: ta
- name;: MNGFW-Remate-iccess-VPN

anyconnectPackageFiles:

- anyconnect-win-4.7 85352 -webdeploy-k9. pkg
vprbatewaySettings [@]  serverCertificate;

- FTO-3-Manwal

vpnbatewaySettings[8] .cutsideInterface:

= autside

vproatewaySettings [@] . insidelnterfaces

- inzide

vprbatewaySettings[@] . insideletworks: =
MORE ACTIONS CANCEL DEPLOY MOW | L

Cpdsu wog 1Jogss 9odssu yusluwle IWiely Josss Idpuweede

g odo lJu9bé: sgu i SY9U puwegdey AnyConnect 9, s gds IJlouold wogle sdJdo 9>
Jl sl Sbuso eds 1Usuosd lJs p9lhs pesus. gwedss 0o 1Ugbgs IJs wedsy 0956
IJeuwedse vese Spdu Sk Jdpuwerpsu wopu purdsds AnyConnect lJlouold oldpeslys
IU>1gJso wluwegsle RDP 9spedy Wb Jpuwagses AnyConnect Lopu ldpzesss IUloold
wldpesbys 1UsIgdss wlgwegsle HTTP.

1. luedd IJs Idgwsluwle > 1J09sé 9108 WB98 wpdsu wog 1Jogsé.



vl o Deiee Mamaa &2 o = == @ @ @ @ s admin
Clsco R il Maniinring Prlces Ohjects D FTR-3 - AcymissaroT

o Security Policies

(=]} () S5 Dot o © st @ Access Control 8 barmion

Establishing Lser ldenmtity How |dentity policies work

‘Yiou can wse idendity policies o colioo wsor Aition mohastication

khetity Information from comeions, You
wostr inniey

i Hhaan ey ussrge Eoseed © N _
I PRGEIVE BILTHEHTIZATIRY
i d diciisearcs, and conligoie aosnss

conarnl Based O USdr of LSer o By Jau-a,n. e e ()-» LEVERAGE mENTITY

linking rebwork betasior, tralfic, and events
ginecy o indvidusl wsers, the sywiem can

bl oy I-ﬂfllll!'r’lllll'!:llr:!-’ i=F paslicy s
breachas, anecks, of netwark
wlnerabiities MULTIFLE
CENMITNES
CENTITY SOURTES:

EFLEBLE IDENTITY POLIC

J ol e pdsde el po wubdsd lolSs plbdye sldlple cduos) JIBs.

dlali, Fropoar Dovice Managor L o = S @ @ @ @ : aamie
CIsCD - (SRR Objpcts Dence: FTO-3 - - AchTaRS TG

RFaniinnng

& Security Policies

B = () R Oecypt ! v ) Secuky n cr —» N HAT @ Ancess Control T o

taenticy Policy () & moarch &+

AUTICRTICATION RETHORRS FLATEIFROTD

CREATE IDENTITY FULE

Defmlt fction |ﬂ.mm Fury ibentity Source vI D

2. loodd 1Js Wduwslusle > NAT solds Io NAT Gudde wuvdd polgue. Bl JIG [gueoole NAT
IJ3s wp wdysuo Vs leshble AnyConnect Jlsl WJo wdyy ould 2led |Js wdssu luolds
oul.

anfnin]na i o = ==n actmn
Firepower Desace Managea N @ E\' . @ i
L b =heE - Hi= It Pl b O =15 Danden: FTD=% == B - Ackmininiraior

o Secunty Policies
= N 0 weniny 1) Security bufe [ - TNy & Access Comml G brsenn

1 ks q Cmmer +

D ETIRATID

Aaitn MAT Fidia

5@ Inowrat IPAT IrohiAabang: M g Rl ¥ ¥ Inperines



3. luedd Ids IJysslule > IJopde Bs [Jsyesd. WS 03l IUduwe: Swp wessy "ldlg)le
IJloo,lgos" eds "ldeb," 9de sope lousle $3lg> 9u09d J3JY weznd louold puwedse
AnyConnect. Ju sdso Sl eds 1J9uosd s s yvse. 1oy 998 + 1d,e5 19 e Clouble Slgss
9u29d Jluol9s $lgss gasre.

ol o wer Davice Manags = & - w— G & & I:.-‘?q‘l : aamy
CISEn Maontong Fokc Oibincs Direbcn: FTD-3 p i s B P Ackriksatral
& Security Policies

& sty & At & Amcess Comenl B Winesion

Dwtauhi Ackicn | fzzsas Coriel (@ Binck ) |

4. 1ol 1Jz89d wlJBse Ipuluvws. Bs o3l IJodssu: sew lu swpoe Idpuweésesw slgd
oeP9E6 puw99Js AnyConnect wz 9 9,09J RDP |Js ¢lbe Windows s [Jubeds IUslgJso.
wldogwes Jdpuos) wp wdasu Idpub s Jeub9s thzss os IUsleod Ighess Ios uvswpe
louold puwegses AnyConnect wol 9o p wdysu lduveds JIlisy, AnyConnect-Pool 1Jss e
odysuo puvedl Jogsso guldso IP Jgedle AnyConnect. ldouwes Jogss IJpuwogse B
FDM: szv 1o $d9u 1dpuos) 09 1deulb§6 slduveds Idos wsdse IJpuwedse vose Iloold
ewol. ulJuuwed JJozod: swp wdssu Idpub 96 Jel o9 >Igd_zone 909 |Jglzod 1UsIJsé IUws
SWYE edwsol ¢be Windows: 9swp wdysu Iduvwds JIlisy Inside_Net 1Uss 09 Jlisy sgyd
lJovoJo I.Jg'sjg.@&.Uog; S92> Vsol gbe Windows: 9swp wessu lJpuldsde,gusdsdle sds
Jlsoso po IJeolds 1Upsoou06 Jduwelz w9,09J RDP g0 w9e93s] TCP 3389 9 UDP 3389.



Edit Access Rule

Oirdder Tithe Action

1 e [ AC RDP Access

= re— — . : A R )

SourcedDestination Apglications URL= Usars Intrusion Podicy File palicy Lagging
SOURCE DESTEATION
vk T Matweiwks + Poaks T Forwa * Mle=arsrkn g PertaProtecol ™

E outside_zone 5) AnyConneci-Pool E inside_zona 5 nsiche_Met ‘:} ROP-TCP

5, RDF-UDF
= e

Show Diagram -! } e CANCEL

o2 Suwe "Tdpuwedsesu”c oo 1Uolds puwdsds AnyConnect JJpzesgd wese swp
U-J"P'C Jdeuwuddesu lUssy SYOLoJIu eu o0do lJpgpoed uguogJ RDP |Js ¢lse Windows.
1o, B9 + 1)) 9lud,) B9 edlpd IJowssw presele: Slud) 998 IUpzeses Idpuluwed: &p
o9y 898 p9ld . Jigb [ SpIU OIS pUNUEIPSU YO NSSU 9o 1Jogss J3JY.




Tithe

Action

AC RDP Accoss

Sourcel/Dastination Apglications URLs Inrugion pﬁ’li(’-‘p‘“ Fila ﬂ':l"l:\ln Lagging

AVAILABLE USERS

T Fitar

ey

I LaAB-AD | Account Dperobors ~
2t LaB-aD | Administrators

A LAD-al ' Allowesd RODE Password Replication Group

_1;‘ LAE-AD '\ AnyConnacy Lyers -

= -

Create naw ldentty Realm

Show Diagram {:._1'.

L& CONTROLLING ACCESS FOR USERS AND USER GROUPS

IF you configure dentity policies wo establish user idenlity based on source 1P
Bdress, wou Gan Contndl SLCe5S DESed ON ST NBme oF USEar group
membarship, By controling access based on usar identity, you can apply the
approgriate access camrobs whether the user changes warkstations or obtains &
different address through DHCP. If you base rules on group membership, user
nabwiore access changes as users change roles in yaur crganization, maving
fram ane group 1o another.

wey? wpadsd IJgsble IJpoluuwsd: o8y 898 p9lds.

Tithe

Action

AC RDP Accoss

SourcelDastination Apgplications URLs Lksars Intrusion Palicy

AVAILABLE USERS +

B, Lad-a0 % AnyConnect Admins

Show Diagram -::._-".

File policy

- Logging

i CONTROLLING ACCESS FOR USERS AND USER GROUPS

IF you configure Mentity policies o establish uger identity based on scurce [P
addrass, you can contnol ACCess Dased On uSar Name of usar group
mesmBaiship. By contmaling access based an user idenlity, wou can apply the
approgriate access camrols whether the user changes warkstations or obiains a
different address through DHCP. I you base rules on group membership, user
rebwork access changes as users change roles in your crganization, maving
fram one group 1o another.

5. 3p louble 1Jeiss e Bles IUsuosd I3l Jip Iie). Bs o3l lJedssu: swp losle $lgss



3028d 188 Jduwele JJpuwcsrpso Lopo pze9ed puvatsps AnyConnect Ll o9d IJs HTTP
V18] ébp Windows.

Cirgder Tithe Action

2z~ AC HTTP Access | B Alowe

Sourcad Destination Apglications URLs Lr=ars Intrusion F‘{Hil:-'p‘n File 5}|:|Ii|:-||n Lagging

SOURCE DESTRMATION
Tonak + Hatwesvks + ok + Ferwn + hlgmartsrien + Perta/Proteent +
kg ouside_zone 53 AnyConnect-Pool g inside_zone 5 insicke_Poet 5 HTTP

L
Show Diagram () ) (

Y]
E

Edit Access Rule

Oircder Tithe Action
e

Source/Destinaticn  Applicaiions URLs  Users  Inrusion H:Hi-:,rn File pculiu:-.-n Logging

AVAILABLE LM5ERS + Ji CONTROLLING ACGESS FOR USERS AND USER GROUPS

IF you confgure identily policies w establish user idenlity basad on source IP
address, you can control RoCess Based an USEr NEME OF USar group
memiBaiship. By contraling ascass basad on usar identily, you can apply the
approgriate access cantrals whether the user changes warkstamons of abtains &
different address through DHCP. I you base rules on group membership, uses
nebwiork access changes as users change roles in youwr crganization, maving
fram ane group 1o another.

B, Lad-aAD % AnyConnect Usors

Y
Show Diagram () ) q

ey
E

6. ©2d8 pu wdasu Bless 1J9osd wp lody B98 iy Iogssilo IJpedds B leds IJspeso



Jel 09 p9 o2 S 1096

alvalne e Device Mansan E L 5= == @ @ I:_E'_.i" @, : admin
CISCD - Raritaring Paldin DiEicta Dinican: FTD=3 - = - Adminisirains

& Security Policies

0 — ) 551 Secnmhon + & denlity — Sy it = ] BT G Irerusion

1 AL RO Access ﬁl oulside_tvs ArsConmect= Pl T raida_sorm eiibe_Pirt [ T ARY Argilprne
RIiF- L08R
Al
o2 AGHTTI Actess = outskla_Eirm AryCormect-Posl ¥ inaida_oim Weskde Pt HTT ArsyCre
Al
Dolandl Action Ao Comol (Y etk -

7. 02838 pu lJogssilo e lud) 998 wuiy WJlu.

Pending Changes

ﬂ- Last Deployment Completed Successiully

2B Apr 2020 01:35 PM. See Deployment Hisbory
Deployed Version (28 Apr 2020 01:35 PM) Pending Version @ LEGED Resoved | Added | Editec
) Access Rule Added: AC HTTP Access S
= users[@].name; AnyConnect Users
- logFiles: false
- eventloghction: LOG_HONE
= ruleld: 26B435457
- name: AC HTTP Access
sourcelones:
- purtside zone
destinationfones:
- iriside zone
sourceNatworks:
= AryLonnect-Pool
gestinationNetworks:
= Inside_Het
gestinationPorts:
= HITP
wsers[8] . identitySouroe:
= LAB-A0
W
) Access Rule Added: AC RDP Access
MORE ACTIONS ™ CAMCEL DEPLOY MOW w

IJozdd pu lduogs
lwegse 03l ldBuwe Joldss gpd Idodsse wuvdd Loese.

IJoyosy IJuoliss



oJdosu AAA

show runni ng-confi gurati on aaa-server

aaa-server LAB-AD protocol |ldap realmid 7 aaa-server LAB-AD host wi n2016. exanpl e.com server -
port 389 | dap-base-dn DC=exanpl e, DC=com | dap- scope subtree | dap-I|ogin-password ***** | dap-1|ogi n-
dn ftd.adm n@xanpl e. com server-type auto-detect

oJd9 sy AnyConnect

> show runni ng-confi g webvpn
webvpn
enabl e outsi de
htt p- headers
hst s-server
enabl e
max- age 31536000
i ncl ude- sub- donai ns
no prel oad
hsts-client
enabl e
X-cont ent -type-options
X-XSS-protection
content-security-policy
anyconnect image di sk0:/anyconnpkgs/ anyconnect -1 i nux64-4. 7. 03052- webdepl oy- k9. pkg 1
anyconnect image di sk0:/anyconnpkgs/ anyconnect -w n-4. 7. 03052- webdepl oy- k9. pkg 2
anyconnect enabl e
tunnel -group-1ist enable
cache
di sabl e
error-recovery disable

> show runni ng-confi g tunnel - group
tunnel - group General type renpte-access
tunnel - group General general-attributes
addr ess- pool AnyConnect - Pool
aut henti cati on-server-group LAB-AD
tunnel - group General webvpn-attributes
group-alias Ceneral enable

> show runni ng-confi g group-policy
group-policy DfltG pPolicy attributes
vpn-tunnel - protocol ssl-client
split-tunnel -policy tunnel specified
split-tunnel -network-1ist value DfltG pPolicy|splitAcl
webvpn

anyconnect ssl dtls none

> show runni ng-config ssl
ssl trust-point FTD 3-Manual outside

IJlouold w@sle> uwsluwd IJopdp B 1Usue9d po AnyConnect gldcedd puol



’;'E' Cisco AnyConnect Secure Mobility Client —

VPN
Contacting ftd3.example.com.

ftd 3.example. com Connect

!’S‘ Cisco AnyConnect | ftd3.example.com

Group: General i

Username: | it.admin

Password: | s*ss=sss|

(84 Cancel

!'5:' Cisco AnyConnect Secure Mobility Client — X

Connected to ftd3.example. com.

ftd3.example.com E  Disconnect

00:00:14 IPv4

a0

User IT Admin »9z9> WO IJpzpses AnyConnect Admins IJos Jssel 9,09J RDP |Js Windows
Server. 9o 3JJ Jsuw Jasol 8,09J 1Jis HTTP. |6 Bz zduws gpd RDP g Firefox Josl 1Jglse
SE2d3 pu lu 03l dpuese spdue IU9uosd Ids 1Jehe gw)y RDP O$b.




Windows Secunty

Enter your credentials
These credentials will be used to connect to win 2006 eamplecam,

!E'l E
! Remote DE:Skt-DP Ltser name
¢/ Connection o)
A Password
AN 216 o oo Damain:

Username:  None speofied

R h ¢ credertials
Yo will b askad for credentiaby when you connec [ Romember my crede

- & Problem oading page *

“— L ] @ @ win2016.example.com g noDO&x =

The sereer at win2016.example.com is taking too long to respond.

# The zite could be temporarily unavailable or too busy. Try again in a
few maorments.

* |f you are unable to load any pages, check your computer’s network
COnnection,

o |f your camputer or netwark is pratected by a firewall or praxy,
make sure that Firefox is permitted to access the Web, ‘

Bl Spo wouvesd I5E9d Llumepdle puvsiae lRowh £9292 S pzesgs puwdops AnyConnect
IJ3s0 Jssop 9u29d HTTP 9dsuw 9u09d RDP. Bspdud Idezdd pu o Bsles> uvsluws
lJozde Os 1dsuesd luovze ywbsé Idewesd.




abe Decbton Connpctann

-
=0

M Remote Desktop

cunne“'“" @ FEemaote Desktop can’t connect to the remote computer for ane of thess reasons:
1) Remote access to the server i not enabled
Computer: win201E.mmmple.com r 2) The rereate computer is turned off

1) The rerote computes is nat available on the netwark

Make sure the remote computér is iumed on and connected to the netwark, and that remote
access is enabled,

=) Show Cptio... Cannec! Hb | [ox ]| Hep

115 Windaws Server Pl 3F Options

<« & & @ & winZ016.examplecom e 0 i in @ & & =

You vl be asked for credentials when you connect,

Windows Server
-

Internet Information Services

Welcome Bienvenue Tervetuloa

lwedunldd IJigble gl oJlzol
luwegse o3l 1dGuwe Joldss god Idodssy wuvdd Lozse:

ouoese IJigbls

Spdu wubEsd wuozse IJigble o3l B CLI wuigsuos Juveduldd itble s ol> 86 LDAP
sluodlzol: debug Idap 255.

Jigvod ol |a]o|s: wwslows IJoedpe O 1J9ue9d Jogso [dpuwese 9luadlzol spdo wuvgsd
22b zelsd pd ouozse |Jizbole Iglue wagp IJoble Wbs Blises [Jopde Jogrsy gwow
IJuwelz wuds 1des, 19 pugel wuvdd Es) pusde.

ouoese léble LDAP IJgloJs

[53] Session Start
[53] New request Session, context 0x00002b1d13f4bbf0, reqType = Authentication
[53] Fiber started
[53] Creating LDAP context w th uri=ldap://192.168.1.1:389
[53] Connect to LDAP server: |dap://192.168.1.1:389, status = Successful
[53] supportedLDAPVersion: value = 3
[53] supportedLDAPVersion: value = 2
[53] LDAP server 192.168.1.1 is Active directory
[53] Binding as ftd.adm n@xanpl e. com
[53] Performing Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
[53] LDAP Search:
Base DN = [ DC=exanpl e, DC=com
Filter = [sAMAccount Name=it.adm n]



Scope = [ SUBTREE]
[53] User DN = [CN=lI T Admi n, CN=User s, DC=exanpl e, DC=conj
[53] Talking to Active Directory server 192.168.1.1
[ 53] Readi ng password policy for it.admn, dn:CN=IT Adm n, CN=User s, DC=exanpl e, DC=com
[ 53] Read bad password count 6
[53] Binding as it.admn
[53] Performing Sinple authentication for it.admn to 192.168.1.1
[ 53] Processing LDAP response for user it.admn
[53] Message (it.admin):
[53] Authentication successful for it.adnmn to 192.168.1.1
[53] Retrieved User Attributes:
[ 53] obj ectC ass: value = top
[ 53] obj ect d ass: val ue = person
[ 53] obj ect O ass: val ue = organi zati onal Per son
[ 53] obj ectd ass: val ue = user
[ 53] cn: value = I T Adm n
[ 53] sn: value = Admin
[ 53] gi venNanme: value = IT
[ 53] di stingui shedNanme: val ue = CN=I T Adni n, CN=User s, DC=exanpl e, DC=com
[ 53] i nstanceType: value = 4
[ 53] whenCreat ed: val ue = 20200421025811. 0Z
[ 53] whenChanged: val ue = 20200421204622. 0Z
[ 53] di spl ayNane: value = I T Admn
[ 53] USNCr eat ed: val ue = 25896
[ 53] nmenmber Of : val ue = CN=AnyConnect Admni ns, CN=User s, DC=exanpl e, DC=com
[ 53] uSNChanged: val ue = 26119
[ 53] name: value = I T Admn
[ 53] object@UD: value = & ..J..0.2w...cC
[ 53] user Account Control : value = 512
[ 53] badPwdCount : val ue = 6
[ 53] codePage: value = 0
[ 53] countryCode: value =0
[ 53] badPasswor dTi ne: val ue = 132320354378176394
[ 53] | astLogoff: value =0
[ 53] | ast Logon: value = 0
[ 53] pwdLast Set : val ue = 132319114917186142
[ 53] pri maryG oupl D: value = 513
[ 53] objectSid: value = ............. {r...;.....
[ 53] account Expi res: val ue = 9223372036854775807
[ 53] I ogonCount: value =0
[ 53] sAMAccount Nane: value = it.admn
[ 53] sAMAccount Type: val ue = 805306368
[ 53] user Princi pal Name: val ue = it.adm n@xanpl e. com
[ 53] obj ect Cat egory: val ue = CN=Per son, CN=Schema, CN=Conf i gur at i on, DC=exanpl e, DC=com
[ 53] dSCor ePr opagat i onDat a: val ue = 16010101000000. 0Z
[ 53] | ast LogonTi mest anp: val ue = 132319755825875876
[53] Fiber exit Tx=515 bytes Rx=2659 bytes, status=1

[ 53] Session End

ogd) logvle louold wglse LDAP

[-2147483611]
[-2147483611]
[-2147483611]
[-2147483611]
[-2147483611]
[-2147483611]
[-2147483611]
[-2147483611]

Session Start
New r equest
Fi ber started

Creating LDAP context with uri=ldap://171.16.1.1:389
Connect to LDAP server: ldap://172.16.1.1:389, status
Unable to read root DSE. Can't

Fi ber exit Tx=0 bytes Rx=0 bytes,

Sessi on End

Sessi on,

cont ext 0x00007f 9e65ccdc40,

cont act

LDAP server.

status=-2

reqType

= Aut henti cation

Failed



IJzdod lJpzopds:

- o2dd pu lJoszso 9oi¢b: ou o FTD @QJ}égS !ua{og_lvé pu ¢lbp LDAP.

- B 2lJs lvegsle LDAP Iy STARTTLS. clids po I Givolsé CA IUzs, IJuozses #9898 wol
wzSY Spdy |Jpld rouokéaé SSL vugle.

3880 lu suveged IUewslo spsule Lozse: Bl wp luvedsle luve Idpuos S Bezdd pu
32,6 DNS gJs edo IJs guslo IP IJuozse

DN s/ls IJps 1Jpi9) Jbwb &) uorses

[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
credentials

[-2147483615]
[-2147483615]
[-2147483615]

Session Start
New r equest Sessi on,
Fi ber started
Creating LDAP context with uri=ldap://192.168.1.1:389
Connect to LDAP server: |dap://192.168.1.1:389, status

cont ext 0x00007f 9e65ccdc40, reqType = Authentication

= Successf ul

def aul t Nam ngCont ext: val ue = DC=exanpl e, DC=com
support edLDAPVer si on: value = 3
support edLDAPVer si on: value = 2

LDAP server 192.168.1.1 is Active directory

support edSASLMechani sns:  val ue = GSSAPI
support edSASLMechani sns: val ue = GSS- SPNEGO
support edSASLMechani sns: val ue = EXTERNAL
support edSASLMechani sns: val ue = DI GEST- MD5

Bi ndi ng as ftd.adm n@xanpl e. com
Perform ng Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
Si npl e authentication for ftd.adm n@xanple.comreturned code (49) Invalid

Failed to bind as administrator returned code (-1) Can't contact LDAP server
Fi ber exit Tx=186 bytes Rx=744 bytes, status=-2
Sessi on End

IJed Idpzoed: w2l pu wdssu yueds DN IJElos vogwesd 1d>¢sd 99Jeé p)9) cuvesd
lJ>god wuvdd Lozse: spdu ldogdd pu o3l Idlg)le eds ¢lbe AD Cluwegsle Idp.exe. JJwg 99
pu lpdluss sob puvle wuele wluvesle LDP luodd ews Idgbsle IJoldse:

1. eds ¢bp AD: | og b e Js WintR gluz e gu ldp.exe.

Run

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

ldp.exe

Cancel Browse...

Lo |

2. 169 W93 louold > loyold... Jpl 09 9oz Vs IJuo9,)6.



£ Ldp - O X

Erowse View Options LUtilities Help

Connect...
Bind... Ctrl+B

Disconnect

Mew Ctrl+M
Save
Save As

Exit

MNUM

3. 23 puo S peds JJgbe 9ldeouwds Idpol e &p lod) 999 p9lds.

Connect X

server: | RREaT

Port: 389 [ ] connectionless

[]ssL
I oK Cancel

4. sbo, .|.JE_fo_9) Ui@p(, lJoue 1Jss suvs) IJds logold olze. o) eds logeld > jub... Jol o9
PP IS¢ 1Juoy,s.



A7 |dap://win2016.example.com/DC=example, DC=com — [ >

I Connection | Browse View Options LUtilities  Help

Connect... B e ldap_openlocalhost®, 32897,

_ _Esta blished con n_ectinn to localhost.
Bind... th'*'E*I Retfrieving baze DSA information. ..

. Getting 1 entries:
D ct

seenne Dn: {RootDSE)

configurationMamingContext:
et S CH=Configuraticn, DC=example, DC=com;
Save currentfTime: SM1M1/2020 4:18:55 PM Eastern Daylight
Time;

Save As defautNamingContext: DC=example DC=com;
Eyit dnzHostMame: win2015. example. com;

[

demainCentrellerFunctionality: 7 = { WINZ018 ),
domainFunctionality: 7 = { WINZ016 J;
deZerviceMame: CH=NTDS
seftings, CH=WINZ018 CH=5ervers, CH=Default-
First-Site-
Mame, CH=5ites, CH=Configuration DC=example DC=
COom,
forestFunctionality: 7 = [ WINZ018 J;
highestCommittedUSM: 13410,
izGlobalCatalegReady: TRUE;
izsynchronized: TRUE;
HanServiceNames sxamnle cnmowin 016

5. 223 owb wuusb: &p 223 lgwe puncddp tunle Idsdsd 99Jes 1dpss)- slud) B96 OK.

Advanced

Bind X
L=zer: fid. admin@example. com
Password: TIIII1L
Domair:
Bind type

(") Bind as currently logged on user
[ J Bind with credentials

) Advanced (DIGEST)

Encrypt traffic after bind

Cancel Ok I

wluwedsle job olzge: uvslbo, LDP o059 eJso J DOMAIN\username.



£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X

Connection Browse View Options Utilities Help

T2 040 113056 1.4 2755;
1.2.840.113556.1.4 2256;
1.2.840.113556.1.4.2305;

supportedl DAPPolicies (20} MaxPoolThreads;
MaxPercentDirSyncReguests, MaxDatagramRecy;
MaxReceiveBuffer; InitRecvTimeout;
MaxConnections; MaxConnldleTime;, MaxPageSize;
MaxBatchReturnMes=zages; MaxtueryDuration;
MaxDirSyncDuration;, MaxTempTableSize;
MaxResultsetSize; MinFesultSets,
MaxResultSetzPerConn; MaxNotificationPerConn,
Max\ValRange, MaxValRangeTransitive;
ThreadMemoryLimit, SystemiBemoryLimitPercent;

suppertedl DAPYersion (2): 3; 2;

supportedSASLMechanizms (4); GSSAPL GS5-
SPNEGOD; EXTERMAL, DIGEST-MDS,

res = ldap_simple_bind_s({ld, "ftd. admini@example.conT,
<unavailable=}); f v.3
Authenticated as: "EXAMPLE\ftd. admin’.

Ready

Sl 2lode sl luwe puwese s Ides w19y £y LPTSES: Suwsdds 39 1Js Sud ped osl.



£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X

Connection Browse View Options Utilities Help

MaxRezultSetSize, MinResultSets,
MaxResultSetzsPerConn; MaxNotificationPerConn,
MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;
supportedLDAPVersion (2): 3; 2,
supportedSASLMechanizms (4} GSSAPL G55
SPNEGO; EXTERMAL,; DIGEST-MDS;

res = ldap_simple_bind_=(ld, "ftd. admin@example.com’,
zunavailable=); i v.2
Authenticated as: "EXAMPLE\ftd. admin’.

res = ldap_simple_bind_s{ld, "w rung@_&xa mple.com,
<unavailable=}); f v.3

Error <4%=: ldap_simple_bind_=() failed: Invalid Credentials
Server error: 30090308: LdapErr: DSID-0C050424,
comment. AcceptSecurityContext error, data 52e, v38359
Error 0x&0090308 The token supplied to the function is
invalid

Ready

wgd) s Ebe LDAP IJg oy, gds luwp Idpumcise

-2147483612] Session Start

-2147483612] New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
-2147483612] Fiber started

-2147483612] Creating LDAP context with uri=ldap://192.168.1.1:389

-2147483612] Connect to LDAP server: |dap://192.168.1.1:389, status = Successful
-2147483612] supportedLDAPVersion: value = 3

-2147483612] supportedLDAPVersion: value = 2

-2147483612] LDAP server 192.168.1.1 is Active directory

-2147483612] Binding as ftd.adm n@xanpl e. com

-2147483612] Performing Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
-2147483612] LDAP Sear ch:

—_———— —— — — — ——

Base DN = [ dc=exanpl e, dc=comn
Filter = [samaccountnanme=it.admi]
Scope = [ SUBTREE]

-2147483612] Search result parsing returned failure status

-2147483612] Talking to Active Directory server 192.168.1.1

-2147483612] Readi ng password policy for it.adm, dn:

-2147483612] Binding as ftd.adm n@xanpl e. com

-2147483612] Perform ng Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
-2147483612] Fiber exit Tx=456 bytes Rx=1082 bytes, status=-1

[-2147483612] Session End

IJzd IJpzeed: 0288 pu lu AD sedue IJees) eds IUpumwctse pg 1wz IUss wp wsluwls
FTD. 9spJ0 IJdsle w3Jd ls ol pg LDP.exe.

—_——————

1. ves ldob woeledluedd Ids gxue > Uberd Jpl 09 ps oz s 1Jues,s.



£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X

Connection Browse | View | Options  Utilities  Help

ﬁree Ctrl+T ™
Enterprise Configuration laxPoolThreads:
ztg; MaxDatagramRecyv,
" Status Bar wwTimeout;
Set Font... nidleTime; MaxPageSize,

=, MaxQueryDuration;

MaxDirSyncluration; MaxTempTableSize,
MaxRezultSetSize, MinResultSets,
MaxRezultSetzPerConn; MaxNotificationPerConn;
MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;

supportedLDAPYersion (2): 3; 2

supportedSASLMechanisms (4) GSSAPL GS5-
SPNEGO; EXTERMAL, DIGEST-MDS;

res = ldap_simple_bind_=s(ld, "ftd. admin@example.com’,
<ynavailable=), # v.3
Authenticated as: "EXAMPLE\ftd. admin’.

| W

2. 253> DN IJigwlgus 1Jss op odosuo eJs FTD Sp lud) B98 p9lds.

Tree View >

BaseDN: DE=exampIe.DE=n:Dm| ~

Cancel

3. 108 wiy plsuw IJispw 88 DN IUiuwluus & 1od) 898 wze Jel 09 pooz Wis 1Uues)s.



A ldap:/fwin2016.example.com/DC=example,DC=com

Connection Browse View Options  Utilities  Help

— O x

e} DC=example DC=com

Create a new document

Search Ctrl+5
Virtual List View

Delete Ctrl+D
Modify Ctrl+M
Modify DN Ctrl+R
Add child Ctrl+A
Compare

Advanced

Copy DN

Copy Ctrl+C
Select all

Clear output Ctrl+MN

cipals, DC=example, DC=com;
11028594 A00C04FFOF205:CN
=gxample, DC=com;
11D2S7C400C04FDE0SCoC
-example, DC=com;

A1 ADEDOOCO4FDEDSCDC
=gxample DC=com;

A1 ADEDOOCO4FDE0SCHC
Jle, DC=com;

1101 A44B00C04FDTDE3A:0
;, DC=example, DC=com;

A1 ADEDOOCO4FDE0SCOC
ample, C=com;

11D ADEDOOCO4FIEDSCOC
g DC=com;

0 3:43:5% PM Eastern Daylight

24157 PM Eastern Daylight

L]

4. 25> L'Jg.équ ISpe dleso IJoslule (DB) 9gled IJouoss 9ldubl |Jiuu|uu.___56 Jpl wboy Vs
cuose IJigble. B o3l IUpelJ. o30:

- Jvods DN IJIwl wsé: dc=example.dc=com
- elpd IJo o s6: samaccountName=it.admi

- Jobl@:ldyivgo 1J,es0



A7 |dap://win2016.example.com/DC=example, DC=com — [ >

Connection  Browse View Options  Utilities  Help

C b % Mo=example DC=com; e
' p&a1 101 ADEDOCCO4FDEDSCDC

|DC=example, DC=com;

Base DM: | DC=example,DC=com « | 13881101 ADEDOOCO4FDEDSCD:C

ample, DC=com;

f021101 AA4BOOCO4FDTDEIA:O

Scope lers, DC=example DC=com;

581101 ADEDOOCO4FDEDSCD.C
I:::I A58 ID n=LEve rexample, DC=com;

_ G211 ADEDOOCO4FDEDSCIC
Attributes: | objectClass;name;description;canonicalMame ~ mple, DC=com;

[020 3:43:59 PM Eastern Daylight

Filter: sAMAccountMName =it.admi w

Ot =) Cl
ptions I un I - }20 2:41:57 PM Eastern Daylight

l1'|'|'|'\.|I

=*hearching...

iap_search_s(ld, "DC=example DC=com”, 2,
"sAMAccountName=it.admi”®, attrList, 0, &m=sg)
Geﬁing 0 entries:

Ready

Swze LDP eo 0 bheldle ob)l Jese 929> euvle puwese wluve samaccountName=it.admi
lvdd DN IJlwlus=example.dc=com.

wboy Idezlads p)6 1g)s wlumegsle samaccountName=it.admin I ozsz woszs peoduds.
Swew LDP gy bgld glg> wew DN IJIgwlgus=example.dc=com gsbwg DN IU¢gluo wldpuweése.



57 |da pfiw

in2016.example.com/DC=example DC=com — [ >

Connection  Browse View Options  Utilities  Help
sooTTDTADEDOOCO4FDEDSCDC
- |DC=example, DC=com:
381101 ADEDOOCO4FDEDSCDC
Base DN: | DC=example,DC=com « || Bmple,DC=com;
021101 AA4BOOCO4FDTDEIA:D
Filter: sAMAccountMame =it.admin ~ || lers,DC=example DC=com:
e 5881101 ADEDOOCO4FDEDSCD.C
Scope rexample, DC=com;
Opase  Oonelevel |@ subtree I 6821101 ADEDOOCO4FDEDSCD:C
mple,DC=com;
Attributes: | objectClass;name;description;canonicalName | 1020 3:43:59 PM Eastern Daylight
120 2:41:57 PM Eastern Daylight
Options I Run I Close
=rrearching...
iap_search_s(ld, "DC=example DC=com”, 2,
"sAMAccountName=it.admin®, attrList, 0, &m=g)
Getting 1 entries:
Dn: CH=IT Admin,CH=Users,DC=example,DC=com
canonicalMame: example.com/Users/T Admin;
name: [T Admin;
objectClass (4): top; person; organizationalPerson;
User;
W
Ready

Udpé Idea9) &) wozses Jluwe IJpuwciése

-2147483613]
-2147483613]
-2147483613]
-2147483613]
-2147483613]
-2147483613]
-2147483613]
-2147483613]
-2147483613]
-2147483613]
-2147483613]

———— —— — — — ——

Session Start

New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
Fi ber started

Creating LDAP context with uri=ldap://192.168.1.1:389

Connect to LDAP server: |dap://192.168.1.1:389, status = Successful
support edLDAPVer si on: value = 3

support edLDAPVer si on: value = 2

LDAP server 192.168.1.1 is Active directory

Bi ndi ng as ftd.adm n@xanpl e. com

Perform ng Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
LDAP Sear ch:

Base DN = [ dc=exanpl e, dc=comn

Filter

Scope
-2147483613]
-2147483613]
-2147483613]
-2147483613]
-2147483613]
-2147483613]

——————

= [ samaccount nanme=i t. admi n]
= [ SUBTREE]
User DN = [CN=I T Admi n, CN=User s, DC=exanpl e, DC=coni
Tal king to Active Directory server 192.168.1.1
Readi ng password policy for it.admn, dn:CN=I T Admi n, CN=User s, DC=exanpl e, DC=com
Read bad password count O
Binding as it.admn
Performng Sinple authentication for it.admn to 192.168.1.1




[-2147483613] simple authentication for it.admin returned code (49) Invalid credentials
[-2147483613] Message (it.admi n): 80090308: LdapErr: DSID-0C09042A, comment:

Accept SecurityContext error, data 52e, v3839

[-2147483613] Invalid password for it.admin

[-2147483613] Fiber exit Tx=514 bytes Rx=2764 bytes, status=-1

[-2147483613] Session End

IJzd Idpzeed: c2dd pu wdssu Jddes p)9) Idpuwedse vuvdd LozsSe 9pu €30 luwole
wodleswol. 99l o9 1Jzld pg DN Jogwesd 1Usz9d: yusd9p FTD wlele solo (o> AD Clgwagale
wslolo leweh IJpuvwgsp. Jol Spdo wudss o3l ld)ub Vs ldp JJwzdd pu &>)06 AD gJs
IJogrsd gds v wslule lewels Iuve Idpuwegse 99Jp6 1de9). wbo, IUglbsle O LDP B
DN oywesd 3¢9d ool 1JSuwe 9/ly IJpd 019, £ Lorsed. wldluol 96 [Us 3JY: spdu p)leesd
wvedle "ebuo Ieale gl p Microsoft” J wow peopd.

Ifid)g;l) AAA

5p-JU |u~ut>|r° |J|p_) test aaa-server de-.“o palg.Jo puo|>§o pU FTD u|u.uUa.)|p |u.up PU‘”UC—‘P
99JJpd 039) ped3Su- Spdu luwwgsle o3l Jieol) eldle wuvd IJloold |9 lJpuol>96. Ulp_) 09
ovl puol> 96 ¢l aaa [AAA-server] IJp o [AD IP/hostname].

> show runni ng-configurati on aaa-server
aaa- server LAB-AD protocol |dap
realmid 7
aaa- server LAB-AD host win2016.example.com
server-port 389
| dap- base-dn DC=exanpl e, DC=com
| dap- scope subtree
| dap- | ogi n- password *****
| dap-1 ogi n-dn ftd.adm n@xanpl e. com
server-type auto-detect

> test aaa-server authentication LAB-AD host win2016.example.com

Usernane: it.admn

PaSSV\DI’d *kkkkkk*k

INFO Attenpting Authentication test to | P address (192.168.1.1) (tineout: 12 seconds)
I NFO  Aut henticati on Successful

IJodlb 1Ugje

spdo Iowetle ezpsele 1Usp JJedd eo ladloss Isuosd 1 s AD. [3l Elsye 250 LDAP
FTD. sJJuo Jl wogs luwozled B9 suvs) 3JY IJs puvddsé BOs IJegzso.

oul IJodlb wp lu suss culiss loglo 2,J6 o9, LDAP:

> show route 192.168.1.1

Routing entry for 192.168.1.0 255.255.255.0
Known vi a "connected", distance 0, netric O (connected, via interface)
Routing Descriptor Bl ocks:
* directly connected, via inside
Route netric is 0, traffic share count is 1

> capture AD interface inside match tcp any host 192.168.1.1 eq 389
> show capture

capture AD type rawdata interface inside [Capturing - O bytes]
match tcp any host 192.168.1.1 eq | dap



> test aaa-server authentication LAB-AD host wi n2016. exanpl e.com usernane it.adm n password
*kkk k%

INFO Attenpting Authentication test to | P address (192.168.1.1) (tineout: 12 seconds)
I NFO Aut hentication Successful

> show capture
capture AD type rawdata interface inside [Capturing - 10905 bytes]
match tcp any host 192.168.1.1 eq | dap

> show capture AD

54 packets captured

1: 23:02:16.770712 192.168.1.17. 61960 > 192.168.1.1.389: S 3681912834: 3681912834(0) win
32768 <mss 1460, nop, nop, ti mestanp 1061373057 0>

2: 23:02:16. 772009 192.168.1.1.389 > 192.168.1.17.61960: S 491521506: 491521506(0) ack
3681912835 wi n 8192 <mss 1460, nop, nop, ti mestanp 762393884 1061373057>

3: 23:02:16. 772039 192.168.1.17. 61960 > 192.168.1.1.389: . ack 491521507 win 32768
<nop, nop, ti mestanp 1061373058 762393884>

4: 23:02:16.772482 192.168.1.17. 61960 > 192.168.1.1.389: P 3681912835: 3681912980( 145)
ack 491521507 wi n 32768 <nop, nop, ti nestanp 1061373059 0>

5: 23:02:16. 772924 192.168.1.1.389 > 192.168.1.17.61960: P 491521507: 491522141(634) ack
3681912980 wi n 65160 <nop, nop, timestanp 762393885 1061373059>

6: 23:02:16. 772955 192.168.1.17. 61960 > 192.168.1.1.389: . ack 491522141 win 32768
<nop, nop, ti mestanp 1061373059 762393885>

7: 23:02:16.773428 192.168.1.17. 61960 > 192.168.1.1.389: P 3681912980: 3681913024( 44)
ack 491522141 win 32768 <nop, nop, tinestanp 1061373060 0>

8: 23:02:16. 775030 192.168.1.1.389 > 192.168.1.17.61960: P 491522141: 491522163(22) ack
3681913024 win 65116 <nop, nop, ti mestanp 762393887 1061373060>

9: 23:02:16. 775075 192.168.1.17. 61960 > 192.168.1.1.389: . ack 491522163 win 32768

<nop, nop, ti mestanp 1061373061 762393887>
[...]

54 packets shown
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[&] Event Viswer
File Action View Help
« | 2w B
[4] Event Viewer [Local) Secuarity  Mun
k2 . R Vg
w Keywsprds Cate and Tirne Spurce  EventID Tagk (.. -
| Application KL Audit Success  501/20204:45:25 PM Micros... #5314 Logolf
:1 Audit Failure 51/2030 4:45:25 PM Micros— e
L Audit Success 30 P000 4:45:25 M Micras... 250 Logon
[#] System .45 Ficran £54% | mnan .
__ [ Forwerded Events Event 4525, Mitrosoft Windows security auditing, x
» L5 Applicstions and Services Lo
174 Subscriptions Genersl  Dietails
fccount For Which Logon Failed:
ity B MULL 510
focoumt Domain:
Failure : — =
Failure Reasore The specified user account has expired. |
5 TR L T0
Sub Status: ]
Frocess Infanmaticn:
Log Marne Security
Sournce: Microsoft Windows security  Logged: 31,2020 44525 F
Event ID: 4525 Task Category: Logon
Lewel: Informatian Emywards Audit Failure
User: HA Computer: win2MB.eample.
DpCode Infa
Meae Infomrmaticn: Fit riling Hel
€ »
< »

= Qpen Saved Log...

Create Custom View...
Ievgrait, Custam Vigw...
Clear Leg..

Filter Currerit Log...
Properties

Find...

Savie All Events As...
Attach a Task To this Log...
View

|6, Relresh
H Hep

Event 4523, Microsoft Windows security auditing.

=
E] Adtach Task To This Event..,
=y Copy

Event Properties

Save Selectad Events,..
Refresh
Help

An account failed to | og on.

Subj ect :

Security | D: SYSTEM
Account Nane: W N2016%$
Account Domai n: EXAMPLE
Logon | D: Ox3E7

Logon Type: 3

Account For Wich Logon Fail ed:
Security |ID:NULL SID

Account Name:it.admin

Account Donmmi n: EXAMPLE

Failure Information:

Failure Reason:The specified user account has expired.

St at us: 0xC0000193
Sub St at us: 0x0

Process | nformation:
Cal l er Process |D:.0x25c

Cal | er Process Nanme: C.\ W ndows\ Syst enB2\ | sass. exe

Net wor k | nformati on:

Wor kst ati on Nanme: W N2016

Source Network Address: 192.168.1.17
Source Port: 56321
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