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(Da;hgogrd > Applications > Protect an Appllcatmn)

Device Insight

Protect an Application

Paolicies
Applications
Protect an Application Application 2FA Single Sign-On (if available) Documentation Action
Single Sign-0n
®
Users (1] Asana 2FA Duo Access Gateway (self-hosted) Documentation 7 Protect
asana
Groups
Endpoints
p daln Cisco ASA 2FA Duo Access Gateway (self-hosted) Documentation CF Protect
cisco
2FA Devices
Administrators
alaln Cisco ASA 2FA Single Sign-On (hosted by Duo) Documentation 3 Configure
Reports cisco
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Device Insight

Cisco ASA - Duo Access Gateway Authentication Log | [i] Remove Application

Policies

Applications Reset Secret Key

Configure Cisco ASA
Protect an Application
Single Sign-On To set up this application, install the Duo Access Gateway and then configure your service provider. View Cisco ASA SAML SSO instructions [f

Usera Next step: Download your configuration file

Groups
, Service Provider
Endpoints

2FA Devices

Base URL [ firebird.cisco.com ﬂ
Administrators

Enter the Cisco ASA Base URL.
Reports

Settings

—

Tunnel Group [TG SAML

Billing

Enter the Tunnel Group you are protecting with SS0.

Need Help?

Chat with Tech Support Cf
Custom attributes Use this setting if your Duo Access Gateway authentication source uses non-standard attribute names.

Emall Support

Call us at 1-B55-386-2884

Account ID

2010-1403-48

p—

Mail attribute [ sAMAccountName, mail

The attribute containing the email address of the user.

Deployment ID
DUOST 5

Helpful Links
Documentation 3 l Save Configuration I
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Device Insight

1 - Authentication Log | [l Remove A plication
ISCO uo AcCcess Gateway g p
Policies
Applications . . Reset K
4 Configure Cisco ASA eset Secret Key
Protect an Application
Single Sign-On To set up this application, install the Duo Access Gateway and then configure your service provider. View Cisco ASA SAML SSO instructions Cf
liaara Next step:(l:lownload your configuration f\le)
Groups
) Service Provider
Endpoints
2FA Devices
Base URL firebird.cisco.com |
Administrators
Enter the Cisco ASA Base URL.
Reports
Settings
Tunnel Group TG_SAML |

Billing

Need Help?

Chat with Tech Support Cf
Custom attributes
Emall Support

Call us at 1-B55-386-2884

Account ID Mail attribute

2010-1403-48

Deployment ID
DUOST 5

Helpful Links

Documentation 5

Enter the Tunnel Group you are protecting with S50.

Use this setting if your Duo Access Gateway authentication source uses non-standard attribute names.

sAMAccountName, mail

The attribute containing the email address of the user.

Save Configuration
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Dashboard
Dashboard » Applications

Device Insight

S50 Setup Guide 7 Protect an Application

Export v Q Search

Type Application Policy Group Policles

Cisco ASA - Duo Access Gateway ]

» Applications
Policies
Applications
Protect an Application
ign-On
Name =
Users
Groups [ Cisco ASA - Duo Access Gateway
Endpeints
2FA Devices 1 total
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Dashboard

Device Insight

Policies
Applications

Users

Add User

Pending Enroliments

Bulk Enroll Users
Import Users
Directory Sync

Bypass Codes

Groups

Endpoints

Q  Search for users, groups, applications, or devices

(Dashboard » Users > Add Usea

Add User

Adding Users
Most applications allow users to enroll themselves after they complete primary authentication.

Learn more about adding users [7

Username [ duouser ]

Should match the primary authentication username.

Add User

o6 58 1doleld Jol 09 90z B 1Uuo9,s: 233 1Uzsh) "luolds olewd”,

Naw
Dashboard
Device Insight
Policies

Applications

Users

Add User

Pending Enroliments

Bulk Enroll Users
Import Users
Directory Sync

Bypass Codes

Groups

Endpoints

2FA Devices

wuunsh "Duo Mobile"

Qo Search for users, groups, applications, or devices

(Dashboard > Users » duouser > Add Phone)

Add Phone

Learn more about Activating Duo Mobile 4.

Tablet

Phone number [_ v +971 DOO-XXX-XXX JShow extension field

Optional. Example: "+91 91234 56789"

Add Phone

Jdpuwese ldpeso



Device Info
Learn more about Activating Duo Mobile 1.

Not using Duo Mobile Model 0s

Activate Duo Mobile Unknown Generic Smartphone

% leabO ule) PU LULUSY "Duo Mobile" E_.J.S aOb LJP,JUUC)rD IJUO'LSgS.
lJooo ul SJ9.S obo < 9 Duo |OO|OS
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Dashboard

Activate Duo Mobile

Device Insight
Policies

Applications This form allows you to generate a new activation code for this phone's Duo Mobile application. The Duo Mobile application allows the user to generate passcodes on their

mobile device or authenticate via Duo Push,
Users
Note: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the new activation code.

Groups

Endpoints

2FA Devices
Phones r
Expiration 24 hours ~| after generation

Hardware Tokens

WebAuthn & U2F

Administrators [ Generate Duo Mabile Activation Cade ]

Reports

Settings
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Dashboard

(Dashboard > Phone: +91- > Activate Duo Mobile)
Activate Duo Mobile

Device Insight

Policies

Applications A new Duo Mobile activation code has been generated, and any old credentials have been invalidated.

activation instructions to the user by SMS.
Users

Groups

Endpoints

2FA Devices Installation instructions ( Send installation instructions via SMS)

Phones
Welcome to Duo! Please install Duo Mobile from your app

Hardware Tokens store.

WebAuthn & U2F

Administrators %~

Reports

Activation instructions ( Send activation instructions via SMSJ

Settings

To activate the app, tap and open this link with Duo Mobile:
Billing https:/im-
77d04ebc.duosecurity.com/activate/YB5ucEisJAq1YIBN5ZrT

Need Help? P
Chat with Tech Support Cf

Email Support

Call us at 1-855-386-2884 { Send Instructions by SMS }r skip this step
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Dashboard

Duo Mobile instructions SMs'ed to +91({ EEEGD

(Dashboard » Phones » Phone: .91-

Device Insight

Palicies

Applications

Send SMS Passcodes... |
1. +91 (D f

Groups

Shared phone
Endpoints This phone is attached to multiple users.

2FA Devices

Phones

testing 123 Attach a user
Hardware Tokens
o (D « (D
Authentication devices

WebAuthn & U2F

can share multiple
Administrators users
Reports
Settings
Device Info
Billing Learn more about Activating Duo Mobile 7
Using Duo Mobile Model 70\ Os
Need Help? 3 [ Ay )
2 Reactivate Duo Mobile Unknown \ U7 )| Generic Smartphone
Chat with Tech Support 5 . /
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Configure Sources

Configure authentication source settings below. Changes made to non-active authentication sources will take effect when made active.

Source type Active Directory EI

Specify the authentication source to configure

Status: @ LDAP Bind Succeeded
@ idap //110.197 243 110

— [ 10.107 QD) 369 ]

Hostname and port of your Active Directory. The port is typically 389 for cleartext LDAP and STARTTLS, and 636 for LDAPS. Hostnames can be comma
separated for fail over functionality
For example: ad1.servercom,ad2 servercom,10.1.10.150

LDAPS
STARTTLS

This setting controls whether the communication betwe en Active Directory and the Duo Access Gateway is encrypted

Attributes [ sAMAccountName, mail J

Specify aftributes to retrieve from the AD server.
For example: sAMAccountName,mail.

Search base

[ CN=Users,DC=dmoudgil.DC=local )

The DNs which will be used as a base forthe search. Enter one perline. They will be searchedin the order given

Search attributes [ sAMAccountName J

Specify attributes the usemame should match against.
For example: sAMAccountName mail.

Search username [ iseadmin )

The username of an accountthat has permission to read from your Active Directory. We recommend creating a service accountthat has read-only access.

Search password [ LTI J

The password comresponding to the search username specified above.
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Set Active Source

Specify the source that end-users will use for primary authentication

Source type Active Directory E|

Set Active Source I
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Applications

Add Application

Create a SAML application in the Duo Admin Panel. Then, download the provided configuration file and upload it here.

Configuration file [ Cisco ASA - Duo Access Gateway json ]
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Applications
Name Type Logo
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Iﬁ Recreate Certificate

Metadata

Information for configuring applications with Duo Access Gateway.|Download XML metadata
Certificate  /C=US/ST=MI/L=Ann Arbor/O=Duo Security, Inc. {Download certificate

2030-04-30 18:57:14

Expiration

SHA-1 Fingerprint
SHA-256 Fingerprint
SSO URL

Logout URL

Entity ID

-odosy ASA
S99, 03l lJGwpe pedsple Jodssy ASA Je ol 6 SAML IDP sodsse AnyConnect [Jiwl us
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@ Hom@ Monitoring | Ia Save G’ efresh o Back OI

000 Device Management 00O Co _ ; el
> i Management Access [ ] [ ] Install Certificate
> m Licensing |
» 8B system Image/Configuration Trustpoint Name: [Duo_Access_Gatewav ) b
> @ High Availability and Scalability !
» & Logging
@ smart Call-Home Paste certificate in PEM format: i
£ Cloud Web Security I
> 8] Users/AAA ]_“'
|

me e rtifi

© Install from a file: (stersfpusaxenafDeskmp;dag.crt ) | Browse... |

||E| Bookmarks |» 7| Device Lis

» ' DHCP
> = DNS

&' REST API Agent
> @Advanced

Use SCEP:

Specify source Interface: -~ None -~ e

SCEP URL: http://

Retry Period: 1 minutes

Retry Count: 0 (Use O to indicate unlimited retries)
| &)Qe\rice Setup ‘ More Options...

| % Firewall ‘
| ﬁ Remote Access VPN J Help Cancel E

€241 Site-to-Site VPN

Reset Apply
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|ﬂ Bookmarks

Remote Access VPN
“? Introduction
=0; AnyConnect Connection Profiles
> AnyConnect Customization/Localiz:
AnyConnect Client Profile
AnyConnect Client Software
Y Dynamic Access Policies
3 Group Policies
'} IPsec(IKEv1) Connection Profiles

IB Address Pools

g Advanced
» [ Clientless SSL VPN Access
v & AAA/Local Users
9 AAA Server Groups
555 LDAP Attribute Map
Local Users
» [ Secure Desktop Manager
» [ Certificate Management
Language Localization
2.8 | oad Balancing
i DHCP Server

o=} DNS

& Device Setup

] Monitoring QSaue @Refresh o Back Q ard

000

% Device Management

aliln
cisco

> Address Assignment > Address

? Help | Type topic Co

Pools

Configure named IP Address Pools. The IP Address Pools can be used in either a VPN |Psec(IKEv1) Connection
Profiles, AnyConnect Connection Profiles, Group Policies configuration

- §/ & Edit| @ Delete]

et Mask/Prefix Length

5.255.255.0
Name: AC_Pool
Starting IP Address: | 10.197.164.6
Ending IP Address: | 10.197.164.7

Subnet Mask: 255.255.255.0

<»

Help Cancel

Reset Apply

3. wd9su preoes eolbp AAA
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@ Home@ Monitoring Q Save 0 Refresh | o Back 0 Forward | ‘? Help | Type topic  Go

000
2 Introduction

» &b Network (Client) Access
» [ Clientless SSL VPN Access

Remote Access VPN

7l Local Users

» & Secure Desktop Manager
> [E3 Certificate Management
@ Language Localization
28 | oad Balancing

{B' DHCP Server

-2 DNS

> E‘, Advanced

[@ Bookmarks Bm.uu_]

& Device Setup
€ Firewall

@ Site-to-Site VPN

m, Device Management

cisco
0 O Configuration > Remote Access VPN > AAA /Local Users > AAA Server Groups
AAA Server Groups
l Server Group Protocol A g Mode R ) Mode Dead Time Max Failed Attempts Add
® @ Add AAA Server Group
Edit
AAA Server Group: ISE
Delete
Protocol: RADIUS
Accounting Mode: Simultaneous @ Single
Reactivation Mode: @ Depletion Timed
Dead Time: 10 minutes =
Max Failed Attempts: 3
Enable interim accounting update
Update Interval: 24 Hours Add
Enable Active Directory Agent mode Edit
ISE Policy Enforcement Delete
Enable dynamic authorization
Move Up
Dynamic Authorization Port: 1700
Move Down
( Use authorization only mode (no common password configuration requi redﬂ
Test
Help Cancel -|I
Find: @ 06 Match Case

Reset

Apply
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Remote Access VPN 0 O Configuration > Remote Access VPN > AAA/Local Users > AAA Server Groups
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2 Introduction AAA Server Groups
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ve thork (Client) Access Server Group Protocol Accounting Mode Reactivation Mode Dead Time Max Failed Add
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> @ AnyConnect Customization/Localizi L_OC.AL LOC;L Edit
A AnyConnect Client Profile
= AnyConnect Client Software Dalate
% H) Dynamic Access Policies
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) secure Mobiliy Solution Interface Name: outside
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> Advanced Timeout: 10 seconds
> Clientless SSL VPN Access |
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Server Authentication Port: 1645
— Edit
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» [@ Certificate Management . — Move Up
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22 Load Balancing Common Password: Move Down
&' DHCP Server -
43 DNs ACL Netmask Convert: Standard Test
Microsoft CHAPv2 Capable:
| & Device Setup SDI Messages

S

Help Cancel @
. S AP ARAbueMap

Reset Apply

| E;L Device Management

%

4. oessu wulpz AnyConnect Client

I oesSU LIS LU IJ9sw Jusulez AnyConnect client 4.8.03052 J Windows Jsw e lguegsleo
J WebVPN

v luewd lds odysu > 1dsuesd eu wes Ids VPN > 1dsosd s Iduveds (Idepsd) > woulez
g psd AnyConnect”. 16,9 899 "lol9s"



@ Homg Configuration|| ] Monitoring B Save @Refresh o Back \) Forward '? Help | Type topic Go 'c'!'s'él""

T 00 00O " . > A C t Client Soft
?_ Introduction AnyConnect Client Images
E5Network (Cien) Acces) : - . . .
Ve N e‘twork (Client Access, Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string 'AnyConnect
1 -‘ AnyConnect c""'"e“_"’"_"“’ﬁ'“ _ VPN Client'. The regular expression is used to match the user-agent of a browser to an image.
E!J e AnyConnect C?S'om'zat'on‘uca“z" You can also minimize connection setup time by moving the image used by the most commonly encountered
a (@ AnvConne ent Profie operation system to the top of the list.
= EEAnyCannect Client Software '
§ i) Dynamic Access Policies l & Adduﬂ ReplaceJﬂ Deletef]‘l‘_
2 m Graup Falicles ® @ Add AnyConnect Client Image
& IPsec(IKEv1) Connection Profiles
=i i 7 &
IPsec(IKE\aZ)‘ IConnec'fmn Profiles AnyConnect Image: (dlskO:!anyconnect—wln—4,8‘03052—webdeploy—kQ‘pkg ) Browse Flash...
r% Secure Mobility Solution : g
v B Address Assignment Upload...

ﬁ Assignment Policy
() Address Pools

v @ Advanced
g8J AnyConnect Custom Attributes Help Cancel @

@ AnyConnect Custom Attribute N
» 185 IPsec
B ACL Manager
» [B Clientless SSL VPN Access
v i' AAA/Local Users
B AAA Server Groups
£ LDAP Attribute Map
e Local Users
v & Secure Desktop Manager
gl HostScan Image

&) Device Setup
% Firewall
o

4 site-to-site VPN

@ Device Management

Reset Apply

1%

5. 9p wodasu Blises IJozdp Bs IUguesd (ACL) Ipgls wozsool IJus swp s8¢0l Juwses
o0 ISE

Lloedd s odsse > b 2plss > po@dp > Lo Blises Idopdpe Vs 1d9o9d (ACL). 169,
999 luolwws Jlolws Blisps Idoedpe Vs 1U9uo9d (ACL) Idpgls wozsool. wlboy IUDglJle.
e wdysuolc Jpl 09 p9 e bulo:



[ JON ] Cisco ASDM 7.12(2) for ASA - 10.197.164.3

d |3 wa il
@ Hom 4 Monitoring B Save 0 Refresh o Back O Forward D Help | Type topic Co ICIS'col
b | Firewall . X 2 o -

0806 gura > > . CL Manage
Bl Access Rules (% add - h dit fl Delete | 4+ & | % Ba @ - | Q Find (@ Export -
£ NAT Rules | - R Q o Bxp
Q, Service Policy Rules
& AAA Rules

222 Filter Rules 1

B4 Ethertype Rules

@ Public Servers

“Z* URL Filtering Servers
ﬂ Threat Detection
&? Identity Options

&' Identity by TrustSec
B VM Attribute Agent

» F Botnet Traffic Filter

# Enabled Source o T - Destinati Security Group  Destination Service Action
(v redirect

@ any @ any wr domain @ Deny
@ any % 10.197.243.116 2 ip © Deny
@ any @ any e icmp @ Deny
@ any @ any = ip « Permit
@ any @ any = http « Permit

[n] Bookmarks
W W
NN N<H<

> i, Unified Communications
& Anti-Spoofing
» [ Certificate Management
& Fragment
> IRy IP Audit
4 SUNRPC Server
=) TCP Options
%5 Global Timeouts
% "
W tandar
bﬂPer-Sessmn NAT Rules

| & Device Setup

| gg Remote Access VPN

(g site-to-Site VPN

Collapse All Expand All
| @ Device Management

iy

Reset Apply

6. 1Jo2d8 pu Lo2s Loz IJpreses IJelds

i. Suvwgde 03l IJlesh vog IJpgeses IJIWo,)los 9ld3s spdu &)u00 Bs: Configuration >
Remote Access VPN > Network (Client) Access > Group Policies"

@ @ Cisco ASDM 7.12(2) for ASA - 10.197.164.3
| J Monitoring QSa\re G-Refresh °Back O Forward ‘ D Help | Type topic Go alialn

Cisco

000
2 Introduction Manage VPN group policies.A VPN group is a collection of user-oriented authorization attribute/value pairs that may be
D! Network (Client) Access stored internally on the device or externally on a RADIUS/LDAP server. The group policy information is referenced by VPN
>} AnyConnect Connection Pro connection profiles and user accounts.
> AnyConnect Customization/ o . )
@ AnyConnect Client Profile To enforce authorization attributes from an LDAP server you must use an LDAP attribute map.
g AnyConnect Client Software ‘ & Add |v =& EditI- D(‘.t‘lt']ﬁi Assign
i D s Policies _ :

| Name Tunneling Protacol Con M?E I:Hl:r.of!ln_e:,sters

onnection Pro DfitGrpPolicy (System .. |kev1;ikev?_;ssl—c]iemless;l2 tp-ipse... Defau\tRAGroup;Defau\IL'.T!LGroup;DefauIt.‘.

Psec(IKEv2) Connection Pro
Secure Mobility Solution

> Bp Address Assignment

» 7 Advanced

“ﬂ| Bookmarks

7. odysu pdB o)y IJleold

L lousle pdW ogrsd louold 2383 souod wo puweéses AnyConnect



o luvedd s ouvdsd > 1Usuosd o wes IJs VPN > 5 09d 1o I (Idgpsd) > wasosdle
w9u28d AnyConnect”: 168 eds "luol9s"

Cisco ASDM 7.12(2) for ASA - 10.197.164.3

| Monitoring GSave @Refresh OBack \_) A '? Help | Type topic il

Cisco
J ess > AnyConnect Connection Profiles
5 - -
[ L] - The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The
3 Network (Client) Access initial client deployment requires end-user administrative rights. The Cisco AnyConnect VPN Client supports IPsec (IKI
a_ /AnyConnect Connection Profiles tunnel as well as SSL tunnel with Datagram Transport Layer Security (DTLS) tunneling options.
[wl]| | » AnyConnect Customization/Local
A AnyCannect Client Profile Access Interfaces
§ [T AnyConnect Client Software Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
E - &
] iy Dynamic Access Policies SSL access must be enabled if you allow AnyConnect client to be launched from a browser (Web Launch) .
Poli
8 ﬁz GroupiRolicies (e S5L Access IPsec (IKEv2) Access
(] ! IPsec(IKEv1) Connection Profiles Allow Access Enable DTLS Allow Access Enable Client Services DevicelGertificate
B! IPsec(IKEv2) Connection Profiles autside

‘ Secure Mobility Solution Port Settings

» Gip Address Assignment

» %Advanced
Clientless SSL VPN Access
#' AAA/Local Users
ﬁ Secure Desktop Manager
[ Certificate Management Login Page Setting
TL’(} Language Localization
22 Load Balancing

Bypass interface access lists for inbound VPN sessions

Access lists from group policy and user policy always apply to the traffic.

Allow user to select connection profile on the login page. ©

" DHCP Server Shutdown portal login page.
3 DNS )
ta Advanced Connection Profiles

Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the ma
from certificate to connection profile here.

Add|[7f Edit| {J Delete| Find: © |6 Match Case
Mame S5L Enabled IPsec Enabled Aliases Authentication Method Group Policy
é) D et DefaultRAGr... AAA(LOCAL) DfitGrpPaolicy
— DefaultWEBV... AAA(LOCAL) DﬂtGeroIlcv

Let group URL take precedence if group URL and certificate map match different connection profiles. Otherwise, th
connection nrofile that matches the certificate man will be used.

(7 site-to-Site VPN

@ Device Management

¥

Reset Apply

z- 8p wvodysu ldovdlosd IJeldss 1Jpyoubs wedd og s IJussosd:

[Jl e tg_saml
luwple puvoghs SAML_Users
b)s$é wled

PTLIES 9l AAA Peds
wepelo golyso IUgpdle|[AC_POOL
wog lJpzpe9ed DfitGrpPolicy




Basic Name: (TG_SAML )
» Advanced
Aliases: (SAML_Users )
Authentication
Method: ( SAML
AAA Server Group: ( LOCAL ) Manage...
Use LOCAL if Server Group fails
SAML Identity Provider
SAML Server : ( https:/ fexplorer.cisco.com/dag/saml2 fidp/metadata.php ) ( Manage... )
Client Address Assignment
DHCP Servers:
© None DHCP Link DHCP Subnet
Client Address Pools: (AC_PC-OI ) Select...
Client IPvé Address Pools: Select...
Default Group Policy
Group Policy: (DfItGrp-Palim_.r = ) Manage...
(Following fields are linked to attribute of the group policy selected above.)
Enable SSL VPN client protocol
Enable IPsec(IKEv2) client protocol
DNS Servers:
WINS Servers:
Domain Name:
Find: © A

Help Cancel -'

3. 98 uIOw IJuoWzs: Yp wodssy wdluosd p9d;) 0956 SAML IJos wws9 Jel 09 p9 o2
bolo:

PEISD
Jslo
lJeuinsu
slgdsl
ewslu
URL
Jouwesd
I>¢9J
guslu
URL
Jouwesd
lJ&,92
URL
IJlwlws

https://explorer.cisco.com/dag/saml?2/idp/metadata.php

https://explorer.cisco.com/dag/saml2/idp/SSOService.php

https://explorer.cisco.com/dag/saml2/idp/SingleLogoutService.php?ReturnTo=https://explore

https://firebird.cisco.com



https://explorer.cisco.com/dag/saml2/idp/metadata.php
https://explorer.cisco.com/dag/saml2/idp/SSOService.php
https://explorer.cisco.com/dag/saml2/idp/SingleLogoutService.php?ReturnTo=https://explorer.cisco.com/dag/module.php/duosecurity/logout.php
https://firebird.cisco.com

ole - 16, £Js bhys > |ol9s"
O @

IDP Entity ID:
Settings
Sign In URL:
Sign Out URL:
Base URL

Identity Provider Certificate

Service Provider Certificate:

Request Signature:
Request Timeout:

Enable IdP only accessible on Internal Network

Request |dP re-authentication at login

Help

Add SSO Server

[https ./ fexplorer.cisco.com/dag/saml2/idp/metadata.php ]

1200
\

https :N e:»q:llorer.ciscu::u.-::c)m,i‘dag)‘samIZJ'idpJ'SSOSer\fice.ph]:l1
https 2
https S
Duo_Access_Gateway:o=Duo Security\, Inc., |=Ann Ar...

ID_CERT:cn=firebird.cisco.com:cn=SHERLOCK-CA, dc=c...

explorer.cisco.com/dag/saml2/idp/SingleLogoutSe

firebird.cisco.com

of oo

-- None —-

seconds (1-7200)

f. Ul PU lJLSU”r" |J|DQL§)|0 .JroJk.9 U&)gsk_g |J|QUD|J. L§r° uuf_)..S\.Q 'abro AAA .J.JufngJ

lbodd IJs podre > 0895 2" Slud) V9938 "lusl9s”

Basic Authorization Server Group
v Advanced Server Group: ( ISE
General

~

v) Manage...

Client Addressing
Authentication

econdary Authentic
Authorization
Accounting

Group Alias/Group L

Users must exist in the authorization database to connect

Interface-specific Authorization Server Groups

[ @ Assign Authorization Server Group to Interface

Interface:

( outside

B)

Server Group: ( ISE

) Manage...

Help

Cancel

G. oz Wluwp Ipuwcel Jdpzesgs: $o woersd Iluwe Weuwotl JJlouold

loedd IJs podse > 1dlgwe Idpuwoeh Jdpreses/URL" 9lud, 998 "ol 6"




Basic Enable the display of Radius Reject-Message on the login screen when authentication is rejected

v (Advanced)

General

Client Addressing
Authentication

Secondary Authentication
Authorization

; % Add| [ Delete (The table is in-line editable.) ©
( Group Alias/GroupURL) @ @ Add Connection Alias Enabled

Alias: (SAML_Users J
Enabled

Enable the display of Securld messages on the login screen

Connection Aliases

the Login Page Setting in the main panel to complete the configuration.

This SSL VPN access method will present a list of aliases configured for all connection profiles. You mus

__. the connection profile, without the need for user ¢

2. S8 03l [Us 1depld odase ASAL 909 wdw IJuvdd bbole gJs Slzes Lulb, 1Jigle, (CLIY

|

hostname firebird

domain-name cisco.com

!

!

name 10.197.164.7 explorer.cisco.com
name 10.197.164.3 firebird.cisco.com

ip local pool AC_Pool 10.197.164.6-explorer.cisco.com mask 255.255.255.0
fmmmmmm Redirect Access-list----------------——-----—-

access-1list redirect extended deny udp any any eq domain
access-1list redirect extended deny ip any host 10.197.243.116
access-1ist redirect extended deny icmp any any

access-1ist redirect extended permit ip any any

access-1ist redirect extended permit tcp any any eq www

aaa-server ISE protocol radius
authorize-only
interim-accounting-update periodic 1
dynamic-authorization
aaa-server ISE (outside) host 10.106.44.77
key Fedededek

oo Configure Trustpoint for Duo Access Gateway Certificate-----

crypto ca trustpoint Duo_Access_Gateway
enrollment terminal
crl configure

crypto ca trustpoint ID_CERT
enrollment terminal

fqdn firebird.cisco.com
subject-name CN=firebird.cisco.com



ip-address 10.197.164.3
keypair ID_RSA_KEYS

no ca-check

crl configure

webvpn
enable outside
hsts
enable
max-age 31536000
include-sub-domains
no preload
anyconnect image diskO:/anyconnect-win-4.8.03052-webdeploy-k9.pkg 1
anyconnect enable
saml idp https://explorer.cisco.com/dag/sam12/idp/metadata.php
url sign-in https://explorer.cisco.com/dag/sam12/idp/SS0Service.php
url sign-out https://explorer.cisco.com/dag/sam12/idp/SingleLogoutService.php?ReturnTo=https://explor
base-url https://firebird.cisco.com
trustpoint idp Duo_Access_Gateway
trustpoint sp ID_CERT
no signature
no force re-authentication
timeout assertion 1200
tunnel-group-1list enable
cache
disable
error-recovery disable

group-policy Df1tGrpPolicy attributes
vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client ssl-clientless

tunnel-group TG_SAML type remote-access
tunnel-group TG_SAML general-attributes
address-pool AC_Pool
authorization-server-group ISE
accounting-server-group ISE
tunnel-group TG_SAML webvpn-attributes
authentication saml
group-alias SAML_Users enable

saml identity-provider https://explorer.cisco.com/dag/sam12/idp/metadata.php
!

-odysy ISE
1. luolwe Cisco ASA Jgolj v Jo
oo bhé > a9l Idguods > Tzojs 1w ds" 166, B9 "lunlbs".
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Network Devices List > ASA
Network Devices

(‘ Name |A§A |)

Description

[| IPAddress  ~| *IP: [ 10.197.164.3 | 1] 32 D

* Device Profile  : Cisco » &

Software Version E

* Network Device Group

Location |l Locations © | [ SetToDefault |
IPSEC [no © | [ setToDefaut |
Device Type |AII Device Types O \ |  SetTo Default |

+ RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS
Eshared Secret | seses | | Show 0

Use Second Shared Secret [ | i

| Show |

CoA Port [ 1700 | | set To Default |

RADIUS DTLS Settings (i
DTLS Required [ i

Shared Secret | radius/dtls i

CoA Port | 2083 | | Set To Default |

Issuer CA of ISE Certificates for CoA | Select if required (optional) b | i

DNS Name | ]

General Settings
Enable KeyWrap [ |
* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format = ASCII HEXADECIMAL

O » TACACS Authentication Settings
L) SNMP settings

[J s Advanced TrustSec Settings

D) reset




2. coose gy opdsele IJyuoe

loedd Ids blsé > uble > lesble > 9 pes6 > wedsele" 9lud) WS "wease IJIL"

Posture Updates

%) Web ) Offline

* Update Feed URL | https: //www.cisco.com/web/secure/spa/posture-update.xm| Set to Default
Proxy Address 72.163.217.104 i

Proxy Port 80 HH MM 58

] Automatically check for updates starting from initial delay 06 = 00 = 18 ~ every 2 hours

Save Update Now Reset

v Update Information

Last successful update on 2020/05/07 15:15:05 ;
Last update status since ISE was started No update since ISE was started. ;
Cisco conditions version 224069.0.0.0

Cisco AV/AS support chart version for windows  171.0.0.0
Cisco AVIAS support chart version for Mac OSX 91.0.0.0

Cisco supported OS version 41.0.0.0

3. wzgpsd 9226 1Jwgld§ 92506 wuiy 9220 IJlwedold 9sldee e AnyConnect gJs ISE

loodd Ids yusluws > golues IUuwsluws > IJoclse > el Igpsd > 1Jesho" 1) B8
"lold8" 9235 "p9lys 1J9dsd U IJSuue 1Upeds™ 19 "p9lhs 1d9dsd e esde Cisco” Iuwaubl s
pl DI IIu pusoe leuoh IUedSle pu pebd 1depd IJpedss 19 esée Cisco.

WO odo IJzlde Juzpsd pdile pu pbs IUged IUpzdso soeu [JWiss: 235 "lJeie 1Jp @306 pu
Cisco". slody 93 vl n” 5233 Iese Ipbdsws slods 996 "buwld'.

Suwwgde 03l Idpuweus "AnyConnect-win-4.3.1012.6145-isecompliance-webdeploy-k9.pkg"
J9ess lewwld 9"AnyConnect-win-4.8.03052-webdeploy-k9.pkg" Jzeé vy 9226 IJlwe9eld
sldo & pu AnyConnect.



Agent Resources From Local Disk > Agent Resources From Local Disk

Agent Resources From Local Disk

Category ﬂCisco Provided Packages v D ;

o

Browse... (anyconnect-win-d.8.03052-webdeploy—k9.pkg)

¥ AnyConnect Uploaded Resources

Name a  Type Version

AnyConnectDesktopWindows 4.8.30...  AnyConnectDesktopWindows  4.8.3052.0

D o

4. luble pJd wg)s9 AnyConnect Posture

Description

AnyConnect Secure Mobility Clie...

i. lood s uvsluws > guluo) [duvsluws > Idoolsg > [esh Idgpsd > 1dess". 1o, eds

"luol9s" 9235 "w9 o9 AnyConnect Posture”

w. bgd luve pJd og s AnyConnect Posture 9.8 wodasy luwe [Jehe I ™" wew @9les luve

IJgbe slud) B9 "edb"

ISE Posture Agent Profile Settings > Anyconnect Posture Profile

“Name: || Anyconnect Posture Profile ]
Description:

Y




to 300, Accept only integer Values.

Parameter Value Notes Description
PRA retransmission time 120 secs This is the agent retry period if there is a Passive Reassessment communication failure
Retransmission Delay 60 SBCS Oafamit \ialua: €0. Accaptable anps batrean Time (in seconds) to wait before relrying.

Retransmission Limit

Default value: 4. Acceptable Range between 0 to
10. Accapt only integer Values.

MNumber of retries allowed for a message.

IPv4 or IPvG addresses or FQDNs. IPvE address
should be without square brackets(]

naed to be blank by default 1o force admin 10

anter a value, "* means agent will connect to all

The server that the agent should connect to

A list of wildcarded, comma-separated names that defines the servers that the agent can connact to.

E.g. ".cisco.com®

List of IPv4 or IPvE addresses, FQDNs with or
without port must be comma-separated and with
colon in between the |P address/FQDN and the
port. Example: IPaddress/FQDN:Port (Port
number should be the same, specified in the
Client Provisioning portal)

A list of IP addresses, that defines the all the Policy service nodes that the agent will iry to connect to if
the PSN that authenticated the endpoint deasn't respond for soma reason.

5. louvle wJ9sy AnyConnect

s

E Server name rules [ L |J
Call Home List
Back-off Timer 30 secs

Enter value of back-off timer in seconds, the

supported range is batween 10s - 600s.

agent will i try to reach di: Y targats ion targets and

connected PSNs) by sending the discovery packets tll this max time limit is reached

Lloowd Ids uvsluwd > goluo) Iduwsluwd > Idoolisg > lesls 1dgpsd > 1Jpsl)n". o) eds
"luol9s" 923> "wd9sy AnyConnect”

- 223 gjpedé AnyConnect. _9i>?_J luwe IJodosu: 925> 9226 1Jwsld§ Idpelb s

T wew "weass 9g26 AnyConnect IJuplbss"c w8l pu "i516 lJogvgsue slesh Idoshs)"

3. 0w "wpdsd pdVd Idog)sW" 23 pdVd g IdyLoe 9lug) W9 el




AnyConnect Configuration > AnyConnect Configuration

* Select AnyConnect Package(AnndnnectDesktopWindows 4.8.3052.0 v )
* Configuration Name{ AnyConnect Configuration D
Description:
Y
DescriptionValue Notes

* Compliance ModuI{AnyConnectCompIianceModuleWindnws 4.3.1250.614 ~ D

AnyConnect Module Selection

ISE Posture

VPNV

Network Access Manager_|

Web Security_|

AMP Enabler_]

ASA Posture_|

Network Visibilityl_|

Umbrella Roaming Security_

Start Before LogonD
(Diagnostic and Reporting Tool )

Profile Selection

* ISE Posturd Anyconnect Posture Profile ~])
VPN -
Network Access Managen -
Web Security -
AMP Enablen -
Network Visibility v
Umbrella Roaming Security -
Customer Feedback -

6. logule pusluws j9s> IJgpsd

L loodd s gusluws > lesb 1gpsd”
w108y G968 s we 2 "z Sless lgdlo”

z i)'aJ lwpe 1JB8lEx6: 9235 wble IJouvgsd Idpbdsw: oge IJouolkseg (bopw "ldedsd" >
"odysu 19dsd"): 22 "wdsso AnyConnect” 1Uss wpe lugilgeo B IJgbys 5 9lu@) 999 "zob”



‘il identity Services Engine Home

Policy Seis  Profling  Posture  Gllent Provisioning

Client Provisioning Policy

*» Oparations g » Administration » Work Canters.

» Policy Elements

Defires the Client Provisioning Policy to delenming what users will receive upon Iogin and user session initiation:
For Agent Configuration: version of agent, agent profile, agent coMPIANCE MOBUE, ANAID! B0ENT CULIOMIZAON PACKADE.
For Native Supplicant Configuration: wizard profle andior wizard. Drag and drop rules 1o change the onder

-

Rulo Name Operating Systoms Other Canditions Results
(<5 Any Apple I05 All Condition(s) Cisco-ISE-NSP
Android Any Android Condition(s) Ciseo-ISE-NSP
s Windows_10 Any Windows 10 {All) Condition(s) AnyConnest
Configuration
Windows Ay Windows All Condition(s) CiseaTemporalAgentWi
ndows 4.7.00135 And
WinSPWizard 2.5.0.1
And Cisco-ISE-NSP
MAC 0S Any Mac OSX Condition(s) CiscoTemporalAgentOS
X 4.7.00135 And
MacOsXSPWizard
2.1.0.42 And Cisco-ISE-
NSP
Chrometook Chrome 05 Al Condition(s) Cisco-ISE-Chrome-NSP

(- E=

7. 8p wlounle glJs
L loedd IJs yvsluws > goluey uvsluws > Gingb > 9,086 > 216 pJud

o 108 W98 "luolds" 95, wedssy luwe lJuib "VPN_Posture_File_CHECK". & o olbole
IJeuigsd lebdse J "Windows 10(All)". 9¢,9¢ 1JpJd & "FilePresence”. 9ouly IJpJd o
"ABSOLUTE_PATH". & p IJpusly [JJled sluwe IUpdd & "Cilcustom.ixt" 9255 puigd 1Jpdd J

"P-9€'9)"

2. Suwwgsp 03l 1peld 9295 pJW Lluupe "custom.ixt" Joeu C: ez, 1J1E)lue Juisl pJd

cisco |dentity Services Engine

Policy Sets  Profiling

Dictionaries ~ Conditions
——

Library Conditions
Smart Conditions
Time and Date

Profiling

~ Posture

Anti-Malware Condition
Anti-Spyware Condition
Anti-Virus Condition
Application Condition

Compound Condition

Disk Encryption Condition

File Condition

Home » Context Visibility » Operations

Client Provisioning =~ Policy Elements

File Conditions List > VIPN_Posture_File_Check

File Condition

» Administration

* Name || VPN_Posture_File_Check

Description |

* Operating System ( Windows 10 (All

Compliance Module Any version

* File Type IT FileExistence

s

* File Path ﬂ ABSOLUTE_PATH

. |] [TC:\custom.bct

\

* File Operator ﬂ Exists

)

@ =

8. loyvle Iz)le luodlz IUs o
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loo@d lds pusluws > goluay uwsluws > volise > 9upess > lplele peldes” Jluuile Iz)le
peldzd pdW pu9ld§. swedspe o3l ldpuwews "uue Idyuwlds W §b" Jlglele |uadlz e
odysuol Vs IJglbgs IJoldss.

9. logble Blegss pobdole IJsoge

s

L loedd lds uwsluws > guluo)y uvsluws > volisg > 90856 > pobdole”
v o) B8 "wus)" wpe 20 "le polbde 238"

z e vodssu luwp IJuiu, b "VPN_Posture_Requirements”. guble IJouvgsd IJpbdse J
"Windows 10(All)". 99z IJegld § J "4.x Ig |Losl) leae" su9g IJsog J "AnyConnect"

>. 9l J "VPN_Posture_File_CHECK" (IJos wpe lugblgol s 1Ugbys 7) soze lzlele
IJluodlz: 235 Ule)le I "ouo ILuwlds B@b" slsed 1,uwlds 1Jpguou06 J Agent User

‘cs’ Identity Services Engine  Home  » Gontext Visbity  » Operations ¥ Adminisiraiion v Wark Cantars

Policy Sets  Profling  Posture  Client Provisioning
reg—

[ (= L2 J
» Authentication Raruiremants
Name Oparating System Compliance Module Postura Typa Conditions Remediations Actions.
. qursmen_wvin wn
* Authorization
Default_Hardware_Atiibutes_Re 1o Mac OSX 4 or later AnyConnact Hardwaro_Attributos_Ch Solact Remediations Edit |
quirement_Mac ock
» Profiling
Defaull_Firewail_Requirement W for Windaws All 4 or later AnyConnect Default_Firawall_Condii Default_Firawall_Remedi Edit | v
in an_'Win ation_Win
Defaull_Firewall_Requirement_M Mac OSX 4. or later AnyConnect Default_Firewall_Conditi Default_Firewall_Remedi Edit| v
ac on_Mac ation_Mac
¥ Ramwcietion Rclass USB_Block_temparal Windows All 4. of later Tamporal Agent USB_Check Massage Text Only Edit| =
Any_AM_Installation_Win_tempo ‘o1 Windows ANl 4xor later Tomporal Agent ANY_am_win_inst Message Text Only Edit| v
ral
¥ Cllsnt Provisioning Any_AM_installation_Mac_tempo o1 Mac OSX 4 or latar Temporal Agent ANY_am_mac_inst Message Text Only Ediit | v
ral
Defaull_AppVis_Requiremenl_Wi Windaws All 4.x or later Temporal Agent Default_Appvis_Conditio Select Remediations. Edit| v
n_tempeoral n_Win
Defaull_Appvis_Requirement_M Mac OSX & of later Tamporal Agant Default_AppVis_Conditio Salact Remediations Edit |~
ac_temporal n_Mac
Defaull_Hardware_Attributes_FRe Windaws All 4. of later Temporal Agent Hardware_Aiributes_Ch Selee! Remediations. Edi| v
quirement_Win_temporal ek
Defaull_Hardwaro_Attibutos_Re Mac OSX 4. or later Temperal Agent Hardware_ftrbutes_Ch Sulpet Romodiations Edit | =
quirement_Mac_ternporal ek
Dofaul_Firewall_Requirement_W Windaws All 4. or later Temporal Agent Default_Firewall_Cond Default_Firewall_Remedi Edit |+
in_temparal on_Win alion_Win
Default_Firewall_Requirement_M Mac 05X 4.x or later Temporal Agent Default_Firewal_Conditi Default_Firewall_Remedi Edit|
ac_temporal on_Mac ation_Mac
(J VPN_Posture_Requirement Windows 10 (AN) 4. or later AnyConnact VPN_Posture_Fila_Chec Maessage Text Only ) Edit|

MNote: Remediation Action is filtered based on the operating system and stealth mode selection,
Remedation Actions are not applicable for Application Conditions (configured using the Provision By Category or Provision By Everything options), Hardware Conditions, and Extemal Data source conditions.
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cisco loentity Services Engine Home » Context Visibility » Operations » Administration Licansa Warning 4

Policy Sets  Profiing Clont Provisioning  » Policy Elements

Posture Policy

Defin ths Posture Polcy by confusing s based on aparating systam andior other condtons.  »5)

Status  Policy Options  Rule Name Identity Groups Operating Systems Compliance Madule Posture Type Other Conditions Requirements
@ Policy Options  Default_AppVis_Policy_Win Any Windows Al 4. or lator AnyConnest Waulﬂ,\:hw\ﬁaﬁm =i
(7] Policy Options  Default_AppVis_Policy_Win_te Any Windows All 4. or later Temgpaoral Agent Default_App\Vis_Requir Edit|

mporal ement_Win_temporal
@ Policy Options  Default_Firewall_Policy_Mac Any Mac 05X 4.3 or later AnyConnect Dafm.:ljl.::cwnll_ﬂsqulr Ex|w
@ Policy Options  Default_Firewall_ Policy_Mac_t Any Mac 0S¥ 4.3 or later Temparal Agent Default_Firewall_Requir -
emporal emant_Mac_temporal
] Policy Options  Defaull_Firewall_Policy_Win Any Windows Al 4% or later AnyConnect Defmfﬂml_ﬁaquir Eatl>
] Policy Options  Defaull_Firewall_Policy_Win_te || Any Windows Al 4.x or later Temporal Agent Default_Firewall_Requic Edik|+
mporal ement_Win_temporal
@ Policy Options  Default_Hardware_Attibutes P 1! Any Mac 05X 4. 0r later AnyGonnect Defaull_Hardware_Attri e
olicy_Mac butes_Requirement_Ma
©
@ Policy Options  Defaull_Hardware_attioutes_P Ary Mac 0SX 4.3 of later Temnporal Agent Defaull_Hardware_Atri Edk|*
olicy_Mac_temporal butes_Requirament_Ma
«©_tempaoral
-] Policy Options  Defaull_Hargware_attibutes_P Ary Wingows All 4% or Laber AnyConnect Defaull_Hardware_Atri e
alicy_Win butes_Requirment_Wi
n
@ Policy Options  Defaull_Hardware_Altrioutes P |1 Any Windows All 4.x or later Temgporal Agent Defaull_Hardware_Atiri Edit| =
olicy_Win_temporal butes_Requirement_Wi
n_temporal
] Policy Options ;Maw_uSB_Ew_Pwa_w. Any Windows Al 4.x o later AnyConnect USE_Block Eal~
] Policy Options  Defauli_USB_Block_Palicy_Wi Any Windows Al 4.x or later Temporal Agent USB_Block_temporal B[+
n_temporal

# Policy Options  VPN_Posture_Policy_Win Any Windows 10 (All) 4.x or later AnyConnect VPN_Posture_Requirs J Edik| >

ment

=
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loedd Ids uvsluws > goluos Iduwsluws > 1doclsg > 1dowdssyo > slise IJozde B
IJsu29d (ACL) IJleds JJeusisd" 99e wluuble Bslise Idogde Bs 1dauesd 1Jglues oldpeuwss
(DACL) Jpgodos zldle IJs oe.

Suwwedpe ol IJpwens B9lise [doedpe WS Idyuosd (DACL) IJeldso.

a. Posture §.s) p£,99: suwee weods 1Ups9, 1Us 2,396 0,9, DNS 9 PSN g HTTP 9 HTTPS

' Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets  Profiing  Pesture  Client Provisioning ~ ~ Policy Elements

Dictionaries ¥ Conditions  ~ Results

Downloadable ACL List > PostureUnknown
Downloadable ACL

= Authorization * Name; | PostureUnknown

» Authentication

Authorization Profiles Description
Downloadable ACLs )
IP version « |Py4  IPvE Agnostic i
+ Profiling = =
* DACL Content |1 permit udp any any eq domain
8810111) permit ip any host 10,106.44.77
» Posture permit tcp any any eq 80

+ Client Provisioning

3031323

» Check DACL Syntax !

&) v



w. Posture NonCompliant: s, 2 IJ9o9d IJs IJuvedle [JW,es06 1JEloo 9d suwee 1U]
wodo py9) IUloe,ue

alvaln

cisco  Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning = Policy Elements

Dictionaries  » Conditions  ~ Results

(<]
Downloadable ACL List > PostureNonCompliant
» Authentication
Downloadable ACL
~ Authorization * Name| [ PostureNonCompliand |
Authorization Profiles Description
Downloadable ACLs
IP version -« |Pvd4  IPv6 Agnostic
+ Profili
" * DACL Content deny ip any 10.0.0.0 255.0.0.0
8910111|deny ip any 172.16.0.0 255.240.0.0
» Posture 2131415| deny ip any 192.168.0.0 255.255.0.0
ermit ip any any

+ Client Provisioning

» Check DACL Syntax i

&) e

2 pblod Jdsuog: suwee Jeese o6 1Jp,9) Jdpuvedrpsu IJuolsssu ldposlddsu pe
lJsog

aisco  Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets  Profiing  Posture  Client Provisioning ~  Policy Elements

Dictionaries  » Conditions  ~ Results
[

o
Downloadable ACL List > PostureCompliant
» Authentication
Downloadable ACL
+ Authorization * Nameu PostureCompliant ]

Authorization Profiles Description

Downloadable ACLs .
IPversion @IPvd4  IPvE | Agnostic |

» Profiling

* DACL Content |1 rmit ip any any

} Posture

» Client Provisioning

» Check DACL Syntax i

& ==
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¢>> DACL "PostureUnknown". 9o2.99 pu lglé wogso IUssw 923> sl IUg psd (Posture). 9.9
wodosy luwpe Blispsd Idozde wldasosd Jlglbs IJugzso "redirect” (Jswpe wdssuo gJs ASA).
922> pa¢d lpdls Igpsd (WISl o)

‘Oieh’ identity Services Engine  Home  » ContextVisiblity  » Oparations » Administraion  » Wark Centers

Licensa Warning 4k
= Policy Elements.

Policy Sets  Profling  Posture  Client Provisioning

Dictionaries b Condiions  + Results
—

(]
Authosization Profles > Posture Redirect
» Authentication
Authorization Profile

R — S Err—)

Autherization Profies Description | 4
Downloadatie ACLS * Access Type ([access_accert Y .
e Notwark Device Profile &5 Ciseo| »
* Posture Service Template
+ Cllent Provisioning ek Ry
Passive Kentity Tracking

~ Common Tasks

(u DACL Name [Posturetininown o IJ

* Client Provisioning

Web Redirection (CWA, MDM, NSP, CFP) i

Volus
o (= ) Creemrew)

* Advanced Attributes Settings

Select an item =[

~ Attributes Detalls

Acoess Type = ACCESS_ACCEFT

DACL = PostureUnknown

cisco-av-pair = url-redirect-acl=redirect.
cisco-av-pair =

C30-2e58-1

Y
=

vle - pdUd og)HsV IJowss o Jese Idlpeeld JJsuoe

¢>> DACL "PostureNonCompliant” JJgz> eu 1d9o9d IJs Idubveds

Wil Identity Services Engine Homa  * ContextViskilty  + Operations

Policy Sets  Profiling  Posture  Client Provisioning

* Administration + Work Cantars

License Waming &
= Policy Elamants
Dictionaries » Conditions  ~ Results
—
(]
Authorization Profiles > Posture Mon Compliant
+ Authonticati
" Authorization Profile

+ Authorization * Name (| Posture Non Compliant |

Authorization Profiles Descrpion | 4

Bownloadable ACLs " Access Typol
DL Network Devico Prafie | Cisco | »|
+ Pasture Service Template

T

+ Cllent Provisioning Lol s

Passive ldentity Tracking

* Common Tasks

(a DACL Name [PostureNonCompliant 1)




~ Attributes Detalls

Access Type = ACCESS_ACCEPT
DACL = PostureNonCompliant:
P

s

zse - pdO oesS IJogasd IUglue oldeslid g ee ldsoe

¢>> DACL "PostureCompliant” JJwelz wlJsuesd IUIled IJs IJuveJs

s Identity Services Engine Home  » Conlext\Visiblity b Operabions + Administration  + Work Centers Licanse Warning 4

Policy Sets  Profiing  Posture  Clien! Provisioning |~ Policy Elements
Dicionaries  » Condiions = Results
——

Austhorizaion Profiles > Full Access
Authorization Profile

= Authorization * Name (| Full Access 1)

» Authentication

Authorization Prafes Dsaription [ 4
Downloadable ACLs * Aceass Type ([ACCESS ACCEPT )

¥ Profiling Network Device Profie | =% Cisco | » | &

» Posture Service Tempiate

» Client Provisioning Track Movement

Passive Identity Tracking

~ Common Tasks

(u DACL Mama |PostureCompliant g j)

+ Attributes Details

Acoess Type = ACCESS_ACOEPT
DACL = PERMIT_ALL_IPV4_TRAFFIC

(ETR) reset

12. odysu wsluwle IJowvss o

Iowegsp pdile ogysd IJogssd lJos op odosuel B 1Ugbos I uwlu8s Jodssy 3
wwSluwlo ozasd po9lo8s pe 190 988y P9l 986 pg |UIUDE 99 PESE ES) PEISIS.

swe lowedle Iyl Ideubesd "eduws Idged: 2lds Idguoe” Jogds> volsg Jd woe

“thes Wentity Services Engine Home  » ContextVisikilty  » Operations i » Administration  » Work Centers License Waming 4

Policy Sets ~ Profiing  Posturs  Clien! Provisioning  » Policy Elements

Follo Sefs » Defau

Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits

® Default Default policy set Detault Network Access LRd 48

» Authentication Policy (3)
» Authorization Policy - Local Exceptions
? Authorization Policy - Global Exceptions

¥ Authorization Palicy (15)

Results
+
Status Rule Name Conditions Profiles Security Groups Hits Actions
O] Anycanneet Posture Compliant E  Session-PostureStatus EQUALS Compliant * Full Accoss + Selact from st v 5
@ 2::'_(::';;‘“ Posrir b & Session-PoswreStatus EQUALS NonCompliant * Posture Non Compliant & Seloct from list ol 0

E_l Metwork Acoess Device IP Address EQUALS 10.197.164.3
@ Anyconnect Posture Unknown AND * Pasture Redirect + Select from list - 13 o
'[-3 Session PostureStatus EQUALS Unknown




IJo2d0 pu lduors

luwogse 03l ldGuwe Joldss gpd Idodsss vuvdd Lozse.

JJezdd eu purbds Ideuwctse vutle: B voubésd Ule) IJolds eds ASA.

<#root>
firebird(config

show vpn-sess d

) #

etail anyconnect

Session Type: AnyConnect Detailed

Username
Index
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx
Pkts Tx
Pkts Tx Drop :
Group Policy :

TG _SAML

Login Time
Duration
Inactivity
VLAN Mapping
Audt Sess ID :
Security Grp :

AnyConnect-Pare
SSL-Tunnel Tunn
DTLS-Tunnel Tun

AnyConnect-Pare
Tunnel ID
Public IP
Encryption

TCP Src Port :

Auth Mode

IdTe Time Out:

Client 0OS

Client OS Ver:

Client Type
Client Ver
Bytes Tx
Pkts Tx

: _585b5291f01484dfd16f394be7031d456d314e3e62
: 125

: explorer.cisco.com
: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
: AnyConnect Premium

: AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel:
: AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel:

Public IP

: 16404 Bytes Rx : 381

: 16 Pkts Rx : 6
0 Pkts Rx Drop : O
Df1tGrpPolicy Tunnel Group :

: 07:05:45 UTC Sun Jun 14 2020

: Oh:00m:16s

: Oh:00m:00s

: N/A VLAN : none

0ac5a4030007d0005ee5cc49
none

nt Tunnels: 1
els: 1

nels: 1
nt:
: 125.1
: 10.197.243.143
I none Hashing I none
57244 TCP Dst Port : 443
: SAML
30 Minutes Idle TO Left : 29 Minutes
T win
10.0.15063
: AnyConnect
: Cisco AnyConnect VPN Agent for Windows 4.8.03052
1 7973 Bytes Rx : 0
H) Pkts Rx : 0

: 10.197.243.143

(1)SHA384

(1)AES-GCM-256



Pkts Tx Drop : O Pkts Rx Drop : O

SSL-Tunnel:
Tunnel ID 1 125.2
Assigned IP : explorer.cisco.com Public IP : 10.197.243.143
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1.2 TCP Src Port : 57248
TCP Dst Port : 443 Auth Mode : SAML
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0OS : Windows
Client Type : SSL VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052
Bytes Tx 1 7973 Bytes Rx : 0
Pkts Tx H) Pkts Rx : 0
Pkts Tx Drop : O Pkts Rx Drop : O
Filter Name : #ACSACL#-IP-PostureUnknown-5ee45b05
DTLS-Tunnel:
Tunnel ID 1 125.3
Assigned IP : explorer.cisco.com Public IP : 10.197.243.143
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1.2 UDP Src Port : 49175
UDP Dst Port : 443 Auth Mode : SAML
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows
Client Type : DTLS VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052
Bytes Tx : 458 Bytes Rx : 381
Pkts Tx 4 Pkts Rx H)
Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name

#ACSACL#- | P- Post ur eUnknown- 5ee45b05

| SE Post ure:

Redirect URL : https://ise26l. pusaxena. | ocal : 8443/ portal / gat eway?sessi onl d=0ac5a4030007d0005ee5cc49&pc
Redirect ACL : redirect

wer Idopld o8sse 1U9oe: Swp wEss) 9u09d Ipunee lJs 1U9uo9d 1Jled Jel o9
pdlele B $lises IJopde ldsueyd (DACL) Ides wpe sdgol B 1dedd "luwe 1desuie”

<#root>
firebird(config)#

show vpn-sess detail anyconnect

Session Type: AnyConnect Detailed

Username : _585b5291f01484dfd16f394be7031d456d314e3e62
Index ;125



Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx
Pkts Tx
Pkts Tx Drop :
Group Policy :

TG SAML

Login Time
Duration
Inactivity
VLAN Mapping
Audt Sess ID :
Security Grp :

. ex

: An
: An
: An
: 16
: 16

: 07
: Oh
: Oh
: N/

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID
Public IP
Encryption

TCP Src Port :

Auth Mode

IdTe Time Out:

Client 0OS

Client OS Ver:

Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

SSL-Tunnel:
Tunnel ID
Assigned IP
Encryption
Ciphersuite

Encapsulation:
TCP Dst Port :
Idle Time Out:

Client 0S
Client Type
Client Ver
Bytes Tx
Pkts Tx

: SSL VPN Client
: Cisco AnyConnect VPN Agent for Windows 4.8.03052

1 7973 Bytes Rx
H) Pkts Rx
0 Pkts Rx Drop :

Pkts Tx Drop :

Filter Name

DTLS-Tunnel:
Tunnel ID
Assigned IP
Encryption
Ciphersuite

: #ACSACL#-IP-PERMIT_ALL_IPV4_TRAFFIC-

: 125.3
: explorer.cisco.com Public IP
: AES-GCM-256 Hashing

: ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation:
UDP Dst Port :

IdTe Time Out:

Client 0OS

DTLSv1.2 UDP Src Port :

443 Auth Mode

30 Minutes Idle TO Left :
: Windows

plorer.cisco.com Public IP : 10.197.243.143
: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
yConnect Premium
yConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel:
yConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel:
404 Bytes Rx 381
Pkts Rx H )
0 Pkts Rx Drop : O
Df1tGrpPolicy Tunnel Group :
:05:45 UTC Sun Jun 14 2020
:00m:36s
:00m:00s
A VLAN ! none
0ac5a4030007d0005ee5cc49
none
: 125.1
: 10.197.243.143
I none Hashing I none
57244 TCP Dst Port : 443
: SAML
30 Minutes Idle TO Left : 29 Minutes
T win
10.0.15063
: AnyConnect
: Cisco AnyConnect VPN Agent for Windows 4.8.03052
1 7973 Bytes Rx : 0
H) Pkts Rx : 0
0 Pkts Rx Drop : O
1 125.2
: explorer.cisco.com Public IP : 10.197.243.143
: AES-GCM-256 Hashing : SHA384
: ECDHE-RSA-AES256-GCM-SHA384
TLSv1.2 TCP Src Port : 57248
443 Auth Mode : SAML
30 Minutes Idle TO Left : 29 Minutes
: Windows

: 0
: 0
0
57f6b0d3

: 10.197.243.
: SHA384

143

49175
: SAML
29 Minutes

(1)AES-GCM-256

(1)SHA384



Client Type : DTLS VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052

Bytes Tx : 458 Bytes Rx : 381
Pkts Tx 4 Pkts Rx HI)
Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name

#ACSACL#- | P- PERM T_ALL_| PV4_TRAFFI C- 57f 6b0d3
JJozdd pu el Bl op oovss IJowvsso wogle eds ISE: luedd IJs gpdsle > RADIUS >
wedlo zse

s&u2 03l IJGuwe IJpedsele sl 1dupds Idederus wldpumctse IUpeops: ls 1Josss 9092
o&s IJogssd suor IJogssd selds I oe.

Refresh  Nover v|Show Latest20records | Within  Last24 hours
o Refresh  © Reset Repeat Counts A Export To v Trders B+
Time Status Details Repeat ... Identity Endpoint ID Endpoint P... Authenticat... Authorizati... Authorization Pro.. Posture St.. IP Address Network Device

Jun 14, 2020 O7:44:59.975 AM

0 o 58565291/014B84dd 1 00:50:56:A0; D687 Windows 10 Default Anyconn 10.187.164.7
Jun 14, 2020 O7:44 B o 10,167.243.143 Arryoo ASA
Jun 14, 2020 0 o HACSACLA-IP-PERMI ASA
Jun 14, 2020 OT:44; a HSACSACLA-IP-Posture, ASA
Jun 14, 2020 OT:44:34,958 AM (-] ° 5856529 1014844101 00:50:56:A0: 0697 Windows 10 Default

N oUlebbs: Jzuosd £ 0355 p0 1Jo28S p0 U026 10900 £ ISE. )z Izoe s
lJoels 9 IJeldse:
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215236-ise-
posture-over-anyconnect-remote-acces.html#anc?7

JJozdd pu elJé 1dpuolb$é edss potd puwdsd Duod o, eds "ldedbes)” Iesesss eds
lJgloe Jlsuw, po Jozé IJbLs [dos wbo,y yued IJpuol>96.
lJejs> pu lJodlosd: https://duo.com/docs/administration#reports

Jeruo ouwesd wuoese IJigble Jeuls 1Usuosd IJeulisss. lpuegse IULoulb IJolds:
https://help.duo.com/s/article/1623?language=en US

cowd lJpuweise


https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/215236-ise-posture-over-anyconnect-remote-acces.html#anc7
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/215236-ise-posture-over-anyconnect-remote-acces.html#anc7
https://duo.com/docs/administration#reports
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frebrd, csdo, com

Lystem Scan:
MO DoCy Server oetected.
Tl Pop st BOCERE ol iy

lwod ol IJIzble 9] odlzol

S99 o3l IUd e Idpedsple IJos spdud |uwaeéslpol Jlgwedgild ié_]olc lJodasu sluadlzol.
~ odlebs: ze 1Js pedople popd 2o 10lo) o ozsz Bud luveésle I9le, debug.

.& CUWSO! ng ASA‘ ._Spdud ugsdu pu»ugslu uuoa_sa Igbole ,oaquo SSe IU»V@IP
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http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

SpIJu luveesle "debug webVPN saml 255" Jlwe J ol Igble peb o IJpuildd sluodlzol: 9pe
3JY Vs Iduwsubsgole Idos Jlsgws) wsol ouozse IJIRble o3l pedsple 9836 Spdy
ouvesd wuoesele luoluvse:

debug webvpn 255

debug webvpn anyconnect 255
debug webvpn session 255
debug webvpn request 255

JIgwed gl igble 1Jp ol>86 9ldedas o lJpoe s w ASA sl odlzol luvegse I9le, ouoese
IJigble IJolJss:

debug radius all
debug aaa authentication
debug aaa authorization To troubleshoot Posture related issues on ISE, set the following attributes to

posture (ise-psc.log)

portal (guest.log)
provisioning (ise-psc.log)
runtime-AAA (prrt-server.log)
nsf (ise-psc.log)

nsf-session (ise-psc.log)
swiss (ise-psc.log)

) edlebs: JJeuosd eds wrd s s e IJodLosds sluved ol Igble AnyConnect g ISE
Sluodlzol Lze Ids IULoovlb IJolds:
281,56 uplo ISE Posture J,Jpre g post 2.2

Jujged pwedle wuoese i'aJolc el 1Usuosd IJeulisss gluvedguled it]ol:solg!qulaol
https://help.duo.com/s/article/5016?language=en US
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https://www.youtube.com/watch?v=W6bE2GTUOIs&
https://duo.com/docs/cisco#asa-ssl-vpn-using-saml
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