odysu yvedsé VPN Jdsuosd eu wed
lwogsle ool 96 RADIUS gds wibslb ISE
9 Group-Policy

lJpzogslo

[NFXIYY
lpc o ole | lowl_w,sé

lJp 95,00

Swod o3l ldpuwews wdssy Uveds VPN Jdsuosd eu wed Jogsso uusluws 1Uezesed
luwogsle pp)yd Erple og)su Cisco (ISE).

IJecbdole 1Jlul jusé
lJeobdolo

9008 Cisco Llu oday Jbsd pe,uds ldpsluose IJoldss:

+ Cisco Secure Client (AnyConnect)
+ Cisco ISE
e Uvwds VPN JJsuosd g0 wed eds zoly Idlely IJ8lod JJodssd (ASA) eo Cisco

lJedsule [Jpuuesed

Suvowd pew9s o3l ldpwous IJs lueshle Idoslee 9ldpdsule 1Uelbsé IJoldss.



* ASA 5506 pg w,ulpz LosES 9.8.1
* 1Jluosl) 4.8 po AnyConnect
* ISE lJluosl, 2.4

o louble Idpedsple 109158 B 03l lpuwaws pu 1Uizos6 1Je92956 Bs wsisé pgpdss ¢luos.
wlo zese IJlzejd IJpuwogrpd Ss o3l lJpuwows wodssu peunde (IB)lus). Bl dlue
drodod 9es Idogivgsd: Volds oy Wopd Jdoles) IJpzoed Jls le).

lJodosy

B pold IJodsso ol Jl suwpz Jdpuwodrpso IUwgssso Isso soupdso » ASA go) VPN
wluwwgsle Cisco Secure Client (AnyConnect) wogsss pdd wg)rs louold (pzeses 1old) pu
lJ8lspé IJpuwrdé: s s99p Cisco ISE vugssuop [Js wog pze9gsd pedd luwoubl |Us
lJuvsluwle IJos wp odssuol.

oluwesle o3l 1dlesh spdud wessu uwsluwd pzpses JIJ puweise AnyConnect oo gJIJ ISE.
30l Jlu IJpuwegreso Jsuw Jasop IJgsh Jorass pzeoes IJuds: Bluoe sJsuo B
lJoslse pouodso wezesesd o9 Default WEBvpngGroup 9o wog pzeses DfItGrpPolicy. wg>
|.Jfouo|.)L§6‘ I3l e !_)u.u|J UM PeO wW:sé6 RADIUS (Qoa |Jroap96_6) V3|u.ub5 ISE UOPU !w&dvé
IJpuolb 36 swp wessu ldpuwotse lds vor ldpzeses Idpblod soldolds sop odids
IJisgule IJpoluuws. 5l Jp $8p ISE whzle Is uwps pu 1S Is Lzle ouvpss voz pzeses Jo
Swp wdysuol gds ASA Vuwshbd IUpuwese pesul lJs DtGrpPolicy. Jeug IJpuwegspsu
IUss0 Jsuw J>S0p wog pzeses pesu pu Idlouold po 2JIld e ds VPN: sedud odsso Iie)
vpn-synchronins 0 _opu wog lJpezeses DfItGrpPolicy.

lJodosy
ASA

s1>0 AAA

aaa-server ISE_AAA protocol radius
aaa-server ISE_AAA (Outside) host 10.31.124.82
key ciscol23

odosu VPN Jdsuesd gu wed

webvpn
enable outside
anyconnect image diskO:/anyconnect-win-4.7.01076-webdeploy-k9.pkg 1
anyconnect enable

tunnel-group DefaultWEBVPNGroup general-attributes
address-pool Remote_users
authentication-server-group ISE_AAA



group-policy Df1tGrpPolicy attributes

banner value ###YOU DON'T HAVE AUTHORIZATION TO ACCESS ANY INTERNAL RESOURCES###
vpn-simultaneous-Togins 0

vpn-tunnel-protocol ssl-client

group-policy RADIUS-USERS internal
group-policy RADIUS-USERS attributes

banner value YOU ARE CONNECTED TO ### RADIUS USER AUTHENTICATION###
vpn-simultaneous-Togins 3

vpn-tunnel-protocol ssl-client

split-tunnel-network-1ist value SPLIT_ACL

group-policy RADIUS-ADMIN internal
group-policy RADIUS-ADMIN attributes

banner value YOU ARE CONNECTED TO ###RADIUS ADMIN AUTHENTICATION ###
vpn-simultaneous-Togins 3

vpn-tunnel-protocol ssl-client

split-tunnel-network-1ist none

oo plo Jvd 1Jogss (ISE)

lJglogs 1. yugd ASA Jzolj s Lolde eJs ISE 935, y?dg§g e ol Iduws Ipuve,d J
RADIUS. Jo3l IJg,) o« luedd 1ds 1JbLo>psl)s Iduvede>lzo 6 I yvwJs.



el Identity Services Engine Home » Context lity v Operations + Policy ~ Administration » Work Centers

b System ¢ ldentity Management = Metwork Resources ¢ Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
= Metwork Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Sendces
(<]

Network Devices List > ASAv
Network Devices

Default Device
Device Securty Settings

PAddress  »| *IP: [10.31.124.85 | r[32_] <=

Metwork Devices

* Device Profile | % Cisco | » &

e Name
Software Version

* Metwork Device Group

Location a1 Locations © || setTo Default |
IPSEC [No_ © | | setTo pefault |
Device Type 4]l pevice Types © || SetTo Default |

~ RADIUS Authentication Settings

RADIUS UDP Settings
Protocol  RADIUS .

* Shared Secret |cism123 | | Hide |

Use Second Shared Secret [] 4
| Show |

CoaPort [ 1700 | [ setTo Default

RADIUS DTLS Settings (i

lJglb9s 2. [uuble pgpsele 0956.

S woers pzesele IJogss JIG)lu eyt st wiuolisue peleds slsso sodluveso
1390 ppleds. sop luvwgsle odo Idguluoy Vs IUgbsle IJoeldss. loedd 1Js [JbLo>pzeselo
0956 lJpuesp.



el Identity Services Engine ty v Cperations o

¥ System v ldentity Managemert | ¢ Metwork Reaources  » Dwice Portal Management  pxGid Sendces  » Feed Sendce  » Threat Centric NAC

* ldeniities  Groups  Extemal ldentity Sowrces  Mentity Source Sequences  » Settings

Tdentity Groups User Identity Groups > RADIUS_ANYCONNECT_ADMIN
- r] Tdentity Group
*Mame | RADIUS_ANYCONNECT
TR e L

[ Endpoind ientity Groups Descnplion
» [ User ientity Groups
=3

Member Users

Users Sectean | Totat @ G

deAdd = B Delete = Show [Al |8
Status Email Username a  First Name Last Hame

L] m@ enabled ¢ wserl

IJgl96 3. [9)lu Idpuweresu weepsele IJogss.

ol IJpuweddpsu wpresesd [Josss IUuorses. lowdd IUs bls>essle>ldpuwesrpsu.

;1;. Identily Services s fisibility + Operations » Palicy = Adménistration » Work Centers

©

» Systern - ldentity Management | » Metwork Resources ¢ Device Portal Management  pGrid Senices  » Feed Senice  * Threat Centric NAC

Groups  Exdemnal ldentity Sources  |dentity Sowrce Sequences  » Setlings

L]
Network Access Users
Usars
Manual Network Scan Resul Is
Latest Manual Network Scan Results JSEdt dhAdd | Echange Staws +  @elmoort @hexport v | MDekte = L Duplcate
Status Hame a  Dascription First Name Last Name Emad Address User Identity Groups Adrmin
0O B Enablad 2 userl RADIUS _ANYOONNECT
[ @ enabled 2 user2 RADIUS_ANYCOOHNECT _WSER

] @enabled  § user3

lJglo9é 4. [ouble pzeogs ywsluwle.

8P woTSd pee9Ed uwsluwle 23828 suzass Iduingb IJos wblud Iduwsluws. B odl 1dpeld.
Swup lduwele vrese lugle 1Ulzojs wee IJuingl. Jodl 1Ug 0o loodd Ids [Juoz>presele
lJuog.

y Services Engine

Prbcy Sets  Probing  Posture  Chent Prosisicning  » Policy Elements

Policy Sets
@ Status  Pabicy Set Name Descrplion Condions ASowed Protocols | Server Sequence  Hils  Acions  View
Niew Pobey Sat 1 Iq DEVICE Dipac Typs EQUMLS ANl Dinaca Tygid I Inr.fa_!l HNetwork Acceiy S I e O »
Dafclt Dot pabesy 380 Defauit Network Access LR ] & >

121096 5. louble puslaws ogasd.

Sp wopdsd wog wE9sd 229 wlduib IJebdsws Jpbluds Iduee. wlds o wuppsy presele
lJogso IJus we luublyel W IJgbss 2 J i, b.



ks Idenity Services Engine

Home

Pobty Seis | Prolling  Postwe  Chent Provisioning

Policy Sets = New Policy Set 1

Status  Policy Set Name

@ B Py Sat 1

¥ Authentication Policy (1)
¥ Auihorization Policy - Local Exceplions
¥ nuthorization Policy - Global Exceptions

¥ Authorizatson Pokcy (3)

O Slatus  Rule Name

;@
. @
=

» Fiskey Elemans

Description Conditions
(=] EGUALS
Results
Conditions Frofiles
AND
- |
B
AND
= |

1J¢b9o 6. logile pdd wg)sd wiasd.

Allowed Protocols | Senver Sequence Hits

Security Groups

Hits  Actions

+ -3
+ o
+ &

Swupy pdV wg)sW Idegssd Idlplele Idos swop loglsol gus pblu s yuslws [Jogssd.
louble pd ©g)sVd gasd 228> swupu duvele IUeldss:

« 6 RADIUS = <group-policy-ASA>
* u9¢e IJye9J: ACCESS_ACCEPT.

N Ulebs: s2e w2 1Jedsss IUpeasus s 1Juos sl s Jeblu s luvp voz

lJpzpeoed lJos Ypo wogrsVol BOs wdysy ASA IJglLo .

+

Saws  Rule Name
s @
s @ 5

Results

Conditions Profiles

B DECE Dwsice Type EQLUAL
AND

- EQUALS User

EQUALS A
AND
EQUALS Lise AL

Secunty Groups

Hils  Actions



" Add New Standard Profie
Authorization Profile

- vams

peserpten |

™ Access Type

Hotwork Dovice Brofile |2 Ciscn | =| &

Service Template (]

Track Mavemert [

Passive Identity Tracking [

¥ Common Tasks

This should be the Group-policy name

. « Advanced Attributes Settings '

* Attributes Detais

‘Access Type = ACCESS_ACCEPT
Class = RADIUS-ADMIN

<

IJgo9s 7. Hlze ©dasu pdd wg)s9 IJegssd.

3

I (o)




‘dseh'  Identity Services Engine Home » Context Visibility ~ » Operations [N » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Prowisioning = = Policy Elements
Dictionaries  » Conditions  ~ Results
(<]

» Authentication Authorization Profile

*Name | CLASS_25_RADIUS_ADMIN |

= Authorization

Description [
uthonzation Profiles .
Access Type | ACCESS_ACCEPT v]
Downloadable ACLs
MNetwork Device Profile sl Cigeg | w | 6D
» Profiling S
Senice Template
» Posture Pl O

Track Movement [ ;

Client Provisioni
R Passive ldentity Tracking [ ;

» Common Tasks

» Advanced Attributes Settings

[Radius:Class | =[raD1US-ADMIN i

—
i

 Attributes Details

Access Type = ACCESS_ACCEPT
Class = RADIUS-ADMIN

=

S pdlebs: Bs 0w pze9es IJuoz: Spdu Tu sYs0 Jssd wog wgsd Vs wessu JJ
PTPIES 0958 [US Loz pre9Es p2a> P23 pTad IS ASA.



ik Wdenbty Senices Engine

Fobcy Beis  Prolng  Posiue  Chent Provisicning  » Pebey El

Paolicy Sets - New Palicy Set 1

Status  Policy Set Name Description

&

¥ Authentication Podicy (1)
¥ hathorization Policy - Local Exceptions
¥ Authorizasion Policy - Global Exceptions

* futhorization Policy (%)

*
Status  Rule Name

o]

Conditians

AND

Conditions

Type EQUALS Al Device Types

Results

Allowed Pratocols | Server Sequence Hits
) ~
ecurty Groups Hits  Actions
g &
* o
+ &

glwo~'a>lp eold ldodosy 0ili spdud wessu voz ldpeesesd vuvdd ssulpsds JIJ puwesp
gpsd lpu pu gdld ©dosu ISE lgwoobl [Js pgesgs 1Jogss [Jos suwes [Jsol IUpuwegse.

IJozdd pu lduoes

Iz> 1o, ouoese IJigble Blisss og debug radius. 909 sg,00 wluosd bdu puols>$8 RADIUS

sluwezlos IUpuols 86 s 20 AAA (ISE) 9 ASA.

debug radius

1516 pds36 1355 o IUlp, test aaa-server. lue IUlo o) ol I3l Jloe 1Jpuol> 86 p8w9Js 9
099,06 9ldwpele ((Guwes 1JBise Vs 03l Idpeld) IJos wp oubdel Vs gpdss ldpuol>$6.

test aaa-server authentication

[host

] username

password



wwsubsy IUgpd

B pold Idedsso Ipsds,y pwlodl souwes Jpuvesel IJs vog preses RADIUS-Admin JoJ
wdasu ISE. spdu IJezldy po woewe BBl Ypo vogbgsd Ilteul, aaa-server o pdsu
wuoese lebls radius gds ASA. sop 9,08 £J10é LIdeb 1JEleS eds IJluvl, sle 1uods pu
gpdsle ouopse IJigble.

<#froot>

ASAv# debug radius
ASAv#test aaa-server authentication ISE_AAA host 10.31.124.82 username userl password #**¥%%
INFO: Attempting Authentication test to IP address (10.31.124.82) (timeout: 12 seconds)

RADI US packet decode (authentication request)

Raw packet data (Tength = 84).....

01 1e 00 54 ac b6 7c e5 58 22 35 5e 8e 7c 48 73 ... T | .X"5A, [Hs

I
04 9f 8c 74 01 07 75 73 65 72 31 02 12 ad 19 1c | ...t..userl.....
40 da 43 e2 ba 95 46 a7 35 85 52 bb 6f 04 06 Oa | @.C...F.5.R.0
1f 7c 55 05 06 00 00 00 06 3d 06 00 00 00 05 1la [ .JU...... =i
15 00 00 00 09 01 Oof 63 6f 61 2d 70 75 73 68 3d [ e coa-push=
74 72 75 65 | true

Parsed packet data.....

Radius: Code = 1 (0x01)

Radius: Identifier = 30 (Ox1E)

Radius: Length = 84 (0x0054)

Radius: Vector: ACB67CE55822355E8E7C4873049F8C74
Radius: Type = 1 (0x01) User-Name

Radius: Length = 7 (0x07)

Radius: Value (String) =

75 73 65 72 31

userl

Radius: Type = 2 (0x02) User-Password

Radius: Length = 18 (0x12)

Radius: Value (String) =

ad 19 1c 40 da 43 e2 ba 95 46 a7 35 85 52 bb 6f | ...@.C...F.5.R.0
Radius: Type = 4 (0x04) NAS-IP-Address

Radius: Length = 6 (0x06)

Radius: Value (IP Address) = 10.31.124.85 (0x0A1F7C55)

Radius: Type = 5 (0x05) NAS-Port

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x6



Radius:
Radius:
Radius:
Radius:
Radius:
Radius:
Radius:
Radius:
Radius:

Length = 6 (0x06)
Value (Hex) = 0x5

Length = 21 (0x15)

Length = 15 (0xOF)
Value (String) =

Vendor ID = 9 (0x00000009)
Type = 1 (0x01) Cisco-AV-pair

Type = 61 (0x3D) NAS-Port-Type

63 6f 61 2d 70 75 73 68 3d 74 72 75 65
send pkt 10.31.124.82/1645

rip 0x00007f03b419fb08 state 7 id 30

rad_vr
rip Ox
: cha
: sta
I req

ac b6 7c e5 58 22 35 5e 8e 7c 48 73 04 9f 8c 74

fy() : response message verified

00007f03b419fb08
T1_state "'

te Ox7

auth:

: info 0x00007f03b419fc48

S
r
u
r
a
r
S
S
t

ession_id 0x80000007
equest_id Oxle

ser 'userl'

esponse '¥¥¥*!

pp O

eason 0

key 'ciscol23'

ip 10.31.124.82

ype 1

RADI US packet decode (response)

Raw pa
02 1le
37 3d
75 74
63 35
65 4a
70 44
52 41
43 53
72 70
58 75
52 4f
33 37

Parsed

Radius:
Radius:
Radius:
Radius:
Radius:
Radius:
Radius:

75 73

userl

Radius
Radius

cket data (Tength = 188)...
00 bc 9e 5f 7c db ad 63 87
7a 35 01 07 75 73 65 72 31
68 53 65 73 73 69 6f 6e 3a
32 52 71 51 47 52 72 70 36
39 76 4c 54 6a 73 58 75 65
45 61 35 36 34 66 52 4f 44
44 49 55 53 2d 41 44 4d 49
3a 30 61 31 66 37 63 35 32
36 5a 35 66 4e 4a 65 4a 39
65 59 35 4a 70 75 70 44 45
44 57 78 34 3a 69 73 65 61
39 35 35 36 37 34 35 2f 33

packet data.....

Code = 2 (0x02)
Identifier = 30 (Ox1E)
Length = 188 (0x00BC)

Type = 1 (0x01) User-Name
Length = 7 (0x07)

Value (String) =

65 72 31

. Type

= 24 (0x18) State
: Length =

67 (0x43)

cl
43
61
35
35
78
19
71
4c
35
79

Type = 26 (0x1A) Vendor-Specific

bb
52
31
66
4a
34
50
51
54
36
32

03
65
66
4e
70
19
43
47
6a
34
34

41
61
37
4a
75
Oe
41
52
73
66
2f

Vector: 9E5F7CDBAD6387D8C1BB0341373D7A35

coa-push=true

7=z5..userl.CRea
uthSession:0alf7
c52RgQGRrp6Z5fN]
eJ9vLTjsXueY5Ipu
pDEa564fRODWx4 . .
RADIUS-ADMIN.PCA
CS:0alf7c52RqQGR
rp6Z5fNJeJ9vLTjs
XueY5JpupDEa564f
RODWx4:iseamy24/
379556745/31



Radius: Value (String) =

52 65 61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61 ReauthSession:0a

|
31 66 37 63 35 32 52 71 51 47 52 72 70 36 5a 35 | 1f7c52RgQGRrp6Z5
66 4e 4a 65 4a 39 76 4c 54 6a 73 58 75 65 59 35 |  fNJeJ9vLTjsXueY5
4a 70 75 70 44 45 61 35 36 34 66 52 4f 44 57 78 |  JpupDEa564fRODWx
34 | 4

Radi us: Type = 25 (0x19) d ass

Radius: Length = 14 (OxOE)
Radius: Value (String) =
52 41 44 49 55 53 2d 41 44 4d 49 4e

RADI US- ADM N

Radius: Type = 25 (0x19) Class
Radius: Length = 80 (0x50)
Radius: Value (String) =

43 41 43 53 3a 30 61 31 66 37 63 35 32 52 71 51 CACS:0alf7c52RqQ

|
47 52 72 70 36 5a 35 66 4e 4a 65 4a 39 76 4c 54 | GRrp6Z5fNJel]9vLT
6a 73 58 75 65 59 35 4a 70 75 70 44 45 61 35 36 | jsXueY5JpupDEa56
34 66 52 4f 44 57 78 34 3a 69 73 65 61 6d 79 32 | 4fRODWx4:1iseamy?2
34 2f 33 37 39 35 35 36 37 34 35 2f 33 31 | 4/379556745/31

rad_procpkt: ACCEPT
RADI US_ACCESS_ACCEPT

: normal termination

RADIUS_DELETE

remove_req 0x00007f03b419fb08 session 0x80000007 id 30
free_rip 0x00007f03b419fb08

radius: send queue empty

I NFO Aut hentication Successful

0l b)596 Iy JJozdd pu el Bl we cesso wor Ipzeses IJuoest Jeuwetre 100 Swd
ISE gus IUleuold e 1depsd IJlpo wluwedsle IJle) show vpn-sessionDB AnyConnect.

<tfroot>
ASAv#

show vpn-sessi ondb anyconnect

Session Type: AnyConnect

User nane . userl
Index 1 28
Assigned IP : 10.100.2.1 Public IP : 10.100.1.3
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl
Bytes Tx : 15604 Bytes Rx : 28706

G oup Policy : RAD US-ADM N



Tunnel G oup : Defaul t WEBVPNG oup

Login Time : 04:14:45 UTC Wed Jun 3 2020

Duration : Oh:01m:29s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN I none

Audt Sess ID : 0a6401010001c0005ed723b5
Security Grp : none

lweduuld IJlgble gl oJlzol

spdud lsuol luwegsle 1910, debug radius stest aaa-server Jlwod il IJigble ol odlzol gus
2298 publdd. e sop 9,09 IUUals! IUIYS) Ubssel S Idpuwodod.

wwSubsy 30 1Jgpd 1

Bl owgvde lJpuelb@e eds AnyConnect 9Jly ISE &) w80, Szw IJozdd pu l@oslu
IJpuwore wpepsesd 0956 IJpuwere 9 1o Jded Idesg) Es) Lozses. luedd Is

g pdslo>ldgwedle 1dpolyiys > IJovdlosd.

<tfroot>

RADI US packet decode (response)

Raw packet data (length = 20).....

03 21 00 14 dd 74 bb 43 8f 0a 40 fe d8 92 de 7a [ !
27 66 15 be I

Parsed packet data.....

Radius: Code = 3 (0x03)

Radius: Identifier = 33 (0x21)

Radius: Length = 20 (0x0014)

Radius: Vector: DD74BB438F0A40FED892DE7A276615BE
rad_procpkt:

REJECT

RADIUS_DELETE

remove_req 0x00007f03b419fb08 session 0x80000009 id 33
free_rip 0x00007f03b419fb08

radius: send queue empty

ERROR Aut hentication Rejected: AAA failure



il Identity Services Engine

Steps
Overview
Event 5400 Authentication failed
Username userl

Endpoint Id
& Selection Policy
Endpoint Profile

°E Device Type

Authentication Policy New Policy Set 1 >> Default ating ldentity P

source sequence - All_User_|D_Stores

Authorization Policy New Policy Set 1 == Default

Authorization Result DenyAccess 24210 Looking up User in Intamal |

24212 Found User in Internal Users
22037 Authentication Passed
16036  Evaluating Authonzation Palicy

| ication Detai
Authentication Details 15048 Queried FIF - DEVICE Devic

15048  Queried PIP - Network A

Source Timestamp 2020-06-02 23:22:53 57T
15048  Quened PIP - Identity
Received Timestamp 2020-06-02 23:22:53 577 e
Policy Server seamy24
Event 5400 Authentication failed
Failure Reason 15039 Rejected per authorization profile

A pdlebs: B 03l lJpold: Jl s 9o 0 user! Lls pepges 0986 puweese. suldolds: Bluo
SuWd3 gwsluwle 1Jpuolb 86 9ldewvgs o IUIG el josé Lopu pzeses Iduvsluvle 1826
1 oluwedsle Ilgyle DenyAccess. spdud wessd o3l Idlg)le |Js AllowedAccess s wog
lJogssd IUlve,luas Jduvele Jdpuwetresu Idsso Jl sz pzeses 09sé Ipuveise
lJpde,uo wldeuol> §6.

wwSubsy 30 1Jgpd 2

Bl wgsde IJpuolb 6 s AnyConnect 9l wog IJwgasd UVl os o9 PermitAccess: swp
Swod IJpob 6. 9pe 3Jdc Jl sop 08150 unpd 1956 Vs luweelos RADIUS. soldelds
SI90 [Jpuwese p9z93] B DAtGrpPolicy sJl seuod vuwew IJie) 1U3s wp odssuo: gpdsle
ouwesd 1Usged Idpujlews J VPN 0.

<#froot>

RADI US packet decode (response)

Raw packet data (length = 174).....
02 24 00 ae 5f Of bc bl 65 53 64 71 1la a3 bd 88
7c fe 44 eb 01 07 75 73 65 72 31 18 43 52 65 61

.$.._...eSdq....
| .D...userl.CRea

|

|
75 74 68 53 65 73 73 69 6f 6e 3a 30 61 31 66 37 | uthSession:0alf7
63 35 32 32 39 54 68 33 47 68 6d 44 54 49 35 71 | ¢5229Th3GhmDTI5q
37 48 46 45 30 7a 6f 74 65 34 6a 37 50 76 69 4b | 7HFEOzote4j7PviK
5a 35 77 71 6b 78 6¢c 50 39 33 42 6¢c 4a 6f 19 50 | Z5wgkx1P93B1Jo.P
43 41 43 53 3a 30 61 31 66 37 63 35 32 32 39 54 | CACS:0alf7c5229T
68 33 47 68 6d 44 54 49 35 71 37 48 46 45 30 7a | h3GhmDTI5q7HFEOZz
6f 74 65 34 6a 37 50 76 69 4b 5a 35 77 71 6b 78 | oted4j7PviKZ5wqgkx
6c 50 39 33 42 6¢c 4a 6f 3a 69 73 65 61 6d 79 32 | TP93B1Jo:1iseamy?2

|

34 2f 33 37 39 35 35 36 37 34 35 2f 33 37 4/379556745/37



Parsed packet data.....

Radius: Code = 2 (0x02)

Radius: Identifier = 36 (0x24)

Radius: Length = 174 (0x00AE)

Radius: Vector: 5FOFBCB1655364711AA3BD887CFE44EB
Radius: Type = 1 (0x01) User-Name

Radius: Length = 7 (0x07)

Radius: Value (String) =

75 73 65 72 31

userl

Radius: Type = 24 (0x18) State
Radius: Length = 67 (0x43)
Radius: Value (String) =

52 65 61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61 ReauthSession:0a

|
31 66 37 63 35 32 32 39 54 68 33 47 68 6d 44 54 |  1f7c5229Th3GhmDT
49 35 71 37 48 46 45 30 7a 6f 74 65 34 6a 37 50 | I5q7HFEOzote4j7P
76 69 4b 5a 35 77 71 6b 78 6¢ 50 39 33 42 6¢C 4a |  viKZ5wgkx1P93B13J
6f | o

Radius: Type = 25 (0x19) Class
Radius: Length = 80 (0x50)
Radius: Value (String) =

43 41 43 53 3a 30 61 31 66 37 63 35 32 32 39 54 CACS:0al1f7c5229T

|
68 33 47 68 6d 44 54 49 35 71 37 48 46 45 30 7a | h3GhmDTI5q7HFEOZ
6f 74 65 34 6a 37 50 76 69 4b 5a 35 77 71 6b 78 | oted4j7PviKZ5wqkx
6c 50 39 33 42 6¢ 4a 6f 3a 69 73 65 61 6d 79 32 | 1P93B1Jo:iseamy?2
34 2f 33 37 39 35 35 36 37 34 35 2f 33 37 | 4/379556745/37

rad_procpkt: ACCEPT
RADI US_ACCESS ACCEPT

: normal termination

RADIUS_DELETE

remove_req 0x00007f03b419fb08 session 0x8000000b id 36
free_rip 0x00007f03b419fb08

radius: send queue empty

I NFO Aut hentication Successful

ASAv#

Bl op wess) epdslo ouvesd 1Usesd 1deoslews VPN o0 01ds "7 souad Idpgucise Jol
09 psuoT S IJlple:

<ffroot>

ASAv# show vpn-sessiondb anyconnect

Session Type: AnyConnect

User nane : userl
Index 1 41
Assigned IP : 10.100.2.1 Public IP : 10.100.1.3
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256

Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl



Bytes Tx 1 15448 Bytes Rx : 15528

G oup Policy : DfltG pPolicy Tunnel Group : Defaul t WVEBVPNG oup
Login Time : 18:43:39 UTC Wed Jun 3 2020

Duration : Oh:01m:40s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN I none

Audt Sess ID : 0a640101000290005ed7ef5b
Security Grp : none

Cisco MnyConnect

| YOU DON'T HAVE AUTHORIZATION TO ACCESS ANY INTERNAL
| RESOURCES

wwsubsy g0 IJepd 3
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<tfroot>

ASAv# sh vpn-sessiondb anyconnect

Session Type: AnyConnect

User nane . userl

Index 1 29
Assigned IP : 10.100.2.1 Public IP : 10.100.1.3
Protocol : AnyConnect-Parent SSL-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384
Bytes Tx : 15592 Bytes Rx : 0

Group Policy : RAD US- USERS

Tunnel Group : DefaultWEBVPNGroup

Login Time : 04:36:50 UTC Wed Jun 3 2020

Duration : Oh:00m:20s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN ! none

Audt Sess ID : 0a6401010001d0005ed728e2
Security Grp : none

AR
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