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Ø§Ù„Ù…Ù‚Ø¯Ù…Ø©

ÙŠØµÙ� Ù‡Ø°Ø§ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ ÙƒÙŠÙ�ÙŠØ© ØªÙƒÙˆÙŠÙ† ASA Ø¨Ø¥Ø¹Ø¯Ø§Ø¯Ø§Øª 
Ù„Ø§Ø³ØªØ¨Ø¹Ø§Ø¯ ØØ±ÙƒØ© Ù…Ø±ÙˆØ± Ø§Ù„Ø¨ÙŠØ§Ù†Ø§Øª Ø§Ù„Ù…ÙˆØ¬Ù‡Ø© 
Ø¥Ù„Ù‰ Microsoft Office 365 (Microsoft Teams) Ùˆ Cisco Webex Ù…Ù† Ø§ØªØµØ§Ù„ VPN.

Ù…Ø¹Ù„ÙˆÙ…Ø§Øª Ø£Ø³Ø§Ø³ÙŠØ©

ÙƒÙ…Ø§ ÙŠØªØ¶Ù…Ù† ØªÙƒÙˆÙŠÙ† Ø¬Ù‡Ø§Ø² Ø§Ù„Ø£Ù…Ø§Ù† Ø§Ù„Ù‚Ø§Ø¨Ù„ 
Ù„Ù„ØªÙƒÙŠÙ� (ASA) Ø§Ø³ØªØ¨Ø¹Ø§Ø¯Ø§Øª Ø¹Ù†ÙˆØ§Ù† Ø§Ù„Ø´Ø¨ÙƒØ© 
ÙˆØ§Ø³ØªØ«Ù†Ø§Ø¡Ø§Øª Ø§Ù„Ù…Ø³ØªÙ†Ø¯Ø© Ø¥Ù„Ù‰ Ø§Ø³Ù… Ø§Ù„Ù…Ø¬Ø§Ù„ 
Ø§Ù„Ù…Ø¤Ù‡Ù„ Ø¨Ø§Ù„ÙƒØ§Ù…Ù„ Ø§Ù„Ø¯ÙŠÙ†Ø§Ù…ÙŠÙƒÙŠ (FQDN) Ù„Ø¹Ù…Ù„Ø§Ø¡ 
AnyConnect Ø§Ù„Ø°ÙŠÙ† ÙŠØ¯Ø¹Ù…ÙˆÙ†Ù‡Ø§.

ØªÙ‚Ø³ÙŠÙ… Ø§Ù„Ø§ØªØµØ§Ù„ Ø§Ù„Ù†Ù�Ù‚ÙŠ
ÙŠØ¬Ø¨ ØªÙƒÙˆÙŠÙ† ASA Ù„Ø§Ø³ØªØ¨Ø¹Ø§Ø¯ Ø§Ù„Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„Ù…ØØ¯Ø¯Ø© 
Ù„ÙˆØ¬Ù‡Ø§Øª IPv4 Ùˆ IPv6 Ø§Ù„ØªÙŠ Ø³ÙŠØªÙ… Ø¥Ø³ØªØ¨Ø¹Ø§Ø¯Ù‡Ø§ Ù…Ù† Ø§Ù„Ù†Ù�Ù‚. 
Ù„Ø³ÙˆØ¡ Ø§Ù„ØØ¸ØŒ Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„Ø¹Ù†Ø§ÙˆÙŠÙ† Ø¯ÙŠÙ†Ø§Ù…ÙŠÙƒÙŠØ© 
ÙˆÙ…Ù† Ø§Ù„Ù…ØØªÙ…Ù„ Ø£Ù† ØªØªØºÙŠØ±. Ø±Ø§Ø¬Ø¹ Ù‚Ø³Ù… Ø§Ù„ØªÙƒÙˆÙŠÙ† 
Ù„Ø¨Ø±Ù†Ø§Ù…Ø¬ Ù†ØµÙŠ Ù„Ù„Ø¨ÙŠØ«ÙˆÙ†ØŒ ÙˆØ§Ø±ØªØ¨Ø§Ø· Ø¨ØÙ„Ù‚Ø© 
Ù‚Ø±Ø§Ø¡Ø©-eval-Ø·Ø¨Ø§Ø¹Ø© (REPL) Ù„Ù„Ø¨ÙŠØ«ÙˆÙ† Ø¹Ø¨Ø± Ø§Ù„Ø¥Ù†ØªØ±Ù†Øª 
ÙŠÙ…ÙƒÙ† Ø¥Ø³ØªØ®Ø¯Ø§Ù…Ù‡ Ù„Ø§Ø³ØªØ±Ø¯Ø§Ø¯ Ø§Ù„Ù‚Ø§Ø¦Ù…Ø© ÙˆØ¥Ù†Ø´Ø§Ø¡ 
Ù†Ù…ÙˆØ°Ø¬ Ù„ØªÙƒÙˆÙŠÙ†.

Ø§Ù„Ø§ØªØµØ§Ù„ Ø§Ù„Ù†Ù�Ù‚ÙŠ Ø¨ØªÙ‚Ø³ÙŠÙ… 
Ø¯ÙŠÙ†Ø§Ù…ÙŠÙƒÙŠ

Ø¨Ø§Ù„Ø¥Ø¶Ø§Ù�Ø© Ø¥Ù„Ù‰ Ù‚Ø§Ø¦Ù…Ø© Ø¹Ù†Ø§ÙˆÙŠÙ† Ø§Ù„Ø´Ø¨ÙƒØ© 
Ø§Ù„Ù…Ù†Ù‚Ø³Ù…Ø© Ø§Ù„Ù…Ø³ØªØ¨Ø¹Ø¯Ø©ØŒ ØªÙ…Øª Ø¥Ø¶Ø§Ù�Ø© Ø§ØªØµØ§Ù„ 



Ù†Ù�Ù‚ÙŠ Ø§Ù†Ù‚Ø³Ø§Ù… Ø¯ÙŠÙ†Ø§Ù…ÙŠÙƒÙŠ Ù�ÙŠ AnyConnect 4.6 Ù„Ø£Ù†Ø¸Ù…Ø© 
Ø§Ù„ØªØ´ØºÙŠÙ„ Windows Ùˆ Mac. ÙŠØ³ØªØ®Ø¯Ù… Ø§Ù„Ø§ØªØµØ§Ù„ Ø§Ù„Ù†Ù�Ù‚ÙŠ 
Ù„Ù„Ø§Ù†Ù‚Ø³Ø§Ù… Ø§Ù„Ø¯ÙŠÙ†Ø§Ù…ÙŠÙƒÙŠ FQDN Ù„ØªØØ¯ÙŠØ¯ Ù…Ø§ Ø¥Ø°Ø§ 
ÙƒØ§Ù† Ø§Ù„Ø§ØªØµØ§Ù„ ÙŠÙ…ÙƒÙ† Ø£Ù† ÙŠÙ…Ø± Ø¹Ø¨Ø± Ø§Ù„Ù†Ù�Ù‚ Ø£Ù… Ù„Ø§. 
ÙƒÙ…Ø§ ÙŠØØ¯Ø¯ Ø¨Ø±Ù†Ø§Ù…Ø¬ Python Ø§Ù„Ù†ØµÙŠ Ø£ÙŠØ¶Ø§ FQDNs Ù„Ù†Ù‚Ø§Ø· 
Ø§Ù„Ù†Ù‡Ø§ÙŠØ© Ù„Ø¥Ø¶Ø§Ù�ØªÙ‡Ø§ Ø¥Ù„Ù‰ Ø³Ù…Ø§Øª AnyConnect 
Ø§Ù„Ù…Ø®ØµØµØ©.

Ø§Ù„ØªÙƒÙˆÙŠÙ†

Ù‚Ù… Ø¨ØªØ´ØºÙŠÙ„ Ù‡Ø°Ø§ Ø§Ù„Ø¨Ø±Ù†Ø§Ù…Ø¬ Ø§Ù„Ù†ØµÙŠ Ù�ÙŠ REPL Python 3 Ø£Ùˆ 
ØªØ´ØºÙŠÙ„Ù‡ Ù�ÙŠ Ø¨ÙŠØ¦Ø© REPL Ø¹Ø§Ù…Ø© Ù…Ø«Ù„ AnyConnectO365DynamicExclude

 

import urllib.request 
import uuid 
import json 
import re 
 
 
def print_acl_lines(acl_name, ips, section_comment): 
    slash_to_mask = ( 
        "0.0.0.0", 
        "192.0.2.1", 
        "192.0.2.1", 
        "10.224.0.0", 
        "10.240.0.0", 
        "10.248.0.0", 
        "10.252.0.0", 
        "10.254.0.0", 
        "10.255.0.0", 
        "10.255.128.0", 
        "10.255.192.0", 
        "10.255.224.0", 
        "10.255.240.0", 
        "10.255.248.0", 
        "10.255.252.0", 
        "10.255.254.0", 
        "10.255.255.0", 
        "10.255.255.128", 
        "10.255.255.192", 
        "10.255.255.224", 
        "10.255.255.240", 
        "10.255.255.248", 
        "10.255.255.252", 
        "10.255.255.254", 
        "10.255.255.255", 
        "10.255.255.255", 
        "10.255.255.255", 
        "10.255.255.255", 
        "10.255.255.240", 
        "10.255.255.248", 
        "10.255.255.252", 
        "10.255.255.254", 
        "10.255.255.255", 
    ) 
    print( 

https://repl.it/@ministryofjay/AnyConnectO365DynamicExclude


        "access-list {acl_name} remark {comment}".format( 
            acl_name=acl_name, comment=section_comment 
        ) 
    ) 
    for ip in sorted(ips): 
        if ":" in ip: 
            # IPv6 address 
            print( 
                "access-list {acl_name} extended permit ip {ip} any6".format( 
                    acl_name=acl_name, ip=ip 
                ) 
            ) 
        else: 
            # IPv4 address.  Convert to a mask 
            addr, slash = ip.split("/") 
            slash_mask = slash_to_mask[int(slash)] 
            print( 
                "access-list {acl_name} extended permit ip {addr} {mask} any4".format( 
                    acl_name=acl_name, addr=addr, mask=slash_mask 
                ) 
            ) 
 
 
# Fetch the current endpoints for O365 
http_res = urllib.request.urlopen( 
    url="https://endpoints.office.com/endpoints/worldwide?clientrequestid={}".format( 
        uuid.uuid4() 
    ) 
) 
res = json.loads(http_res.read()) 
o365_ips = set() 
o365_fqdns = set() 
for service in res: 
    if service["category"] == "Optimize": 
        for ip in service.get("ips", []): 
            o365_ips.add(ip) 
        for fqdn in service.get("urls", []): 
            o365_fqdns.add(fqdn) 
 
# Generate an acl for split excluding For instance 
print("##### Step 1: Create an access-list to include the split-exclude networks\n") 
acl_name = "ExcludeSass" 
# O365 networks 
print_acl_lines( 
    acl_name=acl_name, 
    ips=o365_ips, 
    section_comment="v4 and v6 networks for Microsoft Office 365", 
) 
# Microsoft Teams 
# https://docs.microsoft.com/en-us/office365/enterprise/office-365-vpn-implement-split-tunnel#configuring-and-securing-teams-media-traffic 
print_acl_lines( 
  acl_name=acl_name, 
  ips=["10.107.60.1/32"], 
  section_comment="v4 address for Microsoft Teams" 
) 
# Cisco Webex - Per https://help.webex.com/en-us/WBX000028782/Network-Requirements-for-Webex-Teams-Services 
webex_ips = [ 
    "10.68.96.1/19", 
    "10.114.160.1/20", 
    "10.163.32.1/19", 
    "192.0.2.1/18", 
    "192.0.2.2/19", 



    "198.51.100.1/20", 
    "203.0.113.1/19", 
    "203.0.113.254/19", 
    "203.0.113.2/19", 
    "172.29.192.1/19", 
    "203.0.113.1/20", 
    "10.26.176.1/20", 
    "10.109.192.1/18", 
    "10.26.160.1/19", 
] 
print_acl_lines( 
    acl_name=acl_name, 
    ips=webex_ips, 
    section_comment="IPv4 and IPv6 destinations for Cisco Webex", 
) 
 
# Edited. April 1st 2020 
# Per advice from Microsoft they do NOT advise using dynamic split tunneling for their properties related to Office 365 
# 
print( 
    "\n\n##### Step 2: Create an Anyconnect custom attribute for dynamic split excludes\n" 
) 
print("SKIP.  Per Microsoft as of April 2020 they advise not to dynamically split fqdn related to Office365") 
#print( 
#    """ 
#webvpn 
#  anyconnect-custom-attr dynamic-split-exclude-domains description dynamic-split-exclude-domains 
# 
#anyconnect-custom-data dynamic-split-exclude-domains saas {} 
#""".format( 
#        ",".join([re.sub(r"^\*\.", "", f) for f in o365_fqdns]) 
#    ) 
#) 
# 
print("\n##### Step 3: Configure the split exclude in the group-policy\n") 
print( 
    """ 
group-policy GP1 attributes 
 split-tunnel-policy excludespecified 
 ipv6-split-tunnel-policy excludespecified 
 split-tunnel-network-list value {acl_name} 
""".format( 
        acl_name=acl_name 
    ) 
) 

 

Ù…Ù„Ø§ØØ¸Ø©: ØªÙˆØµÙŠ Microsoft Ø¨Ø§Ø³ØªØ¨Ø¹Ø§Ø¯ ØØ±ÙƒØ© Ù…Ø±ÙˆØ± 
Ø§Ù„Ø¨ÙŠØ§Ù†Ø§Øª Ø§Ù„Ù…ÙˆØ¬Ù‡Ø© Ø¥Ù„Ù‰ Ø®Ø¯Ù…Ø§Øª Office 365 
Ø§Ù„Ø±Ø¦ÙŠØ³ÙŠØ© Ù…Ù† Ù†Ø·Ø§Ù‚ Ø§ØªØµØ§Ù„ VPN Ø¹Ù† Ø·Ø±ÙŠÙ‚ ØªÙƒÙˆÙŠÙ† 
Ø§ØªØµØ§Ù„ Ù†Ù�Ù‚ÙŠ Ù…Ù†Ù�ØµÙ„ Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… Ù†Ø·Ø§Ù‚Ø§Øª 
Ø¹Ù†Ø§ÙˆÙŠÙ† IPv4 Ùˆ IPv6 Ø§Ù„Ù…Ù†Ø´ÙˆØ±Ø©. Ù„Ù„ØØµÙˆÙ„ Ø¹Ù„Ù‰ 
Ø£Ù�Ø¶Ù„ Ø£Ø¯Ø§Ø¡ ÙˆØ£ÙƒØ«Ø± Ø¥Ø³ØªØ®Ø¯Ø§Ù… Ù„Ø³Ø¹Ø© Ø§Ù„Ø´Ø¨ÙƒØ© 
Ø§Ù„Ø®Ø§ØµØ© Ø§Ù„Ø¸Ø§Ù‡Ø±ÙŠØ© (VPN)ØŒ ÙŠÙ…ÙƒÙ† ØªÙˆØ¬ÙŠÙ‡ ØØ±ÙƒØ© 
Ù…Ø±ÙˆØ± Ø§Ù„Ø¨ÙŠØ§Ù†Ø§Øª Ø¥Ù„Ù‰ Ù†Ø·Ø§Ù‚Ø§Øª Ø¹Ù†Ø§ÙˆÙŠÙ† IP 
Ø§Ù„Ù…Ø®ØµØµØ© Ù‡Ø°Ù‡ Ø§Ù„Ù…Ø±ØªØ¨Ø·Ø© Ø¨ Office 365 Exchange Online Ùˆ 
SharePoint Online Ùˆ Microsoft Teams (Ø§Ù„Ù…Ø´Ø§Ø± Ø¥Ù„ÙŠÙ‡Ø§ Ø¨Ø§Ø³Ù… 



Ù�Ø¦Ø© Ø§Ù„ØªØØ³ÙŠÙ† Ù�ÙŠ ÙˆØ«Ø§Ø¦Ù‚ Microsoft) Ù…Ø¨Ø§Ø´Ø±Ø©ØŒ 
Ø®Ø§Ø±Ø¬ Ù†Ù�Ù‚ Ø§Ù„Ø´Ø¨ÙƒØ© Ø§Ù„Ø®Ø§ØµØ© Ø§Ù„Ø¸Ø§Ù‡Ø±ÙŠØ© (VPN). 
Ø§Ø±Ø¬Ø¹ Ø¥Ù„Ù‰ ØªØØ³ÙŠÙ† Ø§ØªØµØ§Ù„ Office 365 Ù„Ù„Ù…Ø³ØªØ®Ø¯Ù…ÙŠÙ† Ø¹Ù† 
Ø¨Ø¹Ø¯ Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… Ø§Ù„Ø§ØªØµØ§Ù„ Ø§Ù„Ù†Ù�Ù‚ÙŠ Ø¨ØªÙ‚Ø³ÙŠÙ… VPN 
Ù„Ù„ØØµÙˆÙ„ Ø¹Ù„Ù‰ Ù…Ø¹Ù„ÙˆÙ…Ø§Øª Ø£ÙƒØ«Ø± ØªÙ�ØµÙŠÙ„Ø§ ØÙˆÙ„ Ù‡Ø°Ù‡ 
Ø§Ù„ØªÙˆØµÙŠØ©.

Ù…Ù„Ø§ØØ¸Ø©: Ù�ÙŠ Ø£ÙˆØ§Ø¦Ù„ Ø£Ø¨Ø±ÙŠÙ„ 2020ØŒ ÙƒØ§Ù†Øª Microsoft 
Teams ØªØ¹ØªÙ…Ø¯ Ø¹Ù„Ù‰ Ø¥Ø³ØªØ¨Ø¹Ø§Ø¯ Ù†Ø·Ø§Ù‚ IP 10.107.60.1/32 Ù…Ù† 
Ø§Ù„Ù†Ù�Ù‚. Ø±Ø§Ø¬Ø¹ ØªÙƒÙˆÙŠÙ† ØØ±ÙƒØ© Ù…Ø±ÙˆØ± ÙˆØ³Ø§Ø¦Ø· Teams 
ÙˆØªØ£Ù…ÙŠÙ†Ù‡Ø§ Ù„Ù„ØØµÙˆÙ„ Ø¹Ù„Ù‰ Ù…Ø²ÙŠØ¯ Ù…Ù† Ø§Ù„Ù…Ø¹Ù„ÙˆÙ…Ø§Øª.

Ø§Ù„ØªØÙ‚Ù‚

Ø¨Ù…Ø¬Ø±Ø¯ Ø§ØªØµØ§Ù„ Ù…Ø³ØªØ®Ø¯Ù…ØŒ Ø³ØªØ±Ù‰ Ø§Ù„Ù…Ø³Ø§Ø±Ø§Øª ØºÙŠØ± 
Ø§Ù„Ø¢Ù…Ù†Ø© Ø§Ù„Ù…Ø´ØÙˆÙ†Ø© Ø¨Ø§Ù„Ø¹Ù†Ø§ÙˆÙŠÙ† Ø§Ù„Ù…Ù‚Ø¯Ù…Ø© Ù�ÙŠ 
Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„ (ACL) Ø¨Ø§Ù„Ø¥Ø¶Ø§Ù�Ø© 
Ø¥Ù„Ù‰ Ù‚Ø§Ø¦Ù…Ø© Ø¥Ø³ØªØ«Ù†Ø§Ø¡ Ø§Ù„Ù†Ù�Ù‚ Ø§Ù„Ø¯ÙŠÙ†Ø§Ù…ÙŠÙƒÙŠ.
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ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


