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2. ope beEld IJpuwegsp Joslole Ulgoplb oop lelhs wogso bdo 1Jpuol> 86 (2)pd bdy
190o9) 1Js 2l AAA o ASA.

923 2817-18-21 88:20:87.184621 18.166.48.191 18.186.50.268 RADIUS 222 UDP Access-Request(1) (id=9, 1=188)
924 2017-10-21 08:20:07.264100 16.1086.50.20 10.106.48.191 RADIUS 122 uppP Access-Challenge(11) (id=9, 1=88)
947 2017-18-21 ©8:20:13.996393 19.106.48.191 18.186.50.28 RADIUS 248 uoP Access-Request(l) (id=1@, 1=-198)
948 2017-18-21 08:208:14.865258 18.186.50.20 10.1086.48.191 RADIUS 86 UoP Access-Accept(2) (id=18, 1=44)

Frame 923: 222 bytes on wire (1776 bits), 222 bytes captured (1776 bits)
Ethernet II, Src: Ciscolnc_f@:3e:e2 (54:75:d0:f@:3e:e2), Dst: Ciscolnc_3c:96:7f (09:23:5e:3¢:96:7f)
Internet Protocol Version 4, Src: 19.186.48.191, Dst: 10.196.58.20
User Datagram Protocol, Src Port: 13512 (13512), Dst Port: 1645 (1645)
4 RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @x9 (9)
Length: 188
Authenticator: BbetbdbablBedfelbedSdcdctsdl522e
[The response to this request is in frame 924]
4 Attribute Value Pairs
4 AVP: 1=7 t=User-Name(l): cisco
4 AVP: 118 t=User-Password(2): Encrypted

| User-Password (encrypted): 69315c33e33f3832226b3f3?94412?aaI

3. ug> 9u29d bdu lJpuolb 96 1Us ebp AAA szl pu Loed wslule IJlgwel. Bl dlpe
LPTSTd: B Ehbe ARA Luds 9uo9d s sbdw pu ldpuwede el IJes w19, p)8
9lz6. Vs zlJs wslule Idlgw el gs) Iduozses: swpe buwld 2jps Access-Reject [Js ASA.


https://www.rcdevs.com/docs/howtos/openotp_quick_start/openotp_quick_start/
https://www.rcdevs.com/docs/howtos/asa_ssl_vpn/asa/

| 923 2817-10-21 @8:20:07.184621  18.186.48.191 18.106.50.20 RADIUS 222 upp Access-Request(1) (id=0, 1-180)

924 2017-18-21 @8:20:07.264108 16.186.58. 28 18.186.48.191 RADIUS 122 upp Access-Challenge(11) (id=9, 1=8@8)
947 2017-19-21 ©8:20:13.996393 19.186.48.191 10.106.50.20 RADIUS 240 UDP Access-Request(l) (id=1@, 1-198)
948 2017-19-21 88:20:14.865258 12.106.58. 20 18.186.48.191 RADIUS 86 upp Access-Accept(2) (id=10, 1=44)

. m

Frame 924: 122 bytes on wire (976 bits), 122 bytes captured (976 bits)
Ethernet II, Src: Ciscolnc_3c:96:7f (B@:23:5e:3c¢:96:7f), Dst: Ciscolnc_f@:3e:e2 (54:75:d0:f0:3e:e2)
Internet Protocol Version 4, Src: 10.186.58.28, Dst: 10.186.48.191
User Datagram Protocol, Src Port: 1645 (1645), Dst Port: 13512 (13512)
4 RADIUS Protocol
Code: Access-Challenge (11)
Packet identifier: 8x9 (9)
Length: 8@
Authenticator: 291ef37118c398ae35187b27252dcc74
[This is a response to a reguest in frame 923]
[Time from request: 8.97947900@ seconds]
4 Attribute Value Pairs
AVP: 1=18 t=State(24): 6aB55735726d625a6749326531664134
4 AVP: 136 t=Reply-Message(18):[ Enter your TOKEN one-time password |
Reply-Message: Enter your TOKEN one-time password
AVP: 1=6 t=Session-Timeout(27): 98

4. osupl $3¢d IJpuwese ddps )9, 1de)6 1sle26 sop huwld bdo IJpuob$s B yvdJ
ed bdo [Jguosd pu ASA |Js gbe AAA

923 2017-18-21 ©8:20:087.184621 18.186.45.191 18.186.568.28 RADIUS 222 uop Access-Request(1l) (id=9, 1=188)

924 2017-18-21 ©8:20:087. 264100 18.186.508.28 18.186.48.191 RADIUS 122 uoP Access-Challenge(11) (id=9, 1=88)

947 20817-18-21 ©8:28:13.995393 18.186.48.191 18.186.58.28 RADIUS 248 upp Access-Request(l) (id=1@, 1=-198)
i 948 2017-18-21 ©8:20:14.865258 18.186.58.28 18.186.48.191 RADIUS 86 uoe Access-Accept(2) (id=10, 1=-44)

‘ ]

> Frame 947: 248 bytes on wire (1920 bits), 248 bytes captured (1928 bits)
» Ethernet II, Src: Ciscolnc_f@:3e:e2 (54:75:d@:f0:3e:e2), Dst: Ciscolnc_3c:96:7f (80:23:5e:3c:96:7F)
Internet Protocol Versien 4, Src: 10.106.48.191, Dst: 10.186.50.20
+ User Datagram Protocol, Src Port: 13512 (13512), Dst Port: 1645 (1645)
4 RADIUS Protocel
Code: Access-Request (1)
Packet identifier: @xa (10)
Length: 198
Authenticator: 8bebbdbablBedfedbed5dcdct5d1522¢
[The response to this request is in frame 948]
4 Attribute Value Pairs
4 AVP: 1=7 t=User-Name(l): cisco

4 H = ‘m| o] .
i User-Password (encrypted): 3b6f1e69bd@63832226b3F37944127a0 I
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923 2017-18-21 88:20:87.184621 18.186.48.191 18.106.58.20 RADIUS 222 upp Access-Request(1) (id=9, 1=188)

924 2017-18-21 88:20:87.264108 16.186.58.20 16.186.48.191 RADIUS 122 upp MAccess-Challenge(11) (id=9, 1=88)
4 947 2017-10-21 88:20:13.996393 18.106.48.191 1@.106.58.20 RADIUS 240 uopP Access-Request(l) (id=1@, 1=198)
L 945 2017-10-21 @58:20:14.865258 18.186.58, 20 18.106.48.191 RADIUS 86 UDP Access-Accept(2) (id-18, 1=-44)

. i

- Frame 948: 86 bytes on wire (688 bits), 86 bytes captured (688 bits)
» Ethernet II, Src: Ciscolnc_3c:96:7f (00:23:5e:3c:96:7f), Dst: Ciscolnc_f@:3e:e2 (54:75:d0:f0:3e:e2)
Internet Protocol Version 4, Src: 18.186.508.28, Dst: 18.186.48.191
User Datagram Protocol, Src Port: 1645 (1645), Dst Port: 13512 (13512)
4 RADIUS Protocol
Code: Access-Accept (2)

Packet identifier: @xa (18) .
Length: 44
Authenticator: d36b54ccaf53ledefcllocfbllddld7s

h; [ [l n_fr. 4

[Time from request: ©.868865000 seconds]
4 Attribute Value Pairs
4 AVP: 1-24 t=Reply-Message(18): Authentication success
Reply-Message:] Authentication success |
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/content/en/us/products/collateral/security/anyconnect-secure-mobility-client/secure-client-og.html
/content/en/us/products/collateral/security/anyconnect-secure-mobility-client/secure-client-og.html
/content/en/us/products/collateral/security/anyconnect-secure-mobility-client/secure-client-og.html
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do

AnyConnect Secure Mobility Client

oJ9se ASA CLI

Sj9> 03l Yuwe IJ CLI o uvdsd J IJ cisco AnyConnect @in Is6 jugu Jplluod poee.

ip Tocal pool ANYCONNECT-POOL 192.168.100.1-192.168.100.254 mask 255.255.255.0

interface GigabitEthernetl/1
nameif outside
security-level 0

ip address dhcp setroute

access-1ist SPLIT-TUNNEL standard permit 10.0.0.0 255.255.255.0

pager lines 24

Togging enable

logging timestamp

mtu tftp 1500

mtu outside 1500

icmp unreachable rate-limit 1 burst-size 1
icmp permit any outside

asdm image diskO:/asdm-782.bin

no asdm history enable

arp timeout 14400


https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html#anc8

no arp permit-nonconnected

route outside 0.0.0.0 0.0.0.0 10.106.56.1 1

aaa-server RADIUS_OTP protocol radius
aaa-server RADIUS_OTP (outside) host 10.106.50.20

ek

key e v

crypto ca trustpoint ASDM_Trustpoint O
enrollment self
subject-name CN=bglanyconnect.cisco.com

keypair self

ss1 trust-point ASDM_TrustpointO outside

webvpn
enable outside
anyconnect image diskO:/anyconnect-win-4.5.02033-webdeploy-k9.pkg 1
anyconnect enable

tunnel-group-1list enable



group-policy GroupPoTlicy_ANYCONNECT-PROFILE internal
group-policy GroupPolicy_ANYCONNECT-PROFILE attributes
dns-server value 10.10.10.99
vpn-tunnel-protocol ss1-client
split-tunnel-policy tunnelspecified
split-tunnel-network-1ist value SPLIT-TUNNEL

default-domain value cisco.com

tunnel-group ANYCONNECT_PROFILE type remote-access

tunnel-group ANYCONNECT_PROFILE general-attributes
address-pool ANYCONNECT-POOL
authentication-server-group RADIUS_OTP
default-group-policy GroupPoTlicy_ANYCONNECT-PROFILE
tunnel-group ANYCONNECT_PROFILE webvpn-attributes

group-alias ANYCONNECT-PROFILE enable

: end
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https://www.cisco.com/c/ar_ae/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html
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ASA(config)# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username ! cisco Index : 1

Assigned IP : 192.168.100.1 Public IP : 10.106.49.111
Protocol : AnyConnect-Parent DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (1)none DTLS-Tunnel: (1)SHA1l
Bytes Tx : 15122 Bytes Rx : 5897

Group Policy : GroupPolicy_ANYCONNECT-PROFILE

Tunnel Group : ANYCONNECT_PROFILE

Login Time : 14:47:09 UTC Wed Nov 1 2017

Duration : 1h:04m:52s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN ! none

Audt Sess ID : 000000000000100059f9de6d

Security Grp : none

ASA(config)# show vpn-sessiondb detail anyconnect filter name cisco

Session Type: AnyConnect Detailed

Username ! cisco Index : 1

Assigned IP : 192.168.100.1 Public IP : 10.106.49.111
Protocol : AnyConnect-Parent DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (1)none DTLS-Tunnel: (1)SHA1l

Bytes Tx : 15122 Bytes Rx : 5897



Pkts Tx
Pkts Tx Drop :
Group Policy :
Tunnel Group :
Login Time
Duration
Inactivity
VLAN Mapping
Audt Sess ID :

Security Grp :

: 10

AnyConnect-Parent Tunnels: 1

DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID
PubTic IP

Encryption

TCP Src Port :

Auth Mode

IdTe Time Out:

Client 0OS

Client OS Ver:

Client Type
Client Ver
Bytes Tx

Pkts Tx

Pkts Tx Drop :

DTLS-Tunnel:

Tunnel ID

Pkts Rx : 90
0 Pkts Rx Drop : O
GroupPolicy_ANYCONNECT-PROFILE
ANYCONNECT_PROFILE
: 14:47:09 UTC Wed Nov 1 2017
: 1h:04m:55s
: Oh:00m:00s
: N/A VLAN : none
000000000000100059f9de6d
none
1.1
: 10.106.49.111
I none Hashing I none
53113 TCP Dst Port : 443
: userPassword
30 Minutes Idle TO Left : 1 Minutes
D win

6.1.7601 Service Pack 1
: AnyConnect

: Cisco AnyConnect VPN Agent for Windows 4.5.02033

: 7561 Bytes Rx : 0
5 Pkts Rx : 0
0 Pkts Rx Drop : O
1.3



Assigned IP
Encryption

Ciphersute

: 192.168.100.1

: AES256

: AES256-SHA

Encapsulation: DTLSv1.0

UDP Dst Port :

IdTe Time Out:

Client OS
Client Type
Client Ver
Bytes Tx

Pkts Tx

Pkts Tx Drop :

443

30 Minutes

: Windows

: DTLS VPN Client

: 0

: 0

cows ldpyuoee

Public IP

Hashing

UDP Src Port :

Auth Mode

IdTle TO Left :

Bytes Rx

Pkts Rx

Pkts Rx Drop :

: 10.106.49.111

: SHAlL

63257

: userPassword

0 Minutes

: Cisco AnyConnect VPN Agent for Windows 4.5.02033

5801

: 88

0





https://www.cisco.com/c/ar_ae/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
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Jiwed ol i'a]olc epdsé IJpob s 1Jdleds Jloold gpesd AnyConnect 1Jgl)s 9l odlzol:
SpIdud |gwusle gpdsle wuozse IJIgble IUoldss:

» debug radius all

* ouoest eble puolb§6 aaa (Idpuol>$6 Ildedss o 9ldpeluwwsd)
» debug wrbvpn AnyConnect

99> 030 1JIole, Lozs walule lewels IJpuuegse 9 £30 Lozwol.
ltovl) puolb 96 ¢lbe AAA <aaa_server_group> [<host_ip>] [wpe lJpuuegsp <user> JJpeé 1Jpe,9)

<password>

Os elds wuoese luve [Jpuwese 99Jps 1Ues9):

ASA(config)# test aaa authentication RADIUS_OTP host 10.106.50.20

Username: cisco

Password: %=

INFO: Attempting Authentication test to IP address <10.106.50.20> (timeout: 12 seconds)

ERROR: Authentication Challenged: No error

swedd IUgbl 1Jits) wedsds lue ubl Jiu ¢he AAA sosde pu ldeuvatse 15eld IJpbs 009,
£26 326 IJs 1doui Idulee Jluwe IJpuwerp 99Jp6 1dpss) 9dl swuopu odl IdlRowl) ¢
lJpuwwgde Joy9esdsd OTP wuvdd wuivb: Wluw o)s Access-Challenge 1Uss wp huwldo
w9luulbs gbe AAA | wozlué J3Jd Jl sbo, gl gJs ASA.

B 2lds 30 Los luwe [Jpuwedse 9y JJps 1Je9,

ASA(config)# test aaa authentication RADIUS_OTP host 10.106.50.20
Username: cisco
Password: %

INFO: Attempting Authentication test to IP address <10.106.50.20> (timeout: 12 seconds)

ERROR: Authentication Rejected: AAA failure

wuoese IJigble o0 lesls gpd ol sUbwo 03l:



Suvsde IUlsuolz

AnyConnect Client Real IP: 10.106.49.111

ASA IP: 10.106.48.191

ASA(config)# debug radius all
ASA(config)# debug aaa authentication
debug aaa authentication enabled at level 1
radius mkreq: 0x8
alloc_rip 0x74251058

new request 0x8 --> 7 (0x74251058)
got user 'cisco'
got password
add_req 0x74251058 session 0x8 1id 7
RADIUS_REQUEST
radius.c: rad_mkpkt

rad_mkpkt: ip:source-ip=10.106.49.111

RADIUS packet decode (authentication request)

Raw packet data (length = 180).....

01 07 00 b4 b6 c2 bf 25 cf 80 53 a9 a2 3d c8
74 05 27 5c 01 07 63 69 73 63 6f 02 12 d7 99
6e Of 46 71 bc 52 47 b0 81 b4 18 ae 34 05 06
00 40 00 le Of 31 30 2e 31 30 36 2e 34 38 2e
39 31 1f 0f 31 30 2e 31 30 36 2e 34 39 2e 31
31 3d 06 00 00 00 05 42 Of 31 30 2e 31 30 36
34 39 2e 31 31 31 04 06 0a 6a 30 bf 1la 22 00
00 09 01 1c 69 70 3a 73 6f 75 72 63 65 2d 69

3d 31 30 2e 31 30 36 2e 34 39 2e 31 31 31 1a

ca

45

00

31

31

2e

00

70

la

.@...10.106.48.1
91..10.106.49.11
1=..... B.10.106.
49.111...30.."..
....7ip:source-ip

=10.106.49.111..



00 00 Oc 04 92 14 41 4e 59 43 4f 4e 4e 45 43 54
2d 50 52 4f 46 49 4c 45 1la Oc 00 00 Oc 04 96 06

00 00 00 02

Parsed packet data.....

Radius: Code = 1 (0x01)

Radius: Identifier = 7 (0x07)

Radius: Length = 180 (0x00B4)

Radius: Vector: B6C2BF25CF8053A9A23DC8CA7405275C
Radius: Type = 1 (0x01) User-Name

Radius: Length = 7 (0x07)

Radius: Value (String) =

63 69 73 63 6f

Radius: Type = 2 (0x02) User-Password
Radius: Length = 18 (0x12)

Radius: Value (String) =

d7 99 45 6e Of 46 71 bc 52 47 b0 81 b4 18 ae 34
Radius: Type = 5 (0x05) NAS-Port

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x4000

Radius: Type = 30 (0Ox1lE) Called-Station-Id
Radius: Length = 15 (OxOF)

Radius: Value (String) =

31 30 2e 31 30 36 2e 34 38 2e 31 39 31
Radius: Type = 31 (0x1F) Calling-Station-Id
Radius: Length = 15 (OxOF)

Radius: Value (String) =

31 30 2e 31 30 36 2e 34 39 2e 31 31 31
Radius: Type = 61 (0x3D) NAS-Port-Type
Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5

...... ANYCONNECT

-PROFILE........

cisco
En.Fq.RG..... 4

10.106.48.191

10.106.49.111



Radius:

Radius:

Radius:

Type = 66 (0x42) Tunnel-Client-Endpoint
Length = 15 (0xOF)

Value (String) =

31 30 2e 31 30 36 2e 34 39 2e 31 31 31

Radius:

Radius:

Radius:

Radius:

Radius:

Radius:

Radius:

Radius:

Radius:

Type = 4 (0x04) NAS-IP-Address

Length = 6 (0x06)

10.106.49.111

Value (IP Address) = 10.106.48.191 (0xO0A6A30BF)

Type = 26 (0x1A) Vendor-Specific
Length = 34 (0x22)

Vendor ID = 9 (0x00000009)

Type = 1 (0x01) Cisco-AV-pair
Length = 28 (0x10)

Value (String) =

69 70 3a 73 6f 75 72 63 65 2d 69 70 3d 31 30 2e

31 30 36 2e 34 39 2e 31 31 31

Radius:

Radius:

Radius:

Radius:

Radius:

Radius:

Type = 26 (0x1A) Vendor-Specific
Length = 26 (0x1A)

Vendor ID = 3076 (0x00000C04)

Type = 146 (0x92) Tunnel-Group-Name
Length = 20 (0x14)

Value (String) =

41 4e 59 43 4f 4e 4e 45 43 54 2d 50 52 4f 46 49

4c 45

Radius:

Radius:

Radius:

Radius:

Radius:

Radius:

Type = 26 (0x1A) Vendor-Specific
Length = 12 (0x0C)

Vendor ID = 3076 (0x00000C04)
Type = 150 (0x96) Client-Type
Length = 6 (0x06)

Value (Integer) = 2 (0x0002)

send pkt 10.106.50.20/1645

rip 0x74251058 state 7 id 7

ip:source-ip=10.

106.49.111

ANYCONNECT-PROFI

LE



rad_vrfy() : response message verified
rip 0x74251058
: chall_state "'
: state Ox7
: reqauth:
b6 c2 bf 25 cf 80 53 a9 a2 3d c8 ca 74 05 27 5c
: info 0x74251190
session_id 0x8
request_id O0x7
user 'cisco'
response '¥*%!
app O
reason 0
skey 'testingl23'
sip 10.106.50.20

type 1

RADIUS packet decode (response)

Raw packet data (length = 80).....

Ob 07 00 50 ed 7a 06 92 f7 18 16 6b 97 d4 83 5f | ...P.z..... k.o.._
be 9b d7 29 18 12 75 6b 35 36 58 49 4f 6e 35 31 | ...)..uk56XIOn51
58 36 4b 75 4c 74 12 24 45 6e 74 65 72 20 79 6f | X6KuLt.$Enter yo
75 72 20 54 4f 4b 45 4e 20 6f 6e 65 2d 74 69 6d | ur TOKEN one-tim
65 20 70 61 73 73 77 6f 72 64 1b 06 00 00 00 5a | e password..... Z

Parsed packet data.....
Radius: Code = 11 (0xO0B)
Radius: Identifier = 7 (0x07)

Radius: Length = 80 (0x0050)



Radius: Vector: ED7A0692F718166B97D4835FBE9BD729

Radius: Type = 24 (0x18) State
Radius: Length = 18 (0x12)
Radius: Value (String) =
75 6b 35 36 58 49 4f 6e 35 31 58 36 4b 75 4c 74
Radius: Type = 18 (0x12) Reply-Message
Radius: Length = 36 (0x24)
Radius: Value (String) =
45 6e 74 65 72 20 79 6f 75 72 20 54 4f 4b 45 4e
20 6f 6e 65 2d 74 69 6d 65 20 70 61 73 73 77 6f
72 64
Radius: Type = 27 (0x1B) Session-Timeout
Radius: Length = 6 (0x06)
Radius: Value (Hex) = Ox5A
rad_procpkt: CHALLENGE
radius mkreq: 0x8

old request 0x8 --> 8 (0x74251058), state 3

Viedese !

wait pass - pass . make request
RADIUS_REQUEST

radius.c: rad_mkpkt

rad_mkpkt: ip:source-ip=10.106.49.111

RADIUS packet decode (authentication request)

Raw packet data (length = 198).....

01 08 00 c6 b6 c2 bf 25 cf 80 53 a9 a2 3d c8 ca
74 05 27 5c 01 07 63 69 73 63 6f 02 12 83 c4 00
3e 56 73 71 bc 52 47 bO 81 b4 18 ae 34 05 06 00
00 40 00 le Of 31 30 2e 31 30 36 2e 34 38 2e 31

39 31 1f 0f 31 30 2e 31 30 36 2e 34 39 2e 31 31

uk56XIO0On51X6KulLt

Enter your TOKEN
one-time passwo

rd

.@...10.106.48.1

91..10.106.49.11



31 3d

34 39

35 36

00 00

69 70

la 1la

43 54

96 06

06

2e

58

00

3d

00

2d

00

00 00 00 05 42 Of 31 30 2e 31 30 36

31 31 31 04 06 Oa 6a 30 bf 18 12 75

49 4f 6e 35 31 58 36 4b 75 4c 74 1la

09 01 1c 69 70 3a 73 6f 75 72 63 65

31 30 2e 31 30 36 2e 34 39 2e 31 31

00 Oc 04 92 14 41 4e 59 43 4Af 4e 4e

50 52 4f 46 49 4c 45 1la Oc 00 00 Oc

00 00 02

Parsed packet data.....

Radius:

Radius:

Radius:

Radius:

Radius:

Radius:

Radius:

Code = 1 (0x01)
Identifier = 8 (0x08)

Length = 198 (0x00C6)

Vector: B6C2BF25CF8053A9A23DC8CA7405275C

Type = 1 (0x01) User-Name
Length = 7 (0x07)

Value (String) =

63 69 73 63 6f

Radius: Type = 2 (0x02) User-Password

Radius: Length = 18 (0x12)

Radius: Value (String) =

2e

6b

22

2d

31

45

04

83 c4 00 3e 56 73 71 bc 52 47 b0 81 b4 18 ae 34

Radius: Type = 5 (0x05) NAS-Port

Radius:

Radius:

Radius:

Radius:

Radius:

Length = 6 (0x06)

Value (Hex) = 0x4000

Type = 30 (Ox1E) Called-Station-Id
Length = 15 (0xOF)

Value (String) =

31 30 2e 31 30 36 2e 34 38 2e 31 39 31

Radius: Type = 31 (0x1F) Calling-Station-Id

Radius: Length = 15 (OxOF)

1=..... B.10.106.
49.111...j0...uk
56XIOn51X6KuLt."
...... ip:source-

ip=10.106.49.111

........ ANYCONNE
CT-PROFILE......
cisco

>Vsq.RG. .. .. 4

10.106.48.191



Radius: Value (String) =

31 30 2e 31 30 36 2e 34 39 2e 31 31 31

Radius: Type = 61 (0x3D) NAS-Port-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5

Radius: Type = 66 (0x42) Tunnel-Client-Endpoint
Radius: Length = 15 (OxOF)

Radius: Value (String) =

31 30 2e 31 30 36 2e 34 39 2e 31 31 31

Radius: Type = 4 (0x04) NAS-IP-Address

Radius: Length = 6 (0x06)

| 10.106.49.111

| 10.106.49.111

Radius: Value (IP Address) = 10.106.48.191 (OxOA6A30BF)

Radius: Type = 24 (0x18) State

Radius: Length = 18 (0x12)

Radius: Value (String) =

75 6b 35 36 58 49 4f 6e 35 31 58 36 4b 75 4c 74
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 34 (0x22)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01) Cisco-AV-pair

Radius: Length = 28 (0x10)

Radius: Value (String) =

69 70 3a 73 6f 75 72 63 65 2d 69 70 3d 31 30 2e
31 30 36 2e 34 39 2e 31 31 31

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 26 (0x1A)

Radius: Vendor ID = 3076 (0x00000C04)

Radius: Type = 146 (0x92) Tunnel-Group-Name
Radius: Length = 20 (0x14)

Radius: Value (String) =

41 4e 59 43 4f 4e 4e 45 43 54 2d 50 52 4f 46 49

|  uk56XIOn51X6KulLt

| dp:source-ip=10.

| 106.49.111

| ANYCONNECT-PROFI



4c 45

Radius:

Radius:

Radius:

Radius:

Radius:

Radius:

Type = 26 (0x1A) Vendor-Specific
Length = 12 (0x0C)

Vendor ID = 3076 (0x00000C04)
Type = 150 (0x96) Client-Type
Length = 6 (0x06)

Value (Integer) = 2 (0x0002)

send pkt 10.106.50.20/1645

rip 0x74251058 state 7 id 8

rad_vrfy(Q

response message verified

rip 0x74251058

: chall_state

'uk56XION51X6KulLt'

: state Ox7

: reqauth:

b6 c2 bf 25 cf 80 53 a9 a2 3d c8 ca 74 05 27 5c

: info 0x74251190

session_id 0x8

request_id 0x8

user

response

'cisco'’

Vet

app O

reason 0

skey 'testingl23'

sip 10.106.50.20

type 1

RADIUS packet decode (response)

Raw packet data (length = 44).....

02 08 00 2c cO 80 63 1c 3e 43 a4 bd 46 78 bd 68 |

LE

ee.y..c.>C..Fx.h



49 29 23 bd 12 18 41 75 74 68 65 6e 74 69 63 61

74 69 6f 6e 20 73 75 63 63 65 73 73

Parsed packet data.....

Radius:

Radius:

Radius:

Radius:

Radius:

Radius:

Radius:

Code = 2 (0x02)

Identifier = 8 (0x08)

Length = 44 (0x002C)

Vector: C080631C3E43A4BD4678BD68492923BD
Type = 18 (0x12) Reply-Message

Length = 24 (0x18)

Value (String) =

41 75 74 68 65 6e 74 69 63 61 74 69 6f 6e 20 73

75 63 63 65 73 73

rad_procpkt: ACCEPT

RADIUS_ACCESS_ACCEPT: normal termination

RADIUS_DELETE

remove_req 0x74251058 session 0x8 1id 8

free_rip 0x74251058

radius:

send queue empty

pedyple slo Lodo

* wJJo.sy, AnyConnect Secure Mobility Client ol

I>,90 RSA SecurelD le AnyConnect

Cisco I0S

5lo 21 RSA L p s 2939, ] SDI

[>,66 ASA AnyConnect | )0 359206 lJo

| I)#...Authentica

| tion success

| Authentication s

| uccess

ASA 9 ACS


https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html#anc18
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html#anc18
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html#anc18
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html#anc18
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html#anc18
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/118778-configure-securid-00.pdf
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/118778-configure-securid-00.pdf
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/118778-configure-securid-00.pdf
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/118778-configure-securid-00.pdf
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/118778-configure-securid-00.pdf
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/118778-configure-securid-00.pdf
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/118778-configure-securid-00.pdf
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/118778-configure-securid-00.pdf
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/secureid-sdi/116304-technote-rsa-00.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/secureid-sdi/116304-technote-rsa-00.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/secureid-sdi/116304-technote-rsa-00.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/secureid-sdi/116304-technote-rsa-00.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/secureid-sdi/116304-technote-rsa-00.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/secureid-sdi/116304-technote-rsa-00.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/secureid-sdi/116304-technote-rsa-00.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/secureid-sdi/116304-technote-rsa-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
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https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html
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