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Settings 2

GENERAL SETTINGS

Dizable Roaming Client when on an Umbrella Protected Metwork

ANYCONNECT ROAMING CLIENT SETTINGS

Dizable Roaming Client when on a Cisco Trusted Metwork

Disable Roaming Client while full-tunnel VPN sessions are active
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2. Bp wodoss ASA Jsusg Jud Orglnfo.json |Js ol 1Juolss [Jogsss.

webvpn

anyconnect profiles OpenDNS di sk0:/Orglnfo.json
|

!

group-policy <Goup_Policy_ Nane> attribute
webvpn

anyconnect profiles value QpenDNS type unbrella

pdlebé: spdy ©uss ol Idedysy Vb py gJIJ _glaoé b, IJi_9||D). Jigwwgsle ASDM
Jodo 1Jpopd: sdjp wowse IUluosl) 7.6.2 o ASDM g | ool Izoe gJs ASA.

we? wowse Umbrella Roaming Client (e esd z2elsé IJozyd) ew lods Idby¢ Idos wew
puldub ool stw lu s,y Y926 Lelbss pipzs Vs 9lz0d IUpuwese IUyunspss (GUI) pu
AnyConnect Jpol 09 p9 o WS 030 IJo9,6:

& ® AnmyConnect .|||.|]I-
Secure Mobility Client ciscO

S i

VPN:
Ready to connect.

Roaming Security:
You are protected by Umbrella.

DMNS queries are encrypted.

-

Ju ouwe 0Sisé lJ9z»6 IJuplbsé Jdogsld Umbrella zos swp uuiy Orginfo.json gds u8lbos
IJoolss W IJpsSe IJuoese.

lJodosy

S8 IUGuwe upsse Jizile sy slzes wb, 1JIsle, (CLI) IJuo,9,86 Joubgsd 19gss
lJuploss IUpeggds J OpenDNS Cluwegsle l9ole AnyConnect IJpg o Jw96.

l--- ip local pool for vpn
ip local pool vpn_pool 198.51.100.1-198.51.100.9 nask 255. 255. 255. 224

I--- Optional NAT Hairpin configuration to reach OpenDNS servers through VPN tunnel
obj ect network OpenDNS
subnet 198.51.100.0 255.255.255.0



nat (outside, outside) source dynam c OpenDNS interface
1

same-security-traffic permt intra-interface

l--- d obal Webvpn Configuration

webvpn

enabl e outside

anyconnect image di sk0:/anyconnect-w n-4.3.01095-k9. pkg 1

anyconnect profiles Anyconnect diskO:/anyconnect. xm
anyconnect profiles OpenDNS disk0:/OrgInfo.json

anyconnect enable

tunnel - group-1ist enable

l--- split-include Configuration
access-list Split_Include standard permt <host/subnet>

group-policy OpenDNS_Split_Include internal

group-policy OpenDNS_Split_Include attributes

Wi ns-server none

dns-server value 198.51.100. 11

vpn-tunnel -protocol ssl-client ssl-clientless
split-tunnel-policy tunnelspecified
split-tunnel-network-list value Split_Include

split-dns value

(Optional Split-DNS Configuration)
webvpn
anyconnect profiles value AnyConnect type user

anyconnect profiles value OpenDNS type umbrella

1
tunnel - group OpenDNS_Split_Include type renote-access
tunnel - group OpenDNS_Split_Include general -attributes
addr ess- pool vpn_pool
def aul t - gr oup-policy OpenDNS_Split_Include
tunnel - group OpenDNS_Split_Include webvpn-attributes
group-alias OpenDNS_Split_Include enable

l--- Split-exclude Configuration
access-list Split_Exclude standard permt <host/subnet>

group- policy OpenDNS_Split_Excl ude internal

group-policy OpenDNS_Split_Exclude attributes

Wi Ns- server none

dns-server value 198.51.100. 11

vpn-tunnel -protocol ssl-client ssl-clientless
split-tunnel-policy excludespecified
split-tunnel-network-list value Split_Exclude

webvpn

anyconnect profiles value AnyConnect type user
anyconnect profiles value OpenDNS type umbrella

1

tunnel - group OpenDNS_Split_Excl ude type renote-access

tunnel - group OpenDNS_Split_Exclude general -attributes

addr ess- pool vpn_pool

def aul t - gr oup-pol i cy OpenDNS_Split_Excl ude

tunnel - group OpenDNS_Split_Excl ude webvpn-attributes

group-alias OpenDNS_Split_Excl ude enabl e

1--- Tunnel all Configuration



group- policy OpenDNS_Tunnel _All internal

group- pol i cy OpenDNS_Tunnel _All attributes

Wi Ns- server none

dns-server value 198.51.100. 11

vpn-tunnel -protocol ssl-client ssl-clientless
split-tunnel-policy tunnelall

webvpn

anyconnect profiles value AnyConnect type user
anyconnect profiles value OpenDNS type umbrella

tunnel - group OpenDNS_Tunnel _All type renote-access
tunnel - group OpenDNS_Tunnel _All general -attri butes
addr ess- pool vpn_pool

def aul t - gr oup-pol i cy OpenDNS_Tunnel _Al |

tunnel - group OpenDNS_Tunnel _All webvpn-attributes
group-alias OpenDNS_Tunnel _Al'l enabl e

IJozdd pu lJuogs

Jl s9es 2ldsl lple JJoedd o wogs o3l lJodssu.

lweduld IJizble 9] oJlzol

IUzbsle 1Jgl o oluved sl izble AnyConnect sl 1JLoJs sluodlzol os:

1.

olds po wouse 9236 lely IJezsld Umbrella Roaming Security Module »g AnyConnect
Secure Mobility Client.

Colds o0 929> OrgInfo.json eJs w¥lbs IJuolss Ws IJpuwl) Iduozse luveubl [Js uble

IJouvgsd soldoouwsd 1dpeess Bs o3l ldpuwaws.

Yl IJgyue po luwogdlple DNS [Js wedsdle OpenDNS o9 1Jp)9) ©998 w93

AnyConnect VPN, Bolds o0 odas swouw IJuve) eJs ASA JJuwele ledloss 1suos
IJs wedsdle OpenDNS.

L 3p worest Jodlb IUzie (w90 Ls esled wupdss) eds IJpead IJblo,s sldpolsis

lJweJs J AnyConnect s [ 9le> 9dlzb 1Jpzldle IJos ovvd Wes Idzd.

Bl 1Jgess Idupbss wzld wgpd Os 2lds puivd)6c B ¥p wogpese IJodlb 1Uz)je we>

eb, UDP 443 peJsl Jig)l o luueduild IJigble ol odlzol B@lb. woso Idlb,s86 wdoy
ould ,3s6 Je,dle DNS.,

- dp wouvgsd AnyConnect DART go g suole Umbrella 9dlzlb 990 W vd DNS. lze

Js9.56 wzpse zies DART J AnyConnect JJzuo9d £Js 038> pu ldpgdyple.

cogpesSE wvedlo ouvgsue Umbrella o) wld goslo URL IJoleg IUs puwgsd OpenDNS

lJgluo od. spdud lue 9puw9] OpenDNS B §b 19 o9J IS 030 lJegdsple. wldoywwéd
Juble IJovesd Windows: C:\Program Files (x86)\Cisco\AnyConnect Secure Mobility
Client\UmbrellaDiagnostic.exe

wlJouuwed [Js Mac OSX: /opt/cisco/anyconnect/bin/UmbrellaDiagnostic

peJyplo 3o Lodé

. peySd wuoese IJizble oo Cisco CSCvb34863: jeu lJ9 o9] b 2J DNS gus odosu

AnyConnect Ju§ o duuse-include

NN VINR: I owle - Cisco Systems



https://supportforums.cisco.com/document/12747756/how-collect-dart-bundle-anyconnect
https://tools.cisco.com/bugsearch/bug/CSCvb34863
https://www.cisco.com/c/ar_ae/support/index.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



