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Hote: ackde o DAGS S6rvets i i pecommendsd wth Trusited Network: Detedton P [ Drsadast pickats
I Mudtcast packets
Dty Coection Poloy ik

! || Ifnotusing AnyConnect for/VEN then Trusted Network:Detection must. |

s be configured here In the NVM profile otherwise itis configured as part
~ ofthe VPN profile on the left under~Automatic VPN Policy,
_ O Ie A IS ProTie ONn 2Ne e L N Ce T At OMAatic L I L0 ICY,
. | o
O ek 0 e

e T © a0 6 BE D,

pJV o)V gpsd AnyConnect NVM

Swp b wJdgsy AnyConnect NVM ds oJ XML szw9s £Js pedyple 29d guslu IP Jdpgee
DSe IJpouds: LIl [Us pedsple 2. szw wdaso euslu IP JJepzee 9580 puds wuvd
woTse &ds pdV gy gpsd NVM.

Jlple Idgpdso Iduozses Jogso NVM Idupbse: sgo 9028 pdd XML W o3l 1UsJdsd:


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect49/administration/guide/b_AnyConnect_Administrator_Guide_4-9/nvm.html#reference_odw_v3c_11b
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect49/administration/guide/b_AnyConnect_Administrator_Guide_4-9/nvm.html#reference_odw_v3c_11b

e Lldouwws Juble lJouugsd Windows 7 slJlosl)le 1Jlzse: ZALLuserProfilez\Cisco\Cisco
AnyConnect Secure Mobility Client\NVM
* oldouwed Jublpe Mac OSX: /opt/cisco/anyconnect/nvm

Bl IIG pd IJog)sW 09293l eds Cisco ASA/ISE. W uwswpe uuiye odllss! pe v
AnyConnect NVM.

P&l pJd & s XML:

<tfroot>

<?xml version="1.0" encoding="UTF-8"?7>

-<NVMProfile xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:noNamespaceSchemalLocation="NVMPr
-<CollectorConfiguration>

<CollectorIP>

192.0.2.123

</CollectorIP>
<Port>

2055

</Port>
</CollectorConfiguration>
<Anonymize>

fal se

</Anonymize>
<CollectionMode>

al |

</CollectionMode>
</NVMProfile>

SpJdu louile pJBd wg s NVM Ulguegsle IJbsle IJoldss:

* ASDM py Cisco
* pe pdV og) s AnyConnect
« pd Erple Iy 1Jogss (ISE)

oJd9su pdd ogrsI gpsd NVM g, ASDM

s od o3l IJlgwdsw 13l wp wui, AnyConnect NVM eu, Cisco ASA:

1. lvewd IJs IJodsse > [lds Access VPN > Network (Client) Access > AnyConnect Client
Profile.

2. 168, luol6 « Jol 09 ps o B [JL09,6.



| Remote Access VPI
Introduction
= i8] Network (Client) Access
] AnyConnect Connection Profiles
A nect Custornization/Localiza

(g AnyConnect Client Software

i Dynamic Access Folices

roup Policies:

cf KEW1) Ci Profiles

R

This panel is used to manage AnyConnect Client Profiles and perform group assignment for AnyConnect version 2.5 or later.You can select 2 profile to edit, change group or to delete. You can
sebect the 'Add’ button to add a new profile. Pressing the Import or Export button is for upload and download of client prefiles between local machine and
The profile Usage field is introduced with the Secure Mability Solution. This field contains different profile usage in AnyConnect version 3.0 and later.

Edit B Change Group Pollcy| [ Delete] W import| 8 Bxport 48 validate

= [Psec{IKEVZ) Connection Profiles
T Secure Mobility Solution
: E Address Assignment
Advanced
Clientless S5L VPN Access
AAAfLacal Users
Secure Desktop Manager
Certificate Managemeant
3 Language Localization
B8 |oad Balancing
1B DHCP Server
DNs

‘] il »

i, Device Setup
%Hmll
ggaemmmvm
@gﬂm—umm
Elmgmagemm

Profile Location

Frofile Hame Profile Usage Group Policy

[ ooy ][ mesar ]

3. 8p wowpsd pdu IJog) sV wluwp. Os luwwdsle IJuguosBlo: 235 ©9,08W 306 4956

IJ b ods.

4. 8p wogssu pd IJogrs Juwsluws 1dpzeses IJpuwedspd tldsl pu Sod puwcses
AnyConnect 9l 9, 999 p9l 9. Jpl 09 p9 oz Vs IJuo9)6.

IPseq(IKEv1) Connection Frofiles
£ tPseo(IKEv2) Connection Frofiles
a Secure Mabllity Solution

Cliertless SSL VPN Access

AdASLocal Users

Secure Desktop Manager

[+ Certificate Management
B Language Localization

22 Load Balancing

1B DHCP Server

DNS
Advanced

« 1 J

i, Device Setup

& Frevan
@mmm
@gm—wsmw
E})Muwm

This panel is used to manage AnyConnect Client Frofiles and perform group assignment for AnyConnect version 2.5 or later.You can select a profile to edit, change group or to debete. You can
select the "Add' button to add a new profile. Pressing the Import or Export button is for upload and download of client profiles between local machine and device.
The profile Usage field is introduced with the Secure Mobility Solution, This field contains different profile usage in AnyConnect version 3.0 and later.

% Add| & £t ¥ Change Group Policy| [ Delete| B Impart| 8 Export/iY valldate|
Frofile Usage

Profile Name Group Policy FProfile Location

B Add AnyConnect Client Profile

Profile Mame  NVM_palicy |
Prafile Usage INBtmrk Visihility Service Frofile
Enter a device file path for an wanl file, ie. diski:/ac_profile. The file will be automatically
created if it does not exist.

Prafile Location | diskD:/mm_palicy.mmsp

Group Pulicy  |GroupPolicy_anyconnect

| Enable 'ahways On VPN’ for selected group

canced | |

Apply_ | [ Resst |

5. e luuble IJuoeg IJzasa: 1ud) Y98 sy Jpl 09 p9oz B IUuog)6.



| Remote Accass VPN & o |
7 Intraduction
= ] Network (Client) Access
B AnyConnect Connection Profiles This panel is used to manage AnyConneet Client Profiles and perform group assignment fior AnyConnect version 2.5 or later.You can select a profile to edit, change group or to delete. You can
+ %M nnect Customization/Localizd select the 'Add’ button to add a new profile, Pressing the Import or Export button is for upload and download of dient profiles between local machine and device.

The profile Usage field is introduced with the Secure Mability Sclution. This field contains different profile usage in AnyConnect version 3.0 and later.
AnyConnect Client Software
Dynamic Access Policies

 Group Folicies i | | i
B, Pecew) ComectonFroles % Add 4 change Group Palicy [l Detete W Import B, Export| 43 validate|
% ::me Ertfzzh::hc:s. n“lumnmm Frofies | Prafile Name Frofile Usage Growp Palicy Prafibe Location
p Address Assignment M potiy  |network Visibility Service Profile GroupPalicy_ anyconnect diski):mem_policy.mvmsp
Advanced
+ [ Clientless SSL VPN Access
g AAA/Local Users
i1 Secure Desktop Manager
& 4 Certificate Management
T Lenguage Localization
B8 | sad Balancing
18 DHCP Server
DNS
Advanced

@ Site-to-Site VPN

@W“‘ Management

2 [ eply [ Rest |

6. bed IJegdsple 29d euslo IP JJpzeg 08p IJpods: &p lud) B9 OK.

7.108) 998 wbusy « Jpl 09 p9 oz S IJu096.
| Remote Access vPN 85 T o T aT e BT WA pacy —— S————

Introduction
=) 8] Netwark (Client) Access
& Anycjnnea Connection Profiles Profile: NVM_policy Abaut | Jor to delete. You can
{53 AnyConnect Custornization/Localiza |

-] NVM Profile
[E AnyConnect Client Software
Bl Dynamic Access Folides
B Group Policies:
2 [Psac(BEV1) Connection Prafiles Collector Configuration
2] IPsec{WEVZ) Connection Profiles
Secure Mobility Solution
 Gip Address Assignment |
3 Advanced 1P Address/FQDN 192.0.2.123
& tfg Clientless S50 VPN Access
o AsA/Local Users .
41 £ Secure Desktop Manager Port 2055
+ ) Certificate Management
T Language Localization
%3 Lgad Balancing

# g:gp Srver User Anomymization False -
] g Advanced

Collection Mode 'All Networks 2

4 ([} *

| g, evie setup

| Frevaal

! ggmmw (
éﬂ)ml_lunagemﬂ!

ok [ conet ][ ew ]

: [ dooty ][ Resa ]

odsu pdV o) gpsd NVM oo ¢dld pe) pdo wg)sd AnyConnect

030 1JD516 05 b6 puwe U8 o9l eds pode IUssw Cisco.com. 98 od o3l IUb 586 131 wp
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[*A AnyConnect Profile Editor - NVM Profile i [o 5=
File Help

NVM Profile
Profile: Untitled

Collector Configuration

IP Address/FQDN 192.0.2.123

Port 2055

User Anonymization False -

Collection Mode All Networks -

o |

iaJc, Jeedyplo o Losdss gds pey pdd og)ysd AnyConnect: oz ) o) wg 5
AnyConnect.

odosu Idugvy vy 1Usse eds Cisco ASA

oo, 030 IUpdlebs IJbuss Iu AnyConnect wp wJdsswuo wldded eds ASA. sivd ceole
IJs luol96 ©dssu 9296 NVM IJuploss BGb. Jzuosd eds pedsple o osdss 29
od9su ASA AnyConnect: Lze |Js Jolo ASDM L9, 3: > Jsd odasy Cisco ASA Series VPN
ASDM. IJl_o>l, 7.16.

Jopedsy 1Ugess [Juelbss AnyConnect NVM gJs Cisco ASA: §p wlg)le [Ugbsle IJeldss:

1. luedd IJs IJodesy > Remote Access VPN (IJsue9d 1Js IJuveds) > Network (IJg psJ)
Access > Group Policies.

2. 25> uwslws 1Jpzeses Sl 1duods ludy B8 wersy Jel 09 p9uoe Bs IJues)s.


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect42/administration/guide/b_AnyConnect_Administrator_Guide_4-2/anyconnect-profile-editor.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect42/administration/guide/b_AnyConnect_Administrator_Guide_4-2/anyconnect-profile-editor.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa916/asdm716/vpn/asdm-716-vpn-config/about.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa916/asdm716/vpn/asdm-716-vpn-config/about.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa916/asdm716/vpn/asdm-716-vpn-config/about.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa916/asdm716/vpn/asdm-716-vpn-config/about.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa916/asdm716/vpn/asdm-716-vpn-config/about.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa916/asdm716/vpn/asdm-716-vpn-config/about.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa916/asdm716/vpn/asdm-716-vpn-config/about.html

eduction
Network (Chient) Access
8] AnyConneet Conndction Prafiles
AnyConnect Customization/Localize
AnyCannect Client Profile
AnyConnect Client Software
ic Access Polides

‘group palicy Is
To enforce authorization attributes from an LBAP server you must use an LDAP attribute map.

# add - [FESH] 1 eete/ 7 Assion

prafiles and user accounts.

Manage VPN group policies.A VPN group is a collection of user-oriented authorzation attribute/value pairs that may be stored internally on the device or externally on a RADIUS/LDAP server. The
by VPN

Connection Profiles/Users
Assignad To

ss-client |anyconnect

ssl-client splitdns

kel jiken2; ssl-clientiess; I2tp-ipsec 2L

¥ IPsec{KEvL) Connedtion Profiles Hame Type Tunneling Protocol

GroupPalicy_anyconnect
splitdns
DiitGrpPolicy (System Default)

Secure Mobility Solution
) G Address Assignment Internal

Internal

[+ [ Chientless 551 VPN Access
g AdA/Local Users
Haost Scan Image
[ i Secure Desktop Manager
(31 [ Certfficate Management
B Language Localization
%8 | pad Balancing
{F DHCP Server
NS
13 Advanced

<) . g

: %Iﬁfmall |
_ @gﬂ.&m—sm VEN

@l_’s | ﬁnd:

- @ @ [] Match case
[ Device Management

3. Lopu bl vog Idpzeses ldpuw ol luwdd IJs podse > AnyConnect Client,

4. §p woyuwse IUspdle 1dupbss JJgpsd IJIRoshs Joujsd 90238 lpdluss 59s6
uvwJo AnyConnect.

5. bdbgs ok 9§ wgs).

roupPolicy_anyconnect

?_I@_Edllntelnal Gw_p Policy: G

General Keep Installer on Client System: [V] Inherit (| Yes | No
[ Servers =
| |=hAdvanced Datagram Transport Layer Security (DTLS): [v] Inherit Enable Disable
" Split Tunneling i
| Browser DTLS Compression: || Inherit Enable Disable
[l ® n
| [# IPsec(IKEv1) Client | | SSL Compression: [¥/| Inherit Deflate LZS Dizable
Ignore Don't Fragment(DF) Bit: [V] Inherit Enable Disable
p Client Bypass Protocol: [¥] Inherit Enable Disable
FQDN of This Device: V| FgDN
MTU: || Inherit | 1000
= Keepalive Messages: [V] Inherit Disable Interval: | seconds
: Optional Client Modules to Download: || nherit |FEITMING -~ ®
| Alvearys-On VPN: 7 mhert | AnyConnect DART
il || AnyConnect AMP Enabler
|| Client Profiles to Download: [¥] Ihent b AnyConnect Network Visibility
= .| AnyConnect SBL
* Add || AnyConnect Posture
|| AnyConnect Web Security
Frofile Na || AnyConnect Network Access Manager
|| AnyConnect ISE Posture
i
|
"
! Find: @ et @ Previous
[ ok ][ concal | [ melp |

odysu IdJuuny gu) lJ9se gds Cisco ISE

WO 03l IJduw e ul89p vopdsy 9zl gpsd AnyConnect 9o 9 059leol 925



lJotuosuo/ldJEs 9z25p Opswat.
Jodysy Cisco ISE Juuiy AnyConnect gJs 1Ugsw Bp woudss IJgbsle IJoldse:

1. Os 9lzgod lJpuuegse IJyuwspess Cisco ISE: lowdd IUs Iduvsluws > guluos Iduwslgws >
lJoolse.

2. §p woyuwse lesh 1dgpsd Jlboly 1pshot &p 225 1deslyo.
3. |uolwo Lo9,6 AnyConnect:

1. 23> luolWs > p9lys 1J9dsd 98, vogpsd pJud zjps AnyConnect.

il \dentity Services Engine Home

PolicySets  Profiing  Posture  Client Provisioning |~ Policy Elements

Dictionaries * Conditions  ~ Rosults
L]

Agent Foscurces From Local Disk > Agent Resources From Local Disk
+ Authentication "

Agent Resources From Local Disk
» Authorization
+ Profiling Calegory | Cisco Provided Packages]
+ Posture

Browse... anyconnect-win-4.2.02075-k0 pkg

~ Client Provisioning

Resources ~ AnyConnect Uploaded Resources
Name - Type Versian Description
AmyConnectDesktopWindows 4.2.207...  AnyConnectDesitopWindows 4.2.2075.0 AnyConnect Secure Mobility Clien.

| 3] e

2. oldss wziss 1Uesp6 B 1Jblkses 1Upuwdds.
Spdu IJoedd pu wzisé Idedwd pllud Lowes IJowjsd Cisco.com iy o) 16 o0
lowle zod Ebess.

Spdu oIy 030 1Jglogs Jlolds o9, AnyConnect pogssé (eds uvosd IJpsld.
Juble IJobvgsd Mac OSX g Linux).

| J Please confirm this package's hash matches :
SHA-1: bbce54f3fdda9a0c9d15b9331a79620e42a96b77
SHA-256: af8751ba5dedb48ca4106a71dbbdf00ccc825e4007f6180259c44e59570d9d8a

4. |,ol%s pJud wg)sd AnyConnect NVM:

1. 233 |uolW8s > p9lys 1Usdsd suzesd pdd wgrsd gpsd NVM.



Dictionaries  » Conditions  ~ Results

L]
Agent Rescurces From Local Disk > Agent Resources From Local Disk
* Authentication
Agent Resources From Local Disk |
» Autharization
FiPsnoo R T T
» Posturs Type rect Profile T

= Client Provisloning

Description

5. |olws pJu wdgsy AnyConnect:
1. 108) Y938 luolWs slge, wdssy AnyConnect.

23 1Jgjes IJos Bpo wogpsdol Ws IUgbys IUgwle@o.

Policy Sets  Profiling  Posture  Client Provisioning = Policy Elements

Digtionaries  + Conditons = Resulls

o
» Authentication Basourcas
Selocted 0 | Total 55 4
» Authorization J Edt Jadd « (yDuphcate | 3¢ Delete Stow | Al -5
— i = e o i e
[T ey Wizard 1.0.0.46 2015/10/08 02:24:16 ISE 2.0 Supplicant Provisianing ...
— O e Suppiicant Profile Mot Applicable  2015/10/08 02:24:15 Pre-configured Native Supplicant..
[T Mac NAC Agent o AnyConnect Posture Profle  XSPWizard 1.0.0.36 2015/10/08 02:24:15 ISE 2.0 Supplicant Provisianing ...
~ Cliant Provisioning ] wet AMP Enabier Profile _ent 49028 20151216 15:25:11 NAC WebAgent (ISE 1.1.3 release)
[ MacOsXSPWizard 1.0.0.30 MacOsXSPWizard 1.0.0.30 201512116 15:25:17 Supplicant Provisioning Wizard f...
Resources [] webAgent 49.024 WebAgent 49024 201512116 15:25:24 MAC WebAgent (ISE 1.1.1 of Later)
[ MacOsxAgent 4.9.0.661 MacOsXAgant 45.0.661 201512116 15:25:32 NAC Posture Agent for Mac 0S ...
[ MACComplianceMosule 36102552  MACComplianceModule 36102552 201512116 15:25:37 MACAgent Compliancahodule v...
[ MacOsxAgent 4.9.0.1008 MacOsXAgent 4.9.0.1008 2016/12116 15:25:44 MAC Posture Agent for Mac 0S...
] MACAgemt 4.9.052 NACAgent 49052 2015/1216 15:25:52 MAC Windows Agerd (ISE 1.1.3 ..
[ NACAgent 4.9.0.1009 NACAgent 4.9.0.1009 201512116 15:26:08 NAC Windows Agent (ISE 1.2 rel...
] MNAaCAgen 4.9.43 NACAgent 4943 20151216 15:26:21 NAC Windows Agent - ISE 1.2, I...
[ AnyConnectCompis ; i 3.6.10255.2 201512116 15:26:39 AnyConnect Windows Compian. .
] mACAgem 4.9.54 NACAgent 4954 201512116 15:26:49 NAC Windows Ageni - ISE 1.2 a...
[ NACAgent 49510 NACAgent 495.10 201512116 15:27:05 NAC Windows Agent - ISE 1.2.1 ...
[] NACAgem 49.0.42 NACAgent 49042 201512116 15:27:19 NAC Windows Agent (ISE 1.1.1 ...
[ MacOsxSPwizard 1.0.021 MacOsXSPWizard 1.0.0.21 201512116 15:27:29 Supplicant Provisioning Wizard f...
[ webAgent 4.9.0.1005 WebAgent 4.9.0.1005 2015112116 15:27:34 MAC WebAgent (ISE 1.2 release)
[] WAchgent49.58 NACAgent 4958 201512116 15:27:43 NAC Windows Agent - 1SE 1.2 1...
[] NACAgem 4957 NACAgent 4957 2015112116 15:27:59 NAC Windows Agent - ISE 1.2 a...

2. 8p wopdsy NVM W wzass 9226 AnyConnect IJupbso. wldlgols |Js Idgusluws
Ipbodsws.



‘thuth: Identity Services Engine Home  » Oporations  [RS]

Policy Sets  Profiing  Postwre  Client Provisioning | Policy Elements
Dictionaries » Conditons  ~ Results
L]

- nect Canfig!
» Authentication
» Authorization
[~ Select AnyConnect Package] AmyConnectDesktopWindows 4.2.2075.0 -]
» Profiling * Configuration Name: AnyConnect Confiquration
Description:

* Posture
= Client Provisioning DescriptionValue Notes

* Compliance Module

Resources

AnyConnect Module Seloction
ISE Posture
VPN
Network Access Marage! |
Web Securiy
AMP Enatler_|
ASA Posturel

MNetwark Visibility +'|
Bl

iarl Belore Logon
Diagnostic and Reporting Tool

JJeuwesd eds pedsple wdLosdss eod wdssu wuin IUsse eds Cisco ISE. Lze 1Js wuina
AnyConnect lJosse.

Il 1Jubods 1e9e98 wo

Syuwd AnyConnect NVM peJgpele IJesd g V@b guspl sY9u eds yivwds 09899 wol. 909
Suvwgdp p5)o TND IJgluoo wgpsd AnyConnect Jpg 96 ol 31 Jlue u@bo [Juolss s
L5 955 ol I

Sop odoss "Il IUuvods 1Je9e98 wol (TND)' B pJd og s gpsJ AnyConnect
(XML) 155 s luuegsleo Juvwds VPN Léus 1o, gl 131 I pdos Guods VPN s
IJluwesle 2lds! Ws ldesise ip JI. sop wpdso TND py gdld odyse Guwe "uvsluwéd
IJubedo IJgluoo IUbloyso (VPN) IdedBlisss” Ws pdud IJog s, Sgw uuivy peld DNS
£95,98 912> 19 ¢l e DNS 95,98 wo eJs IJIG. spdu wesso Ilplele IJos sogsol
AnyConnect g el $z35 IJepsd 1uo £Js Uvwds 09898 wol IUs 9 0e DoNothing o gJIJ
IJuwew Juog IJuveds 1Jpsesd wo 9¢s, 1Jesesd wo.

XML Profile (excerpt) ASDM PROFILE EDITOR (excerpt)
|
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnect_Administrator_Guide_4-0/deploy-anyconnect.html#ID-1425-000003d1
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnect_Administrator_Guide_4-0/deploy-anyconnect.html#ID-1425-000003d1
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnect_Administrator_Guide_4-0/deploy-anyconnect.html#ID-1425-000003d1

F’_‘_}' Cisco AnyConnect Secure Mobility Client | = ﬂ

YPN:
[“ﬂ,w] On a trusted network,

— SUa-Forum

JJeuesd eds wBluosd luoldss 29d wdsso TND. lee

lJoui
subdo vy, gd AnyConnect NVM IJ¢g byl IJeldsé:
1. oJd9su AnyConnect NVM gJs Cisco ASA/ISE.

2. Gp leshs pdoy pzpe IPFIX (pzpe NVM gds Linux - sep 2jp0 B lU9bsds Il oldss
TA).

3. Bp wlesh Splunk Lluwedsle wlbws g CESA 9ldgbsws IJloldss TA.
lJglogs 1. wJgsy AnyConnect NVM gJs Cisco ASA/ISE
Cpo oilbss 030 IUgbes Lo osd Bs Buve ldodasy B o3l Idpuuows.
&> oJd9su NVM gJs Cisco ISE/ASA. spdo wuino wddliss! Ids ublb Iuolss JJgpdle.
|Jglb9s 2. lesls pd9y pzeg IPFIX (pzee AnyConnect NVM)

$&> pI90 Ipzee puwdsdl gL zpsE 2osE wlule lPFIXswa«ouol o wSIb IJelss. se o
lebo wozso Idoslule [Js 1Jalbsedo 1l oldss o . :
Cisco J Splunk. SEpJ PCPE NVM E_J6 Ub|p |JUL}UE.,5J Linux |uo)|_) 64 oo, ..5uro UL PSU
g_,_)|ro@_ uO@._SO CentOSg Ubuntug Docker. -Jro| @pdu !u.uUabho L_J_)Ipa OduSU Ub|ro |Juuu£§J
CentOS IJuuos6 9pdVle IJodssy Bs wylpez Fedora 9 Redhat.

O £pdss LU UPYSESE L9ES EJS PUNLIS IUpdumuwler sew wubsd ezt lel eds wble
Linux 64 oo pwo9d 9 £956 Splunk for Order" IJos wgpd eJs uble Linux 64 oo, Jel spdy

Coose ldezee eds Ehe puvodd w90 pdsule Splunk.

~ pdlebé: Jol spdu ouvesd lded eds uble Linux glgs [uosl) 64 oo souopu pees NVM
9pIJ90le Splunk Enterprise JJlguegsle B gpdsle vuiy Logs)é s Jig)luo 1Je)uo
lJosuoses: SEow gpse IJlpdlule B glss Idgwesds Jel suod IJs 10000 o §bé
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/b_AnyConnect_Administrator_Guide_4-7_chapter_01100.html#ID-1428-00000152
https://splunkbase.splunk.com/app/4221/
https://splunkbase.splunk.com/app/4221/
https://splunkbase.splunk.com/app/4221/
https://splunkbase.splunk.com/app/4221/
https://splunkbase.splunk.com/app/4221/
https://splunkbase.splunk.com/app/4221/
https://splunkbase.splunk.com/app/4221/
https://docs.splunk.com/Splexicon:Forwarder
https://docs.splunk.com/Splexicon:Forwarder
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998#toc-hId--381695878

JSVIS6 wiwsw pzet Iduslule

1. louwg pJd acnvmceollector.zip. 1Jp9z9> s /opt/splunk/etc/apps/TA-cisco-
NVM/appserver/addon/ >Jsd (puoeu pe 1J9bswos 1l oldss TA) IJs Iduble 2o o)s>

2. §p olJgle Jogb pJwd acnvmeollector.zip Jlwog)lz lJpdle.

20 ldpuwczums Gles pJd SPLATFORMS_README B 2jp6 ZiP Gud 1o 889 woudss
IJoolez IJouos install.sh. 9.8, [JeJwd SPLATFORM$_README pgJgele o leshle
IJedsso sle 1duads Ides sdie Iezdd puel sogssdol (51 Uie Iie)) $ud wudss IUwsulez
IJouos install.sh. ceolz eds 1UIGJ 1Js odose guwdlu posd Splunk 1Jss w@ge wlghé wozso
IJoslole [Use. 8 sogwow [dVund Os wdysu IJoble wuvdd uozse Vs ouvésd Idpzee
wurdd &) Lot

~ edlebs: elds po wdsso Gvudod _9&))'0}Jtp|;§6 lJpuos9s Jduwelz wzydo py9, UDP
Jeolysu IJpuos) 91U9zes 9ldpulds. sze lo ouwer elo IJzelss Jeyds pi9, IPFIX
(CFLOW) 1Jsl)36 pu gpdle AnyConnect |Js pzee lJoslole soslule UDP IJols,6 |Js
Splunk.

sedu Jeesd pzee NVM slzs peldzs ol Jlsdd g0 5000 w88 S Iduluss eds wble vozse
IJeze 19 pl sued 1Js 35000 JJs 4000 o @bs wolss. Sge wdssu Idpgee souvgsdo Gwd
luwossle Splunk NVM g TA-Add s lJebosd.

douvdd lvu)luos suveded Idpzee [JosdBle pu @l yolss AnyConnect NVM gJds
pu 9> UDP 2055.

9lJluol s |Js 3dYe suog peee Idoslole edles pgile vslule Jdoduwse:

c wolole JIJ wx @ eds pud> UDP 20519
c wslule 0986 IJu@bs IJb,wss gds puwds UDP 20520
¢ o0 wslule 9lzes IJu¥lbs IJb v s0 UDP 20521

SpIJdU wESS) pulWds IJodds 992 IJeslule. JJBsle wi3dd §p wogss) pJwd acnvm.conf
sle> wubgsd posd pzee IJuslole. olds pu o ks zolo 2elsé JJpsosSNdubods wsu vélb
lJoolss sldpzee 19 wso IJpzee s0ble (Iulbes) Splunk pdeses Jpolds UDP sldgulssy Idos
op wdgsuol. wlds lsol pu lu wdssy AnyConnect NVM Ussd sblo 9 odosu peee IJoslule
Jdos .

w8 CLuSY 2pSE Idpdsule souvgsdoel Lze Ids Suve pdVle Idogdsele pusltd obosd
Splunk JJzuesd eds pedsple o osdss 29d IJodbe) 1dedsus puvodl 9upsde Iduslule
euluoy Idepedsple IJos wp logbldel wluwlod 1Jzd.

Spdud lehsé wyvgsd leds ullb wolsé AnyConnect 9ldwe 99 pu buwld 2)IJ8 )9 IJoslule
IJs IJed. eds gvesd Idpeld: spdoud [uuegslp youtube.com Jovgsd wrdy Slow pu
IJoslole.



Sev wdsy 030 Idpsdyple Vs pdud wdysy acnvm.conf:

« syslog_server_ip (p&sd o, 19 Splunk): sedo IUluulyé 1Js 127.0.0.1 (Jl ouwoéspe
LOCALHOST) I3l Jly, gds uduw 1Jpywg.
o puW IJluwopele Jegee (wslole IPFIX 1Jgls6): IU8s e IJlwe,)loss JI wluw wol.

S pdlzbo: swpe 239 netflow_collector_ip pu pJod o Jd9su. 909 Suvwgspe 1U9lzos IJgles
IOl oss 9sz0 wEssio S8k pu led welys IJdses IJlve,lyoss wluwagsle IP peds
PC2>-

op odIsSy puds wslule JJ w399 90095 wslule 096 w@bo [Jyolss _9}_,t§|g,|o 9lzos v 9bs
IJuolsd 90095 pree puvedl Jdlesble Idlse)lyoss Os pdw IJodsso. luw suves Eso
03l Bspd o spwogpd oo psule Es) wduos)-

Lo 03l pedeps Vs IJouvdsd pwys: lopt/acnvm/conf/lacnvm.conf

>gp DTLS

S edlebo: jlze ooy sgp NVM J DTLS s 03l Idpwews Jdzuesd £Js 038> pu
lJolosd.

luzie o3l steps gds IJuowssd lu suwoupsd Ipzeg:
e z&d ol lUsJsd: lopt/acnvm/certs.

* PU iaJ obosyd [duvolss gds pzee lduvoblo: Izl 1Juolss 9ldpdelz Vs >Jdsd
/opt/acnvm/certs.

. ép VQét§t§J p|J¢J |Jpad) 9pCPIES |JpaJ.)|Q lJs achvm:acnvm v|u.uoé.)|p 03l L_Jilo_)ZSUdO
chown -R acnvm:acnvm certs':

* Szw wdsu 03l IJduwpe J acnvm.conf Llguegsle Idgvolss 9ldpdelz.

* 089008 lJodssu slduolss: Gp wlegls wubgsd peee lJuslule:sudo systemctl restart
acnvm.service

* 0298 pu gldé pzee IJoslule: sudo systemctl status acnvm.service

{

"security" :{
"dtTs_enabled": true,
"server_certificate":"/opt/acnvm/certs/public.cer",
"server_pkey":"/opt/acnvm/certs/private.key"

}’

Ispl sds wdss lJodysu:



"syslog_server_ip" : "192.0.2.113",
"syslog_flowdata_server_port" : 20519,
"syslog_sysdata_server_port" : 20520,
"syslog_intdata_server_port" : 20521,
"netflow_collector_port" : 2055

© B8p wouldss Il install.sh Ulposhle IJpuwase IJpeps) (sudo ingtal.sh).

S pdlebs: seole lJeuwle [Js ose Iisgule 19 1es) Jogvésd Iwolez Idouas
install.sh glJisoole 1Jgl,o06 wpuwle 506 ACNVM.

Jeiss pu ldpedsploc bze lJs whbosad
JJzo0 g£.s Splunk (IJeBdl_o.s.)).

1Jglo9s 3. lesh o 9uwse wluvwgsle J9go ped9pele CESA 99bbswas TA | oldss

Sw9d, wlbws g AnyConnect NVM J Splunk gJs Splunkbase. s9w9; 03l lJobosd wdbs)
02330 puwwdl 9Jozle pedyple w@sp wslule IPFIX (NVZflow) oo udlb IJuelse Ws o@bs)
Iledsé JJluwegsle ouwles eds sob yuded ldpuwesp 90 9bé IJuolss.

~ pdlzbs: Llduuwesd Jepdsle uui) pzeses lJub)le sop vovse JJl IJobosdsy bs
posd presgs Iub)le. sop couso TA BGb Bs 1Jesde (pe 1dpozo). sop covse
IJPEPE '.9.,5 |,J.o_9é€_ g|uuoé)|ro |.Jro_9€_o |_9 E_J.,S PIOwE Linux/Docker IoggéuDJ.

Jdoouse lUpeds: spdud covse JIBs Ipdsule sldobusdle Bs ayue sles Is eds
powelo pudoJs. (lze IUptgbble Vs Guwe wlbyo gled gds ldo iy Bs o3l Ildpuuows.)

I wouisd o3 IJpdule:



https://splunkbase.splunk.com/app/2992/#/details
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https://splunkbase.splunk.com/app/2992/#/details
https://splunkbase.splunk.com/app/2992/#/details
https://splunkbase.splunk.com/app/2992/#/details
https://splunkbase.splunk.com/app/2992/
https://splunkbase.splunk.com/app/2992/
https://splunkbase.splunk.com/app/2992/
https://splunkbase.splunk.com/app/2992/
https://splunkbase.splunk.com/app/2992/
https://splunkbase.splunk.com/app/2992/

o lJobbsds Il oldss Jozdsdle lele Lo 8bs | lb,8.56 (CESA) »¢, Cisco ,J Splunk

IJio, Install

1. luedd lJs Splupk > Apps. 1u@) W9l IJzolj 98, vovwse pdud tar.gz IJss we wujisdo
eu Splunkbase: Iy lozw slgd Yuwe "IJobosdle”.

splunk>enterprise

Apps
Explore

Manage &pps |
. Search & Reporting

2. 8p vovwse IUgbswe Il olvss wodw IJg pdss.

3. 020 LOWEs whbusdle Splunk Joldss wouse JJ po J9gs pedsple Cisco NVM
9lolwos Cisco NVM J Splunk.

splunksenterprise

Apps
Showing 1-2 of 2 items

cisco nvm

Name = Folder name = Version = Update checking = Visible = Sharing = Status =
Cisco NVM Dashboard CiscoNVM 310 Yes Yes App | Permissions Enabled | Disable

Cisco NVM Add-on for Splunk TA-Cisco-NVM 309 Yes No App | Permissions Enabled | Disable

Swvode IJodssu IUIe,)luos edles ez wslule J Splunk (lze wedisy ez Jle UDP g
91206 pwegspe b6 SPLUNK s o3l Idpuwow).

c JIJ 0r0g wslule gds puds UDP 20519
¢ wslule 0956 IJudls IJbyvso gds puwds UDP 20520
s wslulo 9lzos v §bo IJyolss gds puds UDP 20521

9u@9p IJ9lbsuas IJlolwss wes 3dY vosssu pszile Idoslule o3 |Js Splunk sourcetypes
cisco:nvm:flowData. 9Cisco:nvm:sysdata. gCisco:nvm:ifdata. g Js lJwslds.

wpdsy beldle UDP g, 9lzod puwwsp 1516 Splunk

~ odlebé: lue suvolbse lsuol pdouo UDP exgd 80 bysd pogd.conf ou)s. Sop g 030
1,596 O 9lzod IJpuwesp Iruwsess (GUI) Joboss Jszs Idpedsple NVM oy
Cisco (lgvdd Idogdselo).


https://splunkbase.splunk.com/app/4221/
https://splunkbase.splunk.com/app/4221/
https://splunkbase.splunk.com/app/4221/
https://splunkbase.splunk.com/app/4221/
https://splunkbase.splunk.com/app/4221/
https://splunkbase.splunk.com/app/4221/

Jlhoegolg lds lgbé ouvgsd wyuleg Splunk.

1. luodd |Js Splunk > [esble > beld IJoslole > UDP.

2. byb 9o 35> UDP ppds > $3¢d psule # rou.éé9.> >bobiye wesy3Jdd >z 1d spled

P03y U9E > b B3 e legs > b§bo 86 huwl.
3. Iy JJpudssu Il su. (spdud luweesle wuwes.)

Add Data <nece | [ERE

Review

aput Type

splunk>@  Apps

UDP

Data inputs » UDP

Showing 1-3 of 3 items

UDP port = Source type 3
20519 cisco:nvm:flowdata
20520 cisconvim sysdata
20521 cisco:nvmifdata

IJo2dl pu lduors
ozl pu woed wowse AnyConnect NVM

oo lJooose IJolze: sew ol 1dgese Idupelbss Jlpdloss 5986 Iduveds B Idgesle
lJuploss IUpowws: slgd Guwe IJpedspele s AnyConnect Secure Mobility Client.

Status <
Enabled
Enabled
Enabled



¥'Y Cisco AnyConnect Secure Mobility Client

Cisco AnyConnect Secure Mobility Client
Version 4.2.01035

© Copyright 2004 - 2015 Cisco Systems, Inc. All Rights Reserved
Cisco, the Cisco Logo, Cisco AnyConnect, AnyConnect and the AnyConnect logo are registered
trademarks or trademarks of Cisco and/or its affiliates in the United States and certain other countries.

Installed Modules:
VPN, Network, Web Security, AMP Enabler, Customer Experience Feedback | Network Visibili

This product indudes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit:

http: //www.openssl.org

This product indudes cryptographic software written by Eric Young (eay @cryptsoft.com)
This product includes software written by Tim Hudson (h@cryptsoft.com) ’ | 1ol I .
L] L] ]
End User License Agreement CISCO

Cisco Online Privacy Statement and the AnyConnect Supplement

o2dd Isuol po wubES 8306 NVM gdis 0 dbs IJuolss sp0 9295 pJud IJog s B Idsdsd
lJpelbbdye.

IJoedd pu wors elds 1dezee

olds pu o 2lJs 1z ee "ouubs (§s> Uo@é@J)"." oo ew 030 1Jzlds 1o 1Upzpe Suwedud
IPFIX/cflow oo wdlb IJuolss Vs zpse IUgGle. Bl Jlue 2lds pzee ldoslole gs) ugivba.
Solds pu lu boole puwle 1Usuosd Jdpdd ouwer Jo wldoudss:

 /opt/acnvm/bin/acnvmcollector

root@ubuntu-splunkcollector:~$ /etc/init.d/acnvmcollectord status
* acnvmcollector 1is running
root@ubuntu-splunkcollector:~$

* /opt/splunk/etc/apps/TA-Cisco-NVM/appserver/addon/

ndor preset: disabled)

Main 41165 (acnvme
13 {limit: 4
[

llectar -c f
icollectar
collectar

1lectar
collectar -c /




lJoz 88 pu woed Splunk - Jogé ped9pele CESA

ol po wubésd Splunk 9gselwol sle 1duods. JJaursd eds 9elisd 29d Jsdess luwod juld
¢ bole Splunk 9] odlzol: Lze 1Js p98¢e Splunk gJs 1U9sw.

Jlsop wedse Jozle ldpedple J CESA zus gpuw 28189 wed luwedle Idoslule Ui_9-Jg_$6:
93JY cuwow wvlez vuos JJogvgsd IUoddlss. 9pg 3JY: spdud ouvgsd wed 298 Y9yl
JJozdd pu odis IJuslule:

1. p0 J9z8 IJpedsple 1drssunss 1JEluos wldoduwse: lud) B8 e slesh edbs,.
2. Os Idyvlgus IJeldss: e vosssu IJubly Iduozse Jeds Idoslule 1Jplbdyws.

3. Vs 2¥d oz i>'aJ: sourcetype="cisco:nvm:flowdata"

soureg bype="cisco:nem: Mlowdzta’ Lazt 15 mindtes «
o BDE events [SU20 3EHSZ 000 P to S20 34452000 P Mo Ewent Sampling Job r -~ & 4 T Smart Mode ¥
Evants (1608 Patterns Statisties WizLallzation
" R 1 te per col

Format Timeling * — Enom Out

# Format ZhPer Page* 1 2 3 4 - B 7 a Ment »
£ Hirle Figlds = All Figlds i Time Ewvent

PR 1] 3,42 3ap 1 15;4d:05 splunk-virtus

ZELECTED FIELDS
a host 1
a source |

="

3 2626 id="6E61 5375427 3906E
TEH® pag="HT AUTHORITH" pap="S¥ETEK" pual="2" pn="vpnagent,
74" ppa="AT AUTHIRITVASYSTEH' ppuak="2" ppn="services.e
468" ibo="10520" obo-"4048" de="diloud.cisco.com' dh="Ur

24408 000 P fofet="Tue Sep 1 1537046 ZEIEY Tosm

fuid=*""" Llivat="0" pa="KT AUTHCRITY

4 sourEenpe 1 o= BIDEFFFIZAANCHDTTAE?

known" iid="182" ml="""" r

40T1ETESAED A0ABC467E241005FOECABEET 3038

- t'® Livicp="unknown
HTERESTING FIELDE

action 1 hast = 1981313342 T0UNee = Sysiog sOUFCEDYPE = elsco nvimTiowdata

w83 1>38lis 8 1Ugpuw 1JI9Js6: w288 pu o J9gs pedsple CESA codds Iduslole:

1. 0 Jozé Idpedsele Idyssumss 1Jeluos Lldoduvse: lud) eds Jogs pedsple cedsdle
lolo 1Julos 1Ub s po Cisco.

2.108) eds uuvlb 1Jzolj puve IJeze 9ldes§ Bl Yoo oyss Idlzovllb ldleshble 1JzlJss.
3. 108, B98 buwld- werup Jses Ideedsele Idoslule sldyuusple.
w98 IJeje0

1. sup lugvle 2ip IPFIX gds ullb wolss 1Ugpsd woluwlos 1U9zss IJuplbsé AnyConnect
NVM.

2. s99p IJepsd whuwld 2 IPFIX [Js guslo IP Jdeeee.
3. 8890 IUpepe worpse IUpedsplw slglhs wozsool |Js Splunk.

4. syuwd Idpgpe 296 o9 Idoslule |Us Splunk eds edles wxdgle pgodus: wslule JJ
oIV oslule uldlbe IJuelss suslule 1Jglzoes.

oo gest 96 1Uess) lds UDP. J3dd Jl s9zs Liuh Bs o3sd 1dgies wlo Ideslole wpe



lpwodoldol.
IJpolds 1JIG el s Jz)rds 1 p9):

+ oslule IPFIX 2055

o JIJ ooy wslule 20519
 wslule u¥beé IJyolss 20520
« wslulo 1Jglzes 20521

o@9p 1J9ero IJuplbse JNVM Logisu wslule IPFIX gl)uwldoel [Js pzee sudpl odoy WO
e ds 09899 ol seae 03l Idywdsd gudpl sdou IdIdpwssw, Idpzesd pouodl wuvods
IJuiuds (2ldsl) 19 gusel sdsu pouad! g, e ds VPN,

sedod IJozdd eu lu lpzee suvoded Izie pu 9228 NVM IJupbss. JJSsle w3Jd: $p
wouuésd IJodlb 1Jzies eds pulds UDP pesué puwe IJodsso 1JElue wde JJozds pu
lovodlp IJeie. 9swp lple 03l lJoe9l pu ¢l wble Splunk System Linux OS.

I9lJo w99

Swe buwld @9lde wr88 IPFIX |Js pzee Idwslule Ws wilso louold IPFIX. owles 030
IJ8sldo IJpzee eds Sop wslule IPFIX.

Jpl s89p Idpzee woresd IJd9IJe puvedl Juoelo lpdloss wajse Ideslolo zos Il Je
Sowwd Idepsd 139w B 2lds [uosh [uosh 1258 pu Idgpesd pe wéssile 1densesdsd.
suveee Idpzee IJ8slJo IUerss6 Idos swp busldol wolywlos 1Jg psd.

sop buwld $ldv wpsze 030 IJuysb:

could wEss) Vs pdV wgysY gpsd NVM.

could 28 wEss) Vs Iduvedo.

L Opu e ouuesd ¢xp6 NetPoint.

L Swp lehbo wyvgsdlghs wuvgsd uldbo IJuolss.

ceubdd 29,6 (IJlve,)luos=24 Lwlgs) Jel 09 pdsy OS pdd wgrsd NVM.

a b ON -

B 1b,y90 Gbys soes) eds Ipzee IJees, eds Bldw. I3l 228 031 1Jp9 88 Buwablos Izs 30
IJig 1 o

. !,ol Iuo Jp swp ldeey) eds Blde Vs Idoylb g506 eds udbo IJuolss
9 Jl oz O9lde Jpzeses IJerd 8§ O pwedle pzee Idoslule

Jluodlz 030 lJpuvddéc 9p wlghdé ouvgsd leds ullb IJuolss.
lpwod ol IJIzble 9] odlzol

030 0 IJgbsle 1Jiuwlwss Jlgweduld IJigble 9l oJlzol:

1. woplu losold IUgveds osu u9bé volss IJgpsd 9ldpezpes.
2. oplu loyold Idgveds wsu pzee ldoslule soguuspol.



3. olds ou woousw NVM o uudd Loese eds ubé wolsé lUgpsd.
cobosd Idodlb gds udbe IJuolss Jeg 96 ol 131 Uy sop logile 2,J6 0,9, IPFIX.
5. ép vobousy |Jud|b &J.,s PCPE Jro&)do r¢:| I3 Jly §wQJp C)dé PJ9) |PF|X3ro| I Il
S99p wlebs wozse 2ydé 1Jpry) Ids Idoduwse.
6. cbousy lJoylb gds Splunk Jeg 96 ol 131 Il suvede I 019).
7. J DTLS:
e olds pulu gpdle AnyConnect s&§90 B Livolsé 1Jpzee.
e ol pu opdsu esh Meu" Vs pJud wg s NVM.
e olds pu wdssu IUpepe JJuioble.

N

Yo 09, IPFIX Jel 09 p9 oz s Wireshark:

N pUlebs: 1 See wouitsd DTLS wo e psd slpzet: Ssze edsd Ieuodss gds

=d ~ | Expression...
Mo, Tim Source Destination Protocol  Length  Info
16. 192.168.168.1 10.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
2 8. 192.168.108.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
3 8. 192.168.180.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
40. 192.168.160.1 16.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
50. 192.168.168.1 10.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
6 2. 192.168.186.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
7 8. 192.168.1808.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
81. 192.168.160.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
92. 192.168.108.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
16 2. 192.168.108.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
11 2. 192.168.160.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
12 8.. 192.168.1686.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
13 8. 192.168.1008.1 18.76.76.161 CFLOW 260 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
14 2. 192.168.188.1 18.76.76.161 CFLOW 269 TPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]

¢ psd AnyConnect (9256 NVM)

Jlsoe IJlodiE o oslole 1Js pzeg Iuslole sl soe busld 2ie Idwslols po odlbs
lJoolso

od Suvope) zee pdY Bless wslule NVM (NVM.Ab) W 1586 W >Jdsd
C:\7ProgramData~\Cisco\Cisco\AnyConnect Secure Mobility Client\NVM¢ 9sbs) 03l IJgwded
lJs o gpsd AnyConnect NVM Ul sy uwd 2ip Idoslole 1Us pzee Idoslole.

SN pdleboo: iede Jagdses 29 gadsle wiiso w8 9elLoy woda 1y Wotise 1Usde
lJpolzs. | J cisco AnyConnect Secure Mobility Client Administrator. IJ|_o>l, 4.9.

Il 1o ds 1Je9e98 wo (TND)


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect49/administration/guide/b_AnyConnect_Administrator_Guide_4-9/nvm.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect49/administration/guide/b_AnyConnect_Administrator_Guide_4-9/nvm.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect49/administration/guide/b_AnyConnect_Administrator_Guide_4-9/nvm.html

Bp wouvgsd 9lzoé puvegse AnyConnect 9ulds pu luol £92956 s U ds £98:98 wol. wgwes
NVM gJs TND JIJo il pos odsu udbs IJuolss sops Jivwds 09899 wol. Suvww wdsy
TND £y uozse publdd pg NVM. Uss NVM o Joso TND gluo woligldss sepd eds wuopd
Jwol>s TLS JJgbe 1U3s wp wdswe. Spdu wdgsy NVM TND B pz ) pdd wg)sd NVM.

I51'J

o Swp wd9sy NVM TND. Wy NVM sgepes eds wdasu TND Jgzss VPN IJuplbss. sgpd

TND J9z36 VPN IJopboss lgueabl 1Us Idpgdsele 1dos sop luvedoldol gy DHCP: ¢lsp
QJb|ro lu”r" |.Jroa|J (DNS)_9|,J.uro |.J|oa|._J !5| b|u§ 'abro DNS_9/i_9 Iu*’r" LJroaLJ |J&.§p |JQ;§ o
odsuol Buwsep leoul IUuivwds 09898 wol. Jel wgp VPN 1o uld TND Idpgucos 1Us
Jwol>s TLS.

olds po Loeé w9 sw TND. suos, NVM B 8b uspl U950 s Luwds 09898 wol.

~ pdlebs: 31 Il odssu TND g5y woese: BJu @90 NVM wouoss) Iduslule. gds
wosd ldeold Bl Yly Jssd odles g9lbe DNS we wdsuol gds IUgpsd: 9JIo Jp
SUp CESSU geSE e9lbp DNS IJodles Vs wdssu TND. bWJu wg§9p NVM
vouuods) Idoslule.

Gde IJ 29599 pzld pu IJ TND VPN o vdsd.
euulJdd IJuvoJs:

- oldogwes Jdlouald IJodds Idpudume: S slsel vouopsu guglu IP IUElLo
weeee duvodle 1Ugluos Iblo,ss (VPN) B ldedase "ldpuduwe souoed”. 1]
Je sJu euslu IP IJElue Cldezet 2l po IJodssu 1Jp9esd wo JJudS 1dpduve:
Owsope huwld Ideslole po 1Jglzos [Jgles.

olds po wdssu CollectionMode JJozese eds IJuiwds 1UzlJss (09898 wolés) p9e98

w0).

ol o) Io eJudle VPN.xml 9 NVM_ServiceProfile.xml p9z9>6 W IUpzdsle [Juozszo:s &p
les Idoubgsd.

ls3l wuvésd zpse ¢2ple AnyConnect.

hes Idgveds ldecoods oldslid 1Jos Jol louald wglse DNS.

IJodlb Uz e:

4 (isco NetFlow/IPFIX

Version: 10
Length: 225
Timestamp: Jan 20, 2016 16:09:31.000000000 Eastern Standard Time
FlanSequence: 256577
Observation Damain Id: 127
Set 1 [id=258]
FlowSet Id: (Data) (258)
FlouwSet Length: 209
4 Data (205 bytes), no template found
4 [Expert Info (Warn/“alformed): Data (205 bytes), no template found]

bole IJogugsue slesh IJodls, (DART) J AnyConnect
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© oo peldes zese IJuvedle ldpbdswé J NVM Lol uwbos DART. 89, DART wozese
pdVle Idwed 9ldodssy 9pl IJs 3JY.

« wwedle Windows: Jl o9z IJizsle B pJlo sles. ould 9,86 pudLods B ehuo IJizsle J
NVM o, AnyConnect.

« ublp IJouvgsd MacOS/Linux: ouoWso IJuwedle zuve NVMAGENT.
peee (s goly Linux/Docker: 1IJJJ B slzs 19 puwedJ)
Wuvd wewse acnvmeollector
loole cowse Idpepe 9ouvésd IJuolee IJouos JJoouse (Sudo Jinstal_ubuntu.sh ).
SYE o3l 'aJoi s IJ /var/log/syslog: "Acnvm.conf error: line number 17 : expected key string"

sedu lu o2 030 IJpundJs wuvww Bluods lupldss ls wuvww Bluods Bs 9uE Es)
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W uJ AcnvmCollector W.s IJuoe

o 030 IpuindJs puvdJs Bs l9u90ws (JIu sl JIJ Jsuduw). Suvd codss e Bs
oJwd acnvmcollector: /opt/acnvm/bin/acnvmcollector.

Je sJu s Idpuwegse 9ldezesssé J acnvnm eXecute J acnvmceollector.

wedle Ipzee - lso Spduus cessy ouozse lJigbles

e suwobse vuoe IJouvesd puvoss B |J ACMNVMLOG.conf oo . puwads lJouwzsd
09 wie pu IJodssu Idss sop buwlde lUs Idpzee gus woe ldogvgsd. ves lole oess) Gp
wlebs oubgsd pree ldoslole.

log4cplus.rootLogger=DEBUG, STDOUT, NvmFileAppender
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Jan 20 12:48:54 csaxena-ubuntu-splunkcollector NVMCollector: no templates
for flowset 258 for 10.150.176.167 yet

Jan 20 12:48:55 csaxena-ubuntu-splunkcollector NVMCollector:
HandleReceivedIPFIX: exporter=10.150.176.167 bytes_recvd=234 totlength=234
Jan 20 12:48:55 csaxena-ubuntu-splunkcollector NVMCollector:

> flowsetid=258 flowsetlen=218

Jan 20 12:48:55 csaxena-ubuntu-splunkcollector NVMCollector: no templates
for flowset 258 for 10.150.176.167 yet

Jsd spduus IJews) eds 18e Uluosl 1Jglue wpzee IJLGIS

JJees, eds luosl) pepe: Bp woubgsd IJle, acnvmeollector Llguegsle -v IdgJles:

peld 1:

./opt/acnvm/bin/acnvmcollector -v

peld 2:

/opt/acnvm/bin
[root@spTunk-virtual-machine bin]# ./acnvmcollector -v

lJolog:

Cisco AnyConnect Network Visibility Module Collector (version 4.10.02086 release)
Copyright (C) 2004-2021 ATl Rights Reserved.

subldJ DTLS
e 1yuwlds "Jp sop odsso DTLS" weus o DTLS Jp sop wdssuol Bbs pJb acnvm.conf,
* obo, Iyuwlds "e el 1JEhe £ LolJR" Ewsel d9u presesd pllose dJpd Ip9) Es)
PIEIPO.
9236 wedp Splunk (Jggé pedople CESA) Jl we)uo Idouslule

€ osd AnyConnect

« lguwegsp youtube.com Jluusle IJouslole. spdod lsuol Iluvog)luo 1Us £33 8dsd pu
e9loe 1Ussw.
* od spJdu Jgpsd AnyConnect hwld ldpgd9ple o) wu9e9dsd UDP 2055 |Js ¢lspe



lJpzees (wpeos o) od ould ks zolu zelsé wso gpsd AnyConnect 9¢lsp pzee
IJlooolJlet)
- eld luwedsle woulez Telnet oo zols IJgpsd Ids zob et IJloualdle.
© Bp wouvgsd Wireshark Joldss 1o 1Jg psd souwd wslule 2)ds o9, IJuslule (2055
CFLOW) |Js pzpe IJuslolo.

UPUI9Y URPSE

s 1Jozdd po lu Lowsd IJpzpe sodds 2,98 0,9, AnyConnect NVM:

C G wlole gpdss odsE Jdwslule selds pu lud wrs Ideie pu IUgpsd [Us 1Ughbe
B [Jde,6 pu 25001 |Js 2055. s gwosd Idpeld: s9s0e 03l 1die, 19J 100 2506
91)36 pu gusly IP 1Uglue wpuosWd g psd:Sudo tepdump -1 any -¢100 -nn host
10.1.110.7

o pdlebbs: e pu ldpedsple: Lze |Us Jisdisé 1o 8lb zese zie UDP
olawogsle tepdump®

- ol pu wuvgsd peee AnyConnect NVM (Glze 280 DTLS Bs 03l Idpuwaws).

©0zdd pu pJud acnvm.conf zol gu lgble IJouuwsd: edlele 1JlEoul gy
188956 1J89lLod: 90! U 3JY.

- Splunk Ul - TA - oJ wp Jgahs bgldle wslole UDP sigsle 1Jpuols, e slzos
IJpwegse lyuwspess (GUI) Splunk iy g, input.confs

- Gp wlgbsé wubgsd Splunk wew 9lgod lJpuueede > lesble > gouluo, wede
lJghe.

U'uUESJ5 UJ'L"ESE_E’
JsV spdud huwld Ideslule oo AnyConnect NVM |Js gzole pogssos

Sop luwegsle o3l IJuusobss Jeldle 1Jesyd, 1delds 1o JJbuwld 1Js 1ubeé Iowluss
pue336 (edJs uwosd lJpold: Splunk g Stealthwatch).

Jeis> pu ldpedsploc bee |Us w
lJ 9lis 06 Splunk Quickstart POV Kit ¢> s |

s ©l9p wogisw Uvol>s AnyConnect NVM DTLSS

SpJdu 1o $za0 031 1ps 8V B ltouble Iptow) ese Jl sJ9u Jssd Liolss pg 1996
P gds pepee Iduvoble.

- Windows: §p vodwse guols ldezes Vs "Juolle Windows 1Je9e9.9 wol".

- oble lJogugsd Mac OSX: [uwegse Ie pdsé 1JBsluuss Josuse IJuvolss 1Ugs,


https://unix.stackexchange.com/questions/549998/how-can-i-capture-all-the-udp-packets-using-tcpdump
https://unix.stackexchange.com/questions/549998/how-can-i-capture-all-the-udp-packets-using-tcpdump
https://unix.stackexchange.com/questions/549998/how-can-i-capture-all-the-udp-packets-using-tcpdump
https://unix.stackexchange.com/questions/549998/how-can-i-capture-all-the-udp-packets-using-tcpdump
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998

Ew) wJduwdJo |.Jfog_.9lo..§a. g___SpGJQGJ !L}‘JC"E)IP 516 wwJduwdJo |Jpg$|o§a Jlgwos)b
lJosgsue sluoldwo Jivolss 0999 wol.

- uble lJogvgsd Linux RHEL: lowg gbgle [gwvos)b IJesze 1Jpuosd 1) Idoldss
lJ¢lueo o RHEL:

1. louwg uwolyé 1dp,ze 1Jpues 8 IJs /etc/pki/ca-trust/source/links.
2. sudo update-ca-trust enable
3. sudo update-ca-trust extract

- uble lJogugsd Linux Ubuntu: loog gbgle luwes)ls poze puesd Ubuntu 1Jgs,
IJoldsoe:

1. weasd pJd .cerlJs pdud .ot Llguegsle 03l 1Jie,: openss x509 -inform PEM -in
RootCA .cer -out rootCa.crt

2. lowg pJu .crt|Js >Jsd /ust/local/share/ca-certificates.

3. 8p wousésd IJle,: sudo update-ca-certificates
lwpele pJudle, XML

gwpl cuwsde po IS IJoe)sS Ipzds: Slu luvp pdod g XML JJszré
lJoupelbss VPN IJiuuluu.___sé €8 pop. 9pE d3JIJi Sguw e9b pJu gy IUgdes gJs o0
NVM_ServiceProfile.xml. 31 oo wuuegse luwel 13 Jpdwd wg)sW 1Ugspo sOLvd NVM
s wzpst Iuslole shusldol.

ozes (AnyConnect NVM)

-~ od spdu lugile sdsd 9> cee Uz e sop ©93s) IUpddss [Us euwle IS

spdod logvle gosbldsgosd 1Us VM sl bldel 1o 1w, ulee IJouos 1ss op
oowswo Jso by Juuwe [dedudle |Jso.

- Beule IJpdwd: seole IJedw install.sh |Js o JJoudss Jgs.
c ewvlolo 1o plo:

- 1Jlo, useradd -r9lJio, -s/binfalseclodsulo Jio puwle 10206 09 zuwlu £6)
oleds Jl szess gds ddsd sssuvs.

© 9dsuw 0 U298 16 $d90 Jos pusle Es) oBleds d3Jsd sissums: 9p0
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o QJb|ro uuu&._SJ PePE! .___s&_roJ UPEPE E_J._S CentOS i_9 Ubuntu: dro| §pdo Q.JiJé_g__SJO E_Jd
RedHat Jly, RedHat suvegse wyulpz CentOS.

- spdud oeasd Idwulez IJuwos JJoswse: bl e 1Jie):

- Sew wubésd IJwulee IJouos JJoouse Jgi) 19 pe 2898 SUDO Jive

S89p Cluuble puwese 238> Suwes acnvm 9suoe JJ Jvse I >Jsd
/opt/acnvm.

S pdlebbs: Lodl pu 3 spdud lugble LLo CUBSS pELPLe JOUIS)
lJepdslo 1dpoluwed wole gds pobdoled. spdo Josl 1o, ulpee
IJouas luwedsle puvedse peodd p9z9s wldded eds IJouble 9JIJu
Sew 1o spdd 03l IJpuueésp 2898 SUDO Jovgsd IJosuswe.

- JJdeess eds luosh Idpzpe: B woubgsd o3l Idie) wluwegsle -VideJles:
Jopt/acnvm/bin/acnvmcollector -v

IUluosl 1desuos wo

0902 dlispl Lluwegsle iz luosly olpz posd) po AnyConnect. Jpjss po Idpgdsele.
bze lJs adlgble ool L2l _oé o Cisco AnyConnect Secure Mobility Client I,Jl,_o>sl, 4.x.

pedople Sl Lodo

- 1> Js p w99, |J"F,o;§J J Cisco AnyConnect Secure Mobility Client I, Jl,_osl, 4.x
- pdlzble 1l ool 12l _oé o Cisco AnyConnect Secure Mobility Client | J],_o>l, 4.x
- lbgp lJo9us 9l wule - Cisco Systems



https://www.cisco.com/c/ar_ae/support/security/anyconnect-secure-mobility-client/products-release-notes-list.html
https://www.cisco.com/c/ar_ae/support/security/anyconnect-secure-mobility-client/products-release-notes-list.html
https://www.cisco.com/c/ar_ae/support/security/anyconnect-secure-mobility-client/products-release-notes-list.html
https://www.cisco.com/c/ar_ae/support/security/anyconnect-secure-mobility-client/products-release-notes-list.html
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-dashboard-overview-and/ta-p/4275527
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-dashboard-overview-and/ta-p/4275527
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-dashboard-overview-and/ta-p/4275527
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-dashboard-overview-and/ta-p/4275527
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-dashboard-overview-and/ta-p/4275527
https://splunkbase.splunk.com/app/2992/
https://splunkbase.splunk.com/app/2992/
https://splunkbase.splunk.com/app/2992/
https://splunkbase.splunk.com/app/2992/
https://splunkbase.splunk.com/app/2992/
https://splunkbase.splunk.com/app/2992/
https://splunkbase.splunk.com/app/2992/#/documentation
https://splunkbase.splunk.com/app/2992/#/documentation
https://splunkbase.splunk.com/app/2992/#/documentation
https://splunkbase.splunk.com/app/2992/#/documentation
https://splunkbase.splunk.com/app/2992/#/documentation
https://splunkbase.splunk.com/app/2992/#/documentation
https://splunkbase.splunk.com/app/2992/#/documentation
https://www.cisco.com/c/ar_ae/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/anyconnect-secure-mobility-client/products-release-notes-list.html
https://www.cisco.com/c/ar_ae/support/security/anyconnect-secure-mobility-client/products-release-notes-list.html
https://www.cisco.com/c/ar_ae/support/security/anyconnect-secure-mobility-client/products-release-notes-list.html
https://www.cisco.com/c/ar_ae/support/security/anyconnect-secure-mobility-client/products-release-notes-list.html
https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



