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lJpzogsle
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el dole 1wl w.sé
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lJpdoule 1dpuuegspd
ouwow Idpgdsele 1Jglyo W o3l ldpuwens 1Js luesble Ido)lez Ioldse:

« wulee lzoj8 IJiely IJpesJs Cisco Adaptive Security Appliance (ASA). 1J]_o>l, 8.4

sldluosble IJigse
+ Windows 7 pg Cisco AnyConnect Secure Mobility Client. |J]_o>l, 3.1

00 1pdes00 10d Iuweape pize Ubeble ehes (CA) Jlousle:

© L) Bsluvs wpalz gl ,Bp 12 (PKCS #12) Liolss pyp) wldiguluw 64 J ASA
(AnyConnect.pfx)
* Juwol>e PKCS #12 J AnyConnect

op louble Upg_Jg,olu Ugl_po Os o3l IJpwens pu Ulao_)o 1J 092926 WS wSiS6 pgpdso gluoo.
u)lu apse I._Jlao_)o U,ouuua)po ;95 03l |Jr0u.0uu) uudgsu ,orouuga (Idquuos) Bl Jlpo

peJ9ple lumlgussd

SueWd o3l Idpwows poldl Jodssy zolj I‘Ji,algJ lJslod JJodsd (ASA) Cisco AnyConnect
Secure Mobility Client access IJ3s suwwese Idpuol> 96 1Upjd9g6 pe IJoe9ld pu woed [Juuolss.
wuwodud pguogse AnyConnect: sgo gdsy wads, Idyiolss suslole Idlgw el IUozszo
JJeuol 86 1Jluwluss sldelusss Jzuoad eJs 9,09 VPN, Jol s @30 03l 1 puuoes poldl
Jogssu Iduivobs Clpwepdle psio ldogwse lUpuwods.

lJodosy

N odlebos: owesp blo wze Lisles Jzuosd £ 0353 po g dsele 29J 1isle,
IJeuwogrpd S 03l 1USuwe. spdu S8k Jpuwetsps Cisco IJpuwzdsu Idsuesd IUs
I>9le, Cisco 9pedyple slgJss.

Jwol>é AnyConnect

Joovose gvolbs peldilud) ud)l pisgzl eds pdwd AnyConnect.pfx. 980 vodwse oJd
lJuwol>é Juolré Jugosé.

lowegse pasy Iduvolsle (certmgr.msc) JJozdd pu lJovuse:


http://tools.cisco.com/Support/CLILookup/cltSearchAction.do

"

certrmgr - [Certificates - Current User,Personal Certificates] EI@

File Action View Help

s | 7B old=H=

-_c-,ij Certificates - Current User “ || Issued T!D Issued By Expiration Date  Intended Purposes Friendly Name
o [l P'_Ersg'”a_lf_ I TAC TALC 2013-11-16 <Al =Mone>
IS prlivcales ltestl TAC 2014-03-06 Server Authenticati.. <MNone>

. [ | Trusted Root Certification

» || Enterprise Trust

. [ ] Intermediate Certification |

. [] Active Directory User Obje| =

. [ ] Trusted Publishers

» | Untrusted Certificates

» || Third-Party Root Certifica

» || Trusted People

» || Other People

| Certificate Enrcllment Rec =

1 m b 4 m P

Perzonal store contains 2 certificates.

ouvdd 1Vu,)luos: selod AnyConnect IJg g, gds iolss B pgiv puwwéses Microsoft Wl
eles Jlple Is wésslo Bs pJud og)sed AnyConnect.

oowsw ldyvelyé gds ASA

59,02 03l 1Jpeld Jsid spdo J ASA |uues,ls siolss PKCS #12 base64:

<#froot>

BSNS-ASA5580-40-1(config)# crypto ca import CA pkcsl2 123456

Enter the base 64 encoded pkcsl2.
End with the word "quit" on a line by itself:
MIIJAQIBAzCCCMcGCSqGSIb3DQEHAACCCLgEggiOMIIIsDCCBa8GCSqGSIb3DQEH

<output ommitted>

83EWMTAhMAKGBSsOAwIaBQAEFCS/WBSkrOIeT1HARHbLF1FFQvSVvBAhu0j9bTtZo
3AICCAA=
quit

INFO I nport PKCS12 operation conpleted successfully

Iuwegse Ile, show crypto ca certificates JJoz 88 po Iluos)ls:

BSNS-ASA5580-40-1(config)# show crypto ca certificates
CA Certificate
Status: Available
Certificate Serial Number: 00cf946de20d0ce6d9
Certificate Usage: General Purpose
Public Key Type: RSA (1024 bits)



Signature Algorithm: SHA1l with RSA Encryption
Issuer Name:

cn=TAC

ou=RAC

o=TAC

1=Warsaw

st=Maz

c=PL
Subject Name:

cn=TAC

ou=RAC

o=TAC

1=Warsaw

st=Maz

c=PL
Validity Date:

start date: 08:11:26 UTC Nov 16 2012

end date: 08:11:26 UTC Nov 16 2013
Associated Trustpoints: CA

Certificate

Status: Available
Certificate Serial Number: 00fe9c3d6lel3lcda9
Certificate Usage: General Purpose
Public Key Type: RSA (1024 bits)
Signature Algorithm: SHA1l with RSA Encryption
Issuer Name:

cn=TAC

ou=RAC

o=TAC

1=Warsaw

st=Maz

c=PL
Subject Name:

cn=I0S

ou=UNIT

o=TAC

T=Wa

st=Maz

c=PL
Validity Date:

start date: 12:48:31 UTC Nov 29 2012

end date: 12:48:31 UTC Nov 29 2013
Associated Trustpoints: CA

S edlelbs: woge 116 ooz LBz weLe 1910, show. lqueese "bls posze IUIElR" Jeruo
cedsd Jedoe IJley show. speds Wb Jpuuwgses Cisco ldpuwedsu 1Usuo9d 1Us bole
Cisco 9peJyple slgJss.

odosu ASA Jdeolb 86 IUlzlbss 9ldopdd po lduiolss

Suvwgde ASA 1dp o196 gldod9s o 9ldepzluwes (AAA) 90 0§86 I iolss. Idezds pu Lord
lJubolsd |Ujles. ouwegsp puol> 96 AAA $less wslule pedss.

S9uo 03l Idpeld puol> 86 9lgsé pe lJoz 8l pu Loed IJubolss.


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

<tfroot>

ip local pool POOL 10.1.1.10-10.1.1.20
username cisco password cisco

webvpn

enable outside

AnyConnect image disk0:/AnyConnect-win-3.1.01065-k9.pkg 1
AnyConnect enable

tunnel-group-1list enable

group-policy Groupl internal

group-policy Groupl attributes
vpn-tunnel-protocol ssl-client ssT-clientless
address-pools value POOL

tunnel-group RA type remote-access
tunnel-group RA general-attributes

aut henti cati on-server-group LOCAL

default-group-policy Groupl

aut hori zation-required

tunnel-group RA webvpn-attributes

aut hentication aaa certificate

group-alias RA enable

AJluols |Js o3l 1o dssu: pu Idppdo ©udsd w9s 2 «y9e999d 1Jsuosd 1Js 1dsJsd
lJg 0 (LDAP) Lluwagsle luwe [dpuwedse po 28d Uivolss pease pd luwp Idubol>s (CN). e
3JY spdu luwesh guple luolvss gobos@ol eds eduws gpd Idubeds 1UElLoo IUblo,so
(VPN). Jess> pu ldpedyple 29d 1dpuol> 96 909980 IJolss: Lze |Js ASA AnyConnect VPN
9 OpenLDAP Authorization with Custom Schema and Certificates Configuration Example.

leool

S edlebé: woge 16 poze LBz weLe 1910, show. lpuagse "bls pesze IUIElR" Jeruo
wedsd Jeez IJle) show. sedu bbb Jpwegses Cisco ldpuwzdso Idsuesd U bsle
Cisco 9peJsple slgJss.

J9sw inorderto lRoo,o o3l wuvdsd ld puwsgle pzds (Username cisco pg JJpé CiSCO). Szw i
odou Iduwol>s p9g9>6:


http://www.cisco.com/en/US/tech/tk367/technologies_configuration_example09186a0080c0c519.shtml
http://www.cisco.com/en/US/tech/tk367/technologies_configuration_example09186a0080c0c519.shtml
http://www.cisco.com/en/US/tech/tk367/technologies_configuration_example09186a0080c0c519.shtml
http://www.cisco.com/en/US/tech/tk367/technologies_configuration_example09186a0080c0c519.shtml
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

| =

Y Cisco AnyConnect | 10.48.67.153

Please enter your username and password.

Group: | RA
Lisername: Cisco
Password: ey

VPN:
Please enter your username and password.

10.48.67.153 Connect

sédo 1Jguo vpn-sessionDB oW osJ AnyConnect io, £Js |J ASA:

<tfroot>

BSNS-ASA5580-40-1(config-tunnel-general)# show vpn-sessiondb detail AnyConnect
Session Type: AnyConnect Detailed

Username
cisco

Index : 10
Assigned IP
10.1.1.10

Public IP : 10.147.24.60

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium

Encryption : RC4 AES128 Hashing : none SHAl




Bytes Tx
Pkts Tx

Pkts Tx Drop :
Group Policy :

: 20150 Bytes Rx
: 16 Pkts Rx
0 Pkts Rx Drop :

Groupl

Tunnel Group :

Login Time : 10:16:35 UTC Sat Apr 13 2013
Duration : Oh:01m:30s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 10.1
Public IP : 10.147.24.60
Encryption I none

TCP Dst Port : 443

Certificate
and user Password

Idle Time Out: 30 Minutes
Client Type : AnyConnect
Client Ver : 3.1.01065

Bytes Tx : 10075

Pkts Tx : 8

Pkts Tx Drop : O

SSL-Tunnel:
Tunnel ID : 10.2
Assigned IP : 10.1.1.10
Encryption : RC4

Encapsulation: TLSv1.0
TCP Dst Port : 443

Certificate
and user Password

Idle Time Out: 30 Minutes
Client Type : SSL VPN Client

Client Ver
Bytes Tx 5037
Pkts Tx 4

Pkts Tx Drop : O

DTLS-Tunnel:

Tunnel ID : 10.3
Assigned IP : 10.1.1.10
Encryption : AES128
Encapsulation: DTLSv1.0

UDP Dst Port : 443

Certificate
and user Password

Idle Time Out: 30 Minutes
Client Type : DTLS VPN Client
Client Ver : 3.1.01065

Bytes Tx : 0

: 25
: 19

RA

. ho

TCP Src Port :

Auth Mode

IdTle TO Left :

Bytes Rx
Pkts Rx

199
2

ne

62531

28 Minutes

: 1696

Pkts Rx Drop :

Public IP
Hashing

: 10.147.24.60
: SHAlL

TCP Src Port :

Auth Mode

IdTle TO Left :

Bytes Rx
Pkts Rx

62535

28 Minutes

: Cisco AnyConnect VPN Agent for Windows 3.1.01065

1 2235
11

Pkts Rx Drop :

Public IP
Hashing

0

: 10.147.24.60
: SHAlL

UDP Src Port :

Auth Mode

Idle TO Left :

Bytes Rx

52818

29 Minutes

1 21268



Pkts Tx : 0 Pkts Rx : 177

Pkts Tx Drop : O Pkts Rx Drop : O

NAC:
Reval Int (T): 0 Seconds Reval Left(T): 0 Seconds
SQ Int (T) : 0 Seconds EoU Age(T) : 92 Seconds
Hold Left (T): 0 Seconds Posture Token:

Redirect URL :

ouoese IJigble

N oJizbos: Lz 10 pedssle 0006 28] 1olay lewszsz God lovessle lsle, debug.

VO o3l ldpeldc Jp swp wiisu lduvolss pg gl Wb Bless Idoslule gop 1wy eds pize
e pblo@ 9luwegsp luwedsle Idpvolz IUuozse (ClientAuthentication). 9o e IJoz 99 pu
woed [Juwolys wuele:

<tfroot>

debug aaa authentication
debug aaa authorization
debug webvpn 255

debug webvpn AnyConnect 255

debug crypto ca 255

SpJdu io o890 i_9|,o_) OUOTST Uitblc lJowosdss: pod Ui,o_) debug webVPN 255, Cluvle
I pu lduwedle Bs wsisé luolz 9902¢ 2od Jus) s ASA. wpu LiIds weue cuost
s bble WebVPN JJs o9z

<tfroot>

CERT_API: Authenticate session 0x0934d687, non-blocking cb=0x00000000012cfc50
CERT API thread wakes up!

CERT_API: process msg cmd=0, session=0x0934d687

CERT_API: Async locked for session 0x0934d687

CRYPTO_PKTI:

Checking to see if an identical cert is

al ready in the database

CRYPTO_PKI: Tooking for cert in handle=0x00007ffd8b80ee90, digest=

ad 3d a2 da 83 19 e0 ee d9 b5 2a 83 5c dd e0 70 | = *\..p
CRYPTO_PKI: Cert record not found, returning E_NOT_FOUND

CRYPTO_PKTI:


http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

Cert not found in database

CRYPTO_PKI:

Looki ng for suitable trustpoints

CRYPTO_PKI: Storage context Tocked by thread CERT API
CRYPTO_PKI:

Found a suitable authenticated trustpoint CA

CRYPTO_PKI(make trustedCerts T1ist)CRYPTO_PKI:check_key_usage: ExtendedKeyUsage
OID = 1.3.6.1.5.5.7.3.1
CRYPTO_PKI:

check_key_usage: Key Usage check OK

CRYPTO_PKI:

Certificate validation: Successful, status: O

. Attempting to
retrieve revocation status if necessary
CRYPTO_PKI:Certificate validated. serial number: O0OFE9C3D61E131CDB1, subject name:
cn=testl,ou=Security,o=Cisco, 1=Krakow, st=PL,c=PL.
CRYPTO_PKI: Storage context released by thread CERT API
CRYPTO_PKI: Certificate validated without revocation check

030 0 p2l9ds IJew9) eJs preses 09Y pblu§s. Jl wops Bole> wessy uboble pz3s 9swpe
luwwedle pgpogd lJowd lJos 9ol

<tfroot>

CRYPTO_PKI: Attempting to find tunnel group for cert with serial number:
OOFE9C3D61E131CDB1, subject name: cn=testl,ou=Security,o=Cisco,l=Krakow,st=PL,
c=PL, issuer_name: cn=TAC,ou=RAC,0=TAC, 1=Warsaw,st=Maz,c=PL.

CRYPTO_PKI:

No Tunnel Group Match for peer certificate

CERT_API: Unable to find tunnel group for cert using rules (SSL)

030 05 SSL szt lgble IJgduws [Jgl06:

<{froot>

%ASA-7-725012: Device chooses cipher : RC4-SHA for the SSL session with client
outside:10.147.24.60/64435
%ASA-7-717025:

Validating certificate chain containing 1 certificate(s).



%ASA-7-717029:
Identified client certificate

within certificate chain. serial
number: OOFE9C3D61E131CDB1, subject name:

cn=test 1, ou=Security, 0=C sco, | =Kr akow,
st =PL, c=PL

%ASA-7-717030:

Found a suitable trustpoint CAto validate certificate

%ASA-6-717022:

Certificate was successfully validated

serial number:
OOFE9C3D61E131CDB1, subject name: cn=testl,ou=Security,o=Cisco,l=Krakow,st=PL,
c=PL.
%ASA-6-717028: Certificate chain was successfully validated with warning,
revocation status was not checked.
%ASA-6-725002: Device completed SSL handshake with client outside:
10.147.24.60/64435
%ASA-7-717036:

Looking for a tunnel group match based on certificate maps

for

peer certificate with serial number: OOFE9C3D61E131CDB1, subject name: ch=testl,
ou=Security,o=Cisco, 1=Krakow,st=PL,c=PL, issuer_name: cn=TAC,ou=RAC,0=TAC,
1=Warsaw, st=Maz,c=PL.
%ASA-4-717037:

Tunnel group search using certificate maps failed for peer
certificate

serial number: OOFE9C3D61E131CDB1, subject name: cn=testl,
ou=Security,o=Cisco, 1=Krakow,st=PL,c=PL, 1issuer_name: cn=TAC,ou=RAC,0=TAC,
1=Warsaw, st=Maz,c=PL.
%ASA-6-113012:

AAA user authentication Successful : |ocal database : user = cisco

%ASA-6-113009:

AAA retrieved default group policy (Goupl) for user = cisco

%ASA-6-113008: AAA transaction status ACCEPT : user = cisco
%ASA-7-734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.grouppolicy = Groupl
%ASA-7-734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.username = cisco

%ASA-7-734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.usernamel = cisco
%ASA-7-734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.username2 =

%ASA-7-734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.tunnelgroup = RA

%ASA-6-734001: DAP: User cisco, Addr 10.147.24.60, Connection AnyConnect: The



following DAP records were selected for this connection: DfltAccessPolicy
%ASA-6-113039: Group <Groupl> User <cisco> IP <10.147.24.60> AnyConnect parent
session started.

od9su ASA Jpolb 96 pjd9gé sldez 8l pu lduuolsé

o3l peld £ds 1Jpuol 86 1Ups3928: s 90 b 1dpuslb 86 IUluwlums pedsl sghe IJpuol s
IJoluss o9 LDAP. Jl s)ld 1dezdd pu wors Iduivolsé ppdul.

S9uee ol 1dpeeld odysy LDAP:

aaa-server LDAP protocol ldap

aaa-server LDAP (outside) host 10.147.24.60
Tdap-base-dn DC=test-cisco,DC=com
Tdap-scope subtree
Tdap-naming-attribute uid
Tdap-Togin-password %%
Tdap-login-dn CN=Manager,DC=test-cisco,DC=com
server-type openldap

Ospel sds luols ¢be puolb 6 elugs:

<#root>
tunnel-group RA general-attributes

aut henti cati on-server-group LOCAL
secondary-aut henti cati on-server-group LDAP

default-group-policy Groupl

aut hori zati on-required

tunnel-group RA webvpn-attributes

aut hentication aaa certificate

JI o, "authentication-server-group local' b.s IJoJsse Jive lesh 1ol os.
SpJdu luwopsle ls ¢lbe AAA T, J 'authentication-server-group.' ulJouwwé J "pze9ed £9ldp

|quo|.)k§6 |JG|Q3§6"‘ y-19) |Jro|o¢JQ !u.uoé_.ﬂp TPSE égbp AAA Cluwooule E_L)p Security Dynamics
International (SDI): 908.s o030 IJzlJs: 9> Slbd SDI 09 ¢l>e IJpol> 86 1U 58 ws-

leool



S edlebs: wogp b6 ooz lJIElz weL2 1910, show. lpueese "bls pesze IUIElR" Jeruo
wedsd etz IJle, show. spdu B ¥b Jpuueesps Cisco ldpuwedsu 1Usuesd [Js ble

Cisco 9ped9ple lgJss.

Iuo>,w inorder to 1pow)o 03l wuidsd: IJ peds 986 lgwpls (Username cisco pg JJeé cisco) g
LDAP 9,96 lgwpl> (username cisco pg JJpeé o LDAP). sgo o odsy Iduol>é £92926:

| =

'Y Cisco AnyConnect | 10.48.67.153

Please enter your username and password.

Group:

Username:
Password:

Second Username:

Second Password:

RA

Cisco

Please enter your username and password.

10,48.67.133

Connect

>¢do IJgyuo vpn-sessionDB oW osdJ AnyConnect o, eJs IJ ASA.

IJoolsz peleds Jodd 1Ugluos ldeuols$s 1izhbss. e 1Us "edase ASA e ol 86


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

ouoese IJigble

oupled ngslu uuoasz_ IJlaJolc Jeduwé WebVPN 9|quol>do Lee lJs wdasy, ASA
5 | iz bole". wbo) gpdso puolb 8o luolse

vol>o 9o

<ttroot>
%ASA-6-113012:

AAA user authentication Successful : |ocal database : user = cisco

%ASA-6-302013: Built outbound TCP connection 1936 for outside:10.147.24.60/389
(10.147.24.60/389) to identity:10.48.67.153/54437 (10.48.67.153/54437)
%ASA-6-113004:

AAA user authentication Successful : server = 10.147.24.60 :
user = cisco

%ASA-6-113009: AAA retrieved default group policy (Groupl) for user = cisco
%ASA-6-113008: AAA transaction status ACCEPT : user = cisco

SwdS wuoese leble LDAP Ul Losd spdu o wiodd pg oJd9sy LDAP:

[34] Session Start
[34] New request Session, context 0x00007ffd8d7dd828, reqType = Authentication
[34] Fiber started
[34] Creating LDAP context with uri=ldap://10.147.24.60:389
[34] Connect to LDAP server: ldap://10.147.24.60:389, status = Successful
[34] supportedLDAPVersion: value = 3
[34] Binding as Manager
[34] Performing Simple authentication for Manager to 10.147.24.60
[34] LDAP Search:
Base DN [DC=test-cisco,DC=com]
Filter [uid=cisco]
Scope = [SUBTREE]
[34] User DN = [uid=cisco,ou=People,dc=test-cisco,dc=com]
[34] Server type for 10.147.24.60 unknown - no password policy
[34] Binding as cisco
[34] Performing Simple authentication for cisco to 10.147.24.60
[34] Processing LDAP response for user cisco
[34] Authentication successful for cisco to 10.147.24.60
[34] Retrieved User Attributes:
[34] cn: value = John Smith

[34] givenName: value = John
[34] sn: value = cisco
[34] uid: value = cisco

[34] uidNumber: value = 10000

[34] gidNumber: value = 10000

[34] homeDirectory: value = /home/cisco
[34] mail: value = name@dev.local



[34] objectClass: value = top

[34] objectClass: value = posixAccount

[34] objectClass: value = shadowAccount

[34] objectClass: value = inetOrgPerson

[34] objectClass: value = organizationalPerson
[34] objectClass: value = person

[34] objectClass: value = CiscoPerson

[34] ToginShell: value = /bin/bash

[34] userPassword: value = {SSHA}pndf5sfjscTPuyrhL+/QUqhK+i1lUCUTy
[34] Fiber exit Tx=315 bytes Rx=911 bytes, status=1

[34] Session End

oJ9s0 ASA Jp ol §6 5926 90ELiSE puvw 98

Pu IJppdu wessu 2d9d uielss pesus Jluwe Idpuveede Idpuveesp Idpuweere Jdpuolb 9o
Jlwluwsé sldelyess:

<{froot>

usernane testl password cisco

tunnel-group RA general-attributes

aut henti cati on-server-group LOCAL

secondary-aut henti cati on-server-group LDAP
default-group-policy Groupl

authorization-required

usernane-fromcertificate CN

secondary-usernane-fromcertificate QU

tunnel-group RA webvpn-attributes
authentication aaa certificate

pre-fill-usernanme ssl-client

secondary-pre-fill-usernanme ssl-client

group-alias RA enable

Vs o3l IJplde suwegse IJgpsd IJuiolss: cn=test1.ou=security.o=cisco.l=krakow.st=pl.c=pl.

Jouwes Jdeuob$s IJiulumss: sop 183 luve Idpuuctse po CN: 9dosl Iduvow wp logble
IJpumeesp lppds 'test'.



wlJouuvwd .J.J,ouob&éé lJolugss sop i'a') lowe lJpuwwese pu 1Ugess [Joubspss (OU 9Josl
ldoveow wp logble "lpld" IJpuwese eds ¢lbe LDAP.

pu Idppdu lsgol Byuo luwepsle I8le) Idogwiss IJpuwa$s eds AnyConnect Jode | up
IJpuwese IUlwlgus sldeluss puvodl.

B prsobss IJelde 109les: sI90 b 1deuol 86 Idiuwlums €136 ¢le AD Iy LDAP. Lsuel
SY9u gbp ldpuob 96 IJelygs o9 ¢lbe Rivest g Shamir 9 Adelman (RSA) 1Uss suwwgsp Jdele
P90 1) Idppss. O o3l Iduusobss: sew eds ldpuwesrp ©99s) wslule lgwpls AD/ILDAP
(IJos sede ldpuwese wol) 99Jps £)9) 5 RSA (IJes spoddol IJpuweiap) 9 uol>s (eds
lJzoly IU3s swp luwegalpeo).

ltooh

Jizb lvo Jl spdod ogss) luve dpuwogse IJiuvluws 19 1Jeloss Jive peol puwodl po 2dds
CN 5 OU JJiolsé:



'Y Cisco AnyConnect | 10.48.67.153 (23]

Please enter your username and password,

Group: | RA - |
[Isermarnme: testl
Password: |
Secand [sernanme; security

Second Password:

Please enter your username and password,

10.43.67.153 Connect

cuoese Iigble

S9uoe 03l ldpeld bdo lJogusé Idpuweo 96 1Uds wp Lhuwldo |Js AnyConnect:

%ASA-7-113028: Extraction of username from VPN client certificate has been
requested. [Request 5]

%ASA-7-113028: Extraction of username from VPN client certificate has started.
[Request 5]

%ASA-7-113028: Extraction of username from VPN client certificate has finished
successfully. [Request 5]

%ASA-7-113028: Extraction of username from VPN client certificate has completed.



[Request 5]

%ASA-7-113028: Extraction of username from VPN client certificate has been
requested. [Request 6]

%ASA-7-113028: Extraction of username from VPN client certificate has started.
[Request 6]

%ASA-7-113028: Extraction of username from VPN client certificate has finished
successfully. [Request 6]

%ASA-7-113028: Extraction of username from VPN client certificate has completed.
[Request 6]

oul wus 1o 1dpuob§s cuweese luvple IJpuvatspso IJuoeses:

<{froot>
%ASA-6-113012:

AAA user authentication Successful : |ocal database : user = testl

%ASA-6-302013: Built outbound TCP connection 2137 for outside:10.147.24.60/389
(10.147.24.60/389) to identity:10.48.67.153/46606 (10.48.67.153/46606)
%ASA-6-113004:

AAA user authentication Successful : server = 10.147.24.60
user = Security

wd9su ASA Jp ol 86 pj39ed sugbsl Juoble

pu IJppdu kol cessu uoble gosd 2338 IJs pzesele ludls pesws: Jpl 09 p9 oz Bis o3l
ol J:

crypto ca certificate map CERT-MAP 10
issuer-name co tac

webvpn
certificate-group-map CERT-MAP 10 RA

wodo IUb,s586: sup wessU zpse uboble ldpuwere 1Jesdes pu Swd TAC (pd) IJpywless
lJoduso (TAC) CA oy Cisco |Js pzesgd ud8 wlywpe 'RA!

% pdlzbo: wp wdysy wessu lJuvel>se J SSL wuvdd pgodud su wessu Iduiels J IPsec.
lJouwws J IPsec swp wdysuo wluwedsle 99les 'tunnel-group-map' Ws 9 og IJodosy
lJele. olduuwes J SSLe swp wdysuo wluwwgsle 'certificate-group-map' jopo 9,08
od9su WebVPN.

!EiJHJU



Jlzb 1u0 wpzyd wpdso wesso IJuvolbé. Ju weolz Jigosh pzeses lJodd wes IJlu:

'Y Cisco AnyConnect | 10.48.67.153 (=53

Please enter yvour username and password,

sermane: testl
Password: |
Second Usernanme: security

Second Password:

[ QK ] | Cancel |

@Ciscu AnyConnect Secure Mobility Client o | @ | |

Please enter your username and password.

10.48.67.153 Connect

cuoese Iigble

WO o3l ldpelde owpr Blesxs vessu lduvelxs Lldgey) eds pzeso lJuwdd:

<{froot>

%ASA-7-717036:

Looki ng for a tunnel group match based on certificate maps

for
peer certificate with serial number: OOFE9C3D61E131CDB1l, subject name: cn=testl,
ou=Security,o=Cisco, 1=Krakow, st=PL,c=PL, issuer_name: cn=TAC,ou=RAC,0=TAC,



1=Warsaw, st=Maz,c=PL.
%ASA-7-717038:

Tunnel group match found. Tunnel G oup: RA

, Peer certificate:
serial number: OOFE9C3D61E131CDB1, subject name: cn=testl,ou=Security,o=Cisco,
1=Krakow, st=PL,c=PL, issuer_name: cnh=TAC,ou=RAC,o=TAC,1=Warsaw,st=Maz,c=PL.

lweduuld IJlgble gl oJlzol
$98, 03l lJduwp ped9ple spdod luuaogslpol Jlguaduldd igble IJodssy sluadlzol.
lJuwolsé IJuoldzs &) 092926

s blJs uwolss Loldzé po Windows7. swes, eds AnyConnect Ig &9, s ls voble LolJes:

Cisco AnyConnect

l;-. Certificate Validation Failure

DK

F

@'Ciscuﬁmyiunnect Secure Mobility Client | = || (=] || &3 |

Mo valid certificates available for authentication.

10.48.67.153 Connect

eJs IJ ASA: sus9 1o IJeduwé luese pu Bud IJgpsd (reset-i):

<ttroot>



%ASA-6-302013:

Built inbound TCP connection 2489 for outside:10.147.24.60/52838

(10.147.24.60/52838) to identity:10.48.67.153/443 (10.48.67.153/443)

%ASA-6-725001:
TLSv1l session.
%ASA-7-725010:
%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725008:
cipher(s).

%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725012:

outside:10.147.

%ASA-6-302014:

Starting SSL handshake with client outside:10.147.24.60/52838 for

Device supports the following 4 cipher(s).

Cipher[1] : RC4-SHA

Cipher[2] : AES128-SHA

Cipher[3] : AES256-SHA

Cipher[4] : DES-CBC3-SHA

SSL client outside:10.147.24.60/52838 proposes the following 8
Cipher[1] : AES128-SHA

Cipher[2] : AES256-SHA

Cipher[3] : RC4-SHA

Cipher[4] : DES-CBC3-SHA
Cipher[5] : DHE-DSS-AES128-SHA
Cipher[6] : DHE-DSS-AES256-SHA
Cipher[7] : EDH-DSS-DES-CBC3-SHA
Cipher[8] : RC4-MD5

Device chooses cipher : RC4-SHA for the SSL session with client

24.60/52838

Teardown TCP connection 2489 for outside: 10.147. 24.60/52838 to
identity: 10.48.67.153/443 duration 0:00:00 bytes 1448 TCP Reset-|

pedyple dlo LoJs
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