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Profiles File folder 8/14/2025 4:55 PM

Setup File folder B8/14/2025 4:56 PM
ﬂ!‘ cisco-secure-client-win-2.9.0-thou... Windows Installer Package 10,172KBE No 1M,204KE  10% 8/14/2025 4:04 PM
ﬂ cisco-secure-client-win-5.1.11.388-... Windows Installer Package 19,886 KB Mo 22,535KB  12% 8/14/2025 4:47 PM
9 cisco-secure-client-win-5.1.11.388-... Windows Installer Package 5404KB No 6956 KB 23% 8/14/2025 4:48 PM
ﬂ cisco-secure-client-win-5.1.11.388-.. Windows Installer Package 3470KB No 4738KB 2T% 8/14/2025 4:31 PM
ﬂl cisco-secure-client-win-5.1.11.388-... Windows Installer Package 5289KB No T136KB 26% 8/14/2025 4:28 PM
ﬂ cisco-secure-client-win-5.1.11.388-... Windows Installer Package 22159KB Mo 24112KB 9% 8/14/2025 4:42 PM
ﬁ cisco-secure-client-win-5.1.11.388-.. Windows Installer Package 3245TKB No 3M035KB 5% 8/14/2025 4:27 PM
i" cisco-secure-client-win-3.1.11.388-... Windows Installer Package 2080KB Mo 3082KB 33% 8/14/2025 4:49 PM
iy cisco-secure-client-win-5.1,11.388-... Windows Installer Package 3955KE Mo 5287TKB 26% 8/14/2025 4:39 PM
ﬂ!‘ cisco-secure-client-win-3.1.11.214..  Windows Installer Package 26,383 KB No 31,876KB  18% 8/14/2025 4:04 PM
[ Setup Application 375KB No 1,01TKB 63% 8/14/2025 4:32 PM
[ setup HTML Application 5KB No 23KB 82% 8/14/2025 4:09 PM
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Select the Cisco Secure Client 5.1.11.388 modules you wish
to mnstall:

Core & AnyConnect VPN
Start Before Login
Network Access Manager
Secure Firewall Posture
Network Visibility Module
Umbrella
ISE Posture
ThousandEvyes
Zero Tst Access
Select All

Magnostic And Reporting Tool

m Lock Down Component Services

Bbls covse IJgpsd IJlpws

lody eds wovse Ideuluo) 1Upease.

lJglogs 4. sdjp lebo lJogvgsd wed ldoswse. lud) W99 p9lv g _9ig> ouvgsd lJgol).




Cisco Secure Client Install Selector X

You must reboot your system for the installed changes to take effect.
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#¥ Cisco Secure Client Profile Editor Setup x

Welcome to the Cisco Secure
Client Profile Editor Setup
Wizard

The Setup Wizard will install Csco Secure Chent Profie Editor
on your computer, Chck Next” to continue or "Cancel” to
exit the Setup Wizard,

Cocisd [het> ] | cancd |

wae el pzoy pdddle IJog s

IJe98 3. luweop b IJlesls 1Jup9des 98 votwse ez pd wersd NAM.



‘ﬂ Cisco Secure Clhent Profile Editor Setup

Choose Setup Type
Choose the setup type that best suits your needs

Typical
most users.

Custom

-.f

S@ Abyws users to choose which program features wil be nstaled
and where they wil be nstalled, Recommended for advanced
L.

# Complete
ﬁﬂg Al program features will be installed, (Regquires most disk
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Advanced Instaler
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MNetworks
Profile: Untitled

Certificate Trusted Server Rules

Certficate Feld Match Vale
Common Mame e ends wath w | ool
Resgror it
Certrficate Trusted Authonity

() Trust any Root Certificate Authority (CA) bnstalled on the OF
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Belnctungs Ticesnibty
Unprotected [dentty Pattem: Pt B S

Prosected [denhty Pattern: hest/fumername]

Machine Credenbals
() Lise Machine Credentisls

() Use Stale Credensaly

P ETer T

) [Comai

wslole lewels p2)y pJB g )sd NAM

IUg9s 7. Sp wodssu Suwe puob 6 IJpuucise.

« 233 EAP-TTLS opu luwlJse EAP.

« oo by olgdss. g luwesle by EAP 9235 EAP-MSCHAPY2.

* lud) W9 Next (IJels).



MNetworks
Profile: Untitled

EAP Methods
() EAp DS (") EAP-TLS
() EAP-MECHAPY2 (®) EAR-TTLS
() Eap-GTC () PEAP
() EAPFAST
[_] Extersd user connection beyond log off
EAP-TTLS Settngs
f] Valdate Server Identay
[] Erable Fast Reconnext
Bwir Mo
() e EAP Methads
] Ear#s
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& Cisco Secure Clent Profile Editor - Metwork Access Manager

File| Help
Fiew

Open...
S

Save As.
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IJole Iduwlog: cdaso AAA eds 1dpzsd

C9300-1#sh run aaa
|
aaa authentication dotlx default group Tabgroup
aaa authorization network default group Tabgroup
aaa accounting dotlx default start-stop group labgroup
aaa accounting update newinfo periodic 2880
|
!
!
|
aaa server radius dynamic-author
client 10.76.112.135 server-key cisco
!
!
radius server Tlabserver
address ipv4 10.76.112.135 auth-port 1812 acct-port 1813
key cisco
!
|
aaa group server radius Tabgroup

server name labserver
1

-] E:g,




|
|

!

aaa new-model

aaa session-id common
|

|

C9300-1(config)#dotlx system-auth-control

edlelbs: Jl sbo, |Jiro_) dot1x system-auth-control W.s g,z show running-config. sJJuo
pody Jopdso 802.1X wyivdd gle.
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C9300-1(config)#do sh run int gigl/0/44
Building configuration...

Current configuration : 242 bytes
|

interface GigabitEthernetl/0/44
switchport access vlan 96
switchport mode access
device-tracking

authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
authentication host-mode multi-auth
authentication periodic

mab
dotlx pae authenticator
end
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51 ) EAP-TTLS-lab
14 Context Visibilit Oefaub Drvice .
L Network Devices

Device Security Settings

'}\ Operations

MName EAR-TTLS-lab
l Palicy
Description
& Administration
i Work Centers
IP Address . " IP: 10.127.196.56 /| 32 &
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J|  Bookmarks Metwork Devices Network Device Groups Metwork Device Profiles External RADIUS Servers More

8% Dpashboard e B -~ RADIUS Authentication Settings

1 Default Device

» Context Visibility RADIUS UDP Settings
Device Security Settings
9. Operations Protocal RADIUS
1 Policy Shared Secrat Show
4 Administration [CJ use Second Shared Secret (0
Al Work Centers Second Shared
Secret Show
7! Interactive Features CoA Port 1700 Set To Default
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Identity Source Sequence

Identity Source Sequence

EAP_TTLS
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P0|iC'!l" Sets Reset Policyset Hitcounts
Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View
)
{2
) Wired_802.1X
(] EAP-TTLS OR ! K 0 {L} »

Wireless_802.1X

Pz P9E6 woz EAP-TTLS

Sp vlugvle usluws IJpuolb s J dotlx slgw, cuwduwd pues) 1Je9ss 1dds we lugblge B
IUg o9 4.

~ Authentication Policy(2)

Status Rule Name Conditions Use Hits

Q

Wired_B02.1X

() Dot1x OR i
[F]  Wwireless_802.1X » QOptions

S Default ) 0
#  QOptions

wslwé puols 86 EAP-TTLS
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v Authorization Policy(3)

@

@
) L]

o User Authentication AND
o
5]
]

Machine
AND
° Authentication

a

woz wg9sd dotlx

(+) Status Rule Name Conditions Profiles

Results

Security Groups

MNetwoark Access-EapTunnel
EQUALS EAP-TTLS

Network
Access-EapAuthentication
EQUALS EAP-MSCHAPWZ

wvarshaah=-ad-ExternalGroups
EQUALS
varshaah.local /Bulltin/Users

Network Access-EapTunnel
EQUALS EAP-TTLS

Network
Access-EapAuthentication
EQUALS EAP-MSCHAPW2 PermitAccess

varshaah-ad-ExternalGroups
EQUALS
warshaah.local/Users/Domain
Computers

lJozdd pu lduoes

Hits Actions

Spdud lehé wuvgsd zol; Windows 10 Iy spdud wuwesd 1Jéioz Cp ouvesd 1U>gd. gus
&ue uuluvs ouwzsd 1Usged [Js Windows: swpe wuvgsd puolb 96 1Jgol).

Time Status Datalls Repeat .. Identity Endpoint ID Endpoint Profile  Authentication Policy Authorization Policy
w Idontity Endpaint I Endpeint Profity Authentication Policy Autharization Palicy

Sep 23, ... L] a 0 host/DESKTOP-OSCE4P3 B4:96:91: 26E9: AL Inted-Device EAP-TTLS »>> Dotix

Sep 23, . a8 a host/DESKTOP-QSCE4P3 B4:96:91:26E9:AB Intel=Device EAP=TTLS »» Dotlx

puob$6 zolj Idwed IJuusblb

EAR-TTLS >> Machine Authentication

EAP-TTLS »» Machine Authantication

Authorization Profiles

Authorization Profiles

PermitAccess

ParmitAccess
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Cisco Secure Client | EAP-TTLS

Please enter your username and password for the

network: EAP-TTLS
Username: labuser
Password: St
Show Password

[ o< ]| conce
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9 Cisco Secure Client — X

ﬁ AnyConnect VPN:

p Ready to connect.
<

[ASA (IPsec) IPv4

Network:
Connected (10.127.196.57)

@

EAP-TTLS

— e

* MO -y

louold EAP-TTLS

5 Reset Repeat Counts (T Export To Filter &

Time Status Details Repea... Identity Endpoint ID Endpoint Profile Authentication Policy Authorization Policy Authorization Profiles
x R Identity Endpoint 1D Endpoint Profile Authentication Policy Authorization Policy Autharization Profiles

Sep 23, ... . a o labuser B4:96:01:26:ED:AB Intel-Device EAP-TTLS »> Dat1x EAP-TTLS »» User Authentication PermitAccess

Sep 23, .. ] a labuser B4:96:91:26:E0:AB Intal=Devies EAP=TTLS »> Dat1x EAP=TTLS »» Usar Authertication PermitAceess

P96 puwetse IJuwed IJouiulb
cedsd uwedle ISE RADIUS Live
S9uoe 03l ldouwe beldle ywed RADIUS 1Jeoluu, Jpuolb 86 1Jzols sldeuvese [Julees.

euolb 9o 1Jgol)

11001 Received RADIUS Access-Request 11017 RADIUS created anew session ... ... 11507 Extracted EAP-Response/Identity 12983
Prepared EAP-Request proposing EAP-TTL Swith challenge.... ... 12978 Extracted EAP-Response containing EAP-TTL S challenge-
response and accepting EAP-TTL S as negotiated 12800 Extracted first TLS record; TL S handshake started 12805 Extracted TLS ClientHello
message 12806 Prepared TL S ServerHello message 12807 Prepared TL S Certificate message 12808 Prepared TL S ServerK eyExchange message
12810 Prepared TL S ServerDone message ... ... 12803 Extracted TL S ChangeCipherSpec message 12804 Extracted TL S Finished message
12801 Prepared TL S ChangeCipherSpec message 12802 Prepared TL'S Finished message 12816 TL S handshake succeeded ... ... 11806



Prepared EAP-Request for inner method proposing EAP-M SCHAP with challenge 12985 Prepared EA P-Request with another EAP-TTLS
challenge 11006 Returned RADIUS Access-Challenge 11001 Received RADIUS Access-Request ... ... 12971 Extracted EAP-Response
containing EAP-TTLS challenge-response 11808 Extracted EAP-Response containing EAP-M SCHAP challenge-response for inner
method and accepting EAP-M SCHAP as negotiated ... ... 24431 Authenticating machine against Active Directory - varshaah-ad 24325
Resolving identity - host/DESK TOP-QSCE4P3 ... ... 24343 RPC Logon reguest succeeded - DESK TOP-QSCE4P3$@varshaah.local 24470

M achine authentication against Active Directory is successful - var shaah-ad 22037 Authentication Passed ... ... 12971 Extracted EAP-
Response containing EAP-TTLS challenge-response 11810 Extracted EAP-Response for inner method containing M SCHAP challenge-response
11814 Inner EAP-M SCHAP authentication succeeded 11519 Prepared EAP-Success for inner EAP method 12975 EAP-TTL S authentication
succeeded ... ... 15036 Evaluating Authorization Policy 24209 Looking up Endpoint in Internal Endpoints IDStore - host/DESK TOP-QSCE4P3
24211 Found Endpoint in Internal Endpoints IDStore 15048 Queried PIP - Network Access.Device P Address 15048 Queried PIP - Network
Access.EapTunnel 15016 Selected Authorization Profile - PermitAccess... ... 11002 Returned RADIUS Access-Accept

P96 IJpuueiop

11001 Received RADIUS Access-Request 11017 RADIUS created a new session ... ... 11507 Extracted EAP-Response/ldentity 12983
Prepared EAP-Request proposing EAP-TTL Swith challenge.... ... 12978 Extracted EAP-Response containing EAP-TTL S challenge-
response and accepting EAP-TTL S as negotiated 12800 Extracted first TLS record; TL S handshake started 12805 Extracted TLS ClientHello
message 12806 Prepared TL S ServerHello message 12807 Prepared TL S Certificate message 12808 Prepared TL S ServerK eyExchange message
12810 Prepared TLS ServerDone message ... ... 12812 Extracted TL S ClientK eyExchange message 12803 Extracted TL S ChangeCipherSpec
message 12804 Extracted TL S Finished message 12801 Prepared TL S ChangeCipherSpec message 12802 Prepared TL S Finished message
12816 TL S handshake succeeded ... ... 11806 Prepared EAP-Request for inner method proposing EAP-M SCHAP with challenge 12985
Prepared EAP-Request with another EAP-TTLS challenge 11006 Returned RADIUS Access-Challenge 11001 Received RADIUS Access-
Request ... ... 12971 Extracted EAP-Response containing EAP-TTLS challenge-response 11808 Extracted EAP-Response containing EAP-
MSCHAP challenge-response for inner method and accepting EAP-M SCHAP as negotiated ... ... 24430 Authenticating user against Active
Directory - varshaah-ad 24325 Resolving identity - labuser@varshaah.locdl ... ... 24343 RPC Logon request succeeded - |abuser@varshaah.local
24402 User authentication against Active Directory succeeded - var shaah-ad 22037 Authentication Passed ... ... 12971 Extracted EAP-
Response containing EAP-TTLS challenge-response 11810 Extracted EAP-Response for inner method containing M SCHAP challenge-response
11814 Inner EAP-M SCHAP authentication succeeded 11519 Prepared EAP-Success for inner EAP method 12975 EAP-TTL S authentication
succeeded ... ... 15036 Evaluating Authorization Policy 24209 Looking up Endpoint in Internal Endpoints IDStore - labuser 24211 Found
Endpoint in Internal Endpoints IDStore 15048 Queried PIP - Network Access.Device |P Address 15048 Queried PIP - Network
Access.EapTunnel 15016 Selected Authorization Profile - PermitAccess.... ... 11002 Returned RADIUS Access-A ccept
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puolb 96 1Jgol)

2160: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.696 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11812][comp=SAE]:

80



Suvodod IUgpsd 2506 EAP-TTLS o0 29 1o Jé: 950l 2duwé EAP-TTLS. 630 o5 0§bs
lJoslse Jud g puol>§o 1Jzol).

2171: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.696 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11812][comp=SAE]: EA
2172: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.696 +0900: %csc_nam-6-INFO_MSG: %[tid=11812] [comp=SAE]: CER
2173: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.696 +0900: %csc_nam-6-INFO_MSG: %[tid=11812] [comp=SAE]: CER

Swdds Idgpsd Hello gds [Ughp po ISE 9wl B lJoz8l pu uwolss [Jghe
(CN=varshaah.varshaah.local). swe lJewy) eds [Juvolss Vs pgiu 96 1Jgpsd 9luoldwol
Jdoedd pu lJuogs.

2222: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.696 +0900: %csc_nam-6-INFO_MSG: %[tid=11768]: Validating th
2223: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.696 +0900: %csc_nam-6-INFO_MSG: %[tid=11768]: Server certif

op ozl pu woes ol 1Ughe wugle: 93JY JIYeld logile o9 TLS.

2563: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.789 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11768]: Network EAP-
2564: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.789 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11812] [comp=SAE]: NE
2565: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.789 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11768]: Network EAP-

suvsy IJgpsd Ids er95 1dpuolb$s. we ldgle b, IUglzos. slocdldle zobs IJelds IUslgdss s
USER_T_NOT_DISCONNECTED. sl suivesy 1Jss 1o [Jzols spdoo IUTo wansy 236 o9,
lJoslule.

2609: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.821 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11768]: Network EAP-
2610: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.821 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11824][comp=SAE]: NE
2611: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.821 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11768]: Network EAP-
2612: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.821 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11824][comp=SAE]: NE
2613: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.821 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11768]: Network EAP-
2614: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.821 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11824][comp=SAE]: NE
2615: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.821 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11768]: Network EAP-

olbs) IJpesd puedd edsol 9gpdslo luwgld NAM AccessStateMachine |Js
ACCESS_AUTHENTICATED. 903l s8> o 1Jzols @3 1dpd IJp ol 96 wuele 9dss0 20 1U9u09J
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100: DESKTOP-QSCE4P3: Sep 25 2025 14:01:26.669 +0900: %csc_nam-7-DEBUG_MSG: %[tid=9664]: Network EAP-TT

sl gpsd NAM ¢ oJis6 louold EAP-TTLS.

195: DESKTOP-QSCE4P3: Sep 25 2025 15:09:11.780 +0900: %csc_nam-7-DEBUG_MSG: %[tid=3252]: Binding adapte
198: DESKTOP-QSCE4P3: Sep 25 2025 15:09:11.780 +0900: %csc_nam-7-DEBUG_MSG: %[tid=3252]: Network EAP-TT

<ol NAM 1dpolsis IJBgds wuvwds EAP-TTLS souodd JJs 2lJs ACCESS_ATTACH. pddss
o 1dp2od zlos Jdpuolsds.

204: DESKTOP-QSCE4P3: Sep 25 2025 15:09:11.780 +0900: %csc_nam-7-DEBUG_MSG: %[tid=3252]: Network EAP-TT
247: DESKTOP-QSCE4P3: Sep 25 2025 15:09:11.780 +0900: %csc_nam-7-DEBUG_MSG: %[tid=3680] [comp=SAE]: STAT

cpdsle luedld Idgpsd pu 1dpy9d IJs IJoysosd: wael po oulbd 802.1X.

291: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.388 +0900: %csc_nam-7-DEBUG_MSG: %[tid=6644] [comp=SAE]: 8021

Syuwd IJgpsd EAPOL-Start Jovgsd gpdsé 1Jpolb96.

331: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.435 +0900: %csc_nam-7-DEBUG_MSG: %[tid=6644][comp=SAE]: PORT
332: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.435 +0900: %csc_nam-7-DEBUG_MSG: %[tid=6644][comp=SAE]: 8021
340: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.435 +0900: %csc_nam-7-DEBUG_MSG: %[tid=6644][comp=SAE]: EAP

Sbdo lJpzed 0956 9suwees Idgpsd s wo9ss ghzss.

402: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.685 +0900: %csc_nam-7-DEBUG_MSG: %[tid=9580]: EAP-CB: creden
422: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.685 +0900: %csc_nam-7-DEBUG_MSG: %[tid=6088]: EAP: processin
460: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.685 +0900: %csc_nam-7-DEBUG_MSG: %[tid=6088]: EAP: credentia

NAM s wd 1Jogss 1Ughzss. wuvdd lWo)luos: sY9u 03l pgogd: ppl SUvS) IUs ig Exchange
Jeuob 6 Ipyueise 9dsuw IJzel).

488: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.497 +0900: %csc_nam-6-INFO_MSG: %[tid=6088]: EAP: EAP sugges
489: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.497 +0900: %csc_nam-6-INFO_MSG: %[tid=6088]: EAP: EAP reques
490: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.497 +0900: %csc_nam-7-DEBUG_MSG: %[tid=6088]: EAP: EAP metho



491: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.497 +0900: %csc_nam-7-DEBUG_MSG: %[tid=6088]: EAP: credentia

S910 8 JJ pu IJgpsd 9lJehbp eds luvwgsle EAP-TTLS Jb,s 80 ¢lhzse.

660: DESKTOP-QSCE4P3: Sep 25 2025 14:01:27.185 +0900: %csc_nam-7-DEBUG_MSG: %[tid=8296] [comp=SAE]: EAP
661: DESKTOP-QSCE4P3: Sep 25 2025 14:01:27.185 +0900: %csc_nam-7-DEBUG_MSG: %[tid=8296] [comp=SAE]: EAP

Souwd IJg psd Client Hello 95 wede Server Hello. 9lJss sous e iolss ISE.

706: DESKTOP-QSCE4P3: Sep 25 2025 13:04:31.967 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932] [comp=SAE]: 802
717: DESKTOP-QSCE4P3: Sep 25 2025 13:04:31.967 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932] [comp=SAE]: EAP
718: DESKTOP-QSCE4P3: Sep 25 2025 13:04:31.967 +0900: %csc_nam-6-INFO_MSG: %[tid=11932] [comp=SAE]: CERT
719: DESKTOP-QSCE4P3: Sep 25 2025 13:04:31.983 +0900: %csc_nam-6-INFO_MSG: %[tid=11932] [comp=SAE]: CERT
726: DESKTOP-QSCE4P3: Sep 25 2025 13:04:31.983 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932] [comp=SAE]: EAP

op oddSpe Jvols 1Jghbe. s@9p IUgpsd wldouze gu cn varshaah.varshaah.local. gloe e g0
oblod9ldez 8y pu wozs Iduields. se9 9w wldss IJleuold psdol leule 1oz dd pu Jioldo
X.509.

729: DESKTOP-QSCE4P3: Sep 25 2025 13:04:31.983 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932][comp=SAE]: EAP
730: DESKTOP-QSCE4P3: Sep 25 2025 13:04:31.983 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11916] [comp=SAE]: EAP
1110: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.044 +0900: %csc_nam-7-DEBUG_MSG: %[tid=9644]: Auth[EAP-TTLS
1111: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.044 +0900: %csc_nam-7-DEBUG_MSG: %[tid=9644]: Auth[EAP-TTLS

op logile oy, obdo NAM IJIG 1Jo9ss [dpzpess soslule Idlgeels 9o o0l JJpuold §6
|12 Jsé.

1527: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.169 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11916][comp=SAE]: EA
1528: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.169 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11916][comp=SAE]: EA
1573: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.184 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932][comp=SAE]: EA
1574: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.184 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932][comp=SAE]: EA
1575: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.184 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932][comp=SAE]: EA

1o od oldss louold TLS. wp lugile 0dd Tew 1J1u JJpuols$6 1UslgJss.

1616: DESKTOP-QSCE4P3: Sep 25 2025 14:01:46.262 +0900: %csc_nam-6-INFO_MSG: %[tid=9664]: Protected iden
1620: DESKTOP-QSCE4P3: Sep 25 2025 14:01:46.262 +0900: %csc_nam-7-DEBUG_MSG: %[tid=9664]: Auth[EAP-TTLS
1689: DESKTOP-QSCE4P3: Sep 25 2025 14:01:46.277 +0900: %csc_nam-7-DEBUG_MSG: %[tid=9664]: Auth[EAP-TTLS



sop buwld 1Jegse 1dpzess (Iuwe IJpuwegsp) 98wsdel pu Swd ISE.

1708: DESKTOP-QSCE4P3: Sep 25 2025 14:01:46.277 +0900: %csc_nam-7-DEBUG_MSG: %[tid=9456] [comp=SAE]: EAP
1738: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.758 +0900: %csc_nam-6-INFO_MSG: %[tid=11768]: Protected pas
1741: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.200 +0900: %csc_nam-7-DEBUG_MSG: %[tid=9644]: Auth[EAP-TTLS

sbod ISE JJpé 1Upss). couwd NAM Jdpes 1de,9, 1Upeess slgd ud@ TLS.

1851: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.262 +0900: %csc_nam-7-DEBUG_MSG: %[tid=9644]: Auth[EAP-TTLS
1852: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.262 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932][comp=SAE]: ST
1853: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.262 +0900: %csc_nam-7-DEBUG_MSG: %[tid=9644]: Auth[EAP-TTLS
1854: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.262 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932][comp=SAE]: ST
1855: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.262 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932][comp=SAE]: ST

S0283 ISE 00 Lozs JJeé 19, 95w EAP-SUCCESS. sluodldle NAM [Js puosd
gdsol. gu> 030 IJugbé: wIdou puob s IJpuwere pdupds sswp ldywele Jdepsd wlUsuesd
Js Idgvede.
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lJeeod 9 Cisco ISE. szo wrese lduvedle pu lUpdsole IUeJles zpseol: 1IUg psd IJleo (NAM)
9Cisco ISE gldpe9d.

wedle 1dgpsd [Jleo (NAM)
1. 86 vopdsu oywesd 1U>e9d IJpguwe INAM 0 bysé lovle oo lJgbgle.

2. 8p wlgbo luclz Idpuvdds. Bl dp subowd wavosd Iduveds: BEpe vogvesd luadlz
lJvods s Secure Client.

3. wzpse 23pd DART Ul wegsle 116 IJogugsue slesh 1Jodhs, (DART).

wedlw ISE ey Cisco

Bp wopdsu gpdsle wuoese IJigble 030 gJs ISE JlJodlb odlele 1p ol 86 9ldsJsd:
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https://www.cisco.com/c/ar_ae/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html#toc-hId--1588749281
https://www.cisco.com/c/ar_ae/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html#toc-hId--902319264
https://www.cisco.com/c/ar_ae/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html#toc-hId--902319264
https://www.cisco.com/c/ar_ae/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html#toc-hId--1981776291
https://www.cisco.com/c/ar_ae/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html#toc-hId--1981776291

wvedle [Jezed

ouoese IJigble IJiowl us

request platform software trace rotate all

set platform software trace smd switch active RO radius debug
set platform software trace smd switch active RO aaa debug

set platform software trace smd switch active RO dotlx-all debug
set platform software trace smd switch active RO eap-all debug
debug radius all

cuoese Wigble IUpodsp (151 o 309 pbodoul)

set platform software trace smd switch active RO epm-all debug
set platform software trace smd switch active RO pre-all debug

[bol, 1Jisl 0,

show version

show debugging

show running-config aaa

show authentication session interface gix/x details

show dotlx interface gix/x

show aaa servers

show platform software trace message smd switch active RO

Suind po 88 IJpwedre vuvow wslule lewel gy Loldes
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Cisco Secure Client | EAP-TTLS X

Password was incorrect for the network: EAP-TTLS

Username: |

Password:

Show Password

[oc ] conce

B elds Buvd 1Jpuob 6 prose eds IJoslds: seue Secure Client o3o 1, ulJs: 2ae gl
el 96 JJuvoJs 'EAP-TTLS'. s)zs lehs IUpzlads. bl luwepyo IJpuvdds Blouod
NJpuw9sd.

2ol JJps 1Up)9, €50 Loz ST

Cisco Secure Client X

An authentication error occurred for network "EAP-TTLS'.
Please try again. If the issue persists, contact your
administrator.

| OK I
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1. JJpd Idps9) Es) LosTs:

cwdpl $3¢d puwedde JJps p)9) €5y uoesed: wbo)y yuedle NAM bElJle ppeleds Josl IJIE)le:

3775: DESKTOP-QSCE4P3: Oct 02 2025 15:29:39.921 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11300] [comp=SAE]:
3776: DESKTOP-QSCE4P3: Oct 02 2025 15:29:39.921 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11300] [comp=SAE]:
3777: DESKTOP-QSCE4P3: Oct 02 2025 15:29:39.922 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11300] [comp=SAE]:

s ywedle Cisco ISE 1Jpul o sboy IJere Idpblod eds 1Juzs:
Event 5400 Authentication failed

24408 User authentication against Active Directory failed since

Failure Reason
user has entered the wrong password

Check the user password credentials. If the RADIUS request is
Resolution using PAP for authentication, also check the Shared Secret
configured for the Network Device

User authentication against Active Directory failed since user
Root cause
has entered the wrong password

JJps 1Jp,9) €Sy LoRSTS

11001 Received RADIUS Access-Request 11017 RADIUS created anew session ... ... 11507 Extracted EAP-Response/ldentity 10 12983
Prepared EAP-Request proposing EAP-TTL Swith challenge.... ... 12978 Extracted EAP-Response containing EAP-TTL S challenge-
response and accepting EAP-TTL S as negotiated 12800 Extracted first TLS record; TLS handshake started ... ... 12810 Prepared TLS
ServerDone message ... ... 12812 Extracted TL S ClientK eyExchange message 12803 Extracted TL S ChangeCipherSpec message ... ... 12816
TL S handshake succeeded ... ... 11806 Prepared EAP-Request for inner method proposing EAP-M SCHAP with challenge 0 12985
Prepared EAP-Request with another EAP-TTLS challenge 11006 Returned RADIUS Access-Challenge 0 11001 Received RADIUS Access-
Request ... ... 12971 Extracted EAP-Response containing EAP-TTLS challenge-response 0 11808 Extracted EAP-Response containing EAP-
M SCHAP challenge-response for inner method and accepting EAP-M SCHAP as negotiated ... ... 15013 Selected Identity Source -
varshaah-ad 0 24430 Authenticating user against Active Directory - varshaah-ad 0 24325 Resolving identity - labuser@varshaah.local 4 24313
Search for matching accounts at join point - varshaah.local 0 24319 Single matching account found in forest - varshaah.local 0 24323 | dentity
resolution detected single matching account 0 24344 RPC L ogon request failed - STATUS WRONG_PASSWORD,
ERROR_INVALID_PASSWORD, labuser @var shaah.local 20 24408 User authentication against Active Directory failed since user has
entered the wrong password - varshaah-ad 1 ... ... 11823 EAP-M SCHAP authentication attempt failed ... ... 11815 Inner EAP-MSCHAP
authentication failed O ... ... 12976 EAP-TTLS authentication failed O ... ... 11003 Returned RADIUS Access-Reject

2. 1uwp pU ot ES) LOLST:

gwdpl $gd puwwdde luvp puwedde £8) woese: wbo,y ywedlo NAM bElJIe ppelods Josl
lJolog:

EA
EA
EA



3788: DESKTOP-QSCE4P3: Oct 02 2025 15:29:39.923 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11300] [comp=SAE]: EA
3789: DESKTOP-QSCE4P3: Oct 02 2025 15:29:39.923 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11300]: EAP-CB: EAP

B gwedle Cisco ISE IJpuluiné: sbo, Iz [eblod eds 1Uozs:

Event 5400 Authentication failed
Failure Reason 22056 Subject not found in the applicable identity store(s)

Check whether the subject is present in any one of the chosen
identity stores. Note that some identity stores may have been

Resolution
skipped due to identity resoultion settings or if they do not
support the current authentication protocol.

Root cause Subject not found in the applicable identity store(s).

luve puweerp ES) LoTST

11001 Received RADIUS Access-Request 11017 RADIUS created anew session ... ... 11507 Extracted EAP-Response/ldentity 12983
Prepared EAP-Request proposing EAP-TTL Swith challenge.... ... 12978 Extracted EAP-Response containing EAP-TTL S challenge-
response and accepting EAP-TTL S as negotiated 12800 Extracted first TLS record; TLS handshake started ... ... 12810 Prepared TLS
ServerDone message ... ... 12812 Extracted TL S ClientK eyExchange message 12803 Extracted TLS ChangeCipherSpec message ... ... 12816
TL S handshake succeeded ... ... 11806 Prepared EAP-Request for inner method proposing EAP-M SCHAP with challenge 12985
Prepared EAP-Request with another EAP-TTLS challenge 11006 Returned RADIUS Access-Challenge 11001 Received RADIUS Access-
Request ... ... 12971 Extracted EAP-Response containing EAP-TTLS challenge-response 11808 Extracted EAP-Response containing EAP-
M SCHAP challenge-response for inner method and accepting EAP-M SCHAP as negotiated ... ... 15013 Selected Identity Source -
All_AD_Join_Points 24430 Authenticating user against Active Directory - varshaah-ad 24325 Resolving identity - user@varshaah.local 24313
Search for matching accounts at join point - varshaah.locd ... ... 24352 ldentity resolution failed - ERROR_NO_SUCH_USER 24412 User not
found in Active Directory - varshaah-ad ... ... 15013 Selected Identity Source - Internal Users 24210 Looking up User in Internal Users
IDStore - user 24216 The user isnot found in theinternal usersidentity store... ... 22056 Subject not found in the applicable identity store(s)
22058 The advanced option that is configured for an unknown user is used 22061 The 'Reject’ advanced option is configured in case of afailed
authentication request 11823 EAP-M SCHAP authentication attempt failed ... ... 11815 Inner EAP-M SCHAP authentication failed ... ...
12976 EAP-TTL S authentication failed O ... ... 11504 Prepared EAP-Failure 1 11003 Returned RADIUS Access-Rej ect
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https://tools.cisco.com/bugsearch/bug/CSCvv63395
https://tools.cisco.com/bugsearch/bug/CSCvv63395
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