uuuy ASA DAP Juoegsss suslo MAC J
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lowoduldd Iigble ol o dlzol o ind ) gle
pedople o o Jé
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JJdozdd pu gudlu MAC 1UglLo wldzols Idpuwegs e Jleuold AnyConnect.

IJpclbdole Il ulusé
lJpolbdolo

9008 Cisco iy oday Jrsd pe,uds Lldpsluose IJoldss:
wJgsy Cisco AnyConnect 9 Hostscan

IJedoule [Jpuespd

ouvows Idpedsple 1Usl)o WOs 03l IUpuwaows IJs luoshle Ideslez sldpdsole 1debse Ioldse:
ASAv 9.18 (4)

ASDM 7.20 (1)

AnyConnect 4.10.07073

Hostscan 4.10.07073

uble IJouvgsd Windows 10



op lugile lJpgdsele 191,28 B o3l ldpuwens po 1JIz056 1J 92956 Bs wisisé pgpdséd ¢luos.
wlo zese Ilzejd IJpuwogrpd Os o3l 1Jpuwows wodssu peuwdz (IB)lus). Bl dlve
wedod 98 ldogvgsd Wolds po Vopd Jdules) Idpzepd Jis le).

ped9ple luwluss

HostScan 09 9256 «,pzs6 w99, J AnyConnect Secure Mobility Client 1J 85,6 gJs 9,0
wwsluvle Idlely eds IJubwds. sleule gpdss Hostscan. sop wzess oBdluosd pousgs 29d
2oy 1Jgpsd sludlgol p)6 1256 1Us zols IJlely 1Jslod JJodsd (ASA). sowopew 030
IJoluosd vble wubésd IJzol 9wlez pdlBzé IUBsI9umIe Suler 220 Idzelss sewslo MAC
S¢Sy 3JI o). wost psib "uwsluvle Idsuesd Idssolesds (DAP) Jegwdsds Iy ds
oJ9su gwsluwle Idislo gds Tuvluw JJ PUNLEIP: «98pIJu luwuesle yupsé endpoint.device.mac
bs DAP Jeblo$6 £0u9lo MAC Jzols IUg psd 19 1Jez 8l puo pdlud Iduwslusle 1eesss
puvl.

lJodosy

lLuwe Idotbsbs Jdyuods

o&Hue 030 lduog,é ldpebb |Uds sop luwagsleo Jeold o3l ldpwown.

outside

192.163.1.10 192.168.1.1

Anyconnect PC

e IJogbsbs
od9sy Vs ASA

03l 09 IJg> IJbos JJodssy b ASA CLI.

tunnel-group dap_test_tg type remote-access
tunnel-group dap_test_tg general-attributes
default-group-policy dap_test gp
tunnel-group dap_test_tg webvpn-attributes
group-alias dap_test enable

group-policy dap_test_gp interna



group-policy dap_test_gp attributes
vpn-tunnel-protocol ssl-client
address-pools value ac_pool
webvpn

anyconnect keep-installer installed
always-on-vpn profile-setting

ip local pool ac_pool 172.16.1.11-172.16.1.20 mask 255.255.255.0

webvpn
enable outside
hostscan image disk0:/hostscan_4.10.07073-k9.pkg

hostscan enable
anyconnect image disk0:/anyconnect-win-4.10.07073-webdepl oy-k9.pkg 1

anyconnect enable
tunnel-group-list enable

IJodssy s ASDM

SueW o3l IJdwpe Jsdso wdysy ywegd DAP s ASDM. Ws o3l Idpeld: §p vogssy 3
wvedle DAP IJos ouueése yupeéd endpoint.device.mac J i, b.

-01_dap_test:endpoint.device.mac=0050.5698.e608
-02_dap_test:endpoint.device.mac=0050.5698.e605 = MAC Ju9bé yolsé AnyConnect
-03_dap_test:endpoint.device.mac=0050.5698.e609

1. 8p wodsso DAP IJisJ Ipuwes 01_dap_test.

loedd IJs IJedssou>Remote Access VPN JJso9d gu we>>1Uso9d IJs IUuveds
(IJepsd)>uwsluwle 1d9uosd IUssulesdss. o8, 993 1uolds 98 vogssy luwe lJuog
Suwed AAA 9 pwple u§bs IJuoelss sldlpsle 9,uwlds IJpuuese: el 09 p9 oz B IJuay,6:



| & Edit Dynamic Access Policy

Policy Namef| 01_dap_test

Description: ACL Priority: |0
rSelection Criteria

| Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization atiributes match the AAA atiribute criteria
| below and every endpaint attribute has been satisfied. These attributes can be created using the tables below andjor by expanding the Advanced option to
specify the logical expression text.

1 User has ALL of the following AAA Attributes values. .. w and the following endpoint atiributes are satisfied.

AAA Attribute Add Endpaint 1D Mame /Operation/Value Add

OperationValue

dsco.grouppalicy = dap_test_gp

Edit device MAC ["Cl[l 50, EEQE.EEUE\'"] = tru Edit
Delete Delete

Logical Op.

Advanced

<%

- AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specdified in DAP).

Port Forwarding Lists Bookmarks Access Method Secure Client Sequre Client Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions

IAction: OContinue OQuarantine OTerminate (]

Specify the message that will be displayed when this record is selected.

01_dap_test

User Message:

Cancel Help
oJ9so DAP IJisJ

oJdosu vog IJpzesgs Juvps AAA.



[ Add AAA Attribute

s
! H&umli"uiqr: = -~ |dap test gp

(] Assigned 1Pv4 Address: | =
(] Assigned 1Pvé Address: | =

| ] Connection Profile: = DefaultRAGroup

(] scEP Required: e

wdssu vog lJpzeses Juved DAP

odosu guglo MAC Juwped u9bé IJuolss.



' [B Edit Endpoint Attribute

() Fastiiame? Bl |
| [ 8105 Serial tumber .

[ Port Number (Legacy Attribute) =

(] TCPAIDP Port Mumber: |= | |TCP @Pve)

|:]Fm'a|:y' Protection: = _Mme (equivalent to Host Scan only)

[ ] HostScan Version -

[_] version of Endpeint Assessment (OPSWAT): |

I

odysu Uiyl MAC J DAP

2. 9p wodysy DAP IJelus Idpuwes 02_dap_test.



| & Edit Dynamic Access Policy

Policy Namef§ 02_dap_test
S—

Description: ACL Priority: |0

rSelection Criteria

Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization atiributes match the AAA atiribute criteria
below and every endpaint attribute has been satisfied. These attributes can be created using the tables below andjor by expanding the Advanced option to
specify the logical expression text.

User has ANY of the following AAA Attributes values... and the following endpoint atiributes are satisfied.

Add Endpoint 1D Mame (Operation/Value Add
Edit I device MAC ["Cl[l 50, EEQE.EEUEH] = true Edit

AAA Attribute COperation,Value

dsco.grouppalicy = dap_test_gp

Delete Delete

Logical Op.

Advanced

<%

- AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).

Port Forwarding Lists Bookmarks Access Method Secure Client Sequre Client Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions

Action: OContinue OQuarantine OTerminate (]

Specify the message that will be displayed when this record is selected.

02_dap_test

User Message:

odosu DAP IJelus

3. 8p vodysy DAP IJelde IJpuwes 03_dap_test.




| & Edit Dynamic Access Policy X

I Policy Namef| 03_dap_test I

Description: ACL Priority: |0

Selection Criteria

| Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization atiributes match the AAA atiribute criteria
| below and every endpaint attribute has been satisfied. These attributes can be created using the tables below andjor by expanding the Advanced option to
specify the logical expression text.

1 User has ANY of the following AAA Attributes values... and the following endpoint atiributes are satisfied.

| AAA Attribute OperationValue Add Endpoint ID Mame [Operation,Value Add
[ dsco.grouppalicy = dap_test_gp Edit b Edit
|
Delete Delete
Logical Op.

Advanced

<%

AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).

Port Forwarding Lists Bookmarks Access Method Secure Client Sequre Client Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions

Action: iiContinue OQuarantine OTerminate (]

Specify the message that will be displayed when this record is selected.

03_dap_test

User Message:

Cancel Help
odsso DAP IJelde
4. iuuo'@,o more flash:/dap.xml 1Jie, Joldss lesls guzdle DAP G dapxml.

Sop edb ol Losd ywedle DAPIJegsus gds ASDM B 31u,6 ASA 1Jpd9es eds osss dapxml. ogs 1o eld oo IJlgsblo.
Sop logile &Jleé puzdle DAP B dapxml. spdud oldss wlluosd JJ yuzd DAP B dap.xml.



AT o hyosw pboluds DAP oy oyosy IJe)ue B dapxml. DAPIJIG el ss (DfltAccessPolicy) pbolwd Jig) p)6.

<#root>
ciscoasatt

nore flash:/dap. xm

<dapRecordList> <dapRecord> <dapName> <value>
01 _dap_test
</value> <--- 1st DAP name </dapName> <dapViewsRelation> <value>and</value> </dapViewsRelation> <dapBas

dap_test_gp



</value> <--- 1st DAP group policy <operation>EQ</operation> <type>caseless</type> </attr> </dapSelecti

endpoi nt . devi ce. MAC] "0050. 5698. €608"]

</name> <---

1st DAP MAC Address condition <value>true</value> <type>caseless</type> <operation>EQ</ope

02_dap_test
</value> <--- 2nd DAP name </dapName> <dapViewsRelation> <value>and</value> </dapViewsRelation> <dapBas
dap_test_gp
</value> <--- 2nd DAP group policy <operation>EQ</operation> <type>caseless</type> </attr> </dapSelecti

endpoi nt . devi ce. MAC] "0050. 5698. 605" ]

</name> <---

2nd DAP MAC Address condition <value>true</value> <type>caseless</type> <operation>EQ</ope

03_dap_test
</value> <--- 3rd DAP name </dapName> <dapViewsRelation> <value>and</value> </dapViewsRelation> <dapBas
dap_test_gp
</value> <--- 3rd DAP group policy <operation>EQ</operation> <type>caseless</type> </attr> </dapSelecti

endpoi nt . devi ce. MAC] "0050. 5698. 609" ]

</name> <---

3rd DAP MAC Address condition <value>true</value> <type>caseless</type> <operation>EQ</ope

Joedd pu lJuozs

IJuvsobsy 1. wp pble§s DAPglzs B b

1. olds pu o MACIJElLe wudbs IJuolss 0050.5698.6605 909 sbolw@ Uiyl MAC s 02_dap_test.

2. eds vldbs lJuolsé: §p wouugsd loueold AnyConnect 9l wpe puw s e 9JJpeé o9 1JIEIJ.



) Cisco AnyConnect | 192.168.1.1

Please enter your username and password.

Group:

Username:

Password;

~ 1 vew
Please enter your username and password.

192.168.1.1 Connect

beld lgwe 1dpuwetse 996 1Je)9)

3. 8 9lz0é puwespe AnyConnect: wlds po plole§6 02_dap test.

Cises AmyConnect X

Security palicies were applied bo your setian, Seceds Lo Same retownoes 'jr Crzcan AnyCannect Secure Mobilty Cloent - x
| mary be blocked. Your system administrator provided the fellowing
infermation te help you understand and remedy the seounty
conditions: VPR

o

Connectsd b 192, 168. 1. 1.
=

s Huwldé Idpuwcgsp B 9lzos IJpuueise

4. B ASA syslog. olds po wblug 02_dap._test.



sz o> pu wpdsu woue DAP Jooue wuoese IJigble s ASA.

<#root>

Dec 30 2023 11:46:11: %A SA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %ASA-4-711001: endpoint.device MACI["

0050. 5698. e605

"l = "true"

Dec 30 2023 11:46:11: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 11:46:11: %ASA-4-711001:

Sel ect ed DAPs



02_dap_test

Dec 30 2023 11:46:11: %ASA-4-711001: DAP_TRACE: Dec 30 2023 11:46:11: %ASA-4-711001: dap_process_selec

sel ected 1 records

Dec 30 2023 11:46:11: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 11:46:11: %ASA-4-711001: |

lJuvsolisy 2. DAPIJIG el os pblud

1 8p voESS) Yspes endpoint.devicemac s 02_dap_test |Js 0050.5698.e607 gldws Jl wblw§ MACIJ¢lLo wouldbs IJuolss.

2. 8ds v@bs IJuelss: §p vouvgsd louold AnyConnect 9l up puweése 99Jed o9, [JIEIJ.

3. olds pu ,Bp loueld AnyConnect.

Cisco AnyConnect

Login denied. default

ﬁ' Cisco AnyLonnect Secure Mobility Client

VPN:
Ready to connect.

| 192.168.1.1

s Huwlds Idpuwegspe B 9leos IJpuuwese



4. B ASA syslog. olds po ol DfltAccessPolicy.

2IgEs: LopdJ 18l os: sop luole 1lg,le DfitAccessPolicy.

<#root>

Dec 30 2023 12:13:39: %A SA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device MAC["



0050. 5698. e605

ll] = "tl”ue"

Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 12:13:39: %ASA-4-711001: S
Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE: Dec 30 2023 12:13:39: %ASA-4-711001: dap_process_select

sel ected 0 records

Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 12:13:39: %ASA-4-711001:

Sel ect ed DAPs

Df | t AccessPol i cy

Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 12:13:39: %ASA-4-711001: D.

UL)“‘(éO‘J(éJ 3. DAPs PQ&JJS (\d!EJ\;: !wtﬂe)b) e&h\gés

1 cgss) Idlle 9lduwpes s JJ DAP.

-01_dap_test:
dapSelection (g 9!, MAC) = endpoint.device.mac[0050.5698.e605] = MAC o, AnyConnect Endpoint
Ilple = poicgs

-02_dap_test:



dapSelection (Iuw e 1Jpos<8) = endpoint.device.hostname] desktop-vekhrgl] = 1w e 1Jp oS Ju§los volssé AnyConnect
Ile)le = acicgs
238 ywed DAPIJEl o « 03_dap_test

2. eds udbs IJuolss: §p wouugsd loueald AnyConnect 9l wp puuweéde 99Jpd p)9) IUEN.

3. Vs 9lzod puwees e AnyConnect. olds pu oblu® JIWs o y9099d9Jlc DAPIJ 2

pdigds: Bes 2lds wblod louold pe 1desss po w9wsdsdle DAP: sop dpz suwlsd IJeuweese IUgluos wungwsdsdle
DAPIJpcgs36 98 000! pgl B 9lz06 puwegse AnyConnect.



Cisco AnyConnect =

Secunty policies were applied to your session, access fo some resomrces

! may be blocked. Your system administrator provided the following
informaticn to help you understand and remedy the security l'i..
conditions:
0 _dap_test VPNE
02_dap_test

|r "'l Cormected to 192, 165, 1. 1.

192.168.1. 1

s Huwlds Idpuwcgsp B 9leos IJpuuese

4. B ASA sysog. olds po lo JJ 2 DAPs po bl §s.

<#root>

Feb 01 2024 08:49:02: %A SA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device. MAC["

0050. 5698. 605

ll] = lltr‘uell
Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:49:02: %ASA-4-711001: endpoint.device.ho

DESKTCOP- VCKHRGL

Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:49:02: %ASA-4-711001: S



01 _dap_test

02_dap_test

Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:49:02: %ASA-4-711001: dap_process_select

sel ected 2 records

Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:49:02: %ASA-4-711001: D

Idous s s 4. DAPS asg a3 (g uls: 1opls) acudala 3

L $p wogssy Ulpls 01_dap_test.

01 _dap test:
dapSelection (g9l MAC) = endpoint.device.mac[0050.5698.e605] = MAC o, AnyConnect Endpoint

IJlg)le = 1cels
-02_dap test:
dapSelection (Iuw e |Jpos<8) = endpoint.device. hostname] desktop-vekhrgl] = 1w e 1dposd Ju@los volssé AnyConnect

IUlele = pelngs

2. 8Js vldbs IJuolss: §p vouvgsd loold AnyConnect 9l we puwegse 99Jed 0,9, IJIbeld.

3. B 9lzoé puuegspe AnyConnect, wlds po wlolug 01_dap_test B §lo.



adlgds: 1o old pblwd Juved DAPIUSS wp wesswo Jluols Idlp)le. Jp wes Iduwedle Ideldss pobleds wes lzls
IJluole.



Cisco AnyConnect

Login denied. -
01_dap_test Ready to connect,

192,168, 1.1

ol Huwlds Ipwetsp B slzod Idpuwcese

4. B ASA syslog. olds po plolus 01_dap_test B §b.

<#froot>
Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device MAC["
0050. 5698. €605

ll] = lltruell
Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %ASA-4-711001: endpoint.device.ho

DESKTOP- VCKHRGL
" Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:55:37: %ASA-4-711001:
01 _dap_test

Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %ASA-4-711001: dap_process_selec

selected 1 records

Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:55:37: %ASA-4-711001: |

Iweduuled IJigble ol odlzol wuvdd gle

oulesd updle wuoese IJigble 030 gds wldss uudod ol os] DAP B s ASA.

debug dap trace
debug dap trace errors

<#root>
Feb 01 2024 08:49:02: %A SA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device. MAC["0050.5698.e605"] = "true" Feb
Sel ect ed DAPs

,01_dap_test,02_dap_test Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:49:02: %ASA-4

pE_Jgpk} e UDJ6



https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-seri es-next-generati on-firewal | /'108000-dap-depl oy-quide.html#toc-hl d-
981572249



https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/108000-dap-deploy-guide.html#toc-hId-981572249
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/108000-dap-deploy-guide.html#toc-hId-981572249
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