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Server (ASA) Client

1.) SSL handshake

1.b) Machine certificate is

authenticated by ASA 1.a) Client sends its Machine Certificate

I

2.) Aggregate Auth

2.a) Client (running AnyConnect version 4.4) advertises
Multiple Certificate Capability

2.b) ASA sends multiple client cert
request

2.d) Certificate authenticated by ASA 2.c) Client sends the User Certificate

111

u,,gs...ll
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/content/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc12

[ Edit Internal Group Policy: Grouppolicy-MCA

—Servers
=-Advanced
- Split Tunneling
[=-AnyConnect Client
| Login Setting
- Chient Firewall
- Key Regeneraton
- Dead Peer Detectic
 Customization
| Custom Attributes
[ IPsec(IKEv 1) Client

Select...
More Options 2
Tunneling Protocols: [Jinherit []Clientless SSLVPN [/ SSL VPN Client [] IPsec KEvl [ | IPsecIKEv2 [[]L2TP/IPsec
Fiter: A nherit | <] [ Manage...
Aiccess Hours: A nherit | | | manage...
Simultaneous Logins: Inherit | |
Restrict access to VLAN: [Ainherit | v]

Cornecton Profie (Tumnel Grovp) Lock: [ Tnherit | v]
Maximum Connect Time: Inherit Uniimited | | minutes

Idle Timeout: [ Tnherit None | | minutes

Security Group Tag (SGT): Inherit None : (2-65519)

On smart card removal: A Inherit Disconnect Keep the connection

Timeout Alerts

Maximum Connect Time MertIntervak  [ATnherit | |Defoult | | minutes

Periodic Certificate Authentication Interval: [AInherit | Unimited | | hours

| .Nexl .Prewuus
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@ Edit AnyCennect Connection Profile: ANYCONMECT-MCA >

i a MName: ANYCOMMECT-MCA
E-Advanced
- General Aliases: ANYCONMECT-MCA
-Client Addressing o
-Authentication puthentication
-Secondary Authenticat | Method: Multiple certificates v
--Authorization AL c AAA M
) erver Group: anage. ..
~—Accounting P AAA and certificate e &
~Group Alias/Group URL Certificate only s
SAML
SAML Identity Provider Multiple certificates and AAA
Multiple certificates
SAML Server : — MNone — w Manage...

Client Address Assignment

DHCP Servers:

(@ None () DHCP Link () DHCP Subnet

Client Address Pools: ANYCONMECT-POOL Select...

Client IPv& Address Pools: Select...

Default Group Palicy

Group Policy: Gmuepnlicy—MCA v Manage...

(Following fields are linked to attribute of the group policy selected above.)
Enable S5L VPN dient protocol

[[] Enable IPsec(IkEv2) dient protocol

DMS Servers:
WINS Servers:

Domain Mame:

Find: @ rext @ Previous

Concsl | [

S5 Jlis _JI AnyConnect Client Jawgg VPN Lac JI g2,/ o531 Luasi o685 Ll Joaxll 4 sglaxll
alxall LAN &S

GoloVl Jlaw ag=l9) CLI e 330 ©lolgib @B3kan) ASA (1653

50l9Vl Jo> wlogleall o aj0 e Jsaxll (lasd o)l eMasll) ,olo¥l ey 813l pasiwl :ala> Vo
paudl] 13D 9 dorSiuoll

(ASA Version 9.7(1
1

hostname GCE-ASA


/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/70847-local-lan-pix-asa.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/70847-local-lan-pix-asa.html
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do

nat

!

Configure the VPN Pool

1
ip local pool ANYCONNECT-POOL 192.168.100.1-192.168.100.254 mask 255.255.255.0
1

interface GigabitEthernet0/0

nameif outside

security-level 100

ip address 10.197.223.81 255.255.254.0
|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0
|

Configure Objects !

object network obj-AnyConnect_pool
subnet 192.168.100.0 255.255.255.0
object network obj-Local_Lan

subnet 192.168.1.0 255.255.255.0

Configure Split-tunnel access-list !
access-list split standard permit 192.168.1.0 255.255.255.0

Configure Nat-Exemption for VPN traffic !

(inside, outside) source static obj-Local_Lan obj-Local_Lan destination static obj-

3082026d

3d57bea’7

a0030201
£7040101

AnyConnect_pool obj-AnyConnect_pool no-proxy-arp route-lookup

|

TrustPoint for User CA certificate !
crypto ca trustpoint UserCA
enrollment terminal

crl configure

!

Trustpoint for Machine CA certificate !
crypto ca trustpoint MachineCaA
enrollment terminal

crl configure

!

!

crypto ca certificate chain UserCaA
certificate ca 00ead4d73dc301c2fdc?

a0030201 02020900 ea473dc3 0lc2fdc7 30040609 2a864886 30820385

<snip>

3e30c8f0 f£391bab4 855562fd 8e21891f 4acb6adé 28laflf2 20eb0592

012d7d99 e87f6742 d5
quit

crypto ca certificate chain MachineCA
certificate ca 00ba27blf33laeabfc

02020900 ba27blf3 3laeabfc 30040609 2a864886 30820281 30820399
0b050030 6331030 09060355 04061302 494e3112 30100603 5504080c

<snip>

2c214c7a 79eb8651 6adleabd aelffbba d0750f3e 8lce5132 b5546£f93 2c0décct
606add30 2a73b927 7f4a73e5 2451a385 d9a96b50 6ebebab6 fc2ed96b fa

quit

!

Enable AnyConnect !
webvpn

enable outside

anyconnect image disk0:/anyconnect-win-4.4.00243-webdeploy-k9.pkg 2

anyconnect enable
tunnel-group-1list enable
|

Configure Group-Policy !



group-policy Grouppolicy-MCA internal
group-policy Grouppolicy-MCA attributes
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
split-tunnel-network-list value split

|

Configure Tunnel-Group !

tunnel-group ANYCONNECT-MCA type remote-access
tunnel-group ANYCONNECT-MCA general-attributes
address-pool ANYCONNECT-POOL
default-group-policy Grouppolicy-MCA
tunnel-group ANYCONNECT-MCA webvpn-attributes
authentication multiple-certificate
group-alias ANYCONNECT-MCA enable

group-url https://10.197.223.81/MCA enable

- " L').D - __"
2o JSuiy oueSil Jac 4T punsl] 138 paciuwl

p=2 o 851" pasiuwl ShOW Lol Loz, (laad oeluuall eMasll) 213V p> io 613l pc tdka>No
show oVl 25530 Sl o, "zls )

GoloVl law dgl9) CLI e ASA e dxtall oblgidl Jo,e
shitil) §acall g2 0l 63\gis ,lglo]

GCE-ASA(config)# show crypto ca certificate
CA Certificate

Status: Available

Certificate Serial Number: 00ead73dc301c2fdc?
Certificate Usage: General Purpose
(Public Key Type: RSA (2048 bits
Signature Algorithm: SHA256 with RSA Encryption
:Issuer Name

cn=UserCA.cisco.com

o=Cisco

l=Dallas

st=Texas

c=IN

:Subject Name

cn=UserCA.cisco.com

o=Cisco

l=Dallas

st=Texas

c=IN

:Validity Date

start date: 15:40:28 UTC Sep 30 2017
enddate: 15:40:28 UTC Jul202020
Storage: config

Associated Trustpoints: UserCA


http://tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

CA Certificate

Status: Available

Certificate Serial Number: 00ba27blf33laea6fc
Certificate Usage: General Purpose
(Public Key Type: RSA (2048 bits
Signature Algorithm: SHA256 with RSA Encryption
:Issuer Name

cn=MachineCA.cisco.com

o=Cisco

l1=Bangalore

st=Karnataka

c=IN

:Subject Name

cn=MachineCA.cisco.com

o=Cisco

l=Bangalore

st=Karnataka

c=IN

:Validity Date

start date: 15:29:23 UTC Sep 30 2017
enddate: 15:29:23 UTC Jul202020
Storage: config

Associated Trustpoints: MachineCA

Jua2ll e digall oblgadl Jo,e
:(certmgr.msc) oblgidl jx0 paiuwl il oo §axill
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i@ File Action View

Favorites Window Help

e 20 {2 XEREE

W

&

>

|| Console Root
w ET;] Certificates (Local C

| Personal

| Certificates
| Trusted Root Ce
[ | Enterprise Trust
7 Intermediate Ce
| Trusted Publishe
| Untrusted Certifi
|| Third-Party Rool
[ ] Trusted People
| Client Authentic
| Preview Build Rc
[ AAD Token Issue
|| Other Peaple
| Homegroup Ma
| Local MonRemo
[ | MSIEHistorylour
[ | Remote Desktop
| Certificate Enrall
| Smart Card Trusl
|| Trusted Devices
7] Windows Live ID

Issued To

MachinelD.cisco.com

Issued By Expiration Date  Intended Purposes
MachineCA.cisco.com 2/13/2019 Server Authenticati...
n | Certificate *

General Details  Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer
* Proves your identity to a remote computer

Issued to: MachinelD.dsco.com
Issued by: MachineCA.csco.com

valid from 10/1/2017 to 2/13/2019

‘? You have a private key that corresponds to this certificate.

Issuer Statement

paziuall 63lgis



& File Action
| 2F 45 XE = BIE

WView

Favorites

Window Help

~| Conscle Root
W _ﬁjJ Certificates - Curren

o

| Personal

| Certificates
| Trusted Root Cei
~| Enterprise Trust
| Intermediate Cel
| Active Directory
m Trusted Publishe
| Untrusted Certifi
| Third-Party Rool
~| Trusted People

| Client Authentic

~| Other People
| Local MonRemo:
| MSIEHistorylour

| Certificate Enroll

| Srmart Card Trusl

Encryption

lzzued To

UserlD.cisco.com

Hashing

AnyConnect-Parent:

Issued By

UserCA.cisco.com

Expiration Date
212/2019

Intended Purposes

<All»

]

General

Certificate

Details

Certification Fath

g Certificate Information

This certificate is intended for the following purpose(s):
s All application policdes

Issued to: UserID.cisco.com
Issued by: UserCA.dsco.com

valid from 9/30/2017 to 2/12/201%9

‘? You have a private key that corresponds to this certificate.

Issuer Statement

Assigned IP
Protocol

AnyConnect-Parent:

Group Policy

(1)none SSL-Tunnel:

IVl o Basill LoVl 13D i

GCE-ASA# sh vpn-sessiondb detail anyconnect

Ses

Username
192.168.10

(1)none SSL-Tunnel

Bytes Tx

Pkt

sion Type:

MachineID.cisco.com Index

0.1 Public IP

License

: (1)SHA1l DTLS-Tunnel:
11542 Bytes Rx

Pkts Tx
s Tx Drop

Grouppolicy-MCA Tunnel Group
22:26:27 UTC Sun Oct 1 2017

Login Time

Audt Sess

AnyConnect Detailed

296
10.197.223.235

AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
AnyConnect Premium
(1)AES128 DTLS-Tunnel:

(1)AES256
(1) SHAL
2097

8 Pkts Rx 29

0 Pkts Rx Drop : O

ANYCONNECT-MCA

Duration 0h:00m:21s
Inactivity 0Oh:00m:00s
VLAN Mapping N/A VLAN none

ID

0ac5df510012800059d16b93
Security Grp

none

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1



:AnyConnect-Parent

Tunnel ID : 296.1

Public IP : 10.197.223.235

Encryption : none Hashing : none

TCP Src Port : 51609 TCP Dst Port : 443

Auth Mode : Multiple-certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0OS : win

Client OS Ver: 10.0.14393

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.4.01054
Bytes Tx : 5771 Bytes Rx : 0

Pkts Tx : 4 Pkts Rx : O

Pkts Tx Drop : 0 Pkts Rx Drop : O

: SSL-Tunnel

Tunnel ID : 296.2

Assigned IP : 192.168.100.1 Public IP : 10.197.223.235
Encryption : AES128 Hashing : SHAL

Ciphersuite : AES128-SHA

Encapsulation: TLSv1.2 TCP Src Port : 51612

TCP Dst Port : 443 Auth Mode : Multiple-certificate
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.4.01054
Bytes Tx : 5771 Bytes Rx : 446

Pkts Tx : 4 Pkts Rx : 5

Pkts Tx Drop : 0 Pkts Rx Drop : O

:DTLS-Tunnel

Tunnel ID : 296.3

Assigned IP : 192.168.100.1 Public IP : 10.197.223.235
Encryption : AES256 Hashing : SHAL

Ciphersuite : AES256-SHA

Encapsulation: DTLSv1.0 UDP Src Port : 63385

UDP Dst Port : 443 Auth Mode : Multiple-certificate
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.4.01054
Bytes Tx : 0 Bytes Rx : 1651

Pkts Tx : 0 Pkts Rx : 24

Pkts Tx Drop : 0 Pkts Rx Drop : O

le>Nolg ellasVl BLiSiwl
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crypto ca 127 &> elas| aunas -

CRYPTO_PKI: Begin sorted cert chain

Serial: 00B6D609E1D68B9334
Subject: cn=MachineID.cisco.com,ou=Cisco,l=Bangalore, st=Karnataka, c=IN
Issuer: cn=MachineCA.cisco.com,o=Cisco,l=Bangalore, st=Karnataka,c=IN

CRYPTO_PKI: End sorted cert chain

CRYPTO_PKI: Cert chain pre-processing: List size is 1, trustpool is not in use
.CRYPTO_PKI: List pruning is not necessary

CRYPTO_PKI: Sorted chain size is: 1

CRYPTO_PKI: Found ID cert. serial number: 00B6D609E1D68B9334, subject name:
cn=MachineID.cisco.com, ou=Cisco, l1=Bangalore, st=Karnataka, c=IN

CRYPTO_PKI: Verifying certificate with serial number: 00B6D609E1D68B9334, subject name:
cn=MachineID.cisco.com, ou=Cisco, l1=Bangalore, st=Karnataka,c=IN, issuer_name:
.cn=MachineCA.cisco.com,0=Cisco, l1=Bangalore, st=Karnataka,c=IN, signature alg: SHA256/RSA

CRYPTO_PKI (Cert Lookup) issuer="cn=MachineCA.cisco.com,o=Cisco,l=Bangalore, st=Karnataka,c=IN"
serial number=00 b6 d6 09 el d6 8b 93 34 | e 4

.CRYPTO_PKI: valid cert with warning
.CRYPTO_PKI: valid cert status
CRYPTO_PKI: Begin sorted cert chain

Serial: 00B6D609E1D68B9334
Subject: cn=MachineID.cisco.com,ou=Cisco,l=Bangalore, st=Karnataka,c=IN
Issuer: cn=MachineCA.cisco.com,o=Cisco,l=Bangalore, st=Karnataka, c=IN

CRYPTO_PKI: End sorted cert chain

CRYPTO_PKI: Cert chain pre-processing: List size is 1, trustpool is not in use
.CRYPTO_PKI: List pruning is not necessary

CRYPTO_PKI: Sorted chain size is: 1

CRYPTO_PKI: Found ID cert. serial number: 00B6D609E1D68B9334, subject name:
cn=MachineID.cisco.com, ou=Cisco, l1=Bangalore, st=Karnataka, c=IN

CRYPTO_PKI: Verifying certificate with serial number: 00B6D609E1D68B9334, subject name:
cn=MachineID.cisco.com, ou=Cisco, l1=Bangalore, st=Karnataka,c=IN, issuer_name:
.cn=MachineCA.cisco.com,0=Cisco, l1=Bangalore, st=Karnataka,c=IN, signature alg: SHA256/RSA

CRYPTO_PKI (Cert Lookup) issuer="cn=MachineCA.cisco.com,o=Cisco,l=Bangalore, st=Karnataka,c=IN"
serial number=00 b6 d6 09 el d6 8b 93 34 | e 4

.CRYPTO_PKI: valid cert with warning
.CRYPTO_PKI: valid cert status
CRYPTO_PKI: Begin sorted cert chain

Serial: 00A5A42E24A345E11A
Subject: cn=UserID.cisco.com,ou=TAC,o=Cisco,l=Dallas, st=Texas,c=IN
Issuer: cn=UserCA.cisco.com,o0=Cisco,l=Dallas,st=Texas,c=IN

CRYPTO_PKI: End sorted cert chain

CRYPTO_PKI: Cert chain pre-processing: List size is 1, trustpool is not in use
.CRYPTO_PKI: List pruning is not necessary

CRYPTO_PKI: Sorted chain size is: 1

CRYPTO_PKI: Found ID cert. serial number: 00A5A42E24A345E11A, subject name:
cn=UserID.cisco.com, ou=TAC, 0=Cisco, l=Dallas, st=Texas, c=IN

CRYPTO_PKI: Verifying certificate with serial number: 00A5A42E24A345E11A, subject name:
cn=UserID.cisco.com, ou=TAC,0=Cisco, l=Dallas, st=Texas,c=IN, issuer_name:



.cn=UserCA.cisco.com,o0=Cisco,1l=Dallas, st=Texas,c=IN, signature alg: SHA256/RSA

CRYPTO_PKI (Cert Lookup) issuer="cn=UserCA.cisco.com,o0=Cisco,l=Dallas, st=Texas,c=IN" serial
. .number=00 a5 a4 2e 24 a3 45 el la | ....$.E

.CRYPTO_PKI: valid cert with warning

.CRYPTO_PKI: valid cert status

Debug aggregate-auth xml 127 -

Received XML message below from the client <?xml version="1.0" encoding="UTF-8"?> <config-auth
<"client="vpn" type="init" aggregate-auth-version="2

<version who="vpn">4.4.01054</version>

device-id device-type="VMware, Inc. VMware Virtual Platform" platform-version="10.0.14393>
<#snip# win</device-id

<mac-address-list>

<mac-address>00-0c-29-e4-f5-bd</mac-address></mac-address-1list>
<group-select>ANYCONNECT-MCA</group-select>
<group-access>https://10.197.223.81/MCA</group-access>

<capabilities>

<auth-method>single-sign-on</auth-method>
<auth-method>multiple-cert</auth-method></capabilities>

<config-auth/>

Generated XML message below

<?"xml version="1.0" encoding="UTF-87?>

<"config-auth client="vpn" type="auth-request" aggregate-auth-version="2>
<"opaque is-for="sg>

<tunnel-group>ANYCONNECT-MCA</tunnel-group>
<aggauth-handle>136775778</aggauth-handle>
<auth-method>multiple-cert</auth-method>
<auth-method>single-sign-on</auth-method>
<config-hash>1506879881148</config-hash>

<opaque/>

<multiple-client-cert-request>

<hash-algorithm>sha256</hash-algorithm>
<hash-algorithm>sha384</hash-algorithm>
<hash-algorithm>sha512</hash-algorithm>

<multiple-client-cert-request/>
random>FA4003BD87436B227####snip####C138A08FF724F0100015B863F750914839EE79C86DFESFOBIA0LI99E2</r>
<andom

<config-auth/>

Received XML message below from the client

<?"xml version="1.0" encoding="UTF-87?>

<"config-auth client="vpn" type="auth-reply" aggregate-auth-version="2>
<version who="vpn">4.4.01054</version>

device-id device-type="VMware, Inc. VMware Virtual Platform" platform-version="10.0.14393>
<##snip## win</device-id

<mac-address-list>
<mac-address>00-0c-29-e4-f5-bd</mac-address></mac-address-1list>
<session-token></session-token>

<gsession-id></session-id>

<"opaque is-for="sg>

<tunnel-group>ANYCONNECT-MCA</tunnel-group>
<aggauth-handle>608423386</aggauth-handle>
<auth-method>multiple-cert</auth-method>
<auth-method>single-sign-on</auth-method>
<config-hash>1506879881148</config-hash></opaque>
<auth>



<"client-cert-chain cert-store="1M>
<client-cert-sent-via-protocol></client-cert-sent-via-protocol></client-cert-chain>
<"client-cert-chain cert-store="1U>

client-cert cert-format="pkcs7">MIIG+AYJKOZIhvcNAQcCoIIG6TCCBUU>
yTCCAzwwggIkAgkApaQuIKNF4RowDQYJKoZ IThveNAQELBQAWWTELMAkKGA1UEBhMC
#Snip#

gSCx8Luo9V76nPjDI8PORUrSFVWLIjiGIJHOrLakYoGv

<client-cert/>

client-cert-auth-signature hash-algorithm->
chosen="ghab512">FIYurlDzb4dVPThVZtYwxSsCVRBUin/8MwiWK+G5u2PhrdfJ
#snip#
EYt4G2hQ4hySySYgD4L4iV91uCT5b5Bmr5HZmSgKehg0zrDB]jgxx7CLMSf2pSmOnjMwi 6D0ygT=</client-cert-auth-
<signature

<client-cert-chain/>

<auth/>

<config-auth/>

Received attribute hash-algorithm-chosen in XML message from client
: (Baseb4 Signature (len=349
FIYurlDzb4VPThVZtYwxSsCVRBUin/8MwWK+G5u2Phr4£JI9aWFgdlBbVIWhSTsF
EYt4G2hQ4hySySYgD4L4ivV91uCT5b5Bmr 5 HZmSgKehg0zrDBjgxx7CLMS £ 2pSmOn
ABXv++cN71NWGHK9 1EAVNRCPCX4ATAZ+6ZKpL4sClu8vzJIeW2 jwGmPnYesG3sttrS
TFBRQg74+1TFSbUuIEzn8MLXZgHbONA19B9gyXZJon8eh3Z7cDspFiR0xKBu8iYH
L+ES84UNtDQjatIN4EiS8SD/5QPAUNCYVAUBVKSFZ4c4TpnF6MIEPhMwi6D0ygT
==sm2218mstLDNKBouaTjB3A

Successful Base64 signature decode, len 256

Loading cert into PKI

Waiting for certificate validation result

Verifying signature

Successfully verified signature

Debug aggregate-auth SSL 127 .

CSCOSSLC/config-auth/

Processing client request

XML successfully parsed

(Processing request (init

INIT-no-cert: Client has not sent a certificate

Found TG ANYCONNECT-MCA by URL https://10.197.223.81/MCA

INIT-no-cert: Resolve tunnel group (ANYCONNECT-MCA) alias (NULL) Cert or URL mapped YES
INIT-no-cert: Client advertised multi-cert authentication support

Created auth info for client 10.197.223.235 [332565382]

Started timer (3 mins) for auth info for client 10.197.223.235 [332565382]
INIT-no-cert: Tunnel group ANYCONNECT-MCA requires multi-cert authentication
Generating multiple certificate request [332565382]

Saved message of len 699 to verify signature [332565382]

rcode from handler = 0

Sending response

CSCOSSLC/config-auth/

Processing client request

XML successfully parsed

(Processing request (init

INIT-cert: Client has certificate, groupSelect ANYCONNECT-MCA

Found TG ANYCONNECT-MCA by URL https://10.197.223.81/MCA

INIT-cert: Found tunnel group (ANYCONNECT-MCA) alias (NULL) url or certmap YES
INIT-cert: Client advertised multi-cert authentication support

Created auth info for client 10.197.223.235 [462466710]

Started timer (3 mins) for auth info for client 10.197.223.235 [462466710]
INIT-cert: Tunnel group ANYCONNECT-MCA requires multi-cert authentication
Resetting FCADB entry

Generating multiple certificate request [462466710]

Saved message of len 741 to verify signature [462466710]

rcode from handler = 0

Sending response



(Found auth info for client 10.
Found tunnel group

auth-reply:[462466710]

CSCOSSLC/config-auth/
Processing client request

XML successfully parsed

(Processing request

197.223.235, update expire timer (3 mins

Multi cert authentication

First cert came in SSL protocol, len 891

Success loading cert into PKI

Authenticating second cert
(Sending Message AGGAUTH_MSG_ATHENTICATE_CERT (1

Fiber waiting

(auth-reply

searching for authinfo

[462466710]

(ANYCONNECT-MCA) alias ANYCONNECT-MCA

[462466710
462466710
462466710
462466710
462466710
[462466710

]
[ ]
[ ]
[ ]
[ ]
]

Aggauth Message handler received message AGGAUTH_MSG_ATHENTICATE_CERT

Process certificate authentication request

Waiting for async certificate verification

Verify cert callback

Certificate Authentication success - verifying signature

Resolved tunnel group

Signature verify success

(ANYCONNECT-MCA) ,

Signalling fiber

Fiber continuing

Found auth info

Cert or URL mapped YES
Resetting

[462466710]
[462466710]
[462466710]
[462466710]
[462466710]
[462466710]
[462466710]
[462466710]
[462466710]
FCADB entry

Attempting cert only login

Authorization username = MachineID.cisco.com
Opened AAA handle 335892526
Making AAA request

AAA request finished

Send auth complete

rcode from handler = 0

Sending response

Closing AAA handle 335892526
Destroy auth info for 10.197.223.235
Free auth info for 10.197.223.235

do ol ologleo
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[462466710]
[462466710]
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/content/en/us/td/docs/security/asa/asa97/release/notes/asarn97.html
/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect44/administration/guide/b_AnyConnect_Administrator_Guide_4-4.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100597-technote-anyconnect-00.html
https://www.cisco.com/c/ar_ae/support/index.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



