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ppodus. wes o3l 1Jojzsd: wee) weuo lzod ASA (izos6 zols IUlely IJBlod JJodsyd) eu
IJlouold vwles argsue Iduslez 1J39se (Idos sop luveouoldwel gds tools.cisco.com) gus
cuwesd oes D pess 19 Isule pzlods crass IJoslgsue Ieldss. sod) 1o wdsu ode puwlds
ooedl wuwols. 9eds 9zo IUEguoguo: swp wodse Iduvolsé 1Jesrsss lJous swpe w@sspeol IJs
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lJpbdJo

ew> lole p2lods Jouwesd ASAV IUs pogd wotsue Idwler U396 suud IJouwesd Ss
2lJo wuuvd IJlouold. wbo, l9le, show license register gcall-home test profile oo IJpg)zlw.

<#root>
ASAv#
show |i cense registration

Registration Status: Retry In Progress.

Registration Start Time: Mar 22 13:25:46 2016 UTC
Registration Status: Retry In Progress.

Registration Start Time: Mar 22 13:25:46 2016 UTC

Last Retry Start Time: Mar 22 13:26:32 2016 UTC.

Next Scheduled Retry Time: Mar 22 13:45:31 2016 UTC.

Number of Retries: 1.

Last License Server response time: Mar 22 13:26:32 2016 UTC.
Last License Server response message:

Comuni cati on nmessage send response error

<#root>
ASAv#
call-honme test profile License

INFO: Sending test message to DDCEService
ERROR: Failed:

CONNECT_FAI LED( 35)

908 3JYc spdu J ASAV ¢J puibdJe tools.cisco.com gldlcLold wpuds TCP )8 443 Cluuedsle
leool) louold TCP.

etozle Syslog 9 Debug

Sedu o seue [2lz Syslog eds ASAV Les pelads IJouwesd el sds:

<tfroot>



%ASA-3-717009: Certificate validation failed. No suitable trustpoints found to validate
certificate serial number: 250CE8E030612E9F2B89F7058FD, subject name:
cnh=VeriSign Class 3 Public Primary Certification Authority - G5,ou=(c) 2006 VeriSign\, Inc.
- For authorized use only,ou=VeriSign Trust Network,o=VeriSign\, Inc.,c=US, issuer name:
ou=Class 3 Public Primary Certification Authority,o=VeriSign\, Inc.,c=US .

%ASA-3-717009: Certificate validation failed. No suitable trustpoints found to validate
certificate serial number: 513FB9743870B73440418699FF, subject name:

cn=Symantec C ass 3 Secure Server CA - 4

,ou=Symantec Trust Network,o=Symantec

Corporation,c=US, issuer name: cn=VeriSign Class 3 Public Primary Certification Authority
- G5,ou=(c) 2006 VeriSign\, Inc. - For authorized use only,ou=VeriSign Trust Network,
o=VeriSign\, Inc.,c=US .

Jeis> pu ldpedsple: e woubisd sle) cuorse Iigble oo lovle pplsds wuwasd I6). oo,
Igble b 86 plgs 1dessosd IJlpws.

debug license 255
debug license agent all
debug call-home all
debug ss1 255

seds 9zo lJuesss sub IJs o030 IU)uwldé wlgwolol giel po 03l 1Jpge:

error:14090086:SSL routines:SSL3_GET_SERVER_CERTIFICATE:certificate verify
failed@s3_clnt.c:1492

Vs wdgsu ASAV Il e,)luos: ould u¥lbs w96 wuwps _SmartCallHome_ServerCA wzw9s
eJs uwols we wepsdol 9lueshel Jluwe lJe9o9e "cn=verisign class 3 Secure Server CA - G3".

<{froot>
ASAv#

show crypto ca certificate

CA Certificate

Status: Available

Certificate Serial Number: 6ecc7aa5a7032009b8cebc2d491

Certificate Usage: General Purpose

PubTlic Key Type: RSA (2048 bits)

Signature Algorithm: SHA1l with RSA Encryption

Issuer Name:
cn=VeriSign Class 3 Public Primary Certification Authority - G5
ou=(c) 2006 VeriSign\, Inc. - For authorized use only
ou=VeriSign Trust Network
o=VeriSign\, Inc.
c=US

Subject Name:


https://www.cisco.com/c/ar_ae/support/web/tools-catalog.html
https://www.cisco.com/c/ar_ae/support/web/tools-catalog.html

cn=Veri Sign Cass 3 Secure Server CA - G3

ou=Terms of use at https:// verisign /rpa (c)10
ou=VeriSign Trust Network
o=VeriSign\, Inc.
c=US
OCSP AIA:
URL: http://ocsp verisign
CRL Distribution Points:
[1] http://crl verisign/pca3-g5.cri
Validity Date:
start date: 00:00:00 UTC Feb 8 2010
end date: 23:59:59 UTC Feb 7 2020
Associated Trustpoints: _SmartCallHome_ServerCA

9p8 3Jd: B Iduudlund Iduwlods. suvsy ASA IJs Tuo szuad eds Uivolss pu w9lus wgsue
lIJoslpz 1U3Is6 1Je9 880 pu 9uwsl suwps "cn=symantec I|Jw:s6 3 Secure Server CA - G4".

S pdlebs: iuwele IUpsluose poublu0s: 9JJ0 S92 IRedIBlu B sunsusUby pdlud
wSeluod Vs IJwslss: 9 G3 pldlod G4 W IJuolss.
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WO IJluool) 9.5.2 gldlosble I.Ji@o‘ Stw9s ASAvV gJs TrustPool 1Uss wpe wdysuo
JJluwos)b IJoddliss Ws Idgwles 10:00 p wle wldosdse IJeeds JJzols:

<tfroot>

ASAv#

sh run crypto ca trustpoo

crypto ca trustpool policy
auto-import
ASAv#

sh run all crypto ca trustpool

crypto ca trustpool policy

revocation-check none

crl cache-time 60

cr1l enforcenextupdate

auto-import

auto-import url http://www.cisco.com/security/pki/trs/ios_core.p7b
auto-import time 22:00:00

Il Jlo 03l wowse lsds: 9de wdu gpdsle IUuze go bl luwe IJpzld (DNS) sloyold



IJlocsoe @8> IJogvgsd WS 3JY 1Jyge wese Iy Idluwos)b IJoddliss Je suze 9sdie
[Jpldo $395l.

s IJluoslle Uié-),o‘ pod 94X Jp swp odysu Idluwes)b Idodlliss Joges IJpuvousle
eds IJzols ssdie luves,lbo 29l

B ls 1ol s@9p 03l Ul Llguwes,b IJosesd slduvoble sle 1JoJs:

<tfroot>

ASAv#

crypto ca trustpool inport url http://ww.cisco.conm security/pki/trs/ios_core.p7b

Root file signature verified.
You are about to update the current trusted certificate pool
with the 17145 byte file at http://www.cisco.com/security/pki/trs/ios_core.p7b
Do you want to continue? (y/n)
Trustpool import:
attempted: 14
installed: 14
duplicates: 0
expired: 0
failed: 0

IJozdd pu lduors

wp luves)ls TrustPool |el gl wlos 1Uie, 1Js39s 19 wes 1duwlgs 10:00 o wle LlJosdse
IJpeds: sozdd o3l 1die, po 929 Uuoble powws B TrustPool:

<ffroot>
ASAV#

show crypto ca trustpool policy
14 trustpool certificates installed

Trustpool auto import statistics:
Last import result: FAILED
Next scheduled import at 22:00:00 UTC Wed Mar 23 2016
Trustpool PoTlicy
Trustpool revocation checking is disabled
CRL cache time: 60 seconds
CRL next update field: required and enforced
Automatic import of trustpool certificates is enabled
Automatic import URL: http://www.cisco.com/security/pki/trs/ios_core.p7b
Download time: 22:00:00
Policy Overrides:
None configured

~ odlzbs: B IJlg)lz IJuwloB: Buvd luwas)hs ) wesse oddliss Jio DNS Jp sJo @S>
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w83 SEuse TrustPool sedu wuivgsd oy cuwesd Idoes IUpess e s Jouvesd ASAV
Cluvepsle ptd wrgsue ldulez 1d3dss.

<tfroot>

ASAv#

license smart register idtoken id_token force

131 Jly ASAV 95 wp wwesdo g_;|‘J;.9€_J IJs p2¢d wrgsue Idolez 1U39s6 9dIdo Wubvdo
godslo opass IJogsd: spdu lsual pzlads 1dSsle 3Jd $x9sl.

<tfroot>

ASAv#

license smart renew auth

SEssy ubolss IJpsze IJpuosd 1z, - 1oy, 2018

Op wESS) uvols IJpyze IUpuosd 1) 1Ugluoé o tools.cisco.com s9p IJgeed 5 IJe9o, 2018.

Jl spdu 1o sole, ASA 1J1uosl) 9.6(2) pu ASA IJpuuiy, zlds! sldluesble IJizse 9 FirePOWER
2100's IU>s suvgd ASA Coil IJogss) Bl dp swp lduwelz wldlogold o
http://www.cisco.com/security/pki/trs/ios core.p7b. ould psj6 IJluwe s, Idodglss JJduvolss
Sup wpdsuel uuuIdd 1Be,luos eJs zese IJIobes IUIgulpuss 1e,e 06 1U3dsé J ASA
lJp3J9,6 pwlodl. szwss 1@z 'show crypto ca trustPool' g Js uolsé ‘QuoVadis root ca 2"

CA Certificate
Fingerprint: 5e397bddf8baec82e9ac62ba0c54002b
Issuer Name:
cn=QuoVadis Root CA 2
o=QuoVadis Limited
c=BM
Subject Name:
cn=QuoVadis Root CA 2
o=QuoVadis Limited
c=BM

vldouwed Jepdsle o) [Jgrsr60 spdoud |uosl) IJio, "crypto ca trustPool import default"


https://www.cisco.com/security/pki/trs/ios_core.p7b

s20isd 2ipé wolise Cisco IlSe,lupss Ias ozens eds uvebs Quovadis. sl Jp suzz 309
Bspdud cEuse 1926 $29l:

asa(config)# crypto ca trustpoint QuoVadisRootCA2
asa(config-ca-trustpoint)# enrollment terminal
asa(config-ca-trustpoint)# crl configure
asav(config-ca-cr1)# crypto ca authenticate QuoVadisRootCA2
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

MIIFtzCCA5+gAwIBAgICBQkwDQYJKoZIhvcNAQEFBQAWRTELMAKGALUEBhMCQkOX
GTAXBgNVBAOTEFF1b1ZhZG1zIExpbW10ZWQxGzAZBgNVBAMTE1F1b1ZhZG1zIFJv
b3QgQOEgMjAeFwOwWNjExMjQx0ODI3MDBaFw0OzMTExMjQx0DIzMzNaMEUxCzAJBgNV
BAYTAk INMRkwFwYDVQQKEXBRdAWOWYWRpcyBMaW1lpdGVkMRswGQYDVQQDExJRdAWOW
YWRpcyBSb290IENBIDIwggIiMAOGCSqGSIb3DQEBAQUAA4ICDWAWGgIKAOICAQCa
GMpLTAOALa8DKY rwD4HI rkwZhROIn6spRIXzL4GtMh6QRr+jhiYaHv5+HBg6XIxg
Fyo6dIMzMH1hVBHL7avg5tKifvVrbxi3Cgst/ek+7wrGsxDp3MIGF/hd/aTa/55]
WpzmM+YkTvc/ulsrHHolwtZn/qtmUIttKGAr79dgw8eTvIO2kfN/+NsRE8Scd3bB
rrcCaoF6qUWD4gXmuVbB1DePSHFjIuwXZQeVikvfj8ZaCuwWw419eaxGrDPmF60Tp
+ARz8un+XJiM9X0va7R+zdRcAitM0eGy1ZUtQofX1b0QQ7dsE/He3fbE+Ik/0XX1
ksOR1YqI0IDs3G3eic]1cZalDQPInL9bFqyS2+r+eXyt66/3FsvbzSUr5R/7mp/i
UcwbUwxI5g69ybR2B1LMEROFcmMMDBOAENT sgGQLodKcftsTWZvB1IdxnwQ5hYIiz]2ITI4pEZXNLxId26FOKC13GBUzGpn/Z9Yr9y
4a0THcyKJToJONDO1w2AFrR4pTgHTI2KpdVGT/IsELm8VCLAAVBpQ570su9t+0za
8e0x79+Rj1QqCyXBIhnEUhAFZdWCEOrCMcOu

————— END CERTIFICATE-----

quit

INFO: Certificate has the following attributes:
Fingerprint: 5e397bdd f8baec82 e9ac62ba 0c54002b
Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

% Certificate successfully imported

Il 06 1l wluss 4100/9300 1Jos ouvéd ASA



iojo 030 IdpvdJs gJs 29lds 4100/9300 W 1z 9d 1J3s suved ASA 9lUss sgwpes eds uble
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lJ9z>6 I._J,ooi&_)é:

<ffroot>

FP9300-1-A-A-A /license # show Ticense all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: TAC Cisco Systems, Inc.
Virtual Account: CALO
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jul 01 18:37:38 2018 UTC
Last Renewal Attempt: FAILED on Oct 09 17:32:59 2018 UTC

Fail ure reason: Failed to authenticate server

tbsle 1Jzd

Jded: ceolz IUs lugile TrustPoint zass 9b¢ld wslule IJgielss s FXOS:

<tfroot>

FPR-2-A /license # scope security

FPR-2-A /security # enter trustpoint QuoVadisRootCA2

FPR-2-A /security/trustpoint* # set certchain

Enter Tines one at a time. Enter ENDOFBUF to finish. Press AC to abort.
Trustpoint Certificate Chain: (THIS PART NEEDS TO BE COPY/PASTED)

MIIFtzCCA5+gAwIBAgICBQkwDQYJKoZIhvcNAQEFBQAWRTELMAKGALUEBhMCQkOX
GTAXBgNVBAOTEFF1b1ZhZG1zIExpbW10ZWQxGzAZBgNVBAMTETF1b1ZhZG1zIFIv
b3QgQOEgMjAeFwOwNjExMjQx0DI3MDBaFw0zMTEXxMjQx0DIzMzNaMEUxCzAJBgNV
BAYTAk JINMRkwFwYDVQQKEXBRdWIWYWRpcyBMaW1lpdGVkMRswGQYDVQQDExJRAWIOW
YWRpcyBSb290IENBIDIwggIiMAOGCSqGSIb3DQEBAQUAA4ICDWAwWggIKA0oICAQCa
GMpLTAOALa8DKYrwD4HIrkwZhROIn6spRIXzL4GtMh6QRr+jhiYaHv5+HBg6XIxg
Fyo6dIMzMH1hVBHL7avg5tKifvVrbxi3Cgst/ek+7wrGsxDp3MIGF/hd/aTa/55]
WpzmM+YkTvc/ulsrHHolwtZn/qtmUIttKGAr79dgw8eTvIO2kfN/+NsRE8Scd3bB
rrcCaoF6qUWD4gXmuVbB1DePSHFjIuwXZQeVikvfj8ZaCuwWw419eaxGrDPmF60Tp
+ARz8un+XJiM9X0va7R+zdRcAitM0eGy1ZUtQofX1b0QQ7dsE/He3fbE+Ik/0XX1
ksOR1YqI0IDs3G3eicJ1cZalLDQPInL9bFqyS2+r+eXyt66/3FsvbzSUr5R/7mp/1
UcwbUwxI59g69ybR2B1LmEROFcmMDBOAEN sgGQLodKcftsTwWZvB1IdxnwQ5hYIiz
PtGo/KPaHbDRsSNU30R2be1B2MGyIrZTHN81Hdyhdyox5C315eXby0D/5YDXC20g
/z0hD70sFRXq17PSorW+8oyWHhqPHWykYTe5hnMz15eWniN9ggqRMgeKhObpnX5UH
oycR7hYQe7xFSkyyBNKr79X9DFHOUGoIMfmR2gyPZFwDwzgLID9ujWc90tbh+fVul
yV77zGHcizN300QyNQ1iBJIWENiel0f70yHj+0sdwWwIDAQABo4GwWMIGtMASGALUd
EwEB/wQFMAMBAf8wCwYDVROPBAQDAgEGMBOGA1UdDgQWBBQahGK8SEwzIQTU7tD2
A8QZRtGUazBuBgNVHSMEZzB1gBQahGK8SEwzJQTU7tD2A8QZRtGUa6FJpECWRTEL


————— END CERTIFICATE-----

>ENDOFBUF

<---manually type this on a new line after the ----END OF CERTIFI CATE---- |ine and press ENTER

w83 3JY Gp vobusy IJogss) Sp 9p vordss IJoszsue:

FPR-2-A /security/trustpoint* # comm

FPR-2-A /security/trustpoint # scope license
FPR-2-A /Ticense # scope 1licdebug

FPR-2-A /Ticense/1icdebug # renew

Sew &dsd lIJle lJoz8l pu wedss IJu,ésue:

<{froot>

FP9300-1-A-A-A /license/licdebug # show Ticense all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: TAC Cisco Systems, Inc.
Virtual Account: CALO
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jul 01 18:37:38 2018 UTC

Last Renewal Attenpt: SUCCEEDED on Cct 09 17:39:07 2018 UTC

Next Renewal Attempt: Apr 07 17:39:08 2019 UTC
Registration Expires: Oct 09 17:33:07 2019 UTC

License Authorization:
Status: AUTHORIZED on Oct 09 17:39:12 2018 UTC
Last Communication Attempt: SUCCESS on Oct 09 17:39:12 2018 UTC
Next Communication Attempt: Nov 08 17:39:12 2018 UTC



Communication Deadline: Jan 07 17:33:11 2019 UTC

cpdsle coovse wleg ASA IJoes wobde IJosls g e
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NJogwws JJlob 6 1l wlowsé 1dpuwowss |Js ASA IJos cobdo 1Je9lld g oe FIPS. spdo
lo s luvos,l> yuolxe QuoVadis Root CA 2 s w9dse pobdule IUoyivds) 95pIdu
&0 odo ldywldé:

Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate is not FIPS compliant.
% Error in saving certificate: status = FAIL

Jod wrsd Josusolo ASA 1Jpesld s ee FIPS. e wluues,ls IUubolss Is usbs HydrantiD
SSL ICA G2. s p 500 Ubolss HydrantlD SSL ICA G2 wgs 3Jd seeblud pe pobbdole
29015056 G dse SHA256WiIthRSAENCryption. Lze 1Jes 19 lsd 1Jpsozs B 030 1UpdlJs
Jozpsd IUuolss luveobl [s wbled 1wl s
 uZtvFDW++kOBMCAWEAAAOCAZEwggGNMBIGALUJEWEB raik8EDDUkpAnIOaj09/r4dpj/Zry76
6SH10YP07eTGzpDanPMeGMuSmwdjUkFUPALuWwkaDERTz9xdyFL3N8CRgIMQhdtT
3aWQUv/iyXULXT87EgL3b8zzf8fhTS7r654mIWM2W7pFqfimx9qATFe9XcV1ZrUu
9hph+/MfWMrUju+VPL5U7hZvUpg66mS3BaN15rsXv2+VwokQsQC/821JLHvtYVL/



LwbNi018CsinDeyREQJ9w1YDgzcg5rhDOrtX4JEmBzq8yBRVHIB/0230/vI050xh
83H1 c/2Xgwksf1DKS3/z5nTzhsUIpCpwkN6nHp6gmA8IBXoUTKQz4eYHICq/ZyC+
BuY2vHpNx6101]5dmy7ps737démZXzguP3DQN84hjtfwIPqdf+/9RgLriXeFTqwe
snxbk2FsPhwxhiNOH98GSZVvG02v10uHLVaf9IB+puYpoUiEqgmlWG5mWW1PxHstu
Ew93jBMcJ6wjQc8He9rSUmrhBrOHyhckdC99RgEvpcZpV2XL4nPPrTI2ki/c9xQb9
kmhVGonSXy5aP+hDC+Ht+bxmc4wN5x+vB02hak8Hh8jIUStRx0sRfJozUOR9ysyP
EZAHFZ3Zivg2BaD4t0IS08/T2FDjG7PNUvOtgPAOKw2t94B+1evrSUhqIDUOWT9c
9vkaKoPvX4w=
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