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aaa new-model

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa authorization network ise group radius

aaa accounting dotlx default start-stop group radius

Radius COA!

aaa server radius dynamic-author
client 10.48.66.129 server-key cisco
server-key cisco

ip device tracking

interface GigabitEthernetl/0/1
description windowsxp
switchport mode access
authentication order mab dotlx
authentication port-control auto
mab
dotlx pae authenticator
spanning-tree portfast
!
interface GigabitEthernetl/0/2
description windows7
switchport mode access
authentication order mab dotlx
authentication port-control auto
mab
dotlx pae authenticator
spanning-tree portfast

radius-server host 10.48.66.129 pac key cisco
radius-server host 10.48.66.129 auth-port 1812
radius-server vsa send accounting
radius-server vsa send authentication
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L
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MAS-WInXP-CTS Radius UserMame EQUALE cisco VLA Profile WLAMZ0
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* Advanced TrustSec Settings

Device Authentication Settings

Use Device ID for SGA
Identification

Device Id | 3750%

* PassWord [ eeseesssss | | Show

SGA Motifications and Updates

* Download environment data every

1 | [pays [~}

* Download peer authorization policy every | 1 | | Days - |
* Reauthentication every | 1 | | Days - |

* Download SGACL lists every | | | Days - |

1
Other SGA devices to trust this device
Motify this device about SGA configuration changes

ol 13® olaicl 48,9 13® Jasiuw PAC cle> in order to s

bsns-3750-5#cts credentials id 3750X password ciscocisco
bsns-3750-5#show cts pacs
AID: C40A15A339286CEAC28A50DBBAC59784
:PAC-Info
PAC-type = Cisco Trustsec
AID: C40A15A339286CEAC28A50DBBAC59784
I-ID: 3750X
A-ID-Info: Identity Services Engine
Credential Lifetime: 08:04:40 UTC Sep 25 2013
PAC-Opaque: 000200B00003000100040010C40A15A339286CEAC28A50DBBAC59784000600940003
010094F559DAEOC837D7847F2454CAD7E80B0000001351C8235900093A803D7D427BFB5C6F0FBBDF
7EDF0818C58FECF97F8BDECF1B115FB0240260ADA8BCI96A46AA2A64CI9EA2DB51EOE886768CA2D133D
2468D9D33339204BAATEACA2DESE37FF1EBS5BCB343408E9847998E301C26DDC6F91711F631A5B4C7
C2CBO9EAB028630A3B22901FE3EF44F66FD019D09D2C46D92283
Refresh timer is set for 2y24w

ASA _lc PAC slac]

{(ASA/aS.idl 6521 _8) ISE e Loa, Bilis] chle vy ail Lisy 13D 5921 PAC 865 VI ASA ocy, ¥



Generate PAC

The Identity field specifies the Device ID of an SGA network device and is provided an initiator 1d by the EAP-FAST protocol.
If the Identity string entered here does not match that Device ID, authentication will fail.

* Identity ASk

* Encryption Key | TIIL] ]
* PAC Time to Live [] [vears -]

Expiration Date 04 Jul 2014 13:31:35 GMT

Generate PAC Cancal

(FTP o «Jboll Juw o) caloll cuss oz U5 s,

bsns-asa5510-17 (config) # cts import-pac ftp://ftp:ftp@10.147.25.80/ASA.pac
password ciscocisco
PAC Imported Successfully!

bsns-asa5510-17 (config)# show cts pac

:PAC-Info
Valid until: Jul 04 2014 13:33:02
AID: c40al5a339286ceac28a50dbbac59784
I-ID: ASA
A-ID-Info: Identity Services Engine
PAC-type: Cisco Trustsec

: PAC-Opaque
000200a80003000100040010c40al5a339286ceac28a50dbbac597840006008c000301
0003d64668f2badc76e251683394b3d5690000001351d15dd900093a8044d£74b2b71f
e667d7b908db7aeeal3229e61462bdb70£46580bef9425011126bbf6c2f4212ccdact08
c01ddbc7608c3alddeb996badbfbdlb207281e3edc9ff61b9e800£225dc3£82bd5£794
7e0a86bee8a3d437af93£f54e61858bac877c58d3felecbbeb4bdc75fad23elfd

3750X 9 ASA _le iyl eyax

i by s e o JSoin olell XS e (PAC) Lamall Jsosll Eguo cuis pi il yall 030
ASA JI e coaxs diy callbl in order to ez Lg..lm.ub olboMeJl r°l-9.)| Lo Lol o oblll 0d® Lslali ISE
Jp||xa

bsns-asa5510-17# cts refresh environment-data
(la>Y Lgio 3axill piy U9 (63220l SGT clami/olole 5, cliSay ¥ Jaxll cqul) ASA e el o sl
LoV 3D 5o

bsns-asa5510-17 (config) # show cts environment-data
CTS Environment Data

Status: Active

Last download attempt: Successful

Environment Data Lifetime: 86400 secs

Last update time: 05:05:16 UTC Apr 14 2007
(Env-data expires in: 0:23:56:15 (dd:hr:mm:sec
(Env-data refreshes in: 0:23:46:15 (dd:hr:mm:sec

oYl 13D plasinl diwll vas i @8 3750X e ells oo gail



bsns-3750-5#cts refresh environment-data

ol 13® dxuill caads in order to clso

bsns-3750-5#show cts environment-data
CTS Environment Data

Current state = COMPLETE
Last status = Successful
:Local Device SGT
SGT tag = 0-01:Unknown
:Server List Info
: (Installed list: CTSServerListl-0001, 1 server (s
Server: 10.48.66.129, port 1812, A-ID C40A15A339286CEAC28A50DBBAC59784*
(Status = ALIVE flag(0x11
,auto-test = TRUE, keywrap-enable = FALSE, idle-time = 60 mins
deadtime = 20 secs
:Security Group Name Table
0001-60
Unknown:0-47
VLAN10:2-47
VLAN20:3-47
VLAN100:4-47
Transport type = CTS_TRANSPORT_TIP_UDP
Environment Data Lifetime = 86400 secs
Last update time = 05:33:49 UTC Thu Apr 7 2011
(Env-data expires in 0:16:46:50 (dd:hr:mm:sec
(Env-data refreshes in 0:16:46:50 (dd:hr:mm:sec
Cache data applied = NONE
State Machine is running

2o Sy el e a95h0)l clowVlg juaill wloMe JS ol glay 139

3750X sLkall e Wgiylasy sdiall 83000 oo $axll

lede Bxnaall clull Lo ol )l Gubas oo Baxill dlile oy il by Ll 3750X 5Ll sgixy ol as

LoVl 13D 351 capo JSuiy MS Windows 7 @8sbas o (§axil

bsns-3750-5#show authentication sessions interface gl/0/2
Interface: GigabitEthernetl/0/2
MAC Address: 0050.5699.4eb2
IP Address: 192.168.1.200
User-Name: 00-50-56-99-4E-B2
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: single-host
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: 10
ACS ACL: XACSACLx-IP-PERMIT ALL_TRAFFIC-51134bb2
SGT: 0002-0
Session timeout: N/A
Idle timeout: N/A
Common Session ID: CO0A80001000001002B67334C
Acct Session ID: 0x00000179
Handle: 0x94000101



:Runnable methods list
Method State
mab Authc Success
dotlx Not run

90l 15,> geax) 2lowsll DACL 5 0002 wud )l 2o VLAN10 dSuis olaciaw| iy @l 21,3V auos,

LoVl 1a® 351 c@umuo JSuin MS Windows XP a8skas (o (§axil

bsns-3750-5#sh authentication sessions interface gl/0/1
Interface: GigabitEthernetl1/0/1
MAC Address: 0050.5699.4eal
IP Address: 192.168.2.200
User-Name: cisco
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: Dboth
Authorized By: Authentication Server
Vlan Policy: 20
ACS ACL: XACSACLX-IP-PERMIT_ALL_TRAFFIC-51134bb2
SGT: 0003-0
Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA80001000000FE2B67334C
Acct Session ID: 0x00000177
Handle: 0x540000FF

:Runnable methods list
Method State
dotlx Authc Success
mab Not run
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bsns-3750-5#ip device tracking interface gl/0/1
bsns-3750-5#ip device tracking interface gl/0/2
bsns-3750-5#show ip device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlian Interface STATE
0050.5699.4eb2 10 GigabitEthernetl/0/2 ACTIVE 192.168.1.200
0050.5699.4eal 20 GigabitEthernetl/0/1 ACTIVE 192.168.2.200

Total number interfaces enabled: 2
:Enabled interfaces



Gil/0/1, Gil/0/2
3750X 5L,lall e agll dyass

iSai o lel2ins dwluw Jiinr oy ol Jd ISE Jl (o dwluw cul> guboiwy (ASA JI M) 3750X JI
il oloVl plasiiwly

bsns-3750-5(config) #cts role-based enforcement
bsns-3750- 5(config)#cts role-based enforcement vlan-list 1-1005,1007-4094

ol 13® (g duwluw calbl in order to ez

bsns-3750-5#cts refresh policy
Policy refresh in progress

0l 13® USE JI o cal> 0eSs dwludl o c.é8s in order to cdss

bsns-3750-5#show cts role-based permissions

:IPv4 Role-based permissions default
Permit IP-00

:IPv4 Role-based permissions from group 2:VLAN10 to group Unknown
ICMP-20

:IPv4d Role-based permissions from group 2:VLAN10 to group 2:VLAN10
ICMP-20

:IPv4d Role-based permissions from group 2:VLAN10 to group 3:VLAN20
ICMP-20
Deny IP-00
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Joxally Juaiall cud )l s o 656291 o s 3929

&0 lebsi vy (il o lwluul) 3750X Jgmall aazs i (Le>MNoly elas V] Slisiuwl) padioll pud 2 i
.do0 ;=) Sgime Lax9

(S9:0 yiS0S 3750X 9 goimaS ASA  sauis) SXP Jsls

lig) .ol acall iSo Usd oo Leblinwl aiy wud )l go <llbYl JS bl acyy Y Llxall peal wiSo ol
2oy SXP pladiw! aiy U3 o Yy ASA I SGT wlode wls olylbl Jlu,l 3750X 51lall Say Y a|
logleall 03D 209 . Jl9 IP (uolic on ousill Jo> Joxall (o logles (il ASA J JsSeio ! 13d
SGACL _JI bl 51,8 35619 wud )l JI P (u9lic lagass (ASA) Jswosll Ll sacluall wiSo gibaiu,



ol 13D (90 uSaS 3750X JI wlsui in order to ez

cts sxp enable

cts sxp default source-ip 192.168.1.10

cts sxp default password cisco

cts sxp connection peer 192.168.1.1 password default mode local

ol 13® . 2uanS ASA JI Sl in order to s>

cts sxp enable

***** cts sxp default password

cts sxp default source-ip 192.168.1.1

cts sxp connection peer 192.168.1.10 password default mode local listener

ol 13® Jalasy JI pliwl ASA JI ol wiads in order to alss

bsns-asa5510-17# show cts sxp sgt-map ipv4 detail
Total number of IP-SGT mappings : 2
Total number of IP-SGT mappings shown: 2

SGT : 2:VLAN1O0

IPv4 : 192.168.1.200
Peer IP : 192.168.1.10
Ins Num 1

Status : Active

Seqg Num : 49

SGT : 3:VLAN20

IPv4 : 192.168.2.200
Peer IP : 192.168.1.10
Ins Num 1

Status : Active

Seqg Num : 39

il Ol o) oS ailoleo le 316 93 (192.168.1.200 Glsic ip ranll go 318 la, )l ASA alisy loxic (oYl
SGT=3 1,0 L3l 05 o) oS aizlles le 5506 @16 (192.168.200.2 100l IP ¢lgie) duull, SGT=2 (0
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D Jl 838 Sl @ LolJIIP Glgie e jgivl IP jlg> wbsi Jauini JI 13D S350 .da95Lanll

SXP JgS9i9 1 e dluw] piy ¥ a8 (189,20 02>9 9 )l (955 baicy .SXP cyaxs

w9 ) ACL go ASA e 19,0l 4,> dyiucs

:ASA (953 Laxd L lowd

interface Ethernet0/0

nameif outside

security-level 0

ip address 192.168.1.1 255.255.255.0
1

interface Ethernet0/1

nameif inside

security-level 100



ip address 192.168.2.1 255.255.255.0

0 ICMP 9,0 &5,> guox) gouw 989 a1l dgzloll e Laulaig (ACL) Jowosll (9 pS daild clin] ok
{(VLAN10 _c,) 2=0d )l JI 3=cud)ll

access-1ist inside extended permit icmp security-group tag 3 any security-group
name VLAN10 any
access-group inside in interface inside

Suodl doMe puwl 9l juaill doMe a8 plaiw] diSsy, :da>Mo

MS _JI (SGT=3) 192.168.2.200 , a0l IP olgic plasiwl, MS Windows XP ¢e Jlas¥l Lish cuad 13|
:Jlasl clisl, ASA pgisd ((IP 192.168.1.200 (SGT=2 ulgiz, Windows 7

ASA-6-302020: Built outbound ICMP connection for faddr 192.168.1.200/0%
(VLAN10) gaddr 192.168.2.200/512 laddr 192.168.2.200/512(3:VLAN20:2)

9,0l 85,5 Jlas> i Telnet go eVl Guis el,>] Jyl Loie

Deny tcp src inside:192.168.2.200/2478(3:VLAN20) dst outside:192.168.1.200/23

"VLAN10) by access-group "inside:2)

ynaall o JSIIP olgics oloVl dole (o JS plasiow] oSaall oo ASA JI e )l JiSuis aS Jud

LI 1P 192.168.2.200 ¢ lgicy 3 = wd )l doMe 0 ICMP ECHO 9,0 &,%J sxclill 03D pows .dg=slly
1192.168.1.200 dg>o)l Lasaaoll Slgicy VLANTO 6lowoll cud )l dodle

access-1list inside extended permit icmp security-group tag 3 host 192.168.2.200
security-group name VLAN1O host 192.168.1.200 echo

ol olegaze 2o Lyl U3 a8 5S009

object-group security SGT-VLAN-10
security-group name VLAN10
object-group security SGT-VLAN-20
security-group tag 3

object-group network hostl
network-object host 192.168.1.200
object-group network host?2
network-object host 192.168.2.200

object-group service my-icmp-echo
service-object icmp echo

access-list inside extended permit object-group my-icmp-echo
object-group-security SGT-VLAN-20 object-group host2 object-group-security
SGT-VLAN-10 object-group hostl

(ISE (RBACL (0 lwbadl Jiji go 3750X Lkl _le 59,0)l &> dyiucs
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interface Vlanl0

ip address 192.168.1.10 255.255.255.0
|

interface Vlan20

ip address 192.168.2.10 255.255.255.0

ol 13D (a® cads in order to s> . J=ally ISE oo olwludl i oo

bsns-3750-5#show cts role-based permissions

:IPv4d Role-based permissions default
Permit IP-00

:IPv4 Role-based permissions from group 2:VLAN10 to group Unknown
ICMP-20

:IPv4d Role-based permissions from group 2:VLAN10 to group 2:VLAN10
ICMP-20

:IPv4d Role-based permissions from group 2:VLAN1O0 to group 3:VLAN20
ICMP-20
Deny IP-00

aesld _JI (VLAN20 (MS WindowsXP aSyis _JI (VLANTO0 (MS Windows 7 aSuibs cjo 49,0ll &,> giass
ISE o0 el ai Lilly (ICMP-20 ACL) Jguoo)l 6 aSxill

bsns-3750-5#show ip access-lists ICMP-20
(Role-based IP access list ICMP-20 (downloaded
permit icmp 10

0l 13® ACL JI .85 in order to cls»

bsns-3750-5#show cts rbacl
CTS RBACL Policy

RBACL IP Version Supported: IPv4

name = Deny IP-00
IP protocol version = IPV4
refecnt = 2
flag = 0x41000000
stale = FALSE
:RBACL ACEs
deny ip
name = ICMP-20
IP protocol version = IPV4
refcnt = 6
flag = 0x41000000
stale = FALSE

:RBACL ACEs
permit icmp

name = Permit IP-00
IP protocol version = IPV4
refecnt = 2
flag = 0x41000000
stale = FALSE
:RBACL ACEs
permit ip

Lol 138 rumuo JSuin 0eSy wwian VS o 59,0 a5, ol aSTy Ol cumy by JI cadds in order to wlss



bsns-3750-5#show cts role-based sgt-map all
Active IP-SGT Bindings Information

IP Address SGT Source
LOCAL 2 192.168.1.200
LOCAL 3 192.168.2.200

Total number of LOCAL bindings = 2
Total number of active bindings = 2

MS Windows XP il pllas ] (2=dll) MS Windows 7 Juuiadl olias 0 ICMP JsSsi Jos
obslac JWS oo c2Yl 13D o Baxdl sy ICMP-20 Jguogll L5 aSxill dasld go s> JSuin (3=ud)l)
g z9auo 405> 15) 3 12 o 19,0l 45,5 o Ganil

bsns-3750-5#show cts role-based counters
Role-based IPv4 counters

in hardware counters field indicates sharing among cells with identical '-' #

policies

From To SW-Denied HW-Denied SW-Permitted HW-Permitted

224 1695 0 0 0 2

- 0 - 0 2 2

132921 133258 0 0 * *

15 0 0 0 3 2

ICMP- Jguogll 9 aSxill dasld e 4y zgoums uc) ang9,all o5l sl 5 Telnet slac plaziw] dylxo 2y
(20

bsns-3750-5#show cts role-based counters
Role-based IPv4 counters

in hardware counters field indicates sharing among cells with identical '-' #
policies

From To SW-Denied HW-Denied SW-Permitted HW-Permitted
224 1695 0 0 0 2

- 0 - 0 2 2

132969 133281 0 0 * *

15 0 2 0 3 2
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PAC duwlwVl aalsJl plasiuw] S35 .5kl (PAC) Loxoll Jgog)l §guio 995 plasiuw] aic JSlivall ,glas 28
guwgioll a83Laall JsSgi9 4 g0 EAP-FAST Lglwl 3750X _le _lalil PAC slas] pasiwy .RADIUS o5l
oo (EAP-MSCHAPV2) saxill dagsy JuasVl a5l @8sLanll JgSg5i9,0 adskas pladiwl 31l LolwVl go
EAP-FAST Loolas o c5> @ il 63a2iall RADIUS Jilw; 5 «clasVl auxai pgéi loaic .Microsoft

logiuoSs a5 el 49 10)l dalS9 8 ,2all go EAP-MSCHAPV2 oy sl9 0Vl gaill clid pasiuall
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PAC b 1i® ol ISE oMeY AAA service-type=cts-pac-provisioning Js¥I RADIUS _lb pasiuy

bsns-3750-5#debug cts provisioning events
bsns-3750-5#debug cts provisioning packets

=Mar 1 09:55:11.997: CTS-provisioning: New session socket: src*
dst=10.48.66.129:1645 10.48.66.109:57516

Mar 1 09:55:11.997: CTS-provisioning: Sending EAP Response/Identity to*
10.48.66.129

:Mar 1 09:55:11.997: CTS-provisioning: OUTGOING RADIUS msg to 10.48.66.129%*
:Mar 1 09:55:11.997: CTS-provisioning: INCOMING RADIUS msg from 10.48.66.129%*
Mar 1 09:55:11.997: CTS-provisioning: Received RADIUS challenge from*
.10.48.66.129

Mar 1 09:55:12.006: CTS-provisioning: Received TX_PKT from EAP method*

Mar 1 09:55:12.006: CTS-provisioning: Sending EAPFAST response to*
10.48.66.129

:Mar 1 09:55:12.006: CTS-provisioning: OUTGOING RADIUS msg to 10.48.66.129%*
:Mar 1 09:55:12.106: CTS-provisioning: INCOMING RADIUS msg from 10.48.66.129%*
Mar 1 09:55:12.115: CTS-provisioning: Received RADIUS challenge from*
.10.48.66.129

Mar 1 09:55:12.744: CTS-provisioning: Received TX_PKT from EAP method*

Mar 1 09:55:12.744: CTS-provisioning: Sending EAPFAST response to*
10.48.66.129

:Mar 1 09:55:12.744: CTS-provisioning: OUTGOING RADIUS msg to 10.48.66.129%*
:Mar 1 09:55:12.844: CTS-provisioning: INCOMING RADIUS msg from 10.48.66.129%*
Mar 1 09:55:12.844: CTS-provisioning: Received RADIUS challenge from*
.10.48.66.129

Mar 1 09:55:12.853: CTS-provisioning: Received TX_PKT from EAP method*

Mar 1 09:55:12.853: CTS-provisioning: Sending EAPFAST response to 10.48.66.129%*
:Mar 1 09:55:12.853: CTS-provisioning: OUTGOING RADIUS msg to 10.48.66.129%*
:Mar 1 09:55:12.853: CTS-provisioning: INCOMING RADIUS msg from 10.48.66.129%*
Mar 1 09:55:12.861: CTS-provisioning: Received RADIUS challenge from*
.10.48.66.129

Mar 1 09:55:12.861: CTS-provisioning: Received TX_PKT from EAP method*

Mar 1 09:55:12.861: CTS-provisioning: Sending EAPFAST response to 10.48.66.129%*
:Mar 1 09:55:12.861: CTS-provisioning: OUTGOING RADIUS msg to 10.48.66.129%*
:Mar 1 09:55:12.878: CTS-provisioning: INCOMING RADIUS msg from 10.48.66.129%*
Mar 1 09:55:12.878: CTS-provisioning: Received RADIUS challenge from*
.10.48.66.129

Mar 1 09:55:12.886: CTS-provisioning: Received TX_PKT from EAP method*

Mar 1 09:55:12.886: CTS-provisioning: Sending EAPFAST response to 10.48.66.129%*
:Mar 1 09:55:12.886: CTS-provisioning: OUTGOING RADIUS msg to 10.48.66.129%*
:Mar 1 09:55:12.895: CTS-provisioning: INCOMING RADIUS msg from 10.48.66.129%



Mar 1 09:55:12.895: CTS-provisioning: Received RADIUS challenge from*
.10.48.66.129

Mar 1 09:55:12.895: CTS-provisioning: Received TX_PKT from EAP method*

Mar 1 09:55:12.895: CTS-provisioning: Sending EAPFAST response to 10.48.66.129%*
:Mar 1 09:55:12.903: CTS-provisioning: OUTGOING RADIUS msg to 10.48.66.129%*
:Mar 1 09:55:12.912: CTS-provisioning: INCOMING RADIUS msg from 10.48.66.129%*
Mar 1 09:55:12.912: CTS-provisioning: Received RADIUS challenge from*
.10.48.66.129

Mar 1 09:55:12.920: CTS-provisioning: Received TX_PKT from EAP method*

Mar 1 09:55:12.920: CTS-provisioning: Sending EAPFAST response to 10.48.66.129%*
:Mar 1 09:55:12.920: CTS-provisioning: OUTGOING RADIUS msg to 10.48.66.129%*
:Mar 1 09:55:12.928: CTS-provisioning: INCOMING RADIUS msg from 10.48.66.129%*
Mar 1 09:55:12.928: CTS-provisioning: Received RADIUS challenge from*
.10.48.66.129

Mar 1 09:55:12.970: CTS-pac-refresh: PAC C40A15A339286CEAC28A50DBBAC59784*
refresh timer has been set for 20y30w

.Mar 1 09:55:12.970: CTS-provisioning: Ignoring key data*

Mar 1 09:55:12.979: CTS-provisioning: Received TX_PKT from EAP method*

Mar 1 09:55:12.979: CTS-provisioning: Sending EAPFAST response to 10.48.66.129%*
:Mar 1 09:55:12.979: CTS-provisioning: OUTGOING RADIUS msg to 10.48.66.129%*
:Mar 1 09:55:12.995: CTS-provisioning: INCOMING RADIUS msg from 10.48.66.129%*
.Mar 1 09:55:12.995: CTS-provisioning: Received RADIUS reject from 10.48.66.129*
Mar 1 09:55:12.995: CTS-provisioning: Successfully obtained PAC for A-ID*
c40al5a339286ceac28a50dbbac59784

Mar 1 09:55:12.995: CTS-provisioning: cts_provi_server_cleanup: 10.48.66.129*
.Mar 1 09:55:12.995: CTS-provisioning: work complete, process terminating*
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The Message-Authenticator RADIUS attribute is invalid
u9Se vl eliaall _le (debug cts provisioning + debug radius) clasVl auai o gl D s Loyl el
s PAC plias

Apr 20 10:07:11.768: CTS-provisioning: Sending EAP Response/Identity t
1Apr 20 10:07:15.325: RADIUS(0000024B): Request timed out

Apr 20 10:07:15.325: RADIUS: No response from (10.62.84.224:1645,1646) for
id 1645/37

0,2 ligd «inyaz)l RADIUS pals e Mool pasias s 13)

radius server KRK-ISE
address ipv4 10.62.84.224 auth-port 1645 acct-port 1646
pac key CISCO
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Authentication Summary

Logged At June 26 2013 1:36:32.676 FM
RADIUS Status: PAC provisioned

MAS Failure:

Username: 3750

MAC/F Address: BC:16:65:25: A5:00

Metwork Device: 3750X : 10.48.66.109 -
Allowed Protocaol: MOACD SGT Senvice

ldentity Store: Internal CTS Devices

Authorization Profiles:
SGA Securty Group:
Authentication Protocol : EAP-FASTIEAP-MSCHAPYZ)
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No. |Source Destination | Prutocall Length | Info

110.48.66.109 10.48.606.129 RADIUS 347 Access-Request(1l) (id=166, 1=319)
210.48.66.129 10.48.66.109 RADIUS 337 Access-Accept(2) (id=166, 1=389)
310.48.66.109 10.48.66.129 RADIUS 351 Access-Request (1) (id=167, 1=323)
410.48.66.129 10.48.66.109 RADIUS 288 Access-Accept(2) (id=167, 1=260)
510.48.66.109 10.48.66.129 RADIUS 350 Access-Request(l) (id=168, 1=322)
610.48.66.129 10.48.66.109 RADIUS 396 Access-Accept(2) (1d=168, 1=368)

RUthenticator: DIb/ZC4290e05934 170643 15eeubaduc
[This i i ! = i 5]
[Time from request: 0.008000000 seconds]
= Attribute Value Pairs
= AVP: 1=14 t=User-Name(l): #CTSREQUEST#
User-Name: #CTSREQUEST#
AVP: 1=40 t=State(24): 52656175746853657373696f6e3a30613330343238313030. ..
AVP: 1=50 t=Class(25): 434143533a30613330343238313030303031343033353143, ..
AVP: 1=6 t=Termination-Action(29): RADIUS-Request(1)
AVP: 1=18 t=Message-Authenticator(80): ac8e7b6f0d59da776fodbflffaddbafl
AVP: 1=39 t=Vendor-Specific(26) v=Cisco(9)
b ¥SA: 1=33 t=Cisco-AVPair(l): cts:security-group-table=0001-5
= AVP: 1=46 t=Vendor-Specific(26) v=Cisco(9)
b ¥SA: 1=40 t=Cisco-AVPair(l): cts:security-group-info=0-0-00-Unknown
= AVP: 1=45 t=Vendor-Specific(26) v=Cisco(9)
b VSA: 1=39 t=Cisco-AVPair(l): cts:security-group-info=ffff-0-00-ANY
= AVP: 1=45 t=Vendor-Specific(26) v=Cisco(9)
P VSA: 1=39 t=Cisco-AVPair(l): cts:security-group-info=2-0-00-VLAN1®
= AVP: 1=45 t=Vendor-Specific(26) v=Cisco(9)
b VSA: 1=39 t=Cisco-AVPair(l): cts:security-group-info=3-0-00-VLAN20

jq = w v w
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No. |Source Destination Protocol| Length| Info

110.48.66.109 10.48.606.129 RADIUS 347 Access-Request (1) (id=166, 1=319)
210.48.66.129 10.48.66.109 RADIUS 337 Access-Accept(2) (id=166, 1=309)
310.48.66.109 10.48.66.129 RADIUS 351 Access-Request (1) (id=167, 1=323)
410.48.66,.129 10.48.66.109 RADIUS 288 Access-Accept(2) (id=167, 1=260)
510.48.66.109 10.48.66.129 RADIUS 350 Access-Request(l) (id=168, 1=322)
610.48.66.129 10.48.606.109 RADIUS 396 Access-Accept(2) (id=168, 1=368)

¢ Raw packet data
b Internet Protocol Yersion 4, Src: 10.48.66.109 (160.48.66.109), Dst: 10.48.66.129
v User Datagram Protocol, Src Port: sightline (1645), Dst Port: sightline (1645)
« Radius Protocol
Code: Access-Request (1)
Packet identifier: 0xa6 (166)
Length: 319
Authenticator: 60a2c@dbab563d6adfdb44910f646d%e
[The response to this request is in frame 2]
= Attribute Value Pairs
= AVP: 1=203 t=Vendor-Specific(26) v=Cisco(9)
b VSA: 1=197 t=Cisco-AVPair(l): cts-pac-opaque=\000\002\000\2604000%003\000%\0
= AVP: 1=14 t=User-Name(l): #CTSREQUEST#
User-Name: #CTSREQUEST#
AVP: 1=34 t=Vendor-Specific(26) v=Cisco(9)
P VSA: 1=28 t=Cisco-AVPair(l): cts-environment-data=3750X
AVP: 1=18 t=User-Password(2): Encrypted
AVP: 1=6 t=Service-Type(6): Dialout-Framed-User(5)
AVP: 1=6 t=NAS-IP-Address(4): 10.48,66.109
AVP: 1=18 t=Message-Authenticator(80): al6f5aea9aflcb47abb8do6d229eecec?

4
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bsns-3750-5#debug cts environment-data all

Mar 1 10:05:07.454: CTS env-data&colon; cleanup mcast SGT table*

Mar 1 10:05:18.057: CTS env-data&colon; Force environment-data refresh*

= Mar 1 10:05:18.057: CTS env-data&colon; download transport-type*
CTS_TRANSPORT_IP_UDP

,Mar 1 10:05:18.057: cts_env_data START: during state env_data_complete*
(got event 0 (env_data_request

<- Mar 1 10:05:18.057: @@@ cts_env_data START: env_data_complete*
env_data_waiting_rsp

Mar 1 10:05:18.057: env_data_waiting_rsp_enter: state = WAITING_RESPONSE*
Mar 1 10:05:18.057: env_data_request_action: state = WAITING_RESPONSE*

,(Mar 1 10:05:18.057: cts_env_data_is_complete: FALSE, req(x0), rec(x0*
(expect (x81), completel (x85), complete2 (xB5), complete3 (x28B5

,Mar 1 10:05:18.057: cts_aaa_req setup: (CTS env-data)Private group appears DEAD*
attempt public group

Mar 1 10:05:18.057: cts_aaa_req setup: (CTS env-data)CTS_TRANSPORT_IP_UDP*
(Mar 1 10:05:18.057: cts_aaa_req_setup: (CTS env-data)AAA reqg(x7C3DF10*

(Mar 1 10:05:18.057: cts_aaa_attr_add: AAA reqg(0x7C3DF10*

#Mar 1 10:05:18.057: username = #CTSREQUEST*

Mar 1 10:05:18.057: cts-environment-data = 3750X*

.Mar 1 10:05:18.057: cts_aaa_req send: AAA reqg(0x7C3DF10) successfully sent to AAA*
(Mar 1 10:05:18.083: cts_aaa_callback: (CTS env-data)AAA req(0x7C3DF10*
response success



.(Mar 1 10:05:18.083: AAA attr: Unknown type (447*

.(Mar 1 10:05:18.083: AAA attr: Unknown type (220%*

.(Mar 1 10:05:18.083: AAA attr: Unknown type (275*

.Mar 1 10:05:18.083: AAA attr: server-list = CTSServerListl-0001%*
.Mar 1 10:05:18.083: AAA attr: security-group-tag = 0000-00%*

.Mar 1 10:05:18.083: AAA attr: environment-data-expiry = 86400%*
.Mar 1 10:05:18.083: AAA attr: security-group-table = 0001-5*

Mar 1 10:05:18.083: CTS env-data&colon; Receiving AAA attributes*
CTS_AAA_SLIST
slist name (CTSServerListl) received in 1lst Access-Accept
slist name (CTSServerListl) created
CTS_AAA_SECURITY_GROUP_TAG - SGT = unicast-unknown-00
.CTS_AAA_ENVIRONMENT_ DATA_EXPIRY = 86400
CTS_AAA_SGT_NAME_LIST
table(0001) received in lst Access-Accept
()old name(), gen
(new name (0001), gen (50
CTS_AAA_DATA_END
Mar 1 10:05:18.083: cts_env_data WAITING_RESPONSE: during state*
(env_data_waiting_rsp, got event 1 (env_data_received
<- Mar 1 10:05:18.083: Q@@ cts_env_data WAITING_RESPONSE: env_data_waiting rsp*
env_data_assessing
Mar 1 10:05:18.083: env_data_assessing_enter: state = ASSESSING*
Mar 1 10:05:18.083: env_data_assessing_action: state = ASSESSING*
,(Mar 1 10:05:18.083: cts_env_data_is_complete: FALSE, reqg(x1089), rec(xC83*
(expect (x28B5), completel (x85), completel (xB5), complete3 (x28B5
,Mar 1 10:05:18.083: cts_env_data ASSESSING: during state env_data_assessing*
(got event 3 (env_data_incomplete
<- Mar 1 10:05:18.083: @@Q@ cts_env_data ASSESSING: env_data_assessing*
env_data_waiting_rsp
Mar 1 10:05:18.083: env_data_waiting rsp_enter: state = WAITING_RESPONSE*
Mar 1 10:05:18.083: env_data_request_action: state = WAITING_RESPONSE*
,(Mar 1 10:05:18.083: cts_env_data_is_complete: FALSE, reqg(x1089), rec(xC83*
(expect (x28B5), completel (x85), completel (xB5), complete3 (x28B5
,Mar 1 10:05:18.083: cts_aaa_req setup: (CTS env-data)Private group appears DEAD*
attempt public group
Mar 1 10:05:18.083: cts_aaa_req setup: (CTS env-data)CTS_TRANSPORT_IP_UDP*
(Mar 1 10:05:18.083: cts_aaa_req setup: (CTS env-data)AAA req(x792FFDO*
(Mar 1 10:05:18.083: cts_aaa_attr_add: AAA reqg(0x792FFDO*
#Mar 1 10:05:18.091: username = #CTSREQUEST*
Mar 1 10:05:18.091: cts-server-list = CTSServerListl*
.Mar 1 10:05:18.091: cts_aaa_reqg send: AAA req(0x792FFD0) successfully sent to AAA*
(Mar 1 10:05:18.099: cts_aaa_callback: (CTS env-data)AAA req(0x792FFDO*
response success

.(Mar 1 10:05:18.099: AAA attr: Unknown type (447*

.(Mar 1 10:05:18.099: AAA attr: Unknown type (220%*

.(Mar 1 10:05:18.099: AAA attr: Unknown type (275*

.Mar 1 10:05:18.099: AAA attr: server-list = CTSServerListl-0001%*

:Mar 1 10:05:18.099: AAA attr: server = c40al5a339286ceac28a50dbbac59784*

.10.48.66.129:1812
Mar 1 10:05:18.099: CTS env-data&colon; Receiving AAA attributes*
CTS_AAA_SLIST
(2nd Access-Accept slist name (CTSServerListl), gen(0001
CTS_AAA_SERVERS
server (c40al5a339286ceac28a50dbbac59784:10.48.66.129:1812) added
CTS_AAA_DATA_END
Mar 1 10:05:18.099: cts_env_data WAITING_RESPONSE: during state*
(env_data_waiting_rsp, got event 1 (env_data_received
<- Mar 1 10:05:18.099: @@@ cts_env_data WAITING_RESPONSE: env_data_waiting rsp*
env_data_assessing
Mar 1 10:05:18.099: env_data_assessing_enter: state = ASSESSING*
Mar 1 10:05:18.099: env_data_assessing_action: state = ASSESSING*
,(Mar 1 10:05:18.099: cts_env_data_is_complete: FALSE, reqg(x108D), rec (xC87*
(expect (x28B5), completel (x85), completel (xB5), complete3 (x28B5



,Mar 1 10:05:18.099: cts_env_data ASSESSING: during state env_data_assessing*
(got event 3 (env_data_incomplete

<- Mar 1 10:05:18.099: @@Q@ cts_env_data ASSESSING: env_data_assessing*
env_data_waiting_rsp

Mar 1 10:05:18.099: env_data_waiting rsp_enter: state = WAITING_RESPONSE*

Mar 1 10:05:18.099: env_data_request_action: state = WAITING_RESPONSE*

,(Mar 1 10:05:18.099: cts_env_data_is_complete: FALSE, reqg(x108D), rec(xC87*
(expect (x28B5), completel (x85), completel (xB5), complete3 (x28B5

Mar 1 10:05:18.099: cts_aaa_req setup: (CTS env-data)Using private server group*
Mar 1 10:05:18.099: cts_aaa_req setup: (CTS env-data)CTS_TRANSPORT_IP_UDP*

(Mar 1 10:05:18.099: cts_aaa_req setup: (CTS env-data)AAA req(x7A6C4AC*

(Mar 1 10:05:18.099: cts_aaa_attr_add: AAA req(0x7A6C4AC*

#Mar 1 10:05:18.099: username = #CTSREQUEST*

Mar 1 10:05:18.099: cts-security-group-table = 0001*

.Mar 1 10:05:18.099: cts_aaa_reqg send: AAA req(0x7A6C4AC) successfully sent to AAA*
(Mar 1 10:05:18.108: cts_aaa_callback: (CTS env-data)AAA req(0x7A6C4AC*

response success

.(Mar 1 10:05:18.108: AAA attr: Unknown type (447*

.(Mar 1 10:05:18.108: AAA attr: Unknown type (220%*

.(Mar 1 10:05:18.108: AAA attr: Unknown type (275*

.Mar 1 10:05:18.108: AAA attr: security-group-table = 0001-5*

.Mar 1 10:05:18.108: AAA attr: security-group-info = 0-0-00-Unknown*
.Mar 1 10:05:18.108: AAA attr: security-group-info = ffff-0-00-ANY*
.Mar 1 10:05:18.108: AAA attr: security-group-info = 2-0-00-VLAN1O*
.Mar 1 10:05:18.108: AAA attr: security-group-info = 3-0-00-VLAN20*

Mar 1 10:05:18.108: CTS env-data&colon; Receiving AAA attributes*
CTS_AAA_SGT_NAME_LIST
table (0001) received in 2nd Access-Accept
(0ld name (0001), gen(50
(new name (0001), gen (50
CTS_AAA SGT_NAME_INBOUND - SGT = unicast-unknown-00
flag (128) server name (Unknown) added
(name (0001), request (1), receive (1
Setting SG Name receving bit CTS_ENV_DATA_SGT_NAME_ENTRY on
CTS_AAA SGT_NAME_INBOUND - SGT = unicast-default-00
flag (128) server name (ANY) added
(name (0001), request (1), receive (1
Setting SG Name receving bit CTS_ENV_DATA_SGT_NAME_ENTRY on
CTS_AAA SGT_NAME_INBOUND - SGT = 2-00
flag (128) server name (VLAN10) added
(name (0001), request (1), receive (1
Setting SG Name receving bit CTS_ENV_DATA_SGT_NAME_ENTRY on
CTS_AAA SGT_NAME_INBOUND - SGT = 3-00
flag (128) server name (VLAN20) added
(name (0001), request (1), receive (1
Setting SG Name receving bit CTS_ENV_DATA_SGT_NAME_ENTRY on
CTS_AAA_DATA_END
Mar 1 10:05:18.108: cts_env_data WAITING_RESPONSE: during state*
(env_data_waiting_rsp, got event 1 (env_data_received
<- Mar 1 10:05:18.108: Q@@ cts_env_data WAITING_RESPONSE: env_data_waiting rsp*
env_data_assessing
Mar 1 10:05:18.108: env_data_assessing_enter: state = ASSESSING*
Mar 1 10:05:18.108: env_data_assessing_action: state = ASSESSING*
,(Mar 1 10:05:18.116: cts_env_data_is_complete: TRUE, reqg(x2085), rec(x2C87*
(expect (x81), completel (x85), complete2 (xB5), complete3 (x28B5
,Mar 1 10:05:18.116: cts_env_data ASSESSING: during state env_data_assessing*
(got event 4 (env_data_complete
<- Mar 1 10:05:18.116: @E@Q@ cts_env_data ASSESSING: env_data_assessing*
env_data_complete
Mar 1 10:05:18.116: env_data_complete_enter: state = COMPLETE*
Mar 1 10:05:18.116: env_data_install_action: state = COMPLETE*

el curxs
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No. | Source | Destination | Pmtc:-cnll Lengl:h| Info

310.48.66.109 10.48.66.129 RADIUS 375 Access-Request (1) (id=31, 1=347)
410.48.66.129 10.48.66.109 RADIUS 235 Access-Accept(2) (id=31, 1=207)

510.48.66.109 10.48.66.129 RADIUS 390 Access-Request(1l) (id=32, 1=362)
1]
b Frame 4: 235 bytes on wire (1880 bits), 235 bytes captured (1880 bits)
* Raw packet data
¢ Internet Protocol Version 4, Src: 10.48.66.129 (10.48.66.129), Dst: 10.48.66.109
b User Datagram Protocol, Src Port: radius (1812), Dst Port: sightline (1645)
= Radius Protocol
Code: Access-Accept (2)
Packet identifier: 0x1f (31)
Length: 2087
Authenticator: 75c¢1a287476bb50b917480b9%41eeldll
[Time from request: 0.008000000 seconds]
= Attribute VYalue Pairs
P AVP: 1=14 t=User-Name(l): #CTSREQUEST#
FOAVP: 1=40 t=State(24): 52656175746853657373696f6e3a30613330343238313030. ..
FAYP: 1=50 t=Class(25): 434143533a30613330343238313030303031343042353143. ..
b AVP: 1=6 t=Termination-Action(29): RADIUS-Request(1)
b AVP: 1=18 t=Message-Authenticator(80): ebacc40303fc804ee71b587818c2f330
= AVP: 1=24 t=Vendor-Specific(26) v=Cisco(9)
» ¥SA: 1=18 t=Cisco-AVPair(l): cts:rbacl=ICHNP-2
= AVP: 1=35 t=Vendor-Specific(26) v=Cisco(9)
b VSA: 1=29 t=Cisco-AVPair(l): cts:rbacl-ace#l=permit icmp

(ACL) ool (9 pSxill daild (o8 J21 (o ainsSs @i JloaVl e asld Gubs b 0955 ol v ail &
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bsns-3750-5#debug cts all

Mar 30 02:39:37.151: CTS authz entry: peer (Unknown-2) Receiving AAA attributes
(rcv rbacl list: flags: reqg(8l)rcv(0)wait(80)prev(0)install (880
SGT = 2-01:VLAN10 -
SGT = 2-01:VLAN10 -
current arg_cnt=8, expected_num_args=11
(3rd Access-Accept rbacl received name (ICMP), gen (20
(received_policyp->sgt (2-01:VLAN10
(existing sgt_policy(73FFDB4) sgt(2-01:VLAN10
RBACL name (ICMP-20)flag(40000000) already exists
(acl_listp(740266C) old_acl_infop(0),exist_rbacl_type(0
.CTS_AAA_AUTHORIZATION_EXPIRY = 86400



CTS_AAA_DATA_END

- Mar 30 02:39:37.176: cts_authz_entry complete_action: Policy download complete
(peer (Unknown-2) SGT(2-01:VLAN10) status(RBACL-POLICY SUCCEEDED

:Mar 30 02:39:37.176: cts_authz_rbacl_uninstall_cb

:Mar 30 02:39:37.176: uninstall cb_ctx

Mar 30 02:39:37.176: session_hdl = F1000003

(Mar 30 02:39:37.176: sgt_policyp = 73FFDB4, sgt=(2-01:VLAN10), magic (BABECABB
Mar 30 02:39:37.176: ip_version = IPV6

Mar 30 02:39:37.176: src-or-dst = BOTH

(Mar 30 02:39:37.176: wait_rbm_install_ip_ver (0

(Mar 30 02:39:37.176: wait_rbm uninstall_ip_ver (C0000000

:Mar 30 02:39:37.176: cts_authz_rbacl_uninstall_cb

:Mar 30 02:39:37.176: uninstall cb_ctx

Mar 30 02:39:37.176: session_hdl = F1000003

(Mar 30 02:39:37.176: sgt_policyp = 73FFDB4, sgt=(2-01:VLAN10), magic (BABECABB
Mar 30 02:39:37.176: ip_version = IPV4

Mar 30 02:39:37.176: src-or-dst = BOTH

(Mar 30 02:39:37.176: wait_rbm_install_ip_ver (0

(Mar 30 02:39:37.176: wait_rbm uninstall_ip_ver (40000000

:Mar 30 02:39:37.210: install cb_ctx

Mar 30 02:39:37.210: session_hdl = F1000003

(Mar 30 02:39:37.210: sgt_policyp = 73FFDB4, sgt=(2-01:VLAN10), magic (BABECABB
Mar 30 02:39:37.210: ip_version = IPV6

Mar 30 02:39:37.210: src-or-dst = SRC

(Mar 30 02:39:37.210: wait_rbm_install_ip_ver (C0000000

(Mar 30 02:39:37.210: wait_rbm_uninstall_ip_ver (0

Mar 30 02:39:37.210: cts_authz_rbacl_install_cb: Waiting for more RBM callback
(for remaining IP version(40000000) RBACL policy(73FFDB4) for SGT(2-01:VLAN10
(flag (41400001

:Mar 30 02:39:37.210: cts_authz_rbacl_install_cb

:Mar 30 02:39:37.210: install cb_ctx

Mar 30 02:39:37.210: session_hdl = F1000003

(Mar 30 02:39:37.210: sgt_policyp = 73FFDB4, sgt=(2-01:VLAN10), magic (BABECABB
Mar 30 02:39:37.210: ip_version = IPV4

Mar 30 02:39:37.210: src-or-dst = SRC

(Mar 30 02:39:37.210: wait_rbm _install_ip_ver (40000000

(Mar 30 02:39:37.210: wait_rbm_uninstall_ip_ver (0

(Mar 30 02:39:37.210: cts_authz_rbacl_install cb: Program RBACL policy(73FFDB4
for SGT(2-01:VLAN10) flag(41400001) success
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Ho. | Source Destination Protocol| Length| Infe

o 1.1
A 192 16E.1.18

192, ] |
187164,

1.1 TCP T4 50154 = H4899 [ACK]| Seq=14T5381981 Ack=2R02T375980 Win=4128 1 on=0
A L4E, LGS, 1.1 182, 163.1,1 SAPP 9d SMIM Bind_receiver[Malforned 'acket]
5 19%, 168,1.1 162,164,108 TCP T4 64990 = BR154 [ACK] Seqe2E92737598 Acks1475381917 Wine32768 Lansd
G192, 16E. 1.1 192.168.1. 18 SHFPP i SHPP Eind Cranamilter[Hal forned Packel |
CABE. L. 19 192 1 143 SHI'T Query_sm
1

8192, 168.1.1 192.168, 1. 08 TCP T4 64990 = 58154 [ACK] Seq=269273706014 Acks147538199]1 Win=22768 Lensd

FAntemet Protocol Yersion 4, Smod 192, 168, 1.10 (192, 168,.1.148], Dst: 1%, 168.1.1 (1%2,168.1.1)
b Transmission Control Protocol, Src Pert: 58154 (58154, Dst Port: 64999 (64999), Seq: 1475381917, Ack: 2692737614, Len: 74

- Shart Message Peor bo Pesr, Command: Query sm, Soq

Length: 74
Operabion: Query sm (BxAOOBEART)
Soasmarag s ke 14

BRR B8R 23 55 T IR 32 be 16 RS 25 a5 42 4% AR 45 B0
R1B BA 86 1T 7B B BE F1 @& 36 a% ol af 41 Ra ch afl
BB Bl AL @3 ZFa fd e7 57 8 EBa Od ad 7f ea d4e ab 18
L5 6 f 3 L F
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BB
BER
BTh
BER
BIGE

2 @8lay aJg 192.168.1.200 ¢ .c0 a8 01 8 a>ly Jsl -
.3 doMe 4,9 192.168.2.200 ¢ .c0 a8 02 c8 ._sUl -
(4=d))l Wil ,LisY clasiwl 012) 4 doMell lg9 192.168.10.2 o c0 a8 0a 02 aJlll -
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bsns-3750-5#debug cts sxp message
bsns-3750-5#debug cts sxp internal
bsns-3750-5#debug cts sxp conn
bsns-3750-5#debug cts sxp mdb
bsns-3750-5#debug cts sxp error

Apr 7 00:39:06.874: CTS-SXP-CONN:sxp_process_message_event = CTS_SXPMSG_REQUEST
Apr 7 00:39:06.874: CTS-SXP-CONN:sxp_process_request CTS_SXPMSG_REQ_CONN_NVGEN
Apr 7 00:39:06.874: CTS-SXP-CONN:cts_get_next_sxpconn_cli

Apr 7 00:39:06.874: CTS-SXP-CONN:cts_get_next_sxpconn_cli

Apr 7 00:39:06.874: CTS-SXP-INTNL:sxp_process_request boolean set

Apr 7 00:39:06.874: CTS-SXP-INTNL:sxp_send_request set boolean after

Apr 7 00:40:05.418: CTS-SXP-CONN:is_cts_sxp_rf_active

Apr 7 00:40:05.418: CTS-SXP-MDB:sxp_export_ipsgt_change 192.168.1.200/32 add 1

ASA JI e auas Jilay JI Ld

bsns-asa5510-17# debug cts sxp all

ASA-7-776018: CTS SXP: Binding 192.168.1.200->2:VLAN10 from peer 192.168.1.10%
.instance 1) added in SXP database)

ASA-7-776019: CTS SXP: Binding 192.168.1.200->2:VLAN10 added. Update binding%
.manager

ASA-6-776251: CTS SGT-MAP: Binding 192.168.1.200->2:VLAN10 from SXP added to%
.binding manager

ASA-7-776014: CTS SXP: SXP received binding forwarding request (add) binding%
.VLAN10:2<192.168.1.200-

:olguw] Soiws debudebuing JI wiSe gaaiwy cil ASA JI le xuuai LaS cul, in order to

bsns-asa5510-17# debug cts condition level detail



debug cts condition level detail is enable

ASA _le SGACL

Jowgll (3 aSxill 4aild Jami ol vy uo JSuin SXP Blaliy (il SGT olinei cusiis ASA pody ol sy
U3l (omeill go JSlive azlgs boaie auo JSuiu oloVl wlegaxal

bsns-asa5510-17# debug cts sgt-map

ayed ol IP Llsis) lgy Jass Ll disy o)l Gussy oloYl dcgazo go (ACL) Jowoll L pSxill dails Jass
Ledl Jouog)l pi Ll (ACL) Jswogll (8 pSxill dasla) 382l U5l JSline o oMol i . pakiaasall

8T ol zine; MS Windows 7 szl pllas _JI MS Windows XP il plias oo Jlasl ksl L lagd

bsns-asa5510-17# packet-tracer input inside icmp 192.168.2.200 8 0 192.168.1.200
detailed
<output ommitted>

Phase: 2
Type: ACCESS-LIST
Subtype: log
Result: ALLOW
:Config
access-group inside in interface inside
access-list inside extended permit icmp security-group tag 3 any security-group
name VLAN10 any
:Additional Information
:Forward Flow based lookup yields rule
in id=0xaaf2ae80, priority=13, domain=permit, deny=false
,hits=185, user_data=0xaa2f5040, cs_id=0x0, use_real_addr, flags=0x0
protocol=1
src ip/id=0.0.0.0, mask=0.0.0.0, icmp-type=0, tag=3:VLAN20
dst ip/id=0.0.0.0, mask=0.0.0.0, icmp-code=0, tag=2:VLAN10, dscp=0x0
input_ifc=inside, output_ifc=any

<output ommitted>
do old Ologles

3750 J Cisco TrustSec ;055 Ju> -
ASA 9.1 J Cisco TrustSec 4955 Ju> -
bl dln, ;59 Cisco TrustSec uin
Cisco Systems - Slasiwally sl acall -
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