<950 SSL VPN 0390 gpsd (WebVPN) gdis
ASA

Slhgizall

doisoll

duw LV o Wdlnioll

o lllniall

do 2ol | & bgSoll

aSuill | Jaulasill puw )l

duwlwl ologles

axall o goxill

le>MNolg ellasVl OlaSiwl

le>Mol9 clasVl OliSiwY dorsmall olel >Vl
Le>Nolg el V| BLiSiwY doaziumall 4ol9Vl

&S o ISLino

JasJl Lous pasiuell e isi

ASA  WebVPN ,_oasiuwe & o ,iST Juogi Hizi
2B Lexaw o9 die> yoll )LV _JI Jawooll WebVPN cMoc e ik
WebVPN JMS 0 Citrix Jlail

o2 iol) daul a95kae  Jl ds Bl wixs awsaS

o old ologleo

doasoll

dido Jgog, plasull Cisco e ASA) 5500) wasill Ll oLVl ;le> dhubul Luibo o055 siwmall 13D pad,
o1 aS ] pows a3 1l @il 5)lsn JI Jsae 695 (VPN) dp,dlall dwl3Jl (SSL) dwdl Juosdl i3l
sl oo i c89ll (9 oVl9 391320l Jguoglly eMac e sz Y I SSL isuia) (WebVPN) dy,aUall
sl 8 8l 5,10 JI o smimall e pild ol Jou09 5480 Gorimsall gl .85 il aSais | &80
Pl Joosll b5 pi a3 3,lsall I Jsosll aplal e Joasll 3lol Jae I a21> Y .cds
SSL Jlasl e psiisill Laill Jis JgSsi9

sl 3,150 o 6,4 dcgazo JI Jgully ol Jouwgll 4lsel eMac JI 2lixy ¥ 53l SSL VPN J3g,
Jai JoS6i9 1 @lso JI Jouosll aiSay Lusdi sigmaS Sl (o doyadll olalailly g cusll Sei pi (il ©lawlailly
‘ol Lo s Jaing (HTTP) cojwdl Jle ueidl Laill

a>1> u9 @lgo -
2010 9 2007 9 Microsoft SharePoint 2003 .
2013 9 2007 9 Microsoft Outlook Web Access 2003 -



Microsoft Outlook Web App 2010 .
8.5.1 9 Domino Web Access (DWA) 8.5 .
Citrix Metaframe Presentation Server 4.x -
6.5 JI 5 ,lxoYl Citrix XenApp -
7.595.6 _JI 5 ,laol Citrix XenDesktop -
VMware View 4 -
.Cisco ASA 5500 aluubw (dogeao)l duwlwVl VPN édalnil 9 dogcaall polll dansld e jgiell Say

daaw LVl ool

wlllaioall
:onoSil 13® el ol ol Jd adlil o lllniadl elaguwl oo 25T

SSL pcay sl Loysiwoll -
Llel 91 7.1 jlaoYl go ASA -
ASA Jlxo puwl I X.509 65lgivs Hlao] o3 -
ASA I Sl o sluall Jgb e o,la> oy Vi ooy silly 443 48, TCP Asis -
.Cisco ASA 5500 aluwbw dsgcaall duwlwVI VPN dobail 5 olllnioll alols)l daosla)l e izl Soy

doxsimall & ligSall
bl dpladl GlsSally poll Slluol Il xiwall 13id (8 65,l0)l &logleall xiiuws

(1)9.4 ,loYl ASA -
(2)7.4 )oYl (Adaptive Security Device Manager (ASDM -
ASA 5515-X .
65e> VI o> ol dwols dlass dy o9 639>90ll 6362V o Aioll 138 9 65,l9)l wlogleall cliv]
Y Joaizoll Ll ogd o A58 16 il diSuis cilS 13] .(Lioidl) pouunn oSy Miuall 13D 9 do 2>l

oSl

WebVPN (654 w19Vl oo sl glol Hlis] eliSay .CLI 9 ASDM (0 JSU (oSl ddac dlaall 03 o
ASDM plaziwl Laad oSl wlolas jass gudxi Sou SI9

50loVl Jg> wlogleall o a0 e Jawaxll (lasd ulzumall eMasl) LolgVl ey 8151 paciawl tdka>Mo
paudl] 13D 9 dorSiuoll

Sl oozl ouw )l

W1 aSaidl slac] ximuall 13D pasiuy


/content/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html
/content/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/

Inside 10.21.22.1/24

- Internet outside

Web semer.
10.21.22.100

dpwlwl ologles

disgis Lo =imall ooy boaic . p3l3lg Sl o Ll o5 (il Ll uold SSL JgSg59,0 WebVPN paciuy
ASA 9 Jwosdl G JLasVl ol laid) .o 2imel| e awss d8slao) wislgis ASA pas, ASA go Jlasl
SV 0oSs ol Vg . Jeall, Jasll lgd i _ills §uanll @2 sall Jid (o dedgall 63lgidly ASA 395 clojl,
pazimall a9 Sl p92® Jloixl I 838, lao ASA dlol o 38zl (o aiSas il Jlwg)l Jsosl

4 89390 ne JlaiVl b Luixs jaay o ssiuall OY sy damiall

0id pladiuwl piy . sl £, xic @i8gill dgls X.509 63lgib clisly ol JSuin ASA po, rala>No
oo il Sy Y &Y b3lgadl 03D plaiwly _wogs Y . olsl JSisy Jrasll oYlas] doas) 65l
Jasis 63le] aglac JS e 63lgaidl 01d clis] kel aiy ells _le s9Me .o simell dlawls, lgdlol
D dole] dlac JS a2y a2 Cuxy

,_',;_QSJH
rduu) olglas Guasy ASA e WebVPN 950 09

ASA U o goladiuw] pisw (il 851gid] (0950 p9 -

ASA dg>lg _lc WebVPN ,Sas -

WebVPN _J| Jsosll (URL) a>gall 3,lsall @850 3330 9i/9 pole3l dsild clisl, ab -
WebVPN _,oa%iual dCoaxo pgi clisl -

. §9 dcgaxo e waxll dcgaxall g Gubs -

SSL 6,8 HlisY doaziuoll dwojlosl Huss a5 9.4 jluoYl o GV ASA oljlasl 9 tdla>Ns
eMasll plaiw| piww G 13].((X)9.4 ,laoYl Cisco ASA dlwbun dwlJ| o)l wla>Ve g21)

Vg .60gid) Lokl @Vl isiall 2liso plasiun] oL a9 nad (=LYl ixiell le ¢ )slall
ASA (555 diSay .Lil3 d=9g0 iS50 65lgid ASA puasi wuixil daazall juaiinill dcgozxe plaziw]
AES256-SHA:AES128-SHA:DHE-" La.azwll SSL tisv1.2 juais go las9 RSA 6,440 placiwy
RSA-AES256-SHA:DHE-RSA-AES128-SHA:DES-CBC3-SHA:DES-CBC-SHA:RC4-
.SHA:RC4-MD5

< oblgddl 5,131 < padio < dlaxll Hlaz < JiSubs i3 PKCS12 calo go 63Lgidl sl - 1 L1 .1

A
PEM).)


/content/en/us/td/docs/security/asa/asa94/release/notes/asarn94.html#pgfId-116497

[Ej Add Identity Certificate | %= |

Trustpoint Mame: ASDM_TrustPoint2
@ Import the identity certificate from a file (PKC512 format with Certificate(s) +Private Key):

Decryption Passphrase:

File to Impart From:

| Add a new identity certificate:

Key Pair: <Default-R548+Key = Shaw...

il

Certificate Subject DM:  |CH=A5A Select. ..
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

W [ prpe |
Allvalieed, ..

Enable CA flag in basic constraints extension

[ Add Certificate H Cancel H Help

LS -

:CLI

"ASA(confi g)# crypto ca import TrustPoint-name pkcsl2 "password

.Enter the base 64 encoded pkcsl2

End with the word "quit" on a line by itself

M 1 JUQ BAz CCCRc GCSqCSI b3DQEHAaCCCQyEggk EM | JADCCBf 8 GCSqGSI b3DQEH
BqCCBf AwggXsAgEAM | F5QYJKoZI hve NAQe BMBWGC qGSI b3DQEVAQYWDgQ 8F3N
vkvj UgCAggAg! | FuHFr VeenVf | Nv3sBByB/ yZswhELY5KpeALbXhf r FDpLNnc AB+
/ z3xM g6JkLYR6FaglKj Shg+o4gkDh8r 9y9CGQpaBt 8x30z00JJx SAaf mIrn\DOECS
7rmHsaKMbao+pv2LgKTWh0O7No4Yex 75Y5s ChyuQGPhLJIRdi onbi 1s1i oe4Dpl x1b

--- output omited ---

.Enter the base 64 encoded pkcsl2

End with the word "quit" on a line by itself

M 1 JUQ BAz CCCRc GCSqGCSI b3DQEHAaCCCQyEggk EM | JADCCBf 8 GCSqGSI b3DQEH
BqCCBf AwggXsAgEAM | F5QYJKoZI hve NAQe BMBWGC qGSI b3DQEVAQYWDgQ 8F3N
vkvj UgCAggAgl | FuHFr VeenVf | Nv3sBByB/ yZswhELY5KpeALbXhf r FDpLNnc AB+
/ z3xM g6JkLYR6Fag1Kj Shg+o4gkDh8r 9y9CGQpaBt 8x30z00JJx SAaf mIrn\gDOECS
7rmHsaKMbao+pv2LgKTWh0O7No4Yex 75Y5s ChyuQGPhLJIRdi onbi 1s1i oe4Dpl x1b

quit



INFO | nport PKCS12 operation conpleted successfully
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ASA
- -
[E Add Identity Certificate | = |
Trustpoint Mame: ASDM_TrustPointl
(") Import the identity certificate from a file (PKIC512 format with Certificate(s) +Private Key):
Decryption Passphrase:
File to Import From: Browse
| @ Add a new identity certificate:
Key Pair: :*:DEfELJH:—F'.Sﬁ.-KE}'} - | Show... | | Mew, ..
Certificate Subject DN: | CN=ASA
Generate self-signed certificate
|| Act as local certificate authority and issue dynamic certificates to TLS-Proxy
Advanced...
Enable CA flag in basic constraints extension
’ Add Certificate ] [ Cancel ] [ Help ]
¥
) anwl9 plisall goi i3l .62lgill pulball 29 olis) xa> 968 il
) AddKeyPair — | = |
Key Type: () RSA @ ECDSA
MName: (") Use default key pair name
@ Enter new key pair name: |[ECDSA_KEYPAIR
Size: 384 v
| ]
Generate Mow | | Cancel | | Help
:CLIL 4.d0x>9

ASA(confi g)# crypto key generate ecdsa label ECDSA_KEYPAIR noconfirm



ASA(confi g)# crypto ca trustpoint TrustPointl
ASA(confi g-ca-trustpoi nt)# revocation-check none
ASA(config-ca-trustpoint)# id-usage ssl-ipsec
ASA(config-ca-trustpoint)# no fgdn
ASA(config-ca-trustpoint)# subject-name CN=ASA
ASA(config-ca-trustpoint)# enrollment self
ASA(config-ca-trustpoint)# keypair ECDSA_KEYPAIR
ASA(config-ca-trustpoint)# exit

ASA(confi g)# crypto ca enroll TrustPointl noconfirm

2 A2y € J9uo9< S i3 WebVPN o Vlas] doasd lgolasiw] piww (il slgidl jis]
ag>loll agllnall 65lgilly alag ol TrustPoint sl (olblgid] aoild o slac] dloc SSL<pio<VPN

Select SSL Certificate | = |

Specify enrolled trustpoints to be used for 551 authentication and VPN load balancing on the outside
interface. To enroll a trustpoint, go to Device Management > Certificate Management > Identity
Certificates.

+

Interface: outside

Primary Enrolled Certificate: ASDM_TrustPoint2:0=Cisco, ou=TAC, cn=asa,Cisco.Com...

Load Balancing Enrolled Certificate:  — Mone — -
K, | | Cancel | | Help |

: JiSais ¢ 3150 CLI

ASA(config)# ssl trust-point

Jrosll oYlasy JiSeS WebVPN o315 Jas,.(DNS) Jlxall puwl o315 &y cllac uSaiy 08 (S)lis)
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Configuration > Remote Access VPN > DHS

Specify how to resolve DMNS requests.

DMS Setup

Primary DMS Server: 10.11.12,101

Secondary Servers:

+

Ciomain Mame: Cisco, Com

DNS.
DMS Lookup
To configure DMS, enable DMS lookup on at least ane interface.
Interface DMS Enabled
inside . JtT,e |
outside False
DMS Guard

This function enforces one DMS response per query. If DNS inspection is configured, this option is ignored on that interface.
[] Enable DNS Guard on all interfaces.

:CLI

ASA(confi g)# dns domain-lookup inside

ASA(confi g)# dns server-group DefaultDNS

ASA(confi g-dns-server-group) # name-server 10.11.12.101

o< Jowogll) Remote Access VPN < 055 3. WebVPN oVlasy dcgaxo ae clisl a8 (s Lis]) .
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Add Tnternal Groug Policy =

G=nerall Hame:  [WEAWPH_Group_Policy
| -Porks 'i
! = -More Colions Banrer: |¥] Inherit
Custamtzation
Liogin S=ttng
~-Srgls Sgron *ore Dptiors -

I Turreling Frotacnks: Inhers || Cheniess 551 WoN S5, VPN Client Paec TREV ] Psnc TKEW2 LITPfPaar

Seegdon Setings
weh a: o | Inhens
Acozss Hours: | Inhent
Smulisneocus Logrs: T Inhenz
Rectrict socees bo WLAN: ] Inherit
Connecton Profiz (Tumel Group) Lock: ) Inherit
Masimiam Cormect Time: o | Inhert it Fiites
e Timeout o | Inhens kr Gobal Defukt [0 g Pt
Tmeout Alerts
Segaion Akrt Interyal: o | Inhens Tefaudt
tdle Alert Interual: o | Inhens Default MNLSeS
Configun akert text messsages and visual oues in Customization under Chentdess S50 WPN Acoess Fortal -Customization Edt-Fortal Fage Tmeout Alerts,
Percdic authenboation Interval: | Inherit Unbmit=d Tours

FAnd:
O cancel | [ hep
&

ASA(confi g)# group-policy WEBVPN_Group_Policy internal
ASA(confi g)# group-policy WEBVPN_Group_Policy attributes
ASA(confi g-group-policy)# vpn-tunnel-protocol ssl-clientless

SSL Jowo9 < azy e Jowogll Remote Access VPN < ;655 i1 ASDM 8. Juogill cawogi JuSuis .
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oV o dg>19 ueSs s g21) cdcgazall ag JLasVl Gayyei wlalo e dole 6,k e Jouaxl
P55 o 3wl |9 degoxoll e (WJlasVl oy, wlals - 9.4 1oyl Cisco ASA Series VPN 10
olawogs clis| liSe, .Defaut WEBVPNGgroup wy =i wlo _ol,idl JSuiu WebVPN o Ylasl

Sl G olals | Guoadiws Gusid dalise Gl JUD rakas>Ve.ad Lo

>3320 URL ylgie placiuwly ol douioll daaslal o Loy JlasVl Gy e walo 2azs ¢poasiamol) (Say -
okl M5 0 WebVPN I Jo3 )l Lo 9 dCgame yaxis woadiwoll zlawdl :ASA 8. g1,
dcqazoll URL Lobwl 9 dcqozoll jloiwoll ouwl

2315 oo leali a5 Ll clowdl _J] D liawl pastiowall Gayyes calo e diSay LDAP 315 plasiaw] xic -
2055 JlinS LDAP o law lalasia) ASA plasiwl g>1, LDAP

bl oyl olélo | pasimel] cues iSay «olslgid] I éximall eMagll @85kas plasiw] i -
Cisco ASA Series J (CLI) ,oloVl law dg>19 uoSs s 2>l bsleidl Ud 639>gall Jsaxll ]I
IKEV1 ) ollgil dcgnxe dasllas oSs - 9.4 luoYl VPN

Cisco alulull o 4oloVl Jlnw dg>19 oS s g2, dcsazall dwluw I L9y coaimall Cusd -
G, o i pdind 6l uoasimall olawll 0S5 - 9.4 laoYl ASA Series VPN



/content/en/us/td/docs/security/asa/asa94/configuration/vpn/asa-vpn-cli/vpn-groups.html#pgfId-1192280
/content/en/us/td/docs/security/asa/asa94/configuration/vpn/asa-vpn-cli/vpn-groups.html#pgfId-1192280
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98580-enable-group-dropdown.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98580-enable-group-dropdown.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/91831-mappingsvctovpn.html
/content/en/us/td/docs/security/asa/asa94/configuration/vpn/asa-vpn-cli/vpn-ike.html#pgfId-1053978
/content/en/us/td/docs/security/asa/asa94/configuration/vpn/asa-vpn-cli/vpn-ike.html#pgfId-1053978
/content/en/us/td/docs/security/asa/asa94/configuration/vpn/asa-vpn-cli/vpn-groups.html#73582
/content/en/us/td/docs/security/asa/asa94/configuration/vpn/asa-vpn-cli/vpn-groups.html#73582

acgaxall g a0 WEBvpn_Group_Policy Lizlg Default WEBVPNGgroup

.ol 59Vl
FB Edit Clientless SSL VPN Connection Profile: Default WEBVPNGroup ™ | & |
_m Mame: DefaultWEBVPNGroup
(&} Advanced
Aliases:
Wuthentication
[
Method: @ AAA (T Certificate () Both
AAA Server Group: |LOCAL -

Use LOCAL if Server Group fals

DMS

Server Group: :D:‘I'null:DhIS x|
{Following fields are attributes of the DNS server group selected above.)

I' Servers: 10.21.22.101

Domain Mame: | cisoo.com

Diefasult Groun Policy
Group Policy: WEBVPMN_Group_Policy - i
“ {Following field is an atiribute of the group policy selected above.) II
[] Enable cientiess S5L VPN protocel

Find: ﬂ Mext n- Presvdous

Lo [ concat [ tep

2,

:CLI
ASA(confi g)# tunnel-group DefaultWEBVPNGroup general-attributes
ASA(config-tunnel -general )# default-group-policy WEBVPN_Group_Policy

Remote Access VPN>ClientLess< S >3 ¢, lc WebVPN wiSs in order to o i3l .6

ig>lo)l loz Jswogll plawdl Lis Yl &5 3a>.olawoss Juogi<isio SSL VPN
s, I




Access Interfaces

Enable interfaces for dientless 551 WPN access,

Interface Allow Access

outside
0

inside

[ Device Certificate ... l

[ Port Setting ... l

Bypass interface access lists for inbound WP sessions

Access lists from group policy and user policy always apply to the traffic.

:CLI
ASA(confi g)# webvpn
ASA(confi g-webvpn)# enable outside

ads 1l 5lgall Lol yeiwl, paziwol) a2z ,all olLoYl gows.Soixoll de> 50 ohlol clisl, 28 (s,WS]) .
< JsSin s> 50 6 L] cals in order to i3 URL Loy )l ouolie S8 Jl ax sl g9 dogu
< =20 ohlb] < JB3a0 < isio Remote Access VPN>Client SSL VPN

@l

@ Add Bookmark List

L% ]

Bookmark List Mame: MyBookmarks

Bookmark Title URL | Add |
Edit
Delete

Mowve Lip
Mowe Down
Find: (&) () [] Match Case
Ok | | Cancel | | Help

-

d=> 0 6,Lul asloY adlo] iz



Sackmark Tike: |Examale bockmal

LRL: :hlx.l 1-::.l'|' LT - N ] 1] | Asislank,., |

“reload “age [pbonall
Frafoac URL: h‘m -r: oy
Uit Time: {seconds)

Other Setiings (Optional)
Suibtitie:

st [t

|| Place iz bookrark on the VPN hame pace

| Enalle Smart Tunnel

Advarced Options

o [ caneml || mem |

olale & e lglis] ai LY LoloVl Jlow dg>l9 SV o de> 0 olylis] elis] Jyxiwall o0:CLI
XML

o€ Jowogll) Remote Access VPN < 955 ,is 1. a0 dcgomo agd ez 0 o] cusi 08 (s)lis]) .8
< (J>2ll) Portal < (L) Edit < (dcgoxall ag) Client Ssl VPN Access > Group Policy < (a=s
oYl dasld
2> all



Edit Intmmal Groug Policy: DfGrpPolicy [ = ]

j-General Soukmark Lisk: My_Bockmarks v | Manege.. |
| [ Mare Dplions LRL Enfry: 9 Ensbi= % Dbl I

Fie Aroess Control

File Sarver Entry: & Enable 7 Disable

File Server Brovesing: i@ Enable () Dsable

ridden Share Aocess: ) Ensble (@) Dmssble
Port Fawarding Control

Part Forwarding List: —bonz - = Manage... |

| Awrte Applet Covnioad

Applet Mame: Application Acogss
Smart Turre!
retworks | | ——
Semark Tunnel Palicy: | Manage...
Turinel Option: |Use tunn for &l netweek traffic -
Seart Tunnel Applicalion: | — e — v | Manege..,

[T Smert Tunnel dl Apphications (This feabure only waorks with Windoves platformes)
7] st Stark

Aasto Sign-on Server: .—N:ne - - ] Manage...

windaws Domain Mame {opsonal):

furto sgreom works orly with Internes Explorer on Windows dient or in Frefox on any platform.

Acttved Relay
Activel Relay: &) Enable () Dicabie
Mare Dptons ¥
[ Eind: | et P revas
[ ok [ coeel |[_ e
L J

:CLI

ASA(confi g)# group-policy DfltGrpPolicy attributes
ASA( conf i g- group-policy)# webvpn

ASA(confi g- group-webvpn) # url-list value My Bookmarks

auall oo Gaxil

oseimall 9 <ASA o Lol hitps://<FQDN olgis)l pasiuwl WebVPN (655 5,3y



.
:_Ty Login

Please enter your username and password.

USERNAME:
PASSWORD:

Login

cblioYly wusll @8lss I Jaill pasiumall ¢u9biell bag i &9, e [l 0sSs ol v o3l Jsrus sz
-y 0l

__:If) nEp "'h"'l - Browse

'|\I Haoms -y | Wiel Dockimanks

s izt welesils
Q Web Applications =

l-::J Browse Metwarks

le>Nol9 ellasVl BLiSiwl

leoMooly elasVl Blisiwy dorsiuall clel,>Y
LMoy el (oSl dgdac clias GliSiwy oladeil 0 gsl

1>y ASA C Jwae Jlasl aic .o ll<leall adoll (S Jaadl soyle < Jiuill < 481,all i3l ASDM
paiamall x>l @85Laally dcgozall dwluw 359 TLS dul> clisl



Device completed S5L handshake with dient outside: 10,229, 20, 7751307 to 10.48.55, 179443 for TL5v 1.2 session

Device completed 551 handshake with dient outside: 10,229, 20, 7761306 to 10,483,566, 179/443 for TLSv 1.2 session

551 dient outside: 10, 229,20, 77/6 1307 to 10.45,66. 179443 request to resume previous session

Starting 551 handshake with cient outsde: 10,229.20,77/61307 to 10,48.66, 179443 for TLS session

551 dient oukside: 10, 229,20, 77/8 1306 to 10,45,66. 179/443 request to resums previous session

Startmg 551 handshake with cient outside: 10, 229,20, 77761306 to 10.48.66. 179443 for TLS seszion

Built inbound TCP connection 107 for outside: 10,229, 20, 7761307 (10,229, 20, 77/6 1307) to identity: 10, 48,66, 179443 {10.48.55, 179/443)
Built inbound TCP connection 106 for outside: 10,229, 20, 77/6 1306 (10,229, 20, 77/6 1306) to identity: 10, 48.66. 179/443 (10.43.66, 179/443)
Group <WEBVPN_Group_Policy = User <admin= [P <10.229,20, 77> Authentication: successful, Session Type: WebWPN,

Device selects trust-point ASA-self-sioned for dient outside: 10,229, 20.77/53047 to 10.43.66, 179/443

Group <WEBVPM_Group_Policy = Liser <admin > 1P <10.229, 20, 77 = WebVPN session started.

DaP: User admin, Addr 10,229, 20. 77, Connection Clientless: The folowing DAR records were selected for ths connecton: DfitAccessPoboy
Al fransaction status ACCEPT @ user = admin

AAA retrieved default group policy (WEBVPM_Group Palicy) for user = admin

AAA user authentication Successful ; local database ; user = admin

Device completed S5L handshake with clisnt outside: 10,229, 20, 77061304 1o 10.43.66, 179)443 for TLSv 1. 2 ses50n

Device completed 551 handshake with cient outside: 10,229, 20. 7761303 to 10.43.66. 179443 for TLSv 1. 2 session

:CLI

ASA(confi g)# logging buffered debugging
ASA(confi g)# show logging

o€ &l .eMas 9y SSL VPN > dsiuas < Jasdl olul2<VPN olgla>|<VPN<adlo izl ASDM 5
lSiun o> 13] .dgaaill Jole §99 ,aily WebVPN dbuas Jole HLis| oo 25T 62,3201 WebVPN Jac duwl>

Sl elglas g>1y .assllaall il 5)lg0 I Joos)l pgiSay eMasll ol olaia) (950 ASA le> jolxs clled
el 13D 5 d>,xall

Fiter By: | Clientiess 551 VPN ~ |~ Al Sessons . | Filter
Usemame Group Policy Profoool Login Time Bytes Tx
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ASA(confi g)# show vpn-sessiondb webvpn
Session Type: WebVPN

Usernane : admin Index : 3

Public 1P : 10.229.20.77

Protocol : dientless

Li cense : AnyConnect Prem um

Encryption : dientless: (1)AES128 Hashing : Cientless: (1)SHA256
Bytes Tx : 72214 Bytes Rx : 270241

G oup Policy : WEBVPN G oup_Policy Tunnel G oup : Defaul t WEBVPNG oup
Login Tinme : 10:40: 04 UTC Tue May 26 2015

Duration : Oh: 05m 21s

Inactivity : Oh: 00m 00s

VLAN Mapping : N A VLAN : none

Audt Sess ID: 0al516010000300055644d84

Security Gp : none
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ASA(confi g)# webvpn
ASA(confi g-webvpn)# no anyconnect-essentials
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<ASA- 4-716023: Group <Dflt G pPolicy> User <cisco> | P <192.168.1.100%
. Session could not be established: session limt of 2 reached
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ASA(confi g)# show version | include Premium
AnyConnect Prem um Peers : 2 perpetual
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<ASA- 6- 716002: Group <Dflt G pPolicy> User <cisco> | P <192.168. 1. 100%
. WebVPN session term nated: dient type not supported

‘osllaall dcgazall 2l Jsac 09 VPN JoS0i9 0 (uSas o AL

ASA(config)# show run all group-policy | include vpn-tunnel-protoco
vpn-tunnel -protocol ikevl ikev2 |2tp-ipsec ssl-clientless
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ASA(confi g)# group-policy Cisco attributes
ASA(confi g-group-policy)# vpn-simultaneous-logins 20
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ASA(confi g)# group-policy WEBVPN Group_Policy attributes
ASA(confi g-group-policy)# webvpn
ASA(confi g- group-webvpn) # auto-signon allow uri cifs://X.X.X.X/* auth-type all
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ASA(confi g)# group-policy ExamplePolicy attributes
ASA( conf i g- group-pol icy)# webvpn

ASA( confi g- group- webvpn) # auto-signon allow uri
https://*.exanpl e.com* auth-type all
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