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olllriall

il o llaiall elaguwl oo 35T (oSl 138 el 2] Jolxs ol Jid
IPsec J lgiusi pisw (il u9liel (0 dcgazo -
"cisc0123" 0 49,0 4ol "vpnGroup" élowwe dcgaxo -
+TACACS 0513 _le paziuwall @85las -

a2 Ziwall o boSall

bl dplall GlsSally poll Slyluol Il xiuwall 13id (8 65,l0)l &logleall xiiuws

VPN aSoid Juoe sl Jozs ol wxy) 4.0.2D oYl Windows Jusuiadll plad Cisco o VPN éSuis Jsos -
(o>l Hluol 9l X.3 o)
(+TACACS p55 sl Ja=s ol ) 3.0 ,laoY! Windows J Cisco Secure -
U2, pulPsec ol dcgazs go o pi il CisCo (o 10S 1710 a>g0 o T1(8)12.2 1ol -
® a>gall lc show version ,oVl 0 gL,V
1710#show version
Cisco Internetwork Operating System Software
,(10s (tm C1700 Software (C1710-K903SY-M
(Version 12.2(8)T1, RELEASE SOFTWARE (fc2
TAC Support: http://ww. ci sco.comtac
. Copyright (c) 1986-2002 by cisco Systens, Inc
Conpi | ed Sat 30-Mar-02 13:30 by ccai
| mge text-base: 0x80008108, data-base: 0x80CLE054

(ROM System Bootstrap, Version 12.2(1r)XEl, RELEASE SOFTWARE (fcl

uptinme is 1 week, 6 days, 22 hours, 30 mnutes 1710
Systemreturned to ROM by rel oad
"Systemimage file is "flash:c1710-k903sy-ne. 122-8. Tl

(cisco 1710 (MPC855T) processor (revision 0x200
.with 27853K/ 4915K bytes of nenory
Processor board | D JAD0O52706CX (3234866109), with hardware revision 0000
MPCB855T processor: part nunber 5, mask 2
. Bridgi ng software
. X. 25 software, Version 3.0.0
(Ethernet/I| EEE 802.3 interface(s 1
(Fast Et hernet/| EEE 802.3 interface(s 1
(Virtual Private Network (VPN) Mdule(s 1
.32K bytes of non-volatile configuration nmenory
(16384K bytes of processor board System flash (Read/ Wite

Configuration register is 0x2102
: 65e> VI o> ul.x.. o> dlaso diy 9 639>00ll 650>Vl 0o diwall 13D RN Slogleall clisi] pi
SV Jaizall ill) clagd o 3519 (6 ublie S colS 13] (Lol 1) poman (oSiy Nisall 13D 9 dorstiuall
ol

wbMaodl

Blasl daagg e doglea) Glasl 8 b 4 cisco >l
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il 13D 3 axogall ol

on0Si wlogles Al i pundll 13D 5

aoxzimoll oIVl Jo> wlogleall o jo Lle joiell (laad ulzuiall eMoell) LoloVl ey 81l pasiwl 1da>Vo

10.38.50.51 17218124 158

t0s800e Ale L

1710 Router

Fouter
10.38.11

TACACS+ Sarver
172.16.124 96724

10.2.1.x

ol 13D 3
'i: A " . 2w I I

W1 @il slac] xiiwall 13D pastiuy

-

Intarmet Cloud WPM Client 4 x
192.168.60.34

ol wlsic rfc 1918 pd .ciwYl e routable Ligild JiSuis 13 (9 Jasiuwy dlas ol Lud ip JI :dla>Ne

iy e (9 clasiwl G9Ss 4l

oliugSall

gl & lyeSall iuall 13D oSy
Cisco 1710 a>go -
+TACACS ool -

VPN 4.X s -
eiiill JlaVl pusniis -

Cisco 1710 a>g0

Cisco 1710 a>go

Enable authentication,

1710#show run
...Building configuration

Current configuration : 1884 bytes
!

version 12.2

service tinestanps debug uptine
service tinmestanps | og uptine

no service password-encryption

!

host nane 1710

!

authorization and accounting ---!
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(AAA) !--- for user authentication and group
authorization. aaa new-model

!

In order to enable extended authentication (Xauth) ---!
for user authentication, !--- enable the aaa
authentication commands. !--- The group TACACS+ conmand
.speci fies TACACS+ user authentication

+aaa authentication login userauthen group tacacs
In order to enable group authorization, !--- enable ---!
. the aaa authorization comands

aaa authorization network groupauthor local

1

1

i p subnet-zero

1

1

!

ip audit notify |og

ip audit po max-events 100

!

Create an Internet Security Association and !--- ---!
Key Management Protocol (ISAKMP) policy for Phase 1
negotiations. crypto isakmp policy 3

encr 3des

authentication pre-share

group 2

!

Create a group in order to specify the !--- WINS ---!
and DNS server addresses to the VPN Client, !--- along
with the pre-shared key for authentication. crypto
isakmp client configuration group vpngroup

key ciscol23

dns 10.2.1.10

wins 10.2.1.20

domain cisco.com

pool ippool

!

Create the Phase 2 policy for actual data ---!
encryption. crypto ipsec transform-set myset esp-3des
esp-sha-hmac

1

Create a dynamic map, and !--- apply the transform ---!
set that was previously created. crypto dynamic-map
dynmap 10

set transform-set myset

!

Create the actual crypto map, !--- and apply the ---!
AAA lists that were created earlier. crypto map
clientmap client authentication list userauthen
crypto map clientmap isakmp authorization list
groupauthor

crypto map clientmap client configuration address
respond

crypto map clientmap 10 ipsec-isakmp dynamic dynmap

1

1

fax interface-type fax-mail

nma receive maxi mumrecipients 0

1

1

1




Apply the crypto map on the outside interface. ---!
interface FastEthernet0

ip address 172.18.124.158 255.255.255.0

crypto map clientmap

!

interface EthernetO

i p address 10.38.50.51 255.255.0.0
!

Create a pool of addresses to be assigned to the ---!
VPN Clients. ip local pool ippool 10.1.1.100 10.1.1.200
ip classless

iproute 0.0.0.0 0.0.0.0 172.18.124.1

ip route 172.16.124.0 255.255.255.0 10.38.1.1

ip route 10.2.1.0 255.255.255.0 10.38.1.1

ip http server

ip pimbidir-enable

Specify the IP address of the TACACS+ server, !--- --- !
along with the TACACS+ shared secret key. tacacs-server
host 172.16.124.96 key ciscol23
1
!
line con O
exec-timeout 0 O
line aux O
line vty 0 4
!
!
end

+TACACS pols

i)Wl olglaxll JasT +TACACS o315 Sl

P31 olly 8acld 8 azgall J155| @dloY JLss| @dlo] (G99 Ll .1

: Interface
A P Contiguestion

+TACACS
|, .
E E::.: - % AAA Chents _?__
: AAA Chent Hosinaime AAA Chent TP Addvess Authenncate Using
o e 172.18.124.151 | RADIUS (Cisco Aironet)
ﬁ Can ety Aironet-340-Lak 10.36.1 99 RADIUS (Cisco Aironet)
e | “Defalt> | TACACS* (Cisco 108)

Add Entry |

03D 5 9o o® LS azgall wlogles 331 AAA Jioe d8lo| ixaw 5 .2

0_)_9.|0J|



;a Uger
Setep

[ Add AAA Client
SharedProfie | |- .
. | = ALL Clent Hostname [‘I F10Rowter
Metwaork '
Confiqurstion ] 10.35.50 51 =
[ AAA Clent TP Address
|§ | S rrawation =l
|| Eey [cisco123
| Strwation )
ﬁ | MR Susthenticate Usng ITAI:_“.AEE+ (Cizco 105 3

ﬂ;’ externaizer | || T Swgle Connect TACACS+ AAA Chent (Fecord stop in accounting on faihure),
Databazes
— T Log UpdateMWatchdeg Fackets from this AAA Chent
ﬁa Reportsand
LT I Log BADIUS Tunneling Packets from this AAA Chent

Rl

submit || Suomit+ Restan | Cancel |

J3ol AAA ias) IP glgic Ja> (8.a>g0l lowwl J351 AAA Jias) cawanll punl Ji> 8
49500 dawioll anslall ¢o.zlbo juw JHliy JI ol by €isc0123 (Jlrw plisall 5 «l35.10.38.50.51
Jlw] 8e8 Lasly (TACACSH+ (Cisco 10S 31 «plasiuwl,
wllago 6228 ,ol, cisco JI 8 Jasiwo VPN JI J puwl Joiuwall (Jo Josiwall (8 cls> .3
pal Jogiwmall (Jlio 13D 9.5 2l uiuioy dalnidlog

.cisco
A=A
_ + User Setup and Fxtermal User Databases
1= User- + Finding 3 Specific User in the ClscoSecure User
Database
oo | [ 2caftai | + Adding & User to the ClscoSecure User Databasze
+ Listing Usernames that Begin with a Particular
List users beginning with Ieiter/mimber: » Listing All Usernames in the ClscoSecurs User
AECDERGCGHLIIELYM Diatabase
NOPORSTUYNELEL « Clanging » Username In the ClscoSecure User
@ 0i23486188 Database
T
@ User Setup enables you Lo configure mdividual user
e wiformmation, add users, s delete users in the
= dntabmse.

Loyl aalsUl Jlio 13 _,8.CiSCO pasiuall ®aSTy 49,00l dals S35l (Wl axanall L6 4
.cisco



Supplementary User Info
Real Mame |
Diescription |
User Setup
Password Authertication:
|CrscoSacure Dattimse =

CiscoSecure PAP (Also used for CHAP/MS-
CHAP/ARAP, il the Separate field is not
chiecked.

Passwond =
Coinfirm
Pas=word =
r Heparate (CHAP/ME-CHAP/ARAF)
Passwond |
Confirm
Password !
When uzing a Token Card server for
authemtication, supplying a separate CHAP
password for a token card user allows CHAP
authentication. This 15 especially usefil when
token caching i= enabled,

Group to which the user is assigned.
[ Gireup 18 =

=

l

MI

« Account Disahbled
« Deleting @ Usermame

|

« Password Authentication

T

:
*

@ & ® ® ® ® & & #

E

« TACACS+ Enable Control

= TACACS* Enable Password
« TACACS+ Outhound Password

« TACACS Shell Conumand Authorization
o TACACSS Lnknown Services

« [ETF RADIUS Atiribates

« RADILS Vendor Specific Attributes

Accouni DHsabled Staius

Select the Account Disabled check box to disable this
account; clear the check box to enable the account,

[Back to Top]

699 il elgoVl xie .oV glazdl 03D JaST dcgaze JI paiumall Clu> Guss 9 o oS 13] .5
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# YPN Client

Conneckion Entries  Status Certlﬁcates Lu:u;| Options  Help

o, - Cisco SYsTEMS
&3

Connect New [rnpart Mu:u:llf_l,l Delete

Connection Entries ]Eertificates 1 Log 1

Connechion Entry Huost Tranzport

‘Mot connected.

J 12> VPN Jlail elis]" Sl &1,0 jglay



# YPN Client | Create New YPN Connection Entry

Connection Entry: ||

D escrphion: |

Huost: |

Authentication lTranspnrt ] Backup Servers l Dial-Up ]

o Group suthentication £ Mutual Group Authentication

M arme: |

Pagzwiard: |

Confirm Pazsword: |

" Certificate Authentication

M arme: |
[ Send CA Certificate Chain

Eraze Uzer Paszword | Cancel

"VPN
0i® 9 piogo 68 LS JLaiVl wlogleo Jzol M"ua> VPN Jlasl clis]” lg=l &0 9.2



# YPN Client | Create New YPN Connection Entry

LConnechion Entry: |IEI5

D escrphion: |E|:|nnec:ti|:|n o an (05 rater jl.

Host: |172.18.124.158

o Group suthentication [ Mutual Group Authentication

M arme: |vpngrn:uu|:|

Pagzwiard: i

Confirm Pazswornd: | =

(" Certificate Authentication

M arme: |
[ Send C& Certificate Chain

Eraze Uzer Paszword | Cancel

o 16)9:all
ol IP glgicy ey U351 wawanlly waogll (la> (9. basW lowl J351 "JlasVl Jso]" Ja>
pazimall puwl 3519 dcgamall @skav oi0l) 5 Lo Lail (ddskanll wugs daode (9. lasVl Ji5sY
Jwosill sl in order to ka> dalab.a, a3l 9,0l dolSy

JlasW Juwogs (§99 Laily ailisl cad sl JlasVl sl o> VPN aSuis Juac 6386 9 .3

.a>g0ll,



# VPN Client H=1E3

Conneckion Entries  Status Certlﬁcates Log Ophions Help

E‘gﬁ @ g Cisco SYSTENS

Connect New [rnpart Fd odify Delete

Connection Entries ]Eertificates 1 Log ]

Connechion Entry Tranzport
7218124158 IPSec/]DF

[ Nu:.i: cnnneci:na-a.

P90 anlS9 paSiue fc>.~:.:u| J.>~)| 090 4olS9 paime puwl idlos pi (oglaidl, IPsec pgs, Loy .4
"oVl ol b Lol Jol.,J_)Bll"".me olale e Logladl":alWl Llw I Uyl

2l JLaiVl

U9 .azgall _le (ACL) Jguogll (6 oSz anild (e85 oo 3T VPN oYLy puisiall Laaill JlasVl ol

olSaid Baill ueSs ang «Laadl JasYl apuis ol,eY dcgaxall, accessHist 102 oVl o131 pi; Jloll 1id
Joogll 8 aSxill dasld 9 635>g0ll u& 656291 | 6,8ku0 e 9,0l 45,> 5925 Xxx.10.2 9 x.16.10.38
(&Yl Jliall Jauw le) 102

access-list 102 permit ip 10.38.0.0 0.0.255.255 10.1.1.0 0.0.0.255
access-list 102 permit ip 10.2.0.0 0.0.255.255 10.1.1.0 0.0.0.255

.dcgaxall Lailas e (ACL) Jowosll ($ pSxill daild  gubns

crypto isakmp client configuration group vpngroup
key ciscol23
dns 10.2.1.10
wins 10.2.1.20
domai n ci sco. com
pool i ppool
acl 102



2o JSuin Jogy ousSil ol oo a5l Lgolasiuw] eiSay wlogleo pwmsll 13 499,

Judzs Jo,e 691 03 W mais - (lasd Galauuall eMazll) 21,3V o> 4o 815 dlawls, Lo el jolgl jas, acs> aiy
.show LoVl g,

1710#show crypto isakmp sa
dst src state conn-id sl ot
QM IDLE 3 0 192.168.60.34 172.18.124. 158

1710#show crypto ipsec sa

interface: FastEthernet0
Crypto map tag: clientmap, local addr. 172.18.124.158

(local ident (addr/mask/prot/port): (172.18.124.158/255.255.255.255/0/0
(remote ident (addr/nmask/prot/port): (10.1.1.114/255.255.255.255/0/0
current_peer: 192.168.60.34

{}=PERM T, fl ags

pkts encaps: 0, #pkts encrypt: 0, #pkts digest O0#

pkts decaps: 0, #pkts decrypt: 0, #pkts verify O#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not conpressed: 0, #pkts compr. failed: 0, #pkts deconpress failed: O#
send errors 0, #recv errors O#

| ocal crypto endpt.: 172.18.124.158, renote crypto endpt.: 192.168. 60. 34
path mu 1500, nedia ntu 1500
current outbound spi: 8F9BBO5F

;i nbound esp sas

(spi: 0x61C53A64(1640315492

, transform esp-3des esp-sha-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 200, flow.id: 1, crypto map: clientmap
(sa timng: remaining key lifetime (k/sec): (4608000/3294
IV size: 8 bytes

replay detection support: Y

:inbound ah sas
;i nbound pcp sas

:out bound esp sas

(spi: Ox8F9BBO5F(2409345119

, transform esp-3des esp-sha-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 201, flow.id: 2, crypto map: clientmap
(sa timng: remaining key lifetime (k/sec): (4608000/3294
IV size: 8 bytes

replay detection support: Y

:out bound ah sas

:out bound pcp sas

(local ident (addr/mask/prot/port): (10.38.0.0/255.255.0.0/0/0
(remote ident (addr/nmask/prot/port): (10.1.1.114/255.255.255.255/0/0
current_peer: 192.168.60.34

{}=PERM T, fl ags

pkts encaps: 3, #pkts encrypt: 3, #pkts digest 3#
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pkts decaps: 3, #pkts decrypt: 3, #pkts verify 3#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not conpressed: 0, #pkts compr. failed: O, #pkts deconpress failed: O#
send errors 0, #recv errors O#

| ocal crypto endpt.: 172.18.124.158, renpte crypto endpt.: 192.168. 60. 34
path mu 1500, nedia ntu 1500
current outbound spi: 8B57E45E

;i nbound esp sas

(spi: 0x89898D1A(2307493146

, transform esp-3des esp-sha-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 202, flow.id: 3, crypto map: clientmap
(sa timng: remaining key lifetime (k/sec): (4607999/ 3452
IV size: 8 bytes

replay detection support: Y

:inbound ah sas
;i nbound pcp sas

:out bound esp sas

(spi: Ox8B57E45E(2337793118

, transform esp-3des esp-sha-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 203, flow.id: 4, crypto map: clientmap
(sa timng: remaining key lifetime (k/sec): (4607999/ 3452
IV size: 8 bytes

replay detection support: Y

:out bound ah sas

:out bound pcp sas

1710#show crypto engine connections active

Interface IP-Address State Algorithm Encrypt Decrypt
FastEthernet0 172.18.124.158 set HMAC_SHA+3DES_56_C 0 0 2
FastEthernet0 172.18.124.158 set HMAC_SHA+3DES_56_C O 0 200
FastEthernet0 172.18.124.158 set HMAC_SHA+3DES_56_C O 0 201
FastEthernet0 172.18.124.158 set HMAC_SHA+3DES_56_C O 3 202
FastEthernet0 172.18.124.158 set HMAC_SHA+3DES_56_C 3 0 203

Le>MNolg clasVI OLiSiwl

Le>Nolg oSl ellas] BlisSiwy lgolaiuwl diSay wlogles puusll 13D 99,

Le>Moolg elasVI BliSiwl olgl

Jud=s a®Ls OIT in order to JI closiwl .Show slol _as, (Ladé - uuwslleNasl) 21,3V o> jio sl pe

2l ol Jo,e o

.debug ol9l plaziw| 8 zaxaill 1olol Jo> dago wlogles J| &>l 1dla>Vo

IPsec oVlail Jo> cllasVl aumai wlogleo o ,2,—debug crypto ipSec -

o 9Vl degazall Llag IPsec oVlasl Jo> clasVl auxas wlogles o ,2,—debug crypto isakmp -
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gl NS e 391501 paS capnny Lgind) ity il sl

sl 2o o wlogleo o ,2,—debug crypto engine -

.+AAA/TACACS a9sLas Jg> wlogles o 2, —debug aaa authentication -

ausii Jo> wlosleo Lo 2—(AAA) dsulrally Joyeiilly idskaall asis slias] aumuas -
.+AAA/TACACS

a>gallg +TACACS 315 ¢ Jlas¥l ellas] Blisiwl ol e il wlogleall o 2, —debug tacacs -
le>Nolg

g0l oMuw

1710#show debug

:General ©s

TACACS access control debugging is on
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on

: Crypt ographi ¢ Subsystem

Crypto | SAKMP debugging is on

Crypto Engi ne debugging is on

Crypto | PSEC debugging is on

1710#

1lw6d: ISAKMP (0:0): received packet from 192.168.60.34 (N) NEW SA

1w6d: | SAKMP: |ocal port 500, renote port 500

1wed: | SAKMP (0:2): (Re)Setting client xauth list userauthen and state

1wed: | SAKMP: Locki ng CONFI G struct 0x8158B894 from
crypto_i knp_config_initialize_sa, count 2

1wed: | SAKMP (0:2): processing SA payl oad. nessage ID =0

1wed: | SAKMP (0:2): processing |ID payl oad. nessage ID =0

1wed: | SAKMP (0:2): processing vendor id payl oad

1wed: | SAKVP (0:2): vendor |ID seens Unity/DPD but bad nmjor

iwed: | SAKMP (0:2): vendor IDis XAUTH

1wed: | SAKMP (0:2): processing vendor id payl oad

iwed: | SAKMP (0:2): vendor IDis DPD

1wed: | SAKMP (0:2): processing vendor id payl oad

iwed: | SAKMP (0:2): vendor IDis Unity

1wed: | SAKMP (0:2): Checking | SAKMP transform 1 against priority 3 policy

1wed: | SAKMP: encryption 3DES-CBC

iwed: | SAKMP: hash SHA

1wed: | SAKMP: default group 2

1wed: | SAKMP: aut h XAUTHI ni t PreShar ed

1wed: | SAKMP: |ife type in seconds

1wed: | SAKVP: life duration (VPI) of 0x0O 0x20 OxC4 0x9B

1lw6d: ISAKMP (0:2): atts are acceptable. Next payload is 3

1wed: CryptoEngi ne0: generate al g paraneter

(1wed: CryptoEngi ne0: CRYPTO_| SA DH CREATE( hw) (i psec

1w6ed: CRYPTO ENG NE: Dh phase 1 status: 0

1wed: | SAKMP (0:2): processing KE payl oad. nessage I1D =0

1wed: CryptoEngi ne0: generate al g paraneter

(1wed: CryptoEngi ne0: CRYPTO_| SA DH SHARE_ SECRET( hw) (i psec

1wed: | SAKMP (0:2): processi ng NONCE payl oad. message ID = 0

1wed: | SAKMP (0:2): processing vendor id payl oad

1wed: | SAKMP (0:2): processing vendor id payl oad

1wed: | SAKMP (0:2): processing vendor id payl oad

1wed: AAA: parse nane=l SAKMP-1 D AUTH idb type=-1 tty=-1

1wed: AAA/ MEMORY: create_user (0x817F63F4) user='vpngroup' ruser="NULL' ds0=0
port="1SAKMP- | D- AUTH rem addr='192. 168. 60. 34" aut hen_t ype=NONE
"service=LOA N priv=0 initial _task_id="0

1wed: | SAKMP (0:2): Input = | KE_MESG FROM PEER, | KE_AM EXCH



Od State = | KE_ READY New State = | KE_ R AM AAA AVAI T

D (1wed: | SAKMP- | D- AUTH AAA/ AUTHOR/ CRYPTO AAA( 1472763894
Port="1SAKMP- | D- AUTH | i st="groupauthor' servi ce=NET
"1wed: AAA/ AUTHOR/ CRYPTO AAA: | SAKMP- | D- AUTH( 1472763894) user =' vpngr oup
1wed: | SAKMP- | D- AUTH AAA/ AUTHOR/ CRYPTO AAA(1472763894): send AV service=i ke
1wed: | SAKMP- | D- AUTH AAA/ AUTHOR/ CRYPTO AAA(1472763894): send AV protocol =i psec
"1wed: | SAKMP- | D- AUTH AAA/ AUTHOR/ CRYPTO AAA(1472763894): found Iist "groupaut hor
Iwed: | SAKMP- | D- AUTH AAA/ AUTHOR/ CRYPTO AAA(1472763894) : Met hod=LOCAL
1wed: AAA/ AUTHOR (1472763894): Post authorization status = PASS_ADD
1wed: | SAKMP: got cal |l back 1
AAA/ AUTHOR/ | KE:  Processi ng AV servi ce=i ke
AAA/ AUTHOR/ | KE: Processi ng AV protocol =i psec
AAA AUTHOR/ | KE: Processi ng AV tunnel - passwor d=ci scol23
AAA AUTHOR/ | KE: Processi ng AV def aul t - domai n*ci sco. com
AAA/ AUTHOR/ | KE: Processi ng AV addr - pool *i ppool
AAA/ AUTHOR/ | KE: Processi ng AV key-exchange=i ke
AAA/ AUTHOR/ | KE:  Processing AV timeout*0
AAA AUTHOR/ | KE: Processing AV idletine*0
AAA/ AUTHOR/ | KE:  Processi ng AV inacl *102
AAA/ AUTHOR/ | KE:  Processi ng AV dns-servers*10.1.1.10 0.0.0.0
AAA AUTHOR/ | KE: Processing AV wi ns-servers*10.1.1.20 0.0.0.0
1wed: CryptoEngi ne0: create | SAKMP SKEYID for conn id 2
(1wed: Crypt oEngi ne0: CRYPTO_| SA SA CREATE( hw) (i psec
1wed: | SAKMP (0:2): SKEYID state generated
1wed: | SAKMP (0:2): SA is doing pre-shared key authentication plux
XAUTH using id type |1 D_| PVA_ADDR
1wed: | SAKMP (2): 1D payl oad
next - payl oad : 10
type : 1
protocol : 17
port : 500
length : 8
1wed: | SAKMP (2): Total payload |Iength: 12
1wed: Crypt oEngi ne0: generate hmac context for conn id 2
(1wed: CryptoEngi ne0: CRYPTO_| SA | KE_HVAC( hw) (i psec
1wed: | SAKMP (0:2): sending packet to 192.168.60.34 (R) AG_|I N T_EXCH
Iwed: | SAKMP (0:2): Input = | KE MESG FROM AAA, PRESHARED KEY_REPLY
ad State = | KE_R_ AM AAA_ AWAIT New State = | KE_R AM2

"iwed: AAA/ MEMORY: free_user (0x817F63F4) user='vpngroup
‘ruser="NULL' port="1SAK MP-1D AUTH rem addr="'192. 168. 60. 34
aut hen_t ype=NONE servi ce=LOG N pri v=0
1wed: | SAKMP (0:2): received packet from 192. 168.60.34 (R) AG_I NI T_EXCH
(1wed: Crypt oEngi ne0: CRYPTO_| SA | KE_DECRYPT( hw) (i psec
1wed: | SAKWP (0:2): processing HASH payl oad. nmessage ID = 0
1wed: Crypt oEngi ne0: generate hmac context for conn id 2
(1wed: CryptoEngi ne0: CRYPTO_| SA | KE_HVAC( hw) (i psec
1wed: | SAKMP (0:2): processing NOTIFY | NI TI AL_CONTACT protocol 1
spi 0, nmessage ID =0, sa = 81673884
1wed: | SAKWP (0:2): Process initial contact, bring down
exi sting phase 1 and 2 SA' s
1wed: | SAKMP (0:2): returning |P addr to the address pool: 10.1.1.113
1wed: | SAKMP (0:2): returning address 10.1.1.113 to pool
.1wed: | SAKMP (0:2): peer does not do paranoid keepalives

1wed: | SAKMP (0:2): SA has been authenticated with 192. 168. 60. 34

1wed: CryptoEngi ne0: clear dh nunber for conn id 1

(1wed: Crypt oEngi ne0: CRYPTO_| SA DH DELETE( hw) (i psec

... 1wed: | PSEC(key_engine): got a queue event

1wed: | PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP

1wed: | PSEC(key_engi ne_del ete_sas): delete all SAs shared with 192. 168. 60. 34
1wed: Crypt oEngi ne0: generate hmac context for conn id 2

(1wed: CryptoEngi ne0: CRYPTO_| SA | KE_HVAC( hw) (i psec



(1wed: CryptoEngi ne0: CRYPTO_| SA | KE_ENCRYPT( hw) (i psec

1wed: | SAKWMP (0:2): sending packet to 192.168.60.34 (R QV.IDLE
1wed: | SAKWP (0:2): purging node 1324880791

1wed: | SAKMP: Sendi ng phase 1 responder lifetine 86400

1wed: | SAKMP (0:2): Input = | KE MESG FROM PEER, | KE_AM EXCH
Od State = IKE R AM® New State = | KE_P1_COVPLETE

1wed: | SAKMP (0:2): Need XAUTH

1wed: AAA: parse nanme=| SAKMP idb type=-1 tty=-1

"1wed: AAA/ MEMORY: create_user (0x812F79FC) user =" NULL
"=ruser="NULL' ds0=0 port

| SAKMP' rem addr="192. 168. 60. 34' aut hen_type=ASCI| servi ce=LOG N
"priv=0 initial _task_id='0

1wed: | SAKMP (0:2): Input = | KE_MESG | NTERNAL, |KE_PHASE1l_COWPLETE

ad State = | KE_P1_COWLETE New State = | KE_XAUTH AAA START_LOG N AVAI T

"1wed: AAA/ AUTHEN START (2017610393): port='"1SAKMP' |ist="userauthen
action=LOG N servi ce=LOG N
1wed: AAA/ AUTHEN START (2017610393): found |ist userauthen
(+1wbd: AAA/ AUTHEN START (2017610393): Met hod=t acacs+ (tacacs
1lw6d: TAC+: send AUTHEN/START packet ver=192 id=2017610393
.1lw6d: TAC+: Using default tacacs server-group "tacacs+" list
lw6d: TAC+: Opening TCP/IP to 172.16.124.96/49 timeout=5
lw6d: TAC+: Opened TCP/IP handle 0x8183D638 to 172.16.124.96/49
lwéd: TAC+: 172.16.124.96 (2017610393) AUTHEN/START/LOGIN/ASCII queued
lw6d: TAC+: (2017610393) AUTHEN/START/LOGIN/ASCII processed
lw6d: TAC+: ver=192 id=2017610393 received AUTHEN status = GETUSER
lwéd: AAA/AUTHEN(2017610393): Status=GETUSER
1wed: | SAKMP: got cal |l back 1
1wed: | SAKWP/ xaut h: request attribute XAUTH TYPE V2
1wed: | SAKMP/ xaut h: request attribute XAUTH MESSAGE V2
1wed: | SAKMP/ xaut h: request attribute XAUTH USER_NAME V2
1wed: | SAKMP/ xaut h: request attribute XAUTH USER_PASSWORD V2
1wed: Crypt oEngi ne0: generate hmac context for conn id 2
(1wed: CryptoEngi ne0: CRYPTO_| SA | KE_HVAC( hw) (i psec
Iwed: | SAKMP (0:2): initiating peer config to 192.168.60.34. |ID = 1641488057
(1wed: Crypt oEngi ne0: CRYPTO_| SA | KE_ENCRYPT( hw) (i psec
1wed: | SAKMP (0:2): sending packet to 192.168. 60.34 (R) CONF_XAUTH
Iwed: | SAKMP (0:2): Input = | KE MESG FROM AAA, | KE_AAA START_LOG N
A d State = | KE_XAUTH AAA_START_LOG N_AWAI T
New State = | KE_XAUTH _REQ SENT

1wed: | SAKVP (0:2): received packet from 192. 168. 60. 34 (R) CONF_XAUTH
(1wed: Crypt oEngi ne0: CRYPTO_| SA | KE_DECRYPT( hw) (i psec
.1wed: | SAKMP (0:2): processing transaction payload from 192. 168. 60. 34
message | D = 1641488057
1wed: Crypt oEngi ne0: generate hmac context for conn id 2
(1wed: CryptoEngi ne0: CRYPTO_| SA | KE_HVAC( hw) (i psec
1wed: | SAKMP: Config payl oad REPLY
1wed: | SAKMP/ xauth: reply attribute XAUTH TYPE_V2 unexpected
1wed: | SAKMP/ xauth: reply attribute XAUTH USER NAME V2
1wed: | SAKMP/ xauth: reply attribute XAUTH USER_PASSWORD V2
1wed: | SAKMP (0:2): del eting node 1641488057 error FALSE
"reason "done with xauth request/reply exchange
Iwed: | SAKMP (0:2): Input = | KE_ MESG FROM PEER, |KE_CFG REPLY
ad State = | KE_XAUTH_REQ _SENT
New State = | KE_XAUTH_AAA CONT_LOG N_AWAI T

(' (1wed: AAA/ AUTHEN CONT (2017610393): continue_l ogin (user="'(undef
1wed: AAA/ AUTHEN(2017610393): St at us=GETUSER

(+1wed: AAA/ AUTHEN(2017610393): Method=t acacs+ (tacacs

1wed: TAC+: send AUTHEN CONT packet i d=2017610393

1wed: TAC+: 172.16.124.96 (2017610393) AUTHEN CONT queued



1wed: TAC+: (2017610393) AUTHEN CONT processed
lw6d: TAC+: ver=192 id=2017610393 received AUTHEN status = GETPASS
Iwed: AAA/ AUTHEN(2017610393): St at us=GETPASS
(" 1wed: AAA/ AUTHEN CONT (2017610393): continue_l ogin (user='cisco
Iwed: AAA/ AUTHEN(2017610393): St at us=GETPASS
(+1wed: AAA/ AUTHEN(2017610393): Method=t acacs+ (tacacs
1wed: TAC+: send AUTHEN CONT packet i d=2017610393
1wed: TAC+: 172.16.124.96 (2017610393) AUTHEN CONT queued
1wed: TAC+: (2017610393) AUTHEN CONT processed
lw6d: TAC+: ver=192 id=2017610393 received AUTHEN status = PASS
1wed: AAA/ AUTHEN(2017610393): St at us=PASS
1wed: | SAKMP: got cal |l back 1
1wed: TAC+: Cosing TCP/I P 0x8183D638 connection to 172.16.124. 96/ 49
1wed: Crypt oEngi ne0: generate hmac context for conn id 2
(1wed: CryptoEngi ne0: CRYPTO_| SA | KE_HVAC( hw) (i psec
Iwed: | SAKMP (0:2): initiating peer config to 192.168.60.34. ID = 1736579999
(1wed: Crypt oEngi ne0: CRYPTO_| SA | KE_ENCRYPT( hw) (i psec
1wed: | SAKMP (0:2): sending packet to 192.168. 60.34 (R) CONF_XAUTH
Iwed: | SAKMP (0:2): Input = | KE_ MESG FROM AAA, | KE_AAA CONT_LOG N
A d State = | KE_XAUTH _AAA CONT_LOG N_AVAI T

New State = | KE_XAUTH_SET_SENT

"1wed: AAA/ MEMORY: free_user (0x812F79FC) user='cisco' ruser="NULL
port="1SAKMP' rem addr="192. 168. 60. 34" aut hen_t ype=ASCl |
servi ce=LOG N priv=0

1wed: | SAKVP (0:2): received packet from 192. 168. 60. 34 (R) CONF_XAUTH

(1wed: CryptoEngi ne0: CRYPTO_| SA | KE_DECRYPT( hw) (i psec

.1wed: | SAKMP (0:2): processing transaction payload from 192. 168. 60. 34
nmessage | D = 1736579999

1wed: Crypt oEngi ne0: generate hmac context for conn id 2

(1wed: CryptoEngi ne0: CRYPTO_| SA | KE_HVAC( hw) (i psec

1wed: | SAKMP: Config payl oad ACK

1wed: | SAKWP (0:2): XAUTH ACK Processed

1wed: | SAKMP (0:2): deleting node 1736579999 error FALSE
"reason "done with transaction

Iwed: | SAKMP (0:2): Input = | KE_MESG FROM PEER, |KE_CFG ACK

O d State = | KE_XAUTH_SET_SENT New State = | KE_P1_COVPLETE

1w6d: | SAKMP (0:2): Input = | KE_MESG | NTERNAL, |KE PHASEL COMPLETE
Od State = | KE_P1_COVPLETE New State = | KE_P1_COMPLETE

1wed: | SAKMP (0:2): received packet from 192.168.60.34 (R} QVL.IDLE

(1wed: Crypt oEngi ne0: CRYPTO_| SA | KE_DECRYPT( hw) (i psec

.1wed: | SAKMP (0:2): processing transaction payload from 192. 168. 60. 34
nmessage | D = 398811763

1wed: Crypt oEngi ne0: generate hmac context for conn id 2

(1wed: CryptoEngi ne0: CRYPTO_| SA | KE_HVAC( hw) (i psec

1wed: | SAKMP: Config payl oad REQUEST

:1wed: | SAKMP (0:2): checking request

1wed: | SAKMP: | P4_ADDRESS

1wed: | SAKMP: | P4_NETMASK

1wed: | SAKMP: | P4_DNS

Iwed: | SAKMP: | P4_NBNS

iwed: | SAKMP: ADDRESS_EXPI RY

1wed: | SAKMP: APPLI CATI ON_VERSI ON

Iwed: | SAKMP: UNKNOWN Unknown Attr: 0x7000

Iwed: | SAKMP: UNKNOWN Unknown Attr: 0x7001

Iwed: | SAKMP: DEFAULT_DOVAI N

1wed: | SAKMP: SPLI T_I NCLUDE

Iwed: | SAKMP: UNKNOWN Unknown Attr: 0x7007

Iwed: | SAKMP: UNKNOWN Unknown Attr: 0x7008

Iwed: | SAKMP: UNKNOWN Unknown Attr: 0x7005

1wed: AAA: parse name=l SAKMP- GROUP- AUTH i db type=-1 tty=-1

1wed: AAA/ MEMORY: create_user (0x812F79FC) user='vpngroup' ruser="NULL' ds0=0 po



rt="1SAKMP- GROUP- AUTH rem addr='192. 168. 60. 34" aut hen_t ype=NONE servi ce=LOG N pr
"iv=0 initial _task_ id='0

1wed: | SAKMP (0:2): Input = | KE_MESG FROM PEER, |KE_CFG REQUEST

Od State = | KE_P1_COWLETE New State = | KE_CONFI G AUTHOR _AAA AVAI T

D (1wed: | SAKMP- GROUP- AUTH AAA/ AUTHOR/ CRYPTO AAA(1059453615
Por t =' | SAKMP- GROUP- AUTH | i st =' groupaut hor' servi ce=NET

(1wed: AAA AUTHOR/ CRYPTO AAA: | SAKMP- GROUP- AUTH( 1059453615
'‘user =' vpngroup

D (1wed: | SAKMP- GROUP- AUTH AAA/ AUTHOR/ CRYPTO AAA(1059453615
send AV service=i ke

D (1wed: | SAKMP- GROUP- AUTH AAA/ AUTHOR/ CRYPTO AAA(1059453615
send AV protocol =i psec

D (1wed: | SAKMP- GROUP- AUTH AAA/ AUTHOR/ CRYPTO AAA(1059453615
"found |ist "groupauthor

D (1wed: | SAKMP- GROUP- AUTH AAA/ AUTHOR/ CRYPTO AAA(1059453615
Met hod=LOCAL

1wed: AAA/ AUTHOR (1059453615): Post authorization status = PASS_ADD

1wed: | SAKMP: got cal |l back 1

AAA/ AUTHOR/ | KE:  Processi ng AV servi ce=i ke

AAA/ AUTHOR/ | KE: Processi ng AV protocol =i psec

AAA AUTHOR/ | KE: Processi ng AV tunnel - passwor d=ci scol23

AAA AUTHOR/ | KE: Processi ng AV def aul t - domai n*ci sco. com

AAA/ AUTHOR/ | KE: Processi ng AV addr - pool *i ppool

AAA AUTHOR/ | KE: Processi ng AV key-exchange=i ke

AAA/ AUTHOR/ | KE:  Processing AV timeout*0

AAA AUTHOR/ | KE: Processing AV idletine*0

AAA/ AUTHOR/ | KE:  Processi ng AV inacl *102

AAA/ AUTHOR/ | KE:  Processi ng AV dns-servers*10.1.1.10 0.0.0.0

AAA AUTHOR/ | KE: Processing AV wi ns-servers*10.1.1.20 0.0.0.0

:1wed: | SAKMP (0:2): attributes sent in nmessage

iw6d: Address: 0.2.0.0

1wed: | SAKWP (0:2): allocating address 10.1.1.114

1wed: | SAKWP: Sending private address: 10.1.1.114

(1wed: | SAKMP: Unknown Attr: | P4_NETMASK (0x2

1wed: | SAKWP: Sending | P4A_DNS server address: 10.1.1.10

1wed: | SAKMP: Sending | P4A_NBNS server address: 10.1.1.20

1wed: | SAKMP: Sendi ng ADDRESS EXPI RY seconds |eft to use the address: 86396

:1wed: | SAKMP: Sendi ng APPLI CATI ON_VERSI ON string
Cisco Internetwork Operating System Software 10S (tm C1700 Software
(C1710- KOCBSY-M, Version 12.2(8)T1l, RELEASE SOFTWARE (fc2)
TAC Support: http://ww. ci sco.comtac
. Copyright (c) 1986-2002 by cisco Systens, Inc
Conpi l ed Sat 30- Mar-02 13:30 by ccai

(1wed: | SAKMP: Unknown Attr: UNKNOM (0x7000

(1wed: | SAKMP: Unknown Attr: UNKNOM (0x7001

1wed: | SAKMP: Sendi ng DEFAULT_DOMAI N default domain name: cisco.com

1wed: | SAKMP: Sending split include nane 102 network 10.38.0.0
mask 255.255.0.0 protocol 0, src port O, dst port O

(1wed: | SAKMP: Unknown Attr: UNKNOM (0x7007

(1wed: | SAKMP: Unknown Attr: UNKNOM (0x7008

(1wed: | SAKMP: Unknown Attr: UNKNOM (0x7005

1wed: Crypt oEngi ne0: generate hmac context for conn id 2

(1wed: CryptoEngi ne0: CRYPTO_| SA | KE_HVAC( hw) (i psec

1wed: | SAKMP (0:2): responding to peer config from 192. 168. 60.34. | D = 398811763
(1wed: CryptoEngi ne0: CRYPTO_| SA | KE_ENCRYPT( hw) (i psec

1wed: | SAKMP (0:2): sending packet to 192.168.60.34 (R) CONF_ADDR
"" 1wed: | SAKMP (0:2): deleting node 398811763 error FALSE reason
1wed: | SAKMP (0:2): Input = | KE_MESG FROM AAA, | KE_AAA GROUP_ATTR
ad State = | KE_CONFI G AUTHOR AAA AVWAI T New State = | KE_P1_COWLETE

"1wed: AAA/ MEMORY: free_user (0x812F79FC) user='vpngroup
"ruser="NULL' port="1SAKMP- GROUP- AUTH rem addr="192. 168. 60. 34



aut hen_t ype=NONE servi ce=LOG N pri v=0
1wed: | SAKMP (0:2): received packet from 192.168.60.34 (R} QVL.IDLE
(1wed: Crypt oEngi ne0: CRYPTO_| SA | KE_DECRYPT( hw) (i psec
1wed: Crypt oEngi ne0: generate hmac context for conn id 2
(1wed: CryptoEngi ne0: CRYPTO_| SA | KE_HVAC( hw) (i psec
1wed: | SAKMP (0:2): processing HASH payl oad. nessage | D = 1369459046
1wed: | SAKMP (0:2): processing SA payl oad. nessage | D = 1369459046
1wed: | SAKMP (0:2): Checking | PSec proposal 1
1wed: | SAKWMP: transform 1, ESP_3DES
»1Iwed: | SAKMP: attributes in transform
1wed: | SAKMP: aut henticator is HVAC MD5
1wed: | SAKMP: encaps is 1
1wed: | SAKMP: SA |ife type in seconds
Iwed: | SAKMP: SA |ife duration (VPI) of 0x0O 0x20 OxC4 0x9B
1wed: validate proposal O
1wed: | PSEC(val i date_proposal): transform proposal
prot 3, trans 3, hmac_alg 1) not supported)
1wed: | SAKMP (0:2): atts not acceptable. Next payload is O
(1wed: | SAKMP (0:2): skipping next ANDed proposal (1
1wed: | SAKWMP (0:2): Checking | PSec proposal 2
1wed: | SAKWMP: transform 1, ESP_3DES
»1Iwed: | SAKMP: attributes in transform
1wed: | SAKMP: aut henticator is HVAC SHA
1wed: | SAKMP: encaps is 1
1wed: | SAKMP: SA |ife type in seconds
Iwed: | SAKMP: SA |ife duration (VPI) of 0xO 0x20 OxC4 0x9B
1wed: validate proposal 0O
.1wed: | SAKMP (0:2): atts are acceptable
1wed: | SAKWMP (0:2): Checking | PSec proposal 2
1wed: | SAKMP (0:2): transform1, |PPCP LZS
»1Iwed: | SAKMP: attributes in transform
1wed: | SAKMP: encaps is 1
1wed: | SAKMP: SA |ife type in seconds
Iwed: | SAKMP: SA life duration (VPI) of 0x0O 0x20 OxC4 0x9B
1wed: | PSEC(val i date_proposal): transform proposal
prot 4, trans 3, hmac_alg 0) not supported)
1wed: | SAKMP (0:2): atts not acceptable. Next payload is O
1wed: | SAKWMP (0:2): Checking | PSec proposal 3
1wed: | SAKWMP: transform 1, ESP_3DES
»1Iwed: | SAKMP: attributes in transform
1wed: | SAKMP: aut henticator is HVAC MD5
1wed: | SAKMP: encaps is 1
1wed: | SAKMP: SA |ife type in seconds
Iwed: | SAKMP: SA |ife duration (VPI) of 0x0O 0x20 OxC4 0x9B
1wed: validate proposal 0O
1wed: | PSEC(val i date_proposal): transform proposal
prot 3, trans 3, hmac_alg 1) not supported)
1wed: | SAKMP (0:2): atts not acceptable. Next payload is O
1wed: | SAKWMP (0:2): Checking | PSec proposal 4
1wed: | SAKWMP: transform 1, ESP_3DES
»1Iwed: | SAKMP: attributes in transform
1wed: | SAKMP: aut henticator is HVAC SHA
1wed: | SAKMP: encaps is 1
1wed: | SAKMP: SA |ife type in seconds
Iwed: | SAKMP: SA life duration (VPI) of 0x0O 0x20 OxC4 0x9B
1wed: validate proposal 0O
.lwéd: ISAKMP (0:2): atts are acceptable
, lwed: | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. nsg.) | NBOUND | ocal = 172. 18. 124. 158)
renote= 192. 168. 60. 34, |ocal _proxy= 172.18. 124, 158/ 255. 255. 255. 255/ 0/ 0
,(type=1), renote_proxy= 10.1.1.114/255. 255. 255. 255/0/0 (type=1)
, protocol = ESP, transform esp-3des esp-sha-hmac , |ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
1wed: validate proposal request 0O



1wed: | SAKVMP (0:2): processing NONCE payl oad. nessage | D = 1369459046
1wed: | SAKMP (0:2): processing |ID payl oad. nessage | D = 1369459046
1wed: | SAKMP (0:2): processing |ID payl oad. nessage | D = 1369459046

Iwed: | SAKMP (0:2): asking for 1 spis fromipsec
1wed: | SAKMP (0:2): Node 1369459046, |nput = | KE_MESG FROM PEER, | KE_QM EXCH
ad State = | KE_ QM READY New State = | KE_QM SPI _STARVE

... 1wed: | PSEC(key_engine): got a queue event
1wed: | PSEC(spi _response): getting spi 1640315492 for SA
from 172.18. 124. 158 to 192.168.60.34 for prot 3
(1wed: | SAKMP: received ke nessage (2/1
1wed: Crypt oEngi ne0: generate hmac context for conn id 2
(1wed: CryptoEngi ne0: CRYPTO_| SA | KE_HVAC( hw) (i psec
(1wed: Crypt oEngi ne0: CRYPTO_| SA | KE_ENCRYPT( hw) (i psec
1wed: | SAKWP (0:2): sending packet to 192.168.60.34 (R QV.IDLE
, Iwed: | SAKMP (0:2): Node 1369459046
I nput = | KE_MESG FROM | PSEC, | KE_SPI _REPLY
ad State = | KE_ QM SPI _STARVE New State = | KE_QV R QW

1wed: | SAKMP (0:2): received packet from 192.168.60.34 (R} QVL.IDLE
(1wed: Crypt oEngi ne0: CRYPTO_| SA | KE_DECRYPT( hw) (i psec
1wed: Crypt oEngi ne0: generate hmac context for conn id 2
(1wed: CryptoEngi ne0: CRYPTO_| SA | KE_HVAC( hw) (i psec
1wed: ipsec allocate flow O
1wed: ipsec allocate flow O
(1wed: CryptoEngi ne0: CRYPTO_| SA | PSEC KEY_CREATE( hw) (i psec
(1wed: CryptoEngi ne0: CRYPTO_| SA | PSEC KEY_CREATE( hw) (i psec
1wed: | SAKMP (0:2): Creating |PSec SAs
1wed: inbound SA from 192.168.60.34 to 172.18.124. 158
(proxy 10.1.1.114 to 172.18.124. 158)
1wed: has spi 0x61C53A64 and conn_id 200 and fl ags 4
iwed: lifetine of 2147483 seconds
1wed: out bound SA from 172.18.124.158 to 192. 168. 60. 34
( proxy 172.18.124.158 to 10.1.1.114)
1wed: has spi -1885622177 and conn_id 201 and flags C
iwed: lifetine of 2147483 seconds
1wed: | SAKMP (0:2): del eting node 1369459046 error FALSE
"()reason "quick npbde done (await
, Iwed: | SAKMP (0:2): Node 1369459046
| nput = | KE_MESG_FROM PEER, | KE_QM EXCH
ad State = IKE QMR QW New State = | KE_ QM PHASE2_COVPLETE

... 1wed: | PSEC(key_engine): got a queue event

, (1wed: IPSEC(initialize_sas
,key eng. nsg.) | NBOUND | ocal = 172. 18. 124. 158)
renot e= 192. 168. 60. 34, | ocal _proxy= 172.18.124.158/0.0.0.0/0/0
,(type=1), renote_proxy= 10.1.1.114/0.0.0.0/0/0 (type=1)
, protocol = ESP, transfornr esp-3des esp-sha-hnac
, (l'i fedur= 2147483s and Okb, spi= 0x61C53A64(1640315492
conn_i d= 200, keysize= 0, flags= 0x4

(.1wed: IPSEC(initialize_sas): , (key eng. msg
, OUTBOUND | ocal = 172.18. 124. 158, renote= 192. 168. 60. 34
, (1 ocal _proxy= 172.18.124.158/0.0.0.0/0/0 (type=1
,(renpte_proxy= 10.1.1.114/0.0.0.0/0/0 (type=1
, protocol = ESP, transfornr esp-3des esp-sha-hnac
, (l'i fedur= 2147483s and Okb, spi= O0x8F9BBO5F(2409345119
conn_id= 201, keysize= 0, flags= OxC

,1lw6d: IPSEC(create_sa): sa created, (sa) sa_dest= 172.18.124.158
, (sa_prot= 50, sa_spi= 0x61C53A64(1640315492
sa_trans= esp-3des esp-sha-hmac , sa conn_id= 200

,1w6d: IPSEC(create_sa): sa created, (sa) sa dest= 192.168.60.34
, (sa_prot= 50, sa_spi= 0x8F9BBO5F (2409345119
sa_trans= esp-3des esp-sha-hmac , sa conn_id= 201
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Sev=I nfo/ 6 DI ALER/ 0x63300002 06/05/02 11:56:06.609 1
.Initiating connection

Sev=Il nfo/ 4 CM 0x63100002 06/05/02 11:56:06.609 2
Begi n connection process

Sev=Il nfo/ 4 CM 0x63100004 06/05/02 11:56:06.609 3
Est abl i sh secure connection using Ethernet

Sev=Il nfo/ 4 CM 0x63100026 06/05/02 11:56:06.609 4
"Attenpt connection with server "172.18.124. 158

Sev=I nfo/ 6 | KE/ 0x6300003B 06/ 05/02 11:56:06.609 5
.Attenpting to establish a connection with 172.18.124. 158

Sev=I nfo/ 4 | KE/ 0x63000013 06/05/02 11:56:06.669 6
SENDI NG >>> | SAKMP OAK AG (SA, KE, NON, ID, VID, VID, VID) to 172.18.124.158

Sev=I nfo/5 | KE/ 0x6300002F 06/ 05/02 11:56:07.250 7
Recei ved | SAKMP packet: peer = 172.18.124. 158

Sev=I nfo/ 4 | KE/ 0x63000014 06/05/02 11:56:07.250 8
RECEI VI NG <<< | SAKMP OAK AG (SA, VID, VID, VID, VID, KE, ID, NON, HASH from
172.18. 124. 158

Sev=I nfo/5 | KE/ 0x63000059 06/05/02 11:56:07.250 9
Vendor | D payl oad = 12F5F28C457168A9702DOFE274CC0100

Sev=I nfo/5 | KE/ 0x63000001 06/05/02 11:56:07.250 10
Peer is a G sco-Unity conpliant peer

Sev=I nfo/5 | KE/ 0x63000059 06/05/02 11:56:07.250 11
Vendor | D payl oad = AFCAD71368A1F1C96B8696FC77570100

Sev=l nfo/5 | KE/ 0x63000001 06/05/02 11:56:07.250 12
Peer supports DPD

Sev=I nfo/5 | KE/ 0x63000059 06/05/02 11:56:07.250 13
Vendor | D payl oad = OAOE5F2A15C0B2F2A41B00897B816B3C

Sev=I nfo/5 | KE/ 0x63000059 06/05/02 11:56:07.250 14
Vendor | D payl oad = 09002689DFD6B712

Sev=I nfo/ 4 | KE/ 0x63000013 06/05/02 11:56:07.280 15
SENDI NG >>> | SAKMP OAK AG *(HASH, NOTI FY: STATUS_| NI TI AL_CONTACT) to
172.18. 124. 158

Sev=I nfo/5 | KE/ 0x6300002F 06/ 05/02 11:56:07.320 16
Recei ved | SAKMP packet: peer = 172.18.124.158

Sev=I nfo/ 4 | KE/ 0x63000014 06/05/02 11:56:07.320 17
RECEI VI NG <<< | SAKMP QAK | NFO *( HASH, NOTI FY: STATUS_RESP_LI FETI ME) from



172.18.124. 158

Sev=Il nfo/5 | KE/ 0x63000044 06/05/02 11:56:07.320 18
RESPONDER- LI FETI ME notify has val ue of 86400 seconds

Sev=Il nfo/5 | KE/ 0x63000046 06/05/02 11:56:07.320 19
This SA has already been alive for 1 seconds, setting expiry to 86399 seconds
from now

Sev=Il nfo/5 | KE/ 0x6300002F 06/ 05/02 11:56:07.561 20
Recei ved | SAKMP packet: peer = 172.18.124.158

Sev=I nfo/ 4 | KE/ 0x63000014 06/05/02 11:56:07.561 21
RECEI VI NG <<< | SAKMP OQAK TRANS *(HASH, ATTR) from 172.18.124. 158

Sev=Il nfo/ 4 CM 0x63100015 06/05/02 11:56:07.561 22
Launch xAut h application

Sev=l nfo/ 4 | PSEC/ 0x63700014 06/05/02 11:56:07.571 23
Del eted all keys

Sev=Il nfo/ 4 CM 0x63100017 06/05/02 11:56:09.734 24
xAut h application returned

Sev=I nfo/ 4 | KE/ 0x63000013 06/ 05/ 02 11:56:09. 734 25
SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 172.18.124.158

Sev=Il nfo/5 | KE/ 0x6300002F 06/ 05/02 11:56:10.174 26
Recei ved | SAKMP packet: peer = 172.18.124.158

Sev=I nfo/ 4 | KE/ 0x63000014 06/05/02 11:56:10.184 27
RECEI VI NG <<< | SAKMP OAK TRANS *(HASH, ATTR) from 172.18.124. 158

Sev=Il nfo/ 4 CM 0x6310000E 06/ 05/02 11:56:10.184 28
Est abli shed Phase 1 SA. 1 Phase 1 SA in the system

Sev=I nfo/ 4 | KE/ 0x63000013 06/ 05/ 02 11:56:10.184 29
SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 172.18.124.158

Sev=Il nfo/5 | KE/ 0x6300005D 06/ 05/02 11:56:10.204 30
Client sending a firewall request to concentrator

Sev=Il nfo/5 | KE/ 0x6300005C 06/ 05/02 11:56:10.204 31
Firewal | Policy: Product=Ci sco Integrated dient, Capability= (Centralized
.(Policy Push

Sev=I nfo/ 4 | KE/ 0x63000013 06/ 05/ 02 11:56: 10.204 32
SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 172.18.124.158

Sev=Il nfo/5 | KE/ 0x6300002F 06/ 05/02 11:56: 10. 265 33
Recei ved | SAKMP packet: peer = 172.18.124.158

Sev=I nfo/ 4 | KE/ 0x63000014 06/05/02 11:56: 10.265 34
RECEI VI NG <<< | SAKMP OQAK TRANS *(HASH, ATTR) from 172.18.124. 158

Sev=I nfo/5 | KE/ 0x63000010 06/05/02 11:56:10.265 35
MODE_CFG REPLY: Attribute = | NTERNAL_|I PV4_ADDRESS: , value = 10.1.1.114

Sev=Info/5 | KE/ 0x63000010 06/ 05/ 02 11:56: 10. 265 36
MODE_CFG REPLY: Attribute = I NTERNAL | PV4 DNS(1): , value = 10.1.1.10

Sev=I nfo/5 | KE/ 0x63000010 06/05/02 11:56:10.265 37
= MODE_CFG REPLY: Attribute = INTERNAL | PV4_NBNS(1) (a.k.a. WNS) : , value
10.1.1.20



Sev=Il nfo/5 | KE/ 0xA3000017 06/05/02 11:56:10.265 38
MODE_CFG_REPLY: The recei ved (| NTERNAL_ADDRESS EXPIRY) attribute and val ue
is not supported (86396)

Sev=Il nfo/5 | KE/ 0x6300000E 06/ 05/02 11:56:10.265 39

, MODE_CFG _REPLY: Attribute = APPLI CATI ON_VERSI ON

val ue = G sco Internetwork Operating System Sof tware

,108 (tm C1700 Software (Cl1710-KOOBSY-M, Version 12.2(8)T1
(RELEASE SOFTWARE (fc2

TAC Support: http://ww.cisco.comtac

. Copyright (c) 1986-2002 by cisco Systens, Inc

Conpi | ed Sat 30- Mar-02 13:30 by ccai

Sev=I nfo/5 | KE/ 0x6300000E 06/ 05/02 11:56: 10. 265 40
MODE_CFG _REPLY: Attribute = MODECFG UN TY_DEFDOMAIN: , val ue = cisco.com

Sev=Info/5 | KE/ 0x6300000D 06/ 05/ 02 11:56: 10. 265 41
, (MODE_CFG REPLY: Attribute = MODECFG UNI TY_SPLI T I NCLUDE (# of split_nets
val ue = 0x00000001

Sev=Il nfo/5 | KE/ 0x6300000F 06/ 05/02 11:56: 10. 265 42
SPLI T_NET #1
subnet = 10. 38.
mask = 255. 255.
pr ot ocol
src port =
dest port=0

oo
O O O o

Sev=Il nfo/ 4 CM 0x63100019 06/05/02 11:56:10.265 43
Mode Config data received

Sev=Il nfo/5 | KE/ 0x63000055 06/05/02 11:56:10.275 44
= Received a key request fromDriver for |IP address 172.18.124.158, GWNIP
172.18. 124. 158

Sev=I nfo/ 4 | KE/ 0x63000013 06/ 05/ 02 11:56: 10. 275 45
SENDI NG >>> | SAKMP QAK QM *(HASH, SA, NON, ID, ID to 172.18.124.158

Sev=l nfo/ 4 | PSEC/ 0x63700014 06/ 05/02 11:56:10.575 46
Del eted all keys

Sev=Il nfo/5 | KE/ 0x6300002F 06/ 05/02 11:56: 10. 605 47
Recei ved | SAKMP packet: peer = 172.18.124.158

Sev=I nfo/ 4 | KE/ 0x63000014 06/05/02 11:56: 10. 605 48
, RECEI VI NG <<< | SAKMP CAK QM *(HASH, SA, NON, ID, ID
NOTI FY: STATUS_RESP_LI FETI ME) from 172. 18. 124. 158

Sev=Il nfo/5 | KE/ 0x63000044 06/05/02 11:56:10.605 49
RESPONDER- LI FETI ME noti fy has val ue of 3600 seconds

Sev=Il nfo/5 | KE/ 0x63000045 06/05/02 11:56:10. 605 50
RESPONDER- LI FETI ME noti fy has val ue of 4608000 kb

Sev=I nfo/ 4 | KE/ 0x63000013 06/ 05/ 02 11:56:10.605 51
SENDI NG >>> | SAKMP CAK QM *(HASH) to 172.18.124.158

Sev=I nfo/5 | KE/ 0x63000058 06/ 05/ 02 11:56: 10. 605 52
Loadi ng | Psec SA (Message | D = 0x51A04966 OUTBOUND SPI = 0x61C53A64 | NBOUND
(SPI = Ox8F9BBO5F

Sev=I nfo/5 | KE/ 0x63000025 06/05/02 11:56: 10. 605 53
Loaded OUTBOUND ESP SPI: 0x61C53A64



Sev=I nfo/5 | KE/ 0x63000026 06/05/02 11:56:10. 605 54
Loaded | NBOUND ESP SPI: 0x8F9BBO5F

Sev=I nfo/4 CM 0x6310001A 06/ 05/02 11:56:10. 605 55
One secure connection established

Sev=I nf o/ 6 DI ALER/ 0x63300003 06/ 05/02 11:56: 10. 625 56
. Connection established

Sev=I nf o/ 6 DI ALER/ 0x63300008 06/ 05/02 11:56: 10. 735 57
MAPI 32 Information - Qutl ook not default mail client

Sev=l nfo/ 4 | PSEC/ 0x63700010 06/05/02 11:56:11.677 58
Created a new key structure

Sev=l nfo/ 4 | PSEC/ 0x6370000F 06/ 05/02 11:56:11.677 59
Added key with SPlI =0x643ac561 into key |i st

Sev=l nfo/ 4 | PSEC/ 0x63700010 06/ 05/02 11:56:11.677 60
Created a new key structure

Sev=l nfo/ 4 | PSEC/ 0x6370000F 06/ 05/02 11:56:11.677 61
Added key with SPlI =0x5f b09b8f into key Ilist

do olbd ol

(+TACACS) a9, k)l dlaxall _JI Jeogll pS=5 62>9 _J| Jo3al adl,0 pl ac> -
UNIX aca) CiSCO o 10Vl Joogll S oSl pols -

Windows aca) Cisco (0 oYl SloYl sgixall aa0 -

Cisco 0 VPN &Subs Jsas po> -

IKE &Y¥qSgi9 w/IPSec divglas pc> -

Cisco Systems - olaiiwally il acall -



//www.cisco.com/en/US/tech/tk583/tk642/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps4911/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2086/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2308/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



