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aaa new-model

aaa authentication log in default group tacacs+ Tocal
aaa authorization exec default group tacacs+ Tocal
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tacacs server prod

address ipv4 10.106.60.182

key ciscol23
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ip tacacs source-interface Gig 0/0
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Router#telnet 10.106.60.182 49
Trying 10.106.60.182, 49 ... Open
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Router(config)#ip tacacs source-interface Gig 0/0
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Router#test aaa group tacacs+ cisco cisco legacy
Sending password
User successfully authenticated

lJglogé 5.

131 BUnd Test AAA. B§p wopdso gpdsle wuozse Iigble 030 pgl Jopdsd IUpdle wsu
lJegzo 9¢l>p TACACS Jugsss Iduwow 1Jdgd)s.

debug aaa authentication
debug aaa authorization
debug tacacs

debug ip tcp transaction

o3l up93E Il wusrse IJigble B Lusubiss god:

*Apr 6 13:32:50.462: AAA/BIND(00000054): Bind i/f

*Apr 6 13:32:50.462: AAA/AUTHEN/LOGIN (00000054): Pick method 1ist 'default'
*Apr 6 13:32:50.462: TPLUS: Queuing AAA Authentication request 84 for processing
*Apr 6 13:32:50.462: TPLUS(00000054) Tog 1in timer started 1020 sec timeout

*Apr 6 13:32:50.462: TPLUS: processing authentication start request id 84
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TPLUS: Authentication start packet created for 84()
TPLUS: Using server 10.106.60.182

TPLUS(00000054) /0/NB_WAIT/2432818: Started 5 sec timeout
TPLUS(00000054) /0/NB_WAIT: socket event 2
TPLUS(00000054) /0/NB_WAIT: wrote entire 38 bytes request

TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:

socket event 1

Would block while reading

socket event 1

read entire 12 header bytes (expect 43 bytes data)
socket event 1

read entire 55 bytes response

TPLUS(00000054)/0/2432818: Processing the reply packet
TPLUS: Received authen response status GET_USER (7)

TPLUS: Queuing AAA Authentication request 84 for processing
TPLUS(00000054) 1og in timer started 1020 sec timeout
TPLUS: processing authentication continue request id 84
TPLUS: Authentication continue packet generated for 84
TPLUS(00000054) /0/WRITE/10882BBC: Started 5 sec timeout
TPLUS(00000054) /0/WRITE: wrote entire 22 bytes request

TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:

socket event 1

read entire 12 header bytes (expect 16 bytes data)
socket event 1

read entire 28 bytes response

TPLUS(00000054)/0/10882BBC: Processing the reply packet
TPLUS: Received authen response status GET_PASSWORD (8)
TPLUS: Queuing AAA Authentication request 84 for processing
TPLUS(00000054) 1og in timer started 1020 sec timeout
TPLUS: processing authentication continue request id 84
TPLUS: Authentication continue packet generated for 84
TPLUS(00000054) /0/WRITE/2432818: Started 5 sec timeout
TPLUS(00000054) /0/WRITE: wrote entire 22 bytes request

TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:

socket event 1

read entire 12 header bytes (expect 6 bytes data)
socket event 1

read entire 18 bytes response

TPLUS(00000054)/0/2432818: Processing the reply packet
TPLUS: Received authen response status PASS (2)

AAA/AUTHOR (0x54): Pick method 1list 'default'

TPLUS: Queuing AAA Authorization request 84 for processing
TPLUS(00000054) 1og in timer started 1020 sec timeout
TPLUS: processing authorization request id 84

TPLUS: Protocol set to None ..... Skipping

TPLUS: Sending AV service=shell

TPLUS: Sending AV cmd*

TPLUS: Authorization request created for 84(cisco)

TPLUS: using previously set server 10.106.60.182 from group tacacs+
TPLUS(00000054) /0/NB_WAIT/2432818: Started 5 sec timeout
TPLUS(00000054) /0/NB_WAIT: socket event 2

TPLUS(00000054) /0/NB_WAIT: wrote entire 62 bytes request

TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:

socket event 1

Would block while reading

socket event 1

read entire 12 header bytes (expect 18 bytes data)
socket event 1

read entire 30 bytes response

TPLUS(00000054)/0/2432818: Processing the reply packet
TPLUS: Processed AV priv-1v1=15

TPLUS: received authorization response for 84: PASS
AAA/AUTHOR/EXEC(00000054) : processing AV cmd=
AAA/AUTHOR/EXEC(00000054) : processing AV priv-1vl=15
AAA/AUTHOR/EXEC(00000054) : Authorization successful
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*Apr 6 13:35:07.826: AAA/BIND(00000055): Bind i/f

*Apr 6 13:35:07.826: AAA/AUTHEN/LOGIN (00000055): Pick method 1ist 'default'

*Apr 6 13:35:07.826: TPLUS: Queuing AAA Authentication request 85 for processing
*Apr 6 13:35:07.826: TPLUS(00000055) 1log in timer started 1020 sec timeout

*Apr 6 13:35:07.826: TPLUS: processing authentication start request id 85

*Apr 6 13:35:07.826: TPLUS: Authentication start packet created for 85()

*Apr 6 13:35:07.826: TPLUS: Using server 10.106.60.182

*Apr 6 13:35:07.826: TPLUS(00000055)/0/NB_WAIT/225FE2DC: Started 5 sec timeout
*Apr 6 13:35:07.830: TPLUS(00000055)/0/NB_WAIT: socket event 2

*Apr 6 13:35:07.830: TPLUS(00000055)/0/NB_WAIT: wrote entire 38 bytes request

*Apr 6 13:35:07.830: TPLUS(00000055)/0/READ: socket event 1

*Apr 6 13:35:07.830: TPLUS(00000055)/0/READ: Would block while reading

*Apr 6 13:35:07.886: TPLUS(00000055)/0/READ: socket event 1

*Apr 6 13:35:07.886: TPLUS(00000055)/0/READ: read entire 12 header bytes (expect 6 bytes data)
*Apr 6 13:35:07.886: TPLUS(00000055)/0/READ: socket event 1

*Apr 6 13:35:07.886: TPLUS(00000055)/0/READ: read entire 18 bytes response

*Apr 6 13:35:07.886: TPLUS(00000055)/0/225FE2DC: Processing the reply packet

*Apr 6 13:35:07.886: TPLUS: received bad AUTHEN packet: length = 6, expected 43974
*Apr 6 13:35:07.886: TPLUS: Invalid AUTHEN packet (check keys).
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