odosy welyj 1Jlgbld Jludl g IPSec oo 098¢
lJs p99¢& wlgwwesle houlble ISP IJlzoslbss
eJs FTD IJes)6 w9l ulbs FMC

lJpzogslo

[NFXIYY
lpc o ole | lowl_w,sé

Leclo ol

lowed ol izble ol _oJlzol
lJp 95,00

S92z 03l ldpuwows Jsdsse wdysy welys IJeyvd Idpuwens [Js ghsbs Idogvss) Jhoulb
ISP Cluwogsle psié wede IP SLA gds FTD Idos wwop bhool wylywbs FMC.

e Idpuwlops po God lplusl ol pousw TAC ey Cisco.

IJecbdole 1Jlul jusé



lJeobdolo
w9 os Cisco vio oJ9y s pgy96 wldesluose 1Joldss:

e 1JGop IJiuwluws Juvwds gluoé blo,ss (VPN)
* wpwd luweddle wyulpz FTD

* oo pg FMC

© Lwb pe b, olo; Tz056 IUlely 1JegsJs (ASA)

lJpdovlo Idpuuweispd

ouwow Idpgdyele 1Uglyo WO o3l ldpuwews 1Js luesble Ido)lez Ioldse:

- FMC. IJ]_o>l, 6.6.0
. FTD. IJl_osl, 6.6.0
o 1Uluosly 9.14.1 oy iz0j6 IJiely IJedsds (ASA)

e logile UpeJ3p|u Ugl_).)o Bs o3l IJp e pu Ulao_)o 1J 92956 WOS wSiS6 pgpdso ¢luos.
u)lu apgse Ulao_)o |JPLJ.UUE_)|DO l..96 o5l lJroLJ‘UUU') uudﬁ.ju PPL)“BC (ldu)lws) |.)| Jluu

ped9ple Iuuluss

S9uee 03l Ipuwows Jsdss wdssu wely) IS yuvd Idpuwans [Js grsbs IJogvss, Jdouwg
IJlzoslbs Jhoolb 0595 8306 IJlocyuw (ISP) Cluwegsle 0856 wgdw "ol 8ssé puwass 300
w9w9ded IJluw,ue (IP SLA)" eds "I.J)ugélg_ cu wosdss IJdblys IJulyss (FTD)' IJos s>s,0l
o)) blyo FirePOWER (FMC). 909 suinz lsuol Jswss wdysy levdle oyzpes guslo IJuveJo
(NAT) Jzrds 0,9, IJuirods IUglLos IUbloyss (VPN) g0l sJ90 00ld p9oodl #30le IUloosow
(ISP) sswbde wely; IJdgvd wuwdluws.

WO o3l Iduwsubsy sop lugile IUgveds 1Jgluos Idbloyso (VPN) oo FTD wzlo ASA Jubs,
IJuveds 1Jgluoo 1Jbloyss (VPN) Llguegsle 9lzes ISP glzas W §b. syvegse FTD hoolb ISP
9le> s 3JY Idsde Jlugvle IUgvwdo 1Jgluoo IUbloyso (VPN). eus welod Lhowlb 095 3006
Jloenos (1SP) Iigslous: $e9Js "wolez IWbowld Sl 1Juwes (FTD)" 1Wie, eo 21
IJLhoolb lJolugs 1JBlse eds 039> €300 IJlow,ow (ISP) pu JIJ 516 lJesl9wé IJologs
Jlel§s6 puwe9s 1Ug>po (SLA) ssep luuble Idgvedo 1Ugluos IJbloyse (VPN).

lJodosuy

lLuwe Jotbsbs JJuvods

03l 09 ldpebb |Jpwese JJpold ds o3l IJpwouo:



192,168.100.0/24

i FTDv
AV Outsidel
N Outside 10.200.1.5
@ ,100.1. 10.10.10.0/24
5 o [

Qutside2
10.201.1.5

wJdgsu FTD
IJeb9s 1. weass slzole ISP 1Jlwluwss 9ldelusss
1. 1vedd IJs IJlzes > 116 1Jizos6 > IUslzole Jpl 09 ps 0z B 1Uuo9,6.

"':ll's'ét' FII’epO\.’I‘Je.I' _M‘p_mfrigemem Center Q Overview Analysie Policies Devices Objects AMP Intelligence Dieploy 60 I+ @ adminw

FTDV =3

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inling Sets DHCP
——
Q, Search by name Add Interfaces ~
Interface Logical Name Type Security Zones MAG Address (Active/Standby) IP Address
Diagnostic0/0 diagnostic Physical V4
[ GigabitEthernet0/0 Quiside Physical Qutside 10.200.1.5/24( Static) g
GigabitEthernet0/1 Outside2 Physical Outside2 10.201.1.5/24(Static) 4
GigabitEthernet/2 nside Physical Inside 10,10.10.5/24(Static) 7
GigabitEthemet0/3 Physical 7

U096 2. 228 pelob Lo ds VPN Jlzos ISP i uluss

1. lvowd lJs I.Jiao_jé > VPN > 098¢ |Js p9de. wew luolws vwdo VPN 1o @) 899 ol
lJ>lg o> woss> FirePOWER: 990 wluuile yvwdo VPN 9235 1Uglzos 1JELzso.

% pdlebo: Jl suo o3l ldpuvens Jswiss wdssy yvwds VPN S2S oy ldwslss. Jeiss pu
lJesze Jodssy S2S VPN gJs FTD: oo @d IJs
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-
protocols/215470-site-to-site-vpn-configuration-on-ftd-ma.html



https://www.cisco.com/c/ar_ae/support/docs/security-vpn/ipsec-negotiation-ike-protocols/215470-site-to-site-vpn-configuration-on-ftd-ma.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/ipsec-negotiation-ike-protocols/215470-site-to-site-vpn-configuration-on-ftd-ma.html

Edit VPN Topology L7

Topology Mame:®
[ MPN_Outside?

Metwork Topology:
[ae TRl Gl Hub and Spoke Full Mesh
IKE Version:* [ | IKEv1 IKEv2
Endpoints IKE IPsec Advanced
|
Mode A:
Device Name VPN Interface Protected Networks
ASAV 10.100.1.1 10.10.20.0_24 P |
Mode B:
Device Name VPN Interface Protected Networks
]

FTDw Outside/10.200.1.5 10.10.10.0_24 V4

@ Ensurs the protected networks are allowed by access control policy of each device.

lJglb9s 3. wzass pebb Juowds VPN Jglzos ISP IJwly9sé

1. 10e8J IJs 1Jlzojé > VPN > 98¢ |Us p9de. wew luolds uwds VPN 1o, 898 zols
IU>8le Los wosss FirePOWER. 98, wlouile sivwJs VPN 9255 [Jslzos Outside2.

% pdlebs: sgu i SY9u wdysu Iduveds 1Ugluoé IUblo,ysé (VPN) 1Uds suvwgspe 9lzod
Outside2 09 u W wo wplpl Jpgblo I uwIds IUElLoo Idbloyse (VPN) 1Ughzss wlgveouls
9lzos IJuvoJs 1Jgl Lo IUblo,yss (VPN).



Edit VPN Topology

Topology Mame: ™

| VPN_Outside?

Metwork Topology:

[zl e+ nsilial Huby and Spoke

IKE Version:*

Endpoints  IKE

MNode A

Device Name

ASAv

Mode B:

Device Name

FTDw

[] IKEv1

Full Mesh
IKEv2

Advanced

VPN Interface

10.100.1.1 10.10.20.0_24

VPN Interface

Cutside2/10.201.1.5

10.10.10.0_24

Protected Networks

Protected Networks

@ Ensure the protected networks are allowed by access control policy of each device.

Sew wdsu bogdszs! VPN Jel 09 p9 oz b 1Ju09,6.

ahale Firepower Management Center a

Clsco = Site To Site

Moda A

w e VPN_OQutsidel

extranet : ASAv [ 10.100.1.1

~ == VPN_OQutside2

extranet : ASAv / 10.100.1.1

Noda B

FTDwv J Outside / 10.200.1.5

FTDv / Outside2 / 10.201.1.5

lJglb9eé 4. o dysu el 906 SLA

Qverview Analysis Policies Devices Objects

AMP

Intelligence Deploy @° #% @ adminv
Add VPN v

'

|

1. lvedd lds IJdlsole > Golguse SLA > | olws il s SLA. wew luole yuvwds VPN GG,
999 zolj IU>lg Lo> woss> FirePOWER: 9§ wodssy yuluivs SLA Jel 09 p9 oz Vs 1Uue9)6.



- ) fa
¢ IS<II-'.;I Flrepower .\fl_anagem.ent Center Q, Overview Analysis Policies Devices Objects AMP Intelligence Deploy (P I+ @ adminvw

Access List SLA Monitor 0, Filter

Address Pools

SLA monitor defines a connectivity policy to a monitored address and tracks the availability of a route to the address. The SLA Monitor object is used in the Routs

Application Filters Tracking field of an IPv4 Static Route Policy. IPv6 routes do not have the option to use SLA monitor via route tracking.

AS Path
” - Name Value
Cipher Suite List
Community List Security Zone: Outside _
ISP_Outside 1 Monitor ID: 10 S
Distinguished Name Monitor Address: 10.200.1.1

DNS Server Group
File List

FlexConfig
Geolocation
Interface

Key Chain

Network.

PKI

Policy List

Port

Prefix List

RADIUS Server Group
Route Map

Secwity Group Tag
Security Intelligence
Sinkhole

SLA Monitor

Time Range

Time Zone
Tunnel Zone
URL
Variable Set
VLAN Tag
VPN

2. Uldouweo Jpg s o)l 96 SLA* i,_,uo@p lJz8Jd guslo IP 1Jghzs JJgbys IJeldss.



Edit SLA Monitor Object

Mame: Description:

ISP_Outside1 ‘

Frequency (seconds): | go | {1-604800)

SLA Monitor 1D
10

Threshold 5000 (0-60000)
{milliseconds):

Timeout 5000 (0-604B00000)
{milliseconds):

Data Size (bytes): 28 (0-16384)

Tos: Mumber of Packets:
Lo |

Monitor Address™®:

| 10.200.1.1 |

Available Zones ™

Q, Search Selected Zones/Interfaces

Inside Add Outside

L L

Cutside 2

Cancel

Save




lJglb9s 5. wdssu lJpuwble lJelows olywegsle vl ué SLA

1. loewd lJs Uiao_jé > |Jwgzso > Jeuwl) Idelow. 233 1uolWs puwly 980 wodssy Ideuwl)
IS elgos Jslzes 1Jghzss (IWluwluuss) wluwosle eedsple @ldos SLA (Ides e loblbol
B 1Jebgs 4) B edd wedyw Idpuwh.

Edit Static Route Configuration ]

L Type @ IPvd () IPVB .
Interface*

N | Outside1 v | .

wrfa

l (Interface starting with this icon [ signifies it is available for route leak) .
Available Metwork b Selected Metwork

side |Q Search | | Add | any-ipvd ™

ek 10.10.10.0 -

l 192.168.7100.1 .

192.168.200.0

IPuvd-Benchmark-Tests

|Pwd -Link-Local -
Gateway™

| 10.200.1.1 - |
hetric:

T |

Tunneled: [ | (Used only for default Route)
Route Tracking:
| ISP_Qutside 1 v

2. odysu Idpuwly IJIGC,luos JJslzosd 1Jglzs62 (IJelu9ss). Szw i odu 1J8sped lJpw,s6



leds pu IJpuwh, IUIG el s Il gus. Jl wogs 2lzs IJs edd wede 1dpuwly Bs 03l IUBuwe.
Edit Static Route Configuration
Type: O IPwvd ) IPwvE

Interface*
Outside? - |

(Interface starting with this icon [f§signifies it is available for route leak)

Awailable Network + Selected Network
Q, Search | Add | any-ipvd

10.10.10.0
192.168.100.1
192.168.200.0
any-ipvd
IPv4-Benchmark-Tests
IPv4-Link-Local

Gateway™
| 10.201.1.1 ¥ |+

Tunneled: || (Used only for default Route)
Route Tracking:

| ]+

Sew od9su Idpumble Jel 09 p9 oz s 1J09,6.



alaf Firepower Management Center a

Eiere Overview Analysis Policies Devices Objects AMP Intelligence Deploy é’ £+ @ adminw
—
ETDV =N
Cisco Firepower Threat Defense for VMWare
Device Routing Interfaces Inline Sets DHCP
4 Add Route
Network a Interface Gateway Tunneled Metric Tracked
Pud
i any-ipvd Qutsida2 10.201.1.1 false i
Static Route
+ Multicast Routing
IGMP
PIM hiny-ipvd OQutside 10.200.1.1 false E ISP_Outside 7
Multi t Routes

Multicast Boundary Filter

lJgb9é 6. odysu luweoule NAT

1. loodd IJs 1Jizosé > NAT > Luslgws NAT 9235 I usluws IJos ogusosd zoly FTD. ga»
luols §less guvdde luwoeole NAT JJJ 9lzos ISP (¢hz 9 ¢Lz2). sew o odsy 99le> NAT o

oI ol Lluwoeule 9lzos 1J9zos.

alvali. Firepower Management Center q
cisco MGFW MAT Poicy E

Cverview Analysts Policies Devices Objects AMP nteligence Deploy é‘ £+ @ adminw
NAT_FTDY [ Siowvires SR cocs |
Enter De: pricn
Policy Assignments (1
Rules
Eittar by Device + Add Rule
Original Packet Translated Packet
- - Sourg Drestination Origi Original Trambated "
Dénwsetion Type arface inertace s el i - Optians
MAT Rules Bafore
I 1 & = Insicle Ouwtsico B 10.10.10.0 B 192.168.100.1 & 10.10.10.0 T 192.165.100.1
I 2 & Statie Inside Outside? By 10.10.10.0 By 192 168.100.1 B 10.10.10.0 By 192.168.100.1
Auto NAT Rules
NAT Rules Aftar

% pdlebs: Uldougued Jodl ldgwsulsy vobdo JJ pu 99les> NAT wpdso ldoed gu

IJpuwh. 91Ul Blo 2596 1des9) wed wuosw 1d8less Idlsds 9Ju cuvepy B uvdsd
purble welys IJoud. bl e sop wpdso ved IJpuwl Suvsepe buwld 2596 1Ups9)
slispl Lluwegsle 1slzos [Jghzss (Bless nat 1Jisds). pe wpdso ldues eo ldpuvl owds
I8 py9) Iduslule sksel B za9d IJogzso IUss sop ldopde Vso pu ¢l il b
SLA.

1Jeb9o 7. odsu ywsluwo Idogde Bs 1Jsuesd Jz)yJds 1dp)9) 1Jpeds>6



1. lvedd lds Iduwslule > 1dozde Bs 1U9u09d > wpdss gusluws [doedpe Os
lJoo9d. Jluolvs §leso. 1u@) 999 luolds Sleso. Jpl 09 p9 oz Vs IJuo9,0 oul.

Op wodssu $lesd 9lzss pu Iblzd [s Idpulb IUghess (Ebe 15¢be 2) sldes vose Joyds

1Jp9, |pocps pos 10.10.10.0/24 |J.s 192.168.100/24.

Sp wodosu §lexs 18)s po 1polbd 10ehzss (¢he 15¢bz 2) IJs 1318 el suwpe w2sdé

U9 IJpins s Jlocele po 192.168.100/24 |Js 10.10.10.0/24.

élls:c:' Firepower Management Center a Ovarview Analysis Policies Duvices Objects AMP Intelligence Doy @ £ @ adminy
ACP-FTDv
Sl Policy Pre-Deployment
Pre-depioy Device Configuration for ETOv
Rules Security Inteligence  HTTP Responses  Lopging  Advanced Prefilter Policy: Defaull Preniter gl e
ter by T Search Rules x e =i -+ =+ Add Rule
Mamy =y i Rt BROVLLEEW T
w» Mandatory - ACP-FTDv (1-2)
e /u
e Al
w Default - ACP-FTDv (-}
@ trol: B Tram

Default Action

wJdosy ASA

S pdlebs: Josl Iduwsobess Idpes sop wdssu ubs) vt leoslbs eds Hsbs

IJoubds, IKEV2, goelbdu 030 1Jps)é 1o sJ9u ASA eds 9.14.1 19 Il osble IJigse. 31
JIu ASA 1U¢luo v suvgd luoshl @asple Bluuogse IKEVT Jpd wasd. lzde J Jos,

ooze lJs cisco o id CSCud2276.

1. pdouo IKEVZ gds IBbu ghes pu |J ASA:

Crypto ikev2 enable Outside

2. 3p wlouuble oz IKEV2 IJ3s $g2> w9 IUpedple Idos wp odysuol gds FTD:

crypto ikev2 policy 1
encryption aes-256
integrity sha256

group 14

prf sha256

Tifetime seconds 86400



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCud22276

3. éP v!g')kﬂl'c uu§|uu6 p&p}&é .J.Juup|a vv)ﬁ&ﬁdﬁJ iIKEV2:

group-policy IKEV2 internal
group-policy IKEV2 attributes
vpn-tunnel-protocol ikev2

4. $p lugile pzeses 1081 JIJ eoslu IP ghes S FTD (¢bel 9¢lz2)- Ulee wor IJpzeses
9z Idpdcle IJpuve,d puwedl:

tunnel-group 10.200.1.5 type 1ipsec-121

tunnel-group 10.200.1.5 general-attributes
default-group-policy IKEV2

tunnel-group 10.200.1.5 ipsec-attributes

ikev2 remote-authentication pre-shared-key Ciscol23
ikev2 local-authentication pre-shared-key Ciscol23

tunnel-group 10.201.1.5 type 1ipsec-121

tunnel-group 10.201.1.5 general-attributes
default-group-policy IKEV2

tunnel-group 10.201.1.5 ipsec-attributes

ikev2 remote-authentication pre-shared-key Ciscol23
ikev2 local-authentication pre-shared-key Ciscol23

5. 8p wluuble Blispo 9,09d wess 2yJs Idey9) Idos uwsope wuvds ol (FTD-Subnet
10.10.10.0/24) (ASA-Subnet 192.168.100.0/24):

Object network FTD-Subnet
Subnet 10.10.10.0 255.255.255.0
Object network ASA-Subnet
Subnet 192.168.100.0 255.255.255.0
access-1list VPN_1 extended permit ip 192.168.100.0 255.255.255.0 10.10.10.0 255.255.255.0

6. louble pdenz ikev2 ipSec JJluvhys [Js 1zl esle 1Upesss s FTD:

crypto ipsec ikev2 ipsec-proposal CSM_IP_1
protocol esp encryption aes-256
protocol esp integrity sha-256



7. 8p wlouble bgld Ssbs wuvds) syvb IJodssu pel 9suosb udlus IP Jossesdsd
lJloe,uw (FTD) IJghest sldébzs2:

crypto map CSM_Outside_map 1 match address VPN_1

crypto map CSM_Outside_map 1 set peer 10.200.1.5 10.201.1.5
crypto map CSM_Outside_map 1 set ikev2 ipsec-proposal CSM_IP_1
crypto map CSM_Outside_map 1 set reverse-route

crypto map CSM_Outside_map interface Outside

8. $p wluuble wslo luvosole NAT seug 298 @19 VPN po 1o e wsluwbs 2ol 1z elsé:

Nat (inside,Outside) 1 source static ASA-Subnet ASA-Subnet destination static FTD-Subnet FTD-Subnet

IJozdd pu lduors
luwegse o3l 9w e Joid§> epd IJodysy vuvdd Loese.
uble Firepower Threat Defense (FTD)

Bs L, 1Jisle,c luwegse 1Jie, show crypto ikev2 sa JJozdd po 2lJé L Js VPN,

N LUlpbs: sep lousle IJobods Igloos 1Jblosss (VPN) wlovessle goslo IP 1Ugloe o
Outside1 (10.200.1.5) Jeuslo ppds.

firepower# sh crypto ikev2 sa
IKEv2 SAs:
Session-id:24, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
373101057 10.200.1.5/500 10.100.1.1/500
Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/37 sec
Child sa: Tocal selector 10.10.10.0/0 - 10.10.10.255/65535
remote selector 192.168.100.0/0 - 192.168.100.255/65535
ESP spi in/out: 0x829ed58d/0x2051ccc9

b,ss

S&u2 Ieuwly IUIBe,l o gusly IP JJgbes IJelss J Externalt.



firepower# sh route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of Tast resort is 10.200.1.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.200.1.1, Outsidel

C 10.10.10.0 255.255.255.0 is directly connected, Inside

L 10.10.10.5 255.255.255.255 is directly connected, Inside

C 10.200.1.0 255.255.255.0 is directly connected, Outsidel

L 10.200.1.5 255.255.255.255 is directly connected, Outsidel
C 10.201.1.0 255.255.255.0 is directly connected, Outside2

L 10.201.1.5 255.255.255.255 is directly connected, Outside2
|O)

Jpl sbo, Vs [g)lz show track 1. "wp wuvgsd IJ8lodss JJguoed"

firepower# sh track 1
Track 1
Response Time Reporter 10 reachability
Reachability 1is Up <-----
36 changes, Tast change 00:00:04
Latest operation return code: OK
Latest RTT (millisecs) 1
Tracked by:
STATIC-IP-ROUTING O

nat

ould 2lgs lJs eldss 2,96 1Upu9) 1Jpdsss IJos wuod 1Js $less luvooule NAT Ulguaesle
IJglzoé Outside.

Iuwegsp IJie, "packet-tracer input sl¢J ICMP 10.10.10.1 8 0 192.168.100.10 detail" JJwz 88 oo
Blexs NAT IJplbw 86 s 2r9é 19, 1pdsss.

firepower# packet-tracer input inside icmp 10.10.10.1 8 0 192.168.100.1 det

Phase: 4

Type: UN-NAT
Subtype: static
ResuTlt: ALLOW



Config:

nat (Inside,Outsidel) source static 10.10.10.0 10.10.10.0 destination static 192.168.100.1 192.168.100.
Additional Information:

NAT divert to egress interface Outsidel(vrfid:0)

Untranslate 192.168.100.1/0 to 192.168.100.1/0

Phase: 7
Type: NAT
Subtype:
ResuTlt: ALLOW
Config:
nat (Inside,Outsidel) source static 10.10.10.0 10.10.10.0 destination static 192.168.100.1 192.168.100.
Additional Information:
Static translate 10.10.10.1/0 to 10.10.10.1/0
Forward Flow based Tookup yields rule:
in id=0x2b3e09576290, priority=6, domain=nat, deny=false
hits=19, user_data=0x2b3e0c341370, cs_id=0x0, flags=0x0, protocol=0
src ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=192.168.100.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=Inside(vrfid:0), output_ifc=Outsidel(vrfid:0)

Phase: 8
Type: NAT
Subtype: per-session
ResuTlt: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in 1id=0x2b3e0a482330, priority=0, domain=nat-per-session, deny=true
hits=3596, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 12
Type: VPN
Subtype: encrypt
ResuTlt: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
out id=0x2b3e0c8d0250, priority=70, domain=encrypt, deny=false
hits=5, user_data=0x16794, cs_id=0x2b3e0b633c60, reverse, flags=0x0, protocol=0
src ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=192.168.100.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=any(vrfid:65535), output_ifc=Outsidel

Phase: 13
Type: NAT
Subtype: rpf-check
ResuTlt: ALLOW
Config:
nat (Inside,Outsidel) source static 10.10.10.0 10.10.10.0 destination static 192.168.100.1 192.168.100.
Additional Information:
Forward Flow based Tookup yields rule:
out 1d=0x2b3e095d49a0, priority=6, domain=nat-reverse, deny=false
hits=1, user_data=0x2b3e0c3544f0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=192.168.100.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0



input_ifc=Inside(vrfid:0), output_ifc=Outsidel(vrfid:0)

Phase: 14
Type: VPN
Subtype: ipsec-tunnel-flow
ResuTlt: ALLOW
Config:
Additional Information:
Reverse Flow based Tookup yields rule:
in id=0x2b3e0c8ad890, priority=70, domain=ipsec-tunnel-flow, deny=false
hits=5, user_data=0x192ec, cs_id=0x2b3e0b633c60, reverse, flags=0x0, protocol=0
src ip/id=192.168.100.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=0Outsidel(vrfid:0), output_ifc=any

Phase: 15
Type: NAT
Subtype: per-session
ResuTlt: ALLOW
Config:
Additional Information:
Reverse Flow based Tookup yields rule:
in 1id=0x2b3e0a482330, priority=0, domain=nat-per-session, deny=true
hits=3598, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Result:

input-interface: Inside(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: Outsidel(vrfid:0)
output-status: up
output-line-status: up

Action: allow
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firepower# sh sla monitor configuration 10
IP SLA Monitor, Infrastructure Engine-II.
Entry number: 10

Owner:

Tag:

Type of operation to perform: echo
Target address: 10.200.1.1

Interface: Outsidel

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0



Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE

Status of entry (SNMP RowStatus): Active

Enhanced History:

b)ssd
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firepower# sh route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of Tast resort is 10.201.1.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [2/0] via 10.201.1.1, Outside2

C 10.10.10.0 255.255.255.0 1is directly connected, Inside

L 10.10.10.5 255.255.255.255 1is directly connected, Inside

C 10.200.1.0 255.255.255.0 1is directly connected, Outsidel

L 10.200.1.5 255.255.255.255 1is directly connected, Outsidel
C 10.201.1.0 255.255.255.0 is directly connected, Outside2

L 10.201.1.5 255.255.255.255 1is directly connected, Outside2
|':J_)
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firepower# sh track 1

Track 1

Response Time Reporter 10 reachability
Reachability is Down <----

37 changes, last change 00:17:02
Latest operation return code: Timeout
Tracked by:

STATIC-IP-ROUTING O



nat

firepower# packet-tracer input inside icmp 10.10.10.1 8 0 192.168.100.1 det
——————————————— OMITTED OUTPUT -------------———-

Phase: 4
Type: NAT
Subtype:
ResuTt: ALLOW
Config:
nat (Inside,Outside2) source static 10.10.10.0 10.10.10.0 destination static 192.168.100.1 192.168.100.
Additional Information:
Static translate 10.10.10.1/0 to 10.10.10.1/0
Forward Flow based Tookup yields rule:
in  id=0x2b3e0c67d470, priority=6, domain=nat, deny=false
hits=44, user_data=0x2b3e0c3170e0, cs_id=0x0, flags=0x0, protocol=0
src ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=192.168.100.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=Inside(vrfid:0), output_ifc=Outside2(vrfid:0)

Phase: 9
Type: VPN
Subtype: encrypt
Result: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
out 1d=0x2b3e0c67bdb0, priority=70, domain=encrypt, deny=false
hits=1, user_data=0x1ld4cfb24, cs_id=0x2b3e0c273db0, reverse, flags=0x0, protocol=0
src ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=192.168.100.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=any(vrfid:65535), output_ifc=Outside2

Phase: 10
Type: NAT
Subtype: rpf-check
ResuTlt: ALLOW
Config:
nat (Inside,Outside2) source static 10.10.10.0 10.10.10.0 destination static 192.168.100.1 192.168.100.
Additional Information:
Forward Flow based Tookup yields rule:
out 1d=0x2b3e0c6d5bb0, priority=6, domain=nat-reverse, deny=false
hits=1, user_data=0x2b3e0b81bc00, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=192.168.100.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=Inside(vrfid:0), output_ifc=Outside2(vrfid:0)

Phase: 11
Type: VPN
Subtype: 1ipsec-tunnel-flow
Result: ALLOW
Config:
Additional Information:
Reverse Flow based Tookup yields rule:
in  id=0x2b3e0c8al4f0, priority=70, domain=ipsec-tunnel-flow, deny=false
hits=1, user_data=0x1d4d073c, cs_id=0x2b3e0c273db0, reverse, flags=0x0, protocol=0
src ip/i1d=192.168.100.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0



input_ifc=0Outside2(vrfid:0), output_ifc=any

Phase: 12
Type: NAT
Subtype: per-session
ResuTlt: ALLOW
Config:
Additional Information:
Reverse Flow based Tookup yields rule:
in 1id=0x2b3e0a482330, priority=0, domain=nat-per-session, deny=true
hits=3669, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Result:

input-interface: Inside(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: Outside2(vrfid:0)
output-status: up
output-line-status: up

Action: allow
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