od9sy puol 86 IJuiolsé J SSH gJs Izoj6
Cisco |IOS XE

IJodssole
2oli I0S-XE (¢l SSH

[20l

lJp 95,00

s9u2e 03l IJpuwows odssy "buds IUiele" (SSH) eJs Izoj6 Cisco I0S® XE Lluuwgsle yuolsle
X.509v3 JJp ol 86 988l JJLuubsle 1Jeessé bs RFC 6187.

IJpcbdole 1Jlulgusé

lJpolbdolo

CiSCO $9LoS U SeJds luw pg)d6 pu IUpBdule IUgle Losé vl uss (PKI).
lJpdovlo Idpuweispd

ouwows Idpedypele 1Jglyo WO o3l ldpuwews 1Js luosble Ido)lez 9ldedsule 1Jebss Ideldss:

* lJpz9ed C9200L Switch IUss suved wyulpeg Cisco 10S XE. 1J] s, 17.3.5
* gpsd Pragma Fortress SSH

ope logvle Idpgdgple 1U9l)6 WS o3l IJpuwows pu Uig_o_jé 1J 92956 WOS wSis6 pgpdso ¢luos.
wlo gpse 1Ulzojo [Jpuwegsres O o3l ldpuvows wodsso ppuwse (IWe)luos). 3l dlue



suodod B IJogvgsd: Bulds po Bopd JJoles) Ipewed Jis o)

peJ9ple luwlwsd

seed o3l 1Jueg eds weiss el ©1908dsd SSH pu ¢l cpdsu IJpuob§8 1puuewss IJs
Jobolss. 9uldols p2lsls ppbusle 16 pdlese SSH wusdd 19ed pe odd IJeuvctses Bis
lely bo@o IJougd (TLS).

$998) ©190998d bods Ilplu (SSH) puob$s poulbds o lzd louble louold Tew wsu g psd
9lJgbpe. souvdd ©B8JS>S wwp puol> 96 1UEb e wluwaedsle Liglz IJpelosez RSA-Shamir-
Addleman. s89p IJgpsd veuwle wuopd Jdpole Idele JJEhe ssbbde pu ldeuwdsd IJozdd
P 3JI - ovdd polds pu ¢ pdbuwo 0 dSed pE19I96 Sup ldzuesd edsol pu 2JIJ
b6 lpwd bz IJubld. 98 3JY Eldul pl swp wibs gpdst IJozdd 1Us3956 030 ulb)l
Jogdsrol ppl sisd pu pelb) ozele 1Usgsd (MITM) 95088 Le9dE IJL S B wi9o9dsd
SSH.

9selz IJpgsly RFC 6187 030 IUpuvdJle po #Jld ¢pdso 1puolds 1dpoueoss lJs Luolss
X.509v3. gldus wipe wu9w9d9d SSH pg PKI. 958 0d 03l IJiudow eds veuwsu IJiole
98lodss Idebys) po 2Jld Iuwele Chuwle 1de@6 pu 2JIJ "lJeslze 1Jpu0386 1Up9e9 8 wol”
(CAs). ppl $99) Jdpwegsre v 9ue9de & 86 publwo J TLS.

lJodosy

e ldotbsbs Jduvedo

S5H_MSG_SERVICE_REGQUEST Request to begin user authentication

SSH_MSG_USERAUTH _REQUEST: Certificate based login

SSH/MSG_USERAUTH_SUCCESS: Auth Success

SSH_MSG_CHANNEL_OPEN: Request to open a sessiomchannel

SSH M§ﬁ CHANNEL_REQUEST: Request a specific action |

55\}-\M5G CHANNEL_SUCCESS: Request Granted / C9200L Switch
T — o

SSH Client

-+ 585 £psd wa9esdsd buds el (SSH) IJpesldd pe Ieesh RFCE187 osg,sl
JJ'L}UQL_.QI.)E) y-19) |Jp§_j6.

* SoBlop gpsd SSH 9lUEbe eds IUsle 1dpuols$6 1Jprgges. $pdu lu ouwe e gese
T.J..glo lJpuol> 96 1Jpre900 wlodl eds IJzolh Ws IJouvesd wldwsles e T,J..glo
Ipuol$6 Idpuuouss 1Js X509 Jselo IJloedld 1dusduw.



* spdo Jdpuudsd leosh luvepdle luwdsw IJpuolb 88 1puwews [ds X509 JJghe Séb Iy
IJepsd SGb Iy JdJsopl.

o JJdozdd vorle pu wslule puslb s IUb, 1UIR ) spolz IUgpsd 9ldebe W8b |Js
lJe96 WOS oz puodd pubod. 03l sgus [ Sew vouso gvobs ldesze 1Upuoo8
IJos sdew eds volss 1dpsze Sdb eds peju IJuboble 1Jpgend wo Jzobs Igesd.

© 098, IJuiselss pedgple gu 0986 1,8 Il (IUluwe IJublise Sluwe IJpo9e 1Jwssd
suvopely g8 Josl 1JEuo). szw eds Idepsd pdbus luvp IJeuosd 19 lgwe gosly IP
IJgloo oldgbp 1Uss op o98s,0 Il woluulbs 1Jpuisd ot wslole 1Jo9ss 1Jecsd,é
B 1Juiolsd 1Jp8506. 909 Sed wUdbé pu 800 "l Is ws 1" 19 g0l pu ozple IUluweld.

lJodssule
zol; I0S-XE (2150 SSH)

Ip wuwdosy TrustPoint weped Juolxs CA glgeshsl yuolss 1Jesgo.

crypto pki trustpoint pki-server

enrollment pkcsl2

subject-name cn=RTR-DCOl.cisco.com

revocation-check none

rsakeypair ssh-cert

! The username has to be fetched from the certificate for accounting and authorization purposes. Multip

authorization username subjectname commonname

o J9su IJsle 1dpuob 86 1Jpuwese wol IJpuwaésed loule oldly o vd § SSH.

! Alorithms used to authenticate server
ip ssh server algorithm hostkey x509v3-ssh-rsa ssh-rsa

! Acceptable algorithms used to authenticate the client
ip ssh server algorithm authentication publickey password keyboard

! Acceptable pubkey-based algorithms used to authenticate the client
ip ssh server algorithm publickey x509v3-ssh-rsa ssh-rsa

Ip wodosy ghbe SSH Jluwwgsle Iduvoble 1Juozszs Ws gpdso [dpuol>§o.

ip ssh server certificate profile
server
trustpoint sign



user
trustpoint verify

pdlzbé: ol o0 2u29d Ebp SSH 98 psd SSH gds Lol IUpg 0 IJos wp luoslyoel
g_;ﬁk}ubé tbp CA Qt_.QL)uo.



pdlzbo: 31 Uy gpsd SSH pod zoly Windows Jsso Liolsd pgyd Lolsy6 o0 pizs puod>d
o) B8p wluwas,bol gJs ¢lbp SSH. Is pzoJ Cisco 9.§p wogssy 3JJ TrustPoint |Js
leds pdd ogrs9 Juolss ghe SSH Lopu Suwe ldpuwcise.

Pragma Fortress CL (gpsd SSH poww gds zolj lJpuwegsp)



Site Manager

=- RTR-DCO1.cisco.com RTR-DCO1.cisco.com
Authentication
Logging Site name: .
Keyboard
. Proxy Host address: RTR-DC01.cisco.com
Serial
Telnet Host Alias: I
Terminal
- Ssh Protocal Jssh2 =]

& Window Port: a—

Host address is the Hostname of the Cisco Device
mentioned in the ID certificate issued to it by the CA
server

4 & & M r Use Global Sites Connect Cancel Apply




Site Manager

(¢ Cerdificate from User Store

|ou=Gscu.m=sameer.dsoo .com hostname=sameer.cisco.ct

=- RTR-DCO1.cisco.com Authentication
s Userld: |sameer4dsco‘com
- Keyboard
- Proxy ™ Hasdomain  Domain: [BUILTIN
Serial I7 Fill Userid From SC - Mm: Common Name El
. Telnet
- Terminal —(" Password
ﬁrSsh I
- Window
—{" GSSAPI
| Ll ¥V Use MIC
i
Select the Public Key/ e
Certificate Auth method T I,mn). ;I ™ KeyOnly
and select the fill userid -
which will fetch it from the
Client ID certificate present —(* Public Key/Certificate
on the machine " Key or Certificate from file

& M) I Use Global Sites Cormect Cancel |

Apply

IJo2d0 pu lduors

show ip ssh

SSH Enabled - version 1.99

Authentication methods:publickey,password, keyboard-interactive
Authentication Publickey Algorithms:x509v3-ssh-rsa,ssh-rsa
Hostkey Algorithms:x509v3-ssh-rsa,ssh-rsa

--- output truncated ----

show users
Line User Host(s) Idle Location
1 vty 0 sameer.cisco.com idle 00:02:37 192.168.1.100

lweduuld IJlgble gl oJlzol

Sop luwegsle ouoese IJigble 03l Jogdo IJeduwé 1Julezs:




debug ip ssh detail

debug crypto pki transactions

debug crypto pki messages
debug crypto pki validation

Mar 27 15:35:40.103: SSH1: starting SSH control process

! Server identifies itself

Mar 27 15:35:40.103: SSH1: sent protocol version id SSH-1.99-Cisco-1.25

! Client identifies itself

Mar 27 15:35:40.106: SSH1: protocol version id is - SSH-2.0-Pragma FortressCL 5.0.10.4176

! Authentication algorithms
Mar 27 15:35:40.106: SSH2
Mar 27 15:35:40.106: SSH2
Mar 27 15:35:40.106: SSH2
Mar 27 15:35:40.106: SSH2
Mar 27 15:35:40.106: SSH2
Mar 27 15:35:40.109: SSH2
Mar 27 15:35:40.109: SSH2
Mar 27 15:35:40.109: SSH2

RPRRPRRPRRRRR

supported by server

kexinit sent: kex algo = diffie-hellman-group-exchange-shal,diffie-hellman
kexinit sent: hostkey algo = x509v3-ssh-rsa,ssh-rsa

kexinit sent: encryption algo = aesl28-ctr,aesl92-ctr,aes256-ctr

kexinit sent: mac algo = hmac-sha2-256,hmac-sha2-512,hmac-shal,hmac-shal-9
SSH2_MSG_KEXINIT sent

SSH2_MSG_KEXINIT received

kex: client->server enc:aes256-ctr mac:hmac-sha2-256

kex: server->client enc:aes256-ctr mac:hmac-sha2-256

! Client chooses authentication algorithm

Mar 27 15:35:40.109: SSH2 1:
: Using kex_algo = diffie-hellman-group-exchange-shal

Mar 27 15:35:40.109: SSH2
Mar 27 15:35:40.109: SSH2
Mar 27 15:35:40.109: SSH2
Mar 27 15:35:40.109: SSH2
Mar 27 15:35:40.121: SSH2
Mar 27 15:35:40.121: SSH2

PR R R R

Using hostkey algo = x509v3-ssh-rsa

SSH2_MSG_KEX_DH_GEX_REQUEST received
Range sent by client is - 1024 < 2048 < 8192
Modulus size established : 2048 bits

: expecting SSH2_MSG_KEX_DH_GEX_INIT

SSH2_MSG_KEXDH_INIT received

! SSH Server sends certificate associated with trustpoint "pki-server"

Mar 27 15:35:40.133: SSH2 1:
Mar 27 15:35:40.133: SSH2 1:
kex_derive_keys complete

Mar 27 15:35:40.135: SSH2:
Mar 27 15:35:40.135: SSH2
Mar 27 15:35:40.135: SSH2
Mar 27 15:35:40.214: SSH2
Mar 27 15:35:41.417: SSH2
Mar 27 15:35:41.436: SSH2
Mar 27 15:35:41.437: SSH2
Mar 27 15:35:41.437: SSH2
Mar 27 15:35:41.438: SSH2

I Client sends certificate
Mar 27 15:35:41.438: SSH2
Mar 27 15:35:41.438: SSH2
Mar 27 15:35:41.439: SSH2
Mar 27 15:35:41.439: SSH2
Mar 27 15:35:41.439: SSH2
Mar 27 15:35:41.439: SSH2

: Authentications that can continue
: Using method = none

: Authentications that can continue
: Using method = publickey

RPRRPRRPRRORR

PR R R R

Sending Server certificate associated with PKI trustpoint "pki-server"
Got 2 certificate(s) on certificate chain

SSH2_MSG_NEWKEYS sent

: waiting for SSH2_MSG_NEWKEYS

channel window adjust message received 49926
SSH2_MSG_NEWKEYS received
publickey,password, keyboard-interactiv

publickey,password, keyboard-interactiv

Received publickey algo = x509v3-ssh-rsa

: Verifying certificate for user 'sameer.cisco.com' in SSH2_MSG_USERAUTH_REQ
: Verifying certificate for user 'sameer.cisco.com'

Received a chain of 2 certificate
Received 0 ocsp-response
Starting PKI session for certificate verification

I Client certificate is verified by the SSH-Server

Mar 27 15:35:41.444: SSH2 1:

Mar 27 15:35:41.444: SSH2
Mar 27 15:35:41.444: SSH2
Mar 27 15:35:41.444: SSH2
Mar 27 15:35:41.445: SSH2
Mar 27 15:35:41.445: SSH2
Mar 27 15:35:41.445: SSH2

PR R R R

Verifying certificate for user 'sameer.cisco.com'
Received a chain of 2 certificate

Received 0 ocsp-response

Starting PKI session for certificate verification

: Verifying signature for user 'sameer.cisco.com' in SSH2_MSG_USERAUTH_REQUE

Received a chain of 2 certificate
Received 0 ocsp-response

! Certificate status verified successfully
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20:

35:
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35:
07:

41.
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41.

41
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41.

41

41.
41.
32.

446:
.446:
446:
448:
.451:
451:
452:
.452:
452:
464:
311:

SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2

1.

PR RPRRPRRRRRR

: Client Signature verification PASSED
: Certificate authentication passed for user 'sameer.cisco.com'
: authentication successful for sameer.cisco.com

channel open request

pty-req request

setting TTY - requested: height 25, width 80; set: height 25, width 80
shell request

shell message received

starting shell for vty

channel window adjust message received 9

CRYPTO_PKI: ip-ext-val: IP extension validation not required

JegidJle 1duslise s

Igble IJoosisé

SY9u IJoe 9 pu lduuolss uleggl Jdpuw s 9pe 3JI: byl Juw 9o Uip_) authorization
username subjectName IJgle Vs IJodgsu: Blu puolb§o IJgiolss Jdpuuweése o vd.
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32.
32.
32.
32.
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32.
32.
32.
32.
32.
32.
32.
32.
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45.
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222:
222:
224:
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234:
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235:
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235:
246:
246:
259:
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260:
273:
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274:
664 :
665:
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SSH1:
SSH1:
SSH1:

SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2

1.

FRRPRRRERERRERERRERRR

starting SSH control process
sent protocol version id SSH-1.99-Cisco-1.25
protoco1 version id is - SSH-2.0-Pragma FortressCL 5.0.10.4176

kexinit sent: kex algo = diffie-hellman-group-exchange-shal,diffie-hellman
kexinit sent: hostkey algo = x509v3-ssh-rsa,ssh-rsa

kexinit sent: encryption algo = aesl28-ctr,aesl92-ctr,aes256-ctr

kexinit sent: mac algo = hmac-sha2-256,hmac-sha2-512,hmac-shal,hmac-shal-9
SSH2_MSG_KEXINIT sent

SSH2_MSG_KEXINIT received

kex: client->server enc:aes256-ctr mac:hmac-sha2-256

kex: server->client enc:aes256-ctr mac:hmac-sha2-256

: Using hostkey algo = x509v3-ssh-rsa
: Using kex_algo = diffie-hellman-group-exchange-shal

SSH2_MSG_KEX_DH_GEX_REQUEST received
Range sent by client is - 1024 < 2048 < 8192
Modulus size established : 2048 bits

: expecting SSH2_MSG_KEX_DH_GEX_INIT

SSH2_MSG_KEXDH_INIT received
Sending Server certificate associated with PKI trustpoint “pki-server”

CRYPTO_PKI: (A0049) Session started - identity selected (pki-server)
SSH2 1: Got 3 certificate(s) on certificate chain

CRYPTO_PKI: Rcvd request to end PKI session A0049.

CRYPTO_PKI: PKI session A0049 has ended. Freeing all resources.
CRYPTO_PKI: unlocked trustpoint pki-server, refcount is 0

SSH2:

SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2

PRRERERRERRR

: Authentications that can continue
: Using method = none

: Authentications that can continue
: Using method = publickey

kex derive_keys complete

SSH2_MSG_NEWKEYS sent

: waiting for SSH2_MSG_NEWKEYS

SSH2_MSG_NEWKEYS received
publickey,password, keyboard-interactiv

publickey,password, keyboard-interactiv

Received publickey algo = x509v3-ssh-rsa

: Verifying certificate for user 'sameer.cisco.com' in SSH2_MSG_USERAUTH_REQ
: Verifying certificate for user 'sameer.cisco.com'
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.677:
677:
677:
677:
677:
677:
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.678:
678:
678:
678:
678:
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678:
.678:
678:
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678:
678:
678:
678:
.679:
679:

SSH2 1: Received a chain of 3 certificate
SSH2 1: Received 0 ocsp-response
SSH2 1: Starting PKI session for certificate verification

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI :
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

(AOO4A) Session started - identity not specified

(A004A) Adding peer certificate
Added x509 peer certificate - (1249) bytes

(A004A) Adding peer certificate
Added x509 peer certificate - (1215) bytes

(A004A) Adding peer certificate
Added x509 peer certificate - (921) bytes
ip-ext-val: IP extension validation not required
create new ca_req_context type PKI_VERIFY_CHAIN_CONTEXT,ident 37
(A0OO4A)validation path has 1 certs

(A004A) Check for identical certs

(A004A) Validating non-trusted cert

(A0O04A) Create a Tist of suitable trustpoints

Found a issuer match

(A0O04A) Suitable trustpoints are: pki-server,

(A004A) Attempting to validate certificate using pki-server policy
EKU validation successful. Cert matches configuration.

(A004A) Using pki-server to validate certificate
Added 1 certs to trusted chain.

Prepare session revocation service providers

Deleting cached key having key id 50

Attempting to insert the peer's public key into cache

Peer's public inserted successfully with key id 51

Expiring peer's cached key with key id 51

(A004A) Certificate is verified
Remove session revocation service providers
Remove session revocation service providers

(A004A) Certificate validated without revocation check

Populate AAA auth data
Unable to get configured attribute for primary AAA 1ist authorization.
(A004A)chain cert was anchored to trustpoint pki-server, and chain val
destroying ca_req_context type PKI_VERIFY_CHAIN_CONTEXT,ident 37, ref
ca_reg_context released

(A004A) Validation TP is pki-server

(A004A) Certificate validation succeeded

SSH2 1: Could not find username field configured for certificate in trustpoint Err

CRYPTO_PKI:
CRYPTO_PKI:

Rcvd request to end PKI session AQO4A.
PKI session A004A has ended. Freeing all resources.

SSH2 1: Can not decode the certificate Err code = 7

SSH2 1: Certificate authentication failed for user

pedyple slo Lodo

'sameer.cisco.com'



https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-16-12/sec-pki-xe-16-12-book/sec-pki-overview.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-16-12/sec-pki-xe-16-12-book/sec-pki-overview.html
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
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