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ةمدقملا

 تاداهش مادختساب Cisco IOS® XE ةزهجأ ىلع (SSH) "نامألا ةقبط" نيوكت دنتسملا اذه حضوي
X.509v3 يف ةددحملا تاداشرإلل اقفو ،ةقداصملل RFC 6187.

ةيساسألا تابلطتملا

تابلطتملا

cisco ةيساسأ ةينب ماعلا حاتفملا نم ةفرعم تنأ ىقلتي نأ يصوي (PKI).

ةمدختسملا تانوكملا

:ةيلاتلا ةيداملا تانوكملاو جماربلا تارادصإ ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

•17.3.5 رادصإلا ،Cisco IOS XE جمانرب لغشي يذلا C9200L Switch لوحملا
•Pragma Fortress SSH ليمع

 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب



رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش

ةيساسأ تامولعم

 ىلإ ةدنتسملا ةقداصملا نيكمت لالخ نم SSH لوكوتورب نامأ زيزعت ىلع جهنلا اذه لمعي
 يف ةمدختسملا كلت عم قثوأ لكشب SSH حيتافم ةرادإ تاسرامم ةاذاحم يلاتلابو ،ةداهشلا
.(TLS) لقنلا ةقبط نامأ

 ليمعلا نيب نمآ لاصتا ءاشنإ لجأ نم ةلدابتم ةقداصم (SSH) نامألا ةقبط لوكوتورب رفوي
-RSA-Shamir حيتافملا جاوزأ مادختساب مداوخلا ةقداصم متت ،يديلقت لكشبو .مداخلاو
Addleman. ققحتلا لوؤسملا نم بلطيو مداخلل ماعلا حاتفملل ةمصب باسحب ليمعلا موقي 
 لالخ نم اهيلع لوصحلا متي ةفورعم ةميقب هتنراقم لالخ نم يلاثم لكشب - كلذ نم
 ارظن هذه ةيوديلا ققحتلا ةيلمع يطخت متي ام ابلاغ ،كلذ عمو .قاطنلا جراخ ةنمآ ةقيرط
 لوكوتورب يف ةقثلا جذومن فعضيو (MITm) ليخدلا تامجه رطاخم نم ديزي امم ،اهديقعتل
SSH.

 ةداهش ىلإ ةدنتسملا ةقداصملا نيكمت لالخ نم تالكشملا هذه RFC 6187 رايعملا جلاعيو
X.509v3، لوكوتورب جمدت يتلاو SSH عم PKI. نامألا نيسحت ىلع بولسألا اذه لمعيو 
 "اهب قوثوملا ةقدصملا عجارملا" لالخ نم ةقثلا ءاسرإب حامسلا لالخ نم ريوطتلا ةيلباقو
(CAs)، ل هباشم ةقث جذومنو ةبرجت مدختسملل رفوي امم TLS.

نيوكتلا

ةكبشلل يطيطختلا مسرلا

رشنلا تارابتعا

 ايرورض RFC6187 رايعملا عم قفاوتملا (SSH) نامألا ةقبط لوكوتورب ليمع دعي
.ةزيملا نم ةدافتسالل

•

 عيمج رمتست نأ نكمي .ةموعدملا ةقداصملا تايلآ ىلع مداخلاو SSH ليمع ضوافتي
 تايلآ عم نمازتلاب ليغشتلا يف زاهجلا ىلع اقباس ةموعدملا ةقداصملا تايلآ
.سلسلا لاقتنالا نامضل x509 ىلإ ةدنتسملا ةقداصملا

•



 وأ طقف مداخلل X509 ىلإ دنتسملا ةقداصملا بولسأ مادختسإ رايتخإ لوؤسملل نكمي
.امهيلكل وأ طقف ليمعلا

•

 ىلإ طقف مداخلاو ليمعلا جاتحي ،رخآلا فرطلا ةقداصم تانايب نم حاجنب ققحتلل
 قدصملا عجرملا ةداهش تيبثت بجي هنأ ينعي اذه .كرتشم قدصم عجرم يف ةقثلا
.ليمعلا زاهجل هب قوثوملا تاداهشلا نزخم ىلع طقف هجوملا ةداهش ىلع تعقو يتلا

•

 ليدبلا عوضوملا مساو عئاشلا مسالا) رخآلا فرطلا ةيوه نع تامولعم ةداهشلا رفوت
 IP ناونع مسا وأ فيضملا مسا ةنراقم ليمعلا ىلع بجي .(ضرغلا اذهل ةداع نامدختسي
 ةرفوتملا ةيوهلا تانايب عم لوؤسملا ةطساوب لاخدإك هريفوت مت يذلا مداخلاب صاخلا
.لاحتنالا تامجه نم اهريغ وأ "مإ يت يآ مإ" صرف نم ةدشب دحي وهو .ةمدقملا ةداهشلا يف

•

تانيوكتلا

(SSH مداخ) IOS-XE زاهج

.هجوملا ةداهش ايرايتخاو CA ةداهش لمحت TrustPoint نيوكتب مق

 

crypto pki trustpoint pki-server 
 
 enrollment pkcs12 
 
 subject-name cn=RTR-DC01.cisco.com 
 
 revocation-check none 
 
 rsakeypair ssh-cert 
 
! The username has to be fetched from the certificate for accounting and authorization purposes. Multiple options are available. 
 
 authorization username subjectname commonname

 

.SSH قفن ضوافت ءانثأ ةمدختسملا اهب حومسملا ةقداصملا تايلآ نيوكت

 

! Alorithms used to authenticate server 
ip ssh server algorithm hostkey x509v3-ssh-rsa ssh-rsa 
 
! Acceptable algorithms used to authenticate the client 
ip ssh server algorithm authentication publickey password keyboard 
 
! Acceptable pubkey-based algorithms used to authenticate the client 
ip ssh server algorithm publickey x509v3-ssh-rsa ssh-rsa 

 

.ةقداصملا ةيلمع يف ةحيحصلا تاداهشلا مادختسال SSH مداخ نيوكتب مق

 

ip ssh server certificate profile 
server 
  trustpoint sign 



 
       
 
 
user 
  trustpoint verify 
 
        
 
 
        
 
 

 

 اهرادصإ مت يتلا فرعملا ةداهش ىلع SSH ليمعو SSH مداخ لوصح نم دكأت :ةظحالم
.هسفن CA مداخ ةطساوب



 قدصم عجرم نم ةرداص فرعم ةداهش هيدل Windows زاهج لثم SSH ليمع ناك اذإ :ةظحالم
 ىلإ TrustPoint كلذ نييعتب مقو Cisco لوحم يأ ،SSH مداخ ىلع اهداريتساب مقف ،رخآ
.مدختسملا مسق نمض SSH مداخ ةداهش فيرعت فلم ىلعأ

Pragma Fortress CL (ليمع SSH مدختسملا زاهج ىلع تبثم)





ةحصلا نم ققحتلا

 

show ip ssh 
SSH Enabled - version 1.99 
Authentication methods:publickey,password,keyboard-interactive 
Authentication Publickey Algorithms:x509v3-ssh-rsa,ssh-rsa 
Hostkey Algorithms:x509v3-ssh-rsa,ssh-rsa 
--- output truncated ---- 
 
show users 
 Line User Host(s) Idle Location 
 1 vty 0 sameer.cisco.com idle 00:02:37 192.168.1.100 

 

اهحالصإو ءاطخألا فاشكتسا

:ةحجانلا ةسلجلا بقعتل اذه ءاطخألا حيحصت مادختسإ متي



 

debug ip ssh detail 
debug crypto pki transactions 
debug crypto pki messages 
debug crypto pki validation 
 
Mar 27 15:35:40.103: SSH1: starting SSH control process 
! Server identifies itself 
Mar 27 15:35:40.103: SSH1: sent protocol version id SSH-1.99-Cisco-1.25 
! Client identifies itself 
Mar 27 15:35:40.106: SSH1: protocol version id is - SSH-2.0-Pragma FortressCL 5.0.10.4176 
 
! Authentication algorithms supported by server 
Mar 27 15:35:40.106: SSH2 1: kexinit sent: kex algo = diffie-hellman-group-exchange-sha1,diffie-hellman-group14-sha1 
Mar 27 15:35:40.106: SSH2 1: kexinit sent: hostkey algo = x509v3-ssh-rsa,ssh-rsa 
Mar 27 15:35:40.106: SSH2 1: kexinit sent: encryption algo = aes128-ctr,aes192-ctr,aes256-ctr 
Mar 27 15:35:40.106: SSH2 1: kexinit sent: mac algo = hmac-sha2-256,hmac-sha2-512,hmac-sha1,hmac-sha1-96 
Mar 27 15:35:40.106: SSH2 1: SSH2_MSG_KEXINIT sent 
Mar 27 15:35:40.109: SSH2 1: SSH2_MSG_KEXINIT received 
Mar 27 15:35:40.109: SSH2 1: kex: client->server enc:aes256-ctr mac:hmac-sha2-256 
Mar 27 15:35:40.109: SSH2 1: kex: server->client enc:aes256-ctr mac:hmac-sha2-256 
 
! Client chooses authentication algorithm 
Mar 27 15:35:40.109: SSH2 1: Using hostkey algo = x509v3-ssh-rsa 
Mar 27 15:35:40.109: SSH2 1: Using kex_algo = diffie-hellman-group-exchange-sha1 
Mar 27 15:35:40.109: SSH2 1: SSH2_MSG_KEX_DH_GEX_REQUEST received 
Mar 27 15:35:40.109: SSH2 1: Range sent by client is - 1024 < 2048 < 8192 
Mar 27 15:35:40.109: SSH2 1:  Modulus size established : 2048 bits 
Mar 27 15:35:40.121: SSH2 1: expecting SSH2_MSG_KEX_DH_GEX_INIT 
Mar 27 15:35:40.121: SSH2 1: SSH2_MSG_KEXDH_INIT received 
 
! SSH Server sends certificate associated with trustpoint "pki-server" 
Mar 27 15:35:40.133: SSH2 1: Sending Server certificate associated with PKI trustpoint "pki-server" 
Mar 27 15:35:40.133: SSH2 1: Got 2 certificate(s) on certificate chain 
Mar 27 15:35:40.135: SSH2: kex_derive_keys complete 
Mar 27 15:35:40.135: SSH2 1: SSH2_MSG_NEWKEYS sent 
Mar 27 15:35:40.135: SSH2 1: waiting for SSH2_MSG_NEWKEYS 
Mar 27 15:35:40.214: SSH2 0: channel window adjust message received 49926 
Mar 27 15:35:41.417: SSH2 1: SSH2_MSG_NEWKEYS received 
Mar 27 15:35:41.436: SSH2 1: Authentications that can continue = publickey,password,keyboard-interactive 
Mar 27 15:35:41.437: SSH2 1: Using method = none 
Mar 27 15:35:41.437: SSH2 1: Authentications that can continue = publickey,password,keyboard-interactive 
Mar 27 15:35:41.438: SSH2 1: Using method = publickey 
 
! Client sends certificate 
Mar 27 15:35:41.438: SSH2 1: Received publickey algo = x509v3-ssh-rsa 
Mar 27 15:35:41.438: SSH2 1: Verifying certificate for user 'sameer.cisco.com' in SSH2_MSG_USERAUTH_REQUEST 
Mar 27 15:35:41.439: SSH2 1: Verifying certificate for user 'sameer.cisco.com' 
Mar 27 15:35:41.439: SSH2 1: Received a chain of 2 certificate 
Mar 27 15:35:41.439: SSH2 1: Received 0 ocsp-response 
Mar 27 15:35:41.439: SSH2 1: Starting PKI session for certificate verification 
 
! Client certificate is verified by the SSH-Server 
Mar 27 15:35:41.444: SSH2 1: Verifying certificate for user 'sameer.cisco.com' 
Mar 27 15:35:41.444: SSH2 1: Received a chain of 2 certificate 
Mar 27 15:35:41.444: SSH2 1: Received 0 ocsp-response 
Mar 27 15:35:41.444: SSH2 1: Starting PKI session for certificate verification 
Mar 27 15:35:41.445: SSH2 1: Verifying signature for user 'sameer.cisco.com' in SSH2_MSG_USERAUTH_REQUEST 
Mar 27 15:35:41.445: SSH2 1: Received a chain of 2 certificate 
Mar 27 15:35:41.445: SSH2 1: Received 0 ocsp-response 
 
! Certificate status verified successfully 



Mar 27 15:35:41.446: SSH2 1: Client Signature verification PASSED 
Mar 27 15:35:41.446: SSH2 1: Certificate authentication passed for user 'sameer.cisco.com' 
Mar 27 15:35:41.446: SSH2 1: authentication successful for sameer.cisco.com 
Mar 27 15:35:41.448: SSH2 1: channel open request 
Mar 27 15:35:41.451: SSH2 1: pty-req request 
Mar 27 15:35:41.451: SSH2 1: setting TTY - requested: height 25, width 80; set: height 25, width 80 
Mar 27 15:35:41.452: SSH2 1: shell request 
Mar 27 15:35:41.452: SSH2 1: shell message received 
Mar 27 15:35:41.452: SSH2 1: starting shell for vty 
Mar 27 15:35:41.464: SSH2 1: channel window adjust message received 9 
Aug 21 20:07:32.311: CRYPTO_PKI: ip-ext-val: IP extension validation not required 
 

 

ةعئاشلا تالكشملا

ةئيهتلا ءاطخأ

 authorization رمألا دقفل ارظن ،كلذ عمو ،مدختسملل احجان ةداهشلا نم ققحتلا نوكي
username subjectName لشفت مدختسملل ةداهشلا ةقداصم نإف ،نيوكتلا يف ماعلا.

 

Apr 26 01:35:32.222: SSH1: starting SSH control process 
Apr 26 01:35:32.222: SSH1: sent protocol version id SSH-1.99-Cisco-1.25 
Apr 26 01:35:32.224: SSH1: protocol version id is - SSH-2.0-Pragma FortressCL 5.0.10.4176 
Apr 26 01:35:32.224: SSH2 1: kexinit sent: kex algo = diffie-hellman-group-exchange-sha1,diffie-hellman-group14-sha1 
Apr 26 01:35:32.224: SSH2 1: kexinit sent: hostkey algo = x509v3-ssh-rsa,ssh-rsa 
Apr 26 01:35:32.224: SSH2 1: kexinit sent: encryption algo = aes128-ctr,aes192-ctr,aes256-ctr 
Apr 26 01:35:32.224: SSH2 1: kexinit sent: mac algo = hmac-sha2-256,hmac-sha2-512,hmac-sha1,hmac-sha1-96 
Apr 26 01:35:32.224: SSH2 1: SSH2_MSG_KEXINIT sent 
Apr 26 01:35:32.234: SSH2 1: SSH2_MSG_KEXINIT received 
Apr 26 01:35:32.234: SSH2 1: kex: client->server enc:aes256-ctr mac:hmac-sha2-256 
Apr 26 01:35:32.235: SSH2 1: kex: server->client enc:aes256-ctr mac:hmac-sha2-256 
Apr 26 01:35:32.235: SSH2 1: Using hostkey algo = x509v3-ssh-rsa 
Apr 26 01:35:32.235: SSH2 1: Using kex_algo = diffie-hellman-group-exchange-sha1 
Apr 26 01:35:32.235: SSH2 1: SSH2_MSG_KEX_DH_GEX_REQUEST received 
Apr 26 01:35:32.235: SSH2 1: Range sent by client is - 1024 < 2048 < 8192 
Apr 26 01:35:32.235: SSH2 1:  Modulus size established : 2048 bits 
Apr 26 01:35:32.246: SSH2 1: expecting SSH2_MSG_KEX_DH_GEX_INIT 
Apr 26 01:35:32.246: SSH2 1: SSH2_MSG_KEXDH_INIT received 
Apr 26 01:35:32.259: SSH2 1: Sending Server certificate associated with PKI trustpoint “pki-server” 
Apr 26 01:35:32.259: CRYPTO_PKI: (A0049) Session started - identity selected (pki-server) 
Apr 26 01:35:32.259: SSH2 1: Got 3 certificate(s) on certificate chain 
Apr 26 01:35:32.259: CRYPTO_PKI: Rcvd request to end PKI session A0049. 
Apr 26 01:35:32.260: CRYPTO_PKI: PKI session A0049 has ended. Freeing all resources. 
Apr 26 01:35:32.260: CRYPTO_PKI: unlocked trustpoint pki-server, refcount is 0 
Apr 26 01:35:32.273: SSH2: kex_derive_keys complete 
Apr 26 01:35:32.274: SSH2 1: SSH2_MSG_NEWKEYS sent 
Apr 26 01:35:32.274: SSH2 1: waiting for SSH2_MSG_NEWKEYS 
Apr 26 01:35:45.664: SSH2 1: SSH2_MSG_NEWKEYS received 
Apr 26 01:35:45.665: SSH2 1: Authentications that can continue = publickey,password,keyboard-interactive 
Apr 26 01:35:45.666: SSH2 1: Using method = none 
Apr 26 01:35:45.666: SSH2 1: Authentications that can continue = publickey,password,keyboard-interactive 
Apr 26 01:35:45.675: SSH2 1: Using method = publickey 
Apr 26 01:35:45.675: SSH2 1: Received publickey algo = x509v3-ssh-rsa 
Apr 26 01:35:45.676: SSH2 1: Verifying certificate for user 'sameer.cisco.com' in SSH2_MSG_USERAUTH_REQUEST 
Apr 26 01:35:45.676: SSH2 1: Verifying certificate for user 'sameer.cisco.com' 



Apr 26 01:35:45.676: SSH2 1: Received a chain of 3 certificate 
Apr 26 01:35:45.676: SSH2 1: Received 0 ocsp-response 
Apr 26 01:35:45.676: SSH2 1: Starting PKI session for certificate verification 
Apr 26 01:35:45.676: CRYPTO_PKI: (A004A) Session started - identity not specified 
Apr 26 01:35:45.676: CRYPTO_PKI: (A004A) Adding peer certificate 
Apr 26 01:35:45.676: CRYPTO_PKI: Added x509 peer certificate - (1249) bytes 
Apr 26 01:35:45.676: CRYPTO_PKI: (A004A) Adding peer certificate 
Apr 26 01:35:45.676: CRYPTO_PKI: Added x509 peer certificate - (1215) bytes 
Apr 26 01:35:45.676: CRYPTO_PKI: (A004A) Adding peer certificate 
Apr 26 01:35:45.676: CRYPTO_PKI: Added x509 peer certificate - (921) bytes 
Apr 26 01:35:45.676: CRYPTO_PKI: ip-ext-val: IP extension validation not required 
Apr 26 01:35:45.677: CRYPTO_PKI: create new ca_req_context type PKI_VERIFY_CHAIN_CONTEXT,ident 37 
Apr 26 01:35:45.677: CRYPTO_PKI: (A004A)validation path has 1 certs 
Apr 26 01:35:45.677: CRYPTO_PKI: (A004A) Check for identical certs 
Apr 26 01:35:45.677: CRYPTO_PKI : (A004A) Validating non-trusted cert 
Apr 26 01:35:45.677: CRYPTO_PKI: (A004A) Create a list of suitable trustpoints 
Apr 26 01:35:45.677: CRYPTO_PKI: Found a issuer match 
Apr 26 01:35:45.677: CRYPTO_PKI: (A004A) Suitable trustpoints are: pki-server, 
Apr 26 01:35:45.677: CRYPTO_PKI: (A004A) Attempting to validate certificate using pki-server policy 
Apr 26 01:35:45.677: CRYPTO_PKI: EKU validation successful. Cert matches configuration. 
Apr 26 01:35:45.677: CRYPTO_PKI: (A004A) Using pki-server to validate certificate 
Apr 26 01:35:45.677: CRYPTO_PKI: Added 1 certs to trusted chain. 
Apr 26 01:35:45.677: CRYPTO_PKI: Prepare session revocation service providers 
Apr 26 01:35:45.677:  CRYPTO_PKI: Deleting cached key having key id 50 
Apr 26 01:35:45.677:  CRYPTO_PKI: Attempting to insert the peer's public key into cache 
Apr 26 01:35:45.677:  CRYPTO_PKI:Peer's public inserted successfully with key id 51 
Apr 26 01:35:45.678:  CRYPTO_PKI: Expiring peer's cached key with key id 51 
Apr 26 01:35:45.678: CRYPTO_PKI: (A004A) Certificate is verified 
Apr 26 01:35:45.678: CRYPTO_PKI: Remove session revocation service providers 
Apr 26 01:35:45.678: CRYPTO_PKI: Remove session revocation service providers 
Apr 26 01:35:45.678: CRYPTO_PKI: (A004A) Certificate validated without revocation check 
Apr 26 01:35:45.678: CRYPTO_PKI: Populate AAA auth data 
Apr 26 01:35:45.678: CRYPTO_PKI: Unable to get configured attribute for primary AAA list authorization. 
Apr 26 01:35:45.678: CRYPTO_PKI: (A004A)chain cert was anchored to trustpoint pki-server, and chain validation result was: CRYPTO_VALID_CERT_WITH_WARNING 
Apr 26 01:35:45.678: CRYPTO_PKI: destroying ca_req_context type PKI_VERIFY_CHAIN_CONTEXT,ident 37, ref count 1 
Apr 26 01:35:45.678: CRYPTO_PKI: ca_req_context released 
Apr 26 01:35:45.678: CRYPTO_PKI: (A004A) Validation TP is pki-server 
Apr 26 01:35:45.678: CRYPTO_PKI: (A004A) Certificate validation succeeded 
Apr 26 01:35:45.678: SSH2 1: Could not find username field configured for certificate in trustpoint Err code = 7 
Apr 26 01:35:45.678: CRYPTO_PKI: Rcvd request to end PKI session A004A. 
Apr 26 01:35:45.678: CRYPTO_PKI: PKI session A004A has ended. Freeing all resources. 
Apr 26 01:35:45.679: SSH2 1: Can not decode the certificate Err code = 7 
Apr 26 01:35:45.679: SSH2 1: Certificate authentication failed for user 'sameer.cisco.com' 

 

ةلص تاذ تامولعم

•PKI نيوكت ليلد
•Cisco نم تاليزنتلاو ينفلا معدلا

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-16-12/sec-pki-xe-16-12-book/sec-pki-overview.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-16-12/sec-pki-xe-16-12-book/sec-pki-overview.html
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav


ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


