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<#root>
Device#

show i p ssh

SSH Enabled - version 2.0

Authentication methods:publickey,keyboard-interactive,password

Authentication Publickey Algorithms:x509v3-ssh-rsa,ssh-rsa,ecdsa-sha2-nistp256,ecdsa-sha2-nistp384,ecds
Hostkey Algorithms:x509v3-ssh-rsa,rsa-sha2-512,rsa-sha2-256,ssh-rsa



Encryption Algorithms:aes128-gcm,aes256-gcm,aesl28-ctr,aesl92-ctr,aes256-ctr

MAC Algorithms:hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.com,hmac-sha2-256,hmac-sha2-512,
KEX Algorithms:ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,diffie-hellman-groupl4-shal
Authentication timeout: 120 secs; Authentication retries: 3

Minimum expected Diffie Hellman key size : 2048 bits

I0S Keys in SECSH format(ssh-rsa, base64 encoded):

TP-sel f-si gned- 1072201169 <<<< RSA Key Nane

Modul us Size : 2048 bits

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDZ5urq7f/X+AZJjUnMOdF9pLX+V0jPR8arKebLSU7d
1GeSDDWW2MPNck /U5HBry9P/L4nKyZloevAhfy7cJVVmoHD41NQW9wb /hLtimuujnRRYKkKuIWLmoI7AH
y6YQoetew8XVg1VIjva+JzQ5ZX1IGm8AzN6a95RbRNhGRZzgz9cTFMD7m6ArIKZPMyYQabXfrY+m/HuQ2
aytbHtIMgmOQk2fLPak03PnQNYXpiDP3CmOEh3LJg82FZQleohmhm+mAInwU4m1LHUouigyBuqlKEBVe
z3vxjBIX8rGF3qzUcx21pHmhXaNPXWen2QQbyfAIDo8WXVoff24uLYlwCVkv

2 -1dzueed eds IJuvolyé 1Jzldsé 1Jpesdeé slosl Jugbé 1o 96.

<#root>
Device#

show crypto pki trustpoint

Trust poi nt TP-sel f -si gned-1072201169: <<<< Sel f-si gned Trust poi nt nane

Subject Name:
cn=I0S-Self-Signed-Certificate-1072201169
Serial Number (hex): 01

Persistent self-signed certificate trust point
Using key Tabel

TP-sel f-si gned- 1072201169

Sew lu seblod JJ po luwes [UBspb.

3-230 ldpvsolz 1Jzlds.

<#root>
Device#

crypto key zeroize rsa
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<#root>
Device#

show i p ssh

5 - logble Idpwdolz 1Jzasos.

<ffroot>
Device#

crypto key generate rsa nodul us 4096 | abe

The name for the keys will be: TP-self-signed-1072201169

% The key modulus size is 4096 bits

% Generating crypto RSA keys in background ...

*Jun 25 21:35:18.919: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named TP-self-signed-1072201169 has been gen
*Jun 25 21:35:18.924: %SSH-5-ENABLED: SSH 2.0 has been enabled

*Jun 25 21:35:23.205: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named TP-self-signed-1072201169 has been gen
*Jun 25 21:35:29.674: %SYS-6-PRIVCFG_ENCRYPT_SUCCESS: Successfully encrypted private config file

9 w9 0do lJgpdss pu d9sdwsy lJs 5 s38lsy JIdelJol.
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<#root>
Device#

show i p ssh

SSH Enabled - version 2.0

Authentication methods:publickey,keyboard-interactive,password

Authentication Publickey Algorithms:x509v3-ssh-rsa,ssh-rsa,ecdsa-sha2-nistp256,ecdsa-sha2-nistp384,ecds
Hostkey Algorithms:x509v3-ssh-rsa,rsa-sha2-512,rsa-sha2-256,ssh-rsa

Encryption Algorithms:aes128-gcm,aes256-gcm,aesl28-ctr,aesl92-ctr,aes256-ctr

MAC Algorithms:hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.com,hmac-sha2-256,hmac-sha2-512,
KEX Algorithms:ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,diffie-hellman-groupl4-shal
Authentication timeout: 120 secs; Authentication retries: 3



Minimum expected Diffie Hellman key size : 2048 bits

1 0OS Keys in SECSH format (ssh-rsa, base64 encoded): TP-self-signed-1072201169

Mbdul us Size : 4096 bits <<<< Key Size

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQDEOt/SX30QKN6z0WvOaFAkMcaZNzQ6JgP+7xjuX143
YS7YGmOPwIPgs8N2LWvmdLXQ/PqsQ0GGsdxo2+2Y/idAFm808mb6bcWFU+t3b/Pf6GBzUVv8SPNR414nN
5GYhZE9HX3REWYp7d+711YawrDzpJl6d8RgUWLOtgHSZzQ7P796c0B1YLtK3eFOOH1AFmFy5ec80wn71ik0
JjKtwEozImFMjHZfUEUjFuhPJELBO6YYEipPWMRaZYFfTRbNIm8/7S0JGT1FkgFVW5nITTIgISOMV8EIv
bL18cVgATDb10ckeDb7uU6PDXm3zonmZCOyqHtF10A0IxUpUa6IrylXwMzzZgDdu32F5If4/SSCmbHV2
46P8AjCdu/2TKK5et0049UHOYObMgPuWrJpwtk1iYA3+t6N/Qd1C5VSoua+TsMfp7Dh3k6qUTFUSy2h3
Ki1ibov1lHKyvkcgXi6nDfAKb80+Z8/43xbvWI1DIKAuj1lrbdyqPAIB411TZIkOHk8zRP59Z8u4jTjNKQHb
vNa3ieg4RLEDOXx41qCk+1iSRzdddMg2telxSWFPh67i4BnJHvhVnR6LF5Gu+uF5TWwcpy2MMOu14YDIYr
D+jnyoZr4PnfWAgk4MIU89deWSTIRPMIXYd35YmLvD60eQ5EQALNiNPUEKkpdPKs4orYysEVOpRoY+HQ

N[ Sop logble pBulz 2383. 908 3JY S IdJehé Idos wp Bsol 2300 IJpelz IJ8>sp.
Swp lsuol 23 IJyiolss 1Jesdeo slosl 9ldpuwespd oo wd eduvle god NetConf oy
TrustPoint.

<#root>
Device#

sh crypto pki trustpoint status

Trustpoint TP-self-signed-1072201169:

Issuing CA certificate configured::

Issuing CA certificate configured:

Subject Name:

cn=Cisco Licensing Root CA,o0=Cisco

Fingerprint MD5: 1468DC18 250BDFCF 769C29DF E1F7E5A8
Fingerprint SHA1l: 5CA95FB6 E2980EC1 5AFB681B BB7E62B5 AD3FA8BS

State:

Keys generated ............. No <<<< Depending on the version, it can erase the key or even that, delete
Issuing CA authenticated ....... Yes

Certificate request(s) ..... None

v’ luuble [dpdelz [Jzas> 4096 Jl swp wpdse Idpvdlese oddlss! eds [Juvolss 1Jp9 880
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<{froot>
Device#

rel oad

2-lelss wgvgsd gbe HTTP IUlpw. JI swlz o3l 1Jgsly 1! 31 Jlg 1dzol; s 9og CLI.

<#root>
Device (config)#

no ip http secure-server

Device (config)#

comm t

Device (config)#

ip http secure-server

Device (config)#

comm t

IJozdd pu lduoes
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<ffroot>
Device#

show i p ssh

SSH Enabled - version 2.0

Authentication methods:publickey,keyboard-interactive,password

Authentication Publickey Algorithms:x509v3-ssh-rsa,ssh-rsa,ecdsa-sha2-nistp256,ecdsa-sha2-nistp384,ecds
Hostkey Algorithms:x509v3-ssh-rsa,rsa-sha2-512,rsa-sha2-256,ssh-rsa

Encryption Algorithms:aesl28-gcm,aes256-gcm,aesl128-ctr,aesl92-ctr,aes256-ctr

MAC Algorithms:hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.com,hmac-sha2-256,hmac-sha2-512,
KEX Algorithms:ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,diffie-hellman-groupl4-shal
Authentication timeout: 120 secs; Authentication retries: 3

Minimum expected Diffie Hellman key size : 2048 bits

I 0OS Keys in SECSH format (ssh-rsa, base64 encoded): TP-self-signed-1072201169



Modul us Size : 4096 bits

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQDEOt/SX30QKN6z0WvOaFAkMcaZNzQ6JgP+7xjuX143
YS7YGmOPwIPgs8N2LWvmdLXQ/PqsQ0GGsdxo2+2Y/idAFm808mb6bcWFU+t3b/Pf6GBzUVv8SPNR414nN
5GYhZE9HX3REWYp7d+711YawrDzpJl6d8RgUWLOtgHSZzQ7P796c0B1YLtK3eFOOH1AFmFy5ec80wn71ik0
JjKtwEozImFMjHZfUEUjFuhPJELBO6YYEipPWMRaZYFfTRbNIm8/7S0JGT1FkgFVW5nITTIgISOMV8EIv
bL18cVgATDb10ckeDb7uU6PDXm3zonmZCOyqHtF10A0IxUpUa6IrylXwMzzZgDdu32F5If4/SSCmbHV2
46P8AjCdu/2TKK5et0049UHOYObMgPuWrJpwtk1iYA3+t6N/Qd1C5VSoua+TsMfp7Dh3k6qUTFUSYy2h3
Kiibov1lHKyvkcgXi6nDfAKb80+Z8/43xbvWI1DIKAuj1lrbdyqPAIB411TZIkOHk8zRP59Z8u4jTjNKQHb
vNa3ieg4RLEDOXx41qCk+1iSRzdddMg2telxSWFPh67i4BnJHvhVnR6LF5Gu+uF5TWwcpy2MMOu14YDIYr
D+jnyoZr4PnfWAgk4MIU89deWSTIRPMIXYd35YmLvD60eQ5EQALNiNPUEKkpdPKs4orYysEVOpRoY+HQ

<{froot>
Device#

show crypto pki trustpoint

Trust poi nt TP-sel f-signed-1072201169: <<<< Trustpoi nt name

Subject Name:
cn=I0S-Self-Signed-Certificate-1072201169
Serial Number (hex): 01

Persistent self-signed certificate trust point

Usi ng key | abel TP-sel f-signed-107220116

<#root>
Device#
show crypto pki certificates

Router Self-Signed Certificate

Status: Available

Certificate Serial Number (hex): 01
Certificate Usage: General Purpose
Issuer:
cn=I0S-Self-Signed-Certificate-1072201169
Subject:

Name: IO0S-Self-Signed-Certificate-1072201169
cn=I0S-Self-Signed-Certificate-1072201169
Validity Date:

start date: 21:07:33 UTC Dec 27 2023

end date: 21:07:33 UTC Dec 26 2033

Associ ated Trustpoints: TP-sel f-signed-1072201169

Storage: nvram:I0S-Self-Sig#4.cer
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