ouwe dpdosle Cplo po IJpszole sldezodlc
lJs leosé Idpwsse, Idpedss

lJpzogsle

lJp 95,00

S92z 03l ldpwows Jsdsse uuwe ldpdudle giplg pou ldpszole sldpzedle pu Cisco |Js
Jpusyw,) Windows/Linux/MacOS 1Jpeds.

IJpclbdole Il ulusé
lJpolbdolo

CiSCo 9,2 b sedds luw pg 86 pu secure b $6 (SSH) reachability |Js 1JDsls pg lowsls
pwe9S 15 p 9.

IJedoule [Jpuespd

ouvows Idpedsple 1Ugl)o WOs 03l IUpuwaows IJs luoshle Idwslez sldpdsole 1debse Ioldso:

* 1Jez9d Cisco C9300-24P Switch pg Cisco IOS® 17.3.5
« uble IJogvgsd Windows 10
« ublp IJouvgsd RedHat Linux

op louble IJPEJ_SP'U |,J3|_).>o Os o3l IJp e pu I.Jlao_)o 1J 092926 WS wSiS6 pgpdso gluoo.
u>|u aro&e Ulao_,o U,ouuua),oo -_95 03l |Jr0u.0uu) uu-J_9..su prou.uja (Idujluos) Bl Jdlpo

ped9ple lumlmss

Swp 9,038 £pdsé JsBss e IUpdVle wuvdd ey pu eseolelprodle Cisco IJs 2ol
lJJpossw, Iduugues Windows/Linux/MacOS 1Jpzds 290 1deled IUs Is Ebp ehzs 19 woulee



thes pod wu9esdsd uidd IpdOle Idpuyub (TFTP) 9 w190999d wdd Idpddle Iy
(SFTP) i wy9e9dsd Idouwe IJTlew (SCP) B o3l 1 puucus.

1Jp v J6

BOS wELD IJia@Ig BS wsisé lews: pu IUuogw 1Uguosd IUs ¢be TFTP/FTP/SFTP/SCP Jowe
pJVle pd PCAP gpJudle IJig_JoIJ 9u29) Cisco I0S pyu IJpgeole gldpzsdle [Js puols) Ehzss.
ould W, 0o io Sput b 1deelss 1Jpulds Idpuueésed oo God Ls U 030 IJw,9w9dsdle
1Jp339,6 Lwludl wsw lzojé 1dpeu0s, 9lU9zos.

IJed

08 wpdsu SCP gJs zolj Cisco. spdud uuwg IJedd pu 1Ulzoj6 IJos Jsuw wol ls ¢lbp I
obosy lJs IJdposs) [Jpeds.

Bspel sds e IUbos Jdodsse IJpbdse eds IUzols.

<{froot>

hostname Switch
1

interface GigabitEthernet0/0
ip address

10.197. 249. 101

255.255.255.0

no shut
1

ip route 0.0.0.0 0.0.0.0

10.197.249.1

1
aaa nhew-model

1

aaa authentication Togin default Tocal
aaa authorization exec default local

1

ip domain name cisco.com
|

l--- key used in this exanple is 1024

|
crypto key generate rsa

|

username cisco privilege 15 secret 5 <redacted>
|

Tine vty 0 X

transport input ssh

Togin Tocal



ip scp server enable

l--- you can disable the above command after copy is conpleted

end
I--- optional

ip ssh time-out 60
ip ssh authentication-retries 5

ip ssh version 2
|

louwg 1JpdBle ey Cisco puwele wesss/pBdule pe IUluveepldpw 0310, eds
Windows/Mac/Linux egJs:

scp username@<ip_address_of_the_device>:flash:/filename

uble IJouvesd Windows 10:

<{froot>

C:\Users\mmehtabu.CISCO>

cd /

C:\>

cd ios

C\ios>dir

Volume 1in drive C has no label.

Volume Serial Number is xxxx-yyyy

Directory of C:\ios
05-01-2023 09.32 AM <DIR> .
05-01-2023 09.32 AM <DIR> ..



0 File(s) 0 bytes
2 Dir(s) 163,191,525,376 bytes free

C:\ios>

scp cisco@O0. 197. 249. 101: fl ash: / mycap. pcap

Password:

mycap.pcap

Connection to 10.197.249.101 closed by remote host.

C:\ios>
dir

Volume 1in drive C has no Tlabel.
Volume Serial Number is xxxx-yyyy

Directory of C:\ios
05-01-2023 09.39 AM <DIR> .
05-01-2023 09.39 AM <DIR> ..
05-01-2023 09.40 AM 1,606,582

nmycap. pcap

1 File(s) 1,606,582 bytes
2 Dir(s) 163,182,600,192 bytes free

Jsugduw:

<#root>
[root@root0 ~]#

pwd

/root

[root@root ~]#
ls -1

total 1

drwxr-xr-x. 2 root root 6 Apr 6 2022 Pictures

[root@root ~]#

scp cisco@O0. 197. 249. 101: fl ash: / mycap. pcap

100%

33MB 105.8KB/s

05:19



Password:
flash:/mycap.pcap 100%  45MB

[root@cpnr000 ~]#
Is -1

total 1580
-rw-r--r--. 1 root root 1606582 Jan 5 09:47

nmycap. pcap

drwxr-xr-x. 2 root root 6 Apr 6 2022 Pictures

SOUU2PU MacOS iro_) roro|-;";JZ

scp username@<ip_address_of_the_device>:flash:/filename

pedyple Sl LoJs

* >Jisd odasy Secure Shell

o LbgplJogus 9l wule - Cisco Systems

2.9MB/s

00:15


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_ssh/configuration/xe-16/sec-usr-ssh-xe-16-book/sec-usr-ssh-sec-copy.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_ssh/configuration/xe-16/sec-usr-ssh-xe-16-book/sec-usr-ssh-sec-copy.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/secure-shell-ssh/215450-copy-cisco-ios-images-from-pc-to-router.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/secure-shell-ssh/215450-copy-cisco-ios-images-from-pc-to-router.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/secure-shell-ssh/215450-copy-cisco-ios-images-from-pc-to-router.html
https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html
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