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Jsuedw:

[root @oot io0s]# 1s -1lshr

total 183M

80M -rwr--r--. 1 root root 80M Mar 23 11:52 cgr2010-uni versal k9-nz. SPA. 157- 3. Mb. bi n
103M -rwr--r--. 1 root root 103M Mar 24 09: 35 c3900e- uni versal k9- nez. SPA. 155-1. T2. bi n

[root @oot i0S]# md5sum c3900e-universalk9-mz.SPA.155-1.T2.bin
19c881db6ea7ad92dc71f 35807a44b82 ¢3900e- uni ver sal k9-nz. SPA. 155-1. T2. bin

SpIdu Jpuwogspes Windows | oo gsle Winl\/]D5 |3 obousy pusleod ppl SpJduo guwle MDS
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host name CGR2010

!

interface G gabitEthernet0/1

ip address x.Xx.x.x 255.255.255.0

no shut

!

iproute 0.0.0.0 0.0.0.0 x.X.X.X

!

aaa new- nodel

!

aaa authentication |ogin default |ocal
aaa aut horization exec default |ocal
!

i p domai n name ci sco.com
1

l--- key used in this exanple is 1024

crypto key generate rsa
!



usernanme cisco privilege 15 secret 5 $1$j v8CGB1VC3PmgNX9o. r sDD3DKeV1
1

iine vty 0 4

transport input ssh

1

ip scp server enable

1

énd

l--- optional

!
ip ssh tine-out 60
ip ssh authentication-retries 5

ip ssh version 2
1

louwg o9y Cisco 10S Ulguegsle 03l 1Jle:

scp ios_fil enanme usernane@:i p_address_of _the_device>:i os_fil enane

uble IJogugsd Windows 10:

M crosoft Wndows [Version 10.0.17134. 1365]
(c) 2018 Mcrosoft Corporation. Al rights reserved.

C.\ User s\ meht abu>ecd 7/
C.\>cd ios

C.\ios>dir
Volune in drive Cis OSDisk
Vol une Serial Nunber is 0003-4095

Directory of C\ios

04/ 10/ 2020 01:43 PM <DIR> .

03/ 24/ 2020 09: 35 AM 107, 892, 232 ¢3900e- uni ver sal k9-nz. SPA. 155-1. T2. bin
1 File(s) 107,892,232 bytes

2 Dir(s) 84,203,741, 184 bytes free

C.\i 0os>scp c¢3900e-universalk9-mz.SPA.155-1.T2.bin cisco@10.106.37.44:c3900e-universalk9-
mz.SPA.155-1.T2.bin

Passwor d:

c3900e-universalk9-mz.SPA.155-1.T2.bin 100%
103MB 61.8KB/s 28:26

Jsued !

[root @oot i0Ss]# scp c3900e-universalk9-mz.SPA.155-1.T2.bin cisco@10.106.37.44:c3900e-
universalk9-mz.SPA.155-1.T2.bin

Passwor d:

c3900e-universalk9-mz.SPA.155-1.T2.bin 100%
103MB 517.1KB/s 03:23

Connection to 10.106.37.44 cl osed by renpte host.

Swu2es MacOS e pplod:

scp ¢3900e- uni versal k9- nz. SPA. 155-1. T2. bi n ci sco@0. 106. 37. 44: ¢c3900e- uni ver sal k9- nz. SPA. 155-
1.T2.bin



c2dd 1o po MD5 JJedod eds lJzols.

l ogin as: cisco

Keyboard-interactive authentication pronpts from server:
Passwor d:

End of keyboard-interactive pronpts from server

Cl SCO3945#dir
Directory of flashO:/

1 -rw 106362996 Apr 10 2020 07:07:06 +00: 00 c3900e- uni versal k9- nz. SPA. 154- 3. M3. bi n
2 -rw 107892232 Apr 10 2020 07:16:50 +00: 00 c3900e- uni versal k9- nz. SPA. 155-1. T2. bi n

1024655360 bytes total (810369024 bytes free)

Cl SCO3945#verify flash0:c3900e-universalk9-mz.SPA.155-1.T2.bin
Starting image verification
Hash Conputation: 100% Done!

omtted for brevity ...

CCO Hash MD5 : 19C881DB6EA7ADI2DC71F35807A44B82

Digital signature successfully verified in file flashO:c3900e-universal k9-ne. SPA. 155-1. T2. bin
939 zpse IJlpldu: sew wblo§ MDS Jlpwoweh s odo Jdpdd s 99w 1Jodd pu
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/content/en/us/td/docs/ios-xml/ios/sec_usr_ssh/configuration/xe-16/sec-usr-ssh-xe-16-book/sec-usr-ssh-sec-copy.html
https://www.cisco.com/c/ar_ae/support/index.html
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