Js9s6 odosy SSH gJds ppolle Catalyst
lJos o@9p vouvgsd CatOS

Slhgizall

dwaioll
dawlwV| olllnisll

o lllnioll

dwaziual]l oligSall

S ENEWA]

aSuill | Jaulasill puw )l

SSH s

6le> 63kl 9 clasVl s

a3l JLaiM debug olgl dliol

Telnet ;9 10 dolS (3DES) ol wedii iVl ,Leall Catalyst _J| Solaris
Telnet 9 3DES g Catalyst . JI PC 9,0 aalS

(AAA) duwl=olly  aiq8il9 a95Laonllg S3DES ¢ Catalyst a95Las  JI Solaris
s bl Sy Sax ol Sas L) debug olgl diol

Blowfish us.is [peca0 ué] Lol dlglso go Catalyst clasi zuxuas

ixuuo uc Telnet 2ol p 19,0 dolS olaziwl Catalyst clas] auxuai

duo e AAA @85kas plasiwl Catalyst clas| ausuas

le>Molg clias VI SlinSiwl

SSH M5 0 Jexall JlasVl - Sou ¥

o o3 ologles

dosall

oYoxo e (SSH) ooVl dalo JoSgi9 oo 1 laol 68 dglazy églas bl diuall 13D pas,
cat6000-supk9. 6-1- 92 o L3 ai sAl Hlao)l .(Catalyst OS (CatOS) Juwiwll pllai, Josi il Catalyst
.1c.bin

awlwdl ozl

o ldlaiall
oo 038 goll 100 | Jsog)l calzumall uoasiamall oSy .oYexall 9 SSH acs dll> Joaxl 138 auog,
2ol S50 6,l; W5

CatOS SSH
SSH s> JWl Jkall _d



//www.cisco.com/cisco/web/download/index.html

6.1 &0 Llicl K9 jg0

Cat 4000/4500/2948G/2980G
((CatOS

6.1 o Llicl K9 g0

(Cat 5000/5500 (CatOS

6.1 o Llicl K9 g0

(Cat 6000/6500 (CatOS

10S SSH
SSH po> JWI Jbadl L5
126)EA1)12.1 *Cat 2950 aall
SVl ol)laoYlg
oLlxoYls EAT(11)12.1 -
D Cat 3550

** 32 loudg ew(13)12.1 Cisco gol ;) CAT 4000/4500

*(JolSiall 10S

T1b)E)12.1 )lao)l Cisco ol ;) CAT 6000/5500

SVl ol)lauoYlg *(JoKiadl 10S
a2y lew99 12¢)EY)12.1

E1(14)12.1 ,luo) Cat 8540/8510
SVl olylauo)lg

SSH x29, V

SSH pe> Sl JLaJl 8

y 1900 o s

y 2800 ol

Y cat 2948g-13

Y Cat 2900XL

Y Cat 3500XL

y Cat 4840G-L3

y Cat 4908G-L3

Cisco 108 plai Jeis il oYexalls olezanll Jle "ol dals" 0S5 oSl dudnss pis *

.Joiall Cisco 10S a0l Jin il 4000 6;la> 65lod 12.1E ,Uad 9 SSH J pe> 229, ¥ **

3DES guboil) juaii)] 20l p s 25j05 Loueds zoeai Ll g2l

9l Telnet aoli s 49,0 dolS JM> (10) SSH JoSei9 1 uais Jd Jozi ddsbaall ol xitwall 13D o jid,
SSH i Jid Kerberos go SSH pe> o ¥ .RADIUS 9l (+TACACS

aoasiuall oligSall

6jla> 65l sery 4500/4000 6;la> 65lo 29809 6;la> 65lo 29489 65le> 65lall lnad dagg 13 Loy
S ezl (Jwoladl (o 250l 6,00 CatOS k9 JI Las . sery 6500/6000 6;le> 65log «sery 5500/5000
Aol 13D 9 olllhiell puud

o)g.>31| go> Ol .aols dlaso &y (9 639>90)l 632V o itwall 13D 8 dorsall ologleall clis| o
Sl elagd o aSTd (6 puilo aSuis (9 Jomi S 13| (Lol ,i8]) pouman (oS Aituoll 13 9 doriuoll
MIWIJ&)DI SY Joizoll

wbMaoVl


//www.cisco.com/en/US/tech/tk583/tk617/technologies_tech_note09186a00800949e2.shtml
//www.cisco.com/wwl/export/crypto/tool/index.html

gl Cisco olxali ooMasl g2, wiiimell ol>Masl Js> closleall (o 250 e Jguaxll

aSail) _Jauazill ouw )l

FC
17218 124 239
Router Svdtch
1031.16
Il|
Unix
17218 124 114
o)l
Generate and verify RSA key. sec-cat 6000> (enabl e) set crypto key rsa 1024 ---!
[ Generating RSA keys..... [
sec-cat 6000> (enabl e) ssh_key_process: host/server key size: 1024/768
Display the RSA key. sec-cat 6000> (enabl e) show crypto key ---!
RSA keys were generated at: Mn Jul 23 2001, 15:03:30 1024 65537 1514414695360
577332853671704785709850606634768746869716963940352440620678575338701550888525
699691478330537840066956987610207810959498648179965330018010844785863472773067
697185256418386243001881008830561241137381692820078674376058275573133448529332
1996682019301329470978268059063378215479385405498193061651
Restrict which host/subnets are allowed to use SSH to the switch. !--- Note: If you do not ---!
do this, the switch will display the message !--- "WARNING!! IP permit list has no entries!"”

sec-cat 6000> set ip permit 172.18.124.0 255.255.255.0

.with mask 255.255.255.0 added to IP permt list 172.18.124.0
Turn on SSH. sec-cat 6000> (enable) set ip permit enable ssh ---!
.SSH permt |ist enabled

Verity SSH permit list. sec-cat 6000> (enable) show ip permit ---!
.Telnet permt |ist disabled

.Ssh permt |ist enabled
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.Snmp permit list disabled
Permt List Mask Access-Type

tel net ssh snnmp 255.255.255.0 172.18.124.0

Deni ed | P Address Last Accessed Tinme Type
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sec- cat 6000> (enabl e) show crypto key

RSA keys were generated at: Mon Jul 23 2001, 15:03:30 1024 65537 1514414695360
577332853671704785709850606634768746869716963940352440620678575338701550888525
699691478330537840066956987610207810959498648179965330018010844785863472773067
697185256418386243001881008830561241137381692820078674376058275573133448529332
1996682019301329470978268059063378215479385405498193061651

s e Jbs JLdg . Joxall e SSH Juasi clear crypto key rsa ,oVl jlaol o8 uainll pliao dl;Y

sec-cat 6000> (enabl e) clear crypto key rsa

Do you really want to clear RSA keys (y/n) [n]? y
. RSA keys has been cl eared

(sec-cat 6000> (enabl e
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rtp-evergreen# ssh -c 3des -v 10.31.1.6

.SSH Version 1.2.26 [sparc-sun-solaris2.5.1], protocol version 1.5

. Conpi |l ed with RSAREF

rtp-evergreen: Reading configuration data /opt/Cl Sssh/etc/ssh _config
rtp-evergreen: ssh _connect: getuid O geteuid O anon 0O

.rtp-evergreen: Allocated |ocal port 1023

.rtp-evergreen: Connecting to 10.31.1.6 port 22

.rtp-evergreen: Connection established

rtp-evergreen: Renpte protocol version 1.5, renpte software version 1.2.26
.rtp-evergreen: Waiting for server public key

.(rtp-evergreen: Received server public key (768 bits) and host key (1024 bhits
. Host key not found fromthe list of known hosts



Are you sure you want to continue connecting (yes/no)? yes
.Host '10.31.1.6" added to the Iist of known hosts
rtp-evergreen: Initializing random seed file //.ssh/random seed
rtp-evergreen: Encryption type: 3des
.rtp-evergreen: Sent encrypted session key
.rtp-evergreen: Installing crc conpensation attack detector
.rtp-evergreen: Received encrypted confirmation
.rtp-evergreen: Doing password authentication
:root @O0.31.1.6's password
.rtp-evergreen: Requesting pty
.rtp-evergreen: Failed to get |ocal xauth data
.rtp-evergreen: Requesting X11 forwarding with authentication spoofing
Warni ng: Renote host denied X11 forwardi ng, perhaps xauth program
.could not be run on the server side
.rtp-evergreen: Requesting shel
.rtp-evergreen: Entering interactive session
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<sec-cat 6000

6;jla> ool

sec-cat 6000> (enabl e) debug: _proc->tty = 0x8298a494, socket_index = 3
debug: version: SSH 1.5-1.2.26

debug: Cient protocol version 1.5; client software version 1.2.26
.debug: Sent 768 bit public key and 1024 bit host key
debug: Encryption type: 3des
. debug: Received session key; encryption turned on
debug: ssh login by user: root
debug: Trying Local Login
. Password aut hentication for root accepted
debug: ssh received packet type: 10
debug: ssh recei ved packet type: 34
Unknown packet type received after authentication: 34
debug: ssh recei ved packet type: 12

debug: ssh88: starting exec shel
.debug: Entering interactive session

Telnet 9 3DES g Catalyst , J| PC ;9,0 dolS

6;jla> ool

debug: Cient protocol version 1.5; client software version W..0
.debug: Sent 768 bit public key and 1024 bit host key
debug: Encryption type: des
. debug: Received session key; encryption turned on
:debug: ssh login by user
debug: Trying Local Login
. Password aut hentication for accepted
debug: ssh received packet type: 10
debug: ssh received packet type: 37
Unknown packet type received after authentication: 37
debug: ssh recei ved packet type: 12

debug: ssh89: starting exec shel
.debug: Entering interactive session

(AAA) duwlally oyg4illy 495Lanll9 3DES 9 Catalyst dd>Las _JI Solaris
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:Solaris with aaa on
rtp-evergreen# ssh -c 3des -1 abcdel23 -v 10.31.1.6
.SSH Version 1.2.26 [sparc-sun-solaris2.5.1], protocol version 1.5
. Compi | ed wi th RSAREF
rtp-evergreen: Reading configuration data /opt/Cl Sssh/etc/ssh_config
rtp-evergreen: ssh_connect: getuid O geteuid O anon O
.rtp-evergreen: Allocated |ocal port 1023
.rtp-evergreen: Connecting to 10.31.1.6 port 22
.rtp-evergreen: Connection established
rtp-evergreen: Renote protocol version 1.5, renpte software version 1.2.26
.rtp-evergreen: Waiting for server public key
.(rtp-evergreen: Received server public key (768 bits) and host key (1024 bits
.rtp-evergreen: Host '10.31.1.6" is known and matches the host key
rtp-evergreen: Initializing random seed file //.ssh/random seed
rtp-evergreen: Encryption type: 3des
.rtp-evergreen: Sent encrypted session key
.rtp-evergreen: Installing crc conpensation attack detector
.rtp-evergreen: Received encrypted confirmation
.rtp-evergreen: Doing password authentication
:abcdel123@0. 31. 1. 6' s password
.rtp-evergreen: Requesting pty
.rtp-evergreen: Failed to get |ocal xauth data
.rtp-evergreen: Requesting X11 forwarding with authentication spoofing
Warni ng: Renote host denied X11 forwardi ng, perhaps xauth program
.could not be run on the server side
.rtp-evergreen: Requesting shel
.rtp-evergreen: Entering interactive session
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<sec-cat 6000

6;jla> ool

sec-cat 6000> (enabl e) debug: _proc->tty = 0x82a07714, socket_index = 3
debug: version: SSH 1.5-1.2.26

debug: Cient protocol version 1.5; client software version 1.2.26
.debug: Sent 768 bit public key and 1024 bit host key
debug: Encryption type: 3des
. debug: Received session key; encryption turned on
debug: ssh login by user: abcdel23
debug: Tryi ng TACACS+ Login
. Password aut hentication for abcdel23 accepted
debug: ssh recei ved packet type: 10
debug: ssh received packet type: 34
Unknown packet type received after authentication: 34
debug: ssh recei ved packet type: 12

debug: ssh88: starting exec shel
.debug: Entering interactive session
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debug: Cient protocol version 1.5; client software version W..0



.debug: Sent 768 bit public key and 1024 bit host key
debug: Encryption type: bl owfish

ci pher _set _key: unknown cipher: 6

debug: Calling cl eanup

a0 ué Telnet aoly 59,0 @alS plasiwl, Catalyst clas| acuas

debug: _proc->tty = 0x82897414, socket_index = 4

debug: version: SSH 1.5-1.2.26

debug: Cient protocol version 1.5; client software version W.. 0
.debug: Sent 768 bit public key and 1024 bit host key

debug: Encryption type: 3des

. debug: Received session key; encryption turned on

:debug: ssh |l ogin by user

debug: Trying Local Login

. debug: Password aut hentication for failed

a0 b AAA adslas plasiwl, Catalyst elasi aucuas

cat 6000> (enabl e) debug: _proc->tty = 0x829abd94, socket _index = 3
debug: version: SSH 1.5-1.2.26

debug: Cient protocol version 1.5; client software version 1.2.26
.debug: Sent 768 bit public key and 1024 bit host key

debug: Encryption type: 3des

.debug: Received session key; encryption turned on

debug: ssh login by user: junkuser

debug: Trying TACACS+ Login

.debug: Password authentication for junkuser failed

. SSH connection closed by renote host

debug: Calling cleanup
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Jun 15 20:29:26.207: SSH2 1: RSA sign: private key not found
Jun 15 20:29:26.207: SSH2 1: signature creation failed, status -1
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