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Secunty Analyst (Read Only) ClasssReadlUser
Security Approver
Threat inelsgence Director (TID) User
Agcess Admin

Adrranisirator
Defoult Liser Role
Déscovery Admin

External Database User

IJgb9s 4. §p wpde Slispd puwegspe Administrator CLI Access Lopu "glod ©uoWs6 9,09J CLI"
wlove ldeuwore 1dss sz 1o sdo Jsso 9u09d CLI IJs FMC.

luB) W99 e b Leg)s IJluwole.
CLI Access Filter

fireweall_admin
Administrater CLI Access User List -

* Define Custom RADIUS Attributes

Additional Test Parameters

Usar Name

Password

*Required Field



pdlzbo: Vs o3l IJlz)le weas IJpuwwispsu gJs élbp RADIUS Cluueéslp Juped U9e
IJg>08 Jpug puweerps ReadOnly oo ldeuesd eds su29d CLI s FTD Glgwoesle
29939 IJgwle.

wldouwed Jauosd CLIUEl e o FMC. sgu luwegslp 8lispd |dpuwegspsy odo.



o3 $pdo Jls punctre Jsso 9009 81208 uwlo, 1JIsle, 1Js FMC Idsosd 1Js Linux
shell Ulgwogle [Jle) expert. spdo Jouweesps peeses Jsusduw IJeuesd eds
lposhle 23 9ldos spdo 1o wpad pellb) lpuss. olds po wdsss Blses
lJewegdrpsu IU3su Jssop 9,09J |Js CLI ig Linux shell.

1Jgo96 5. 9p vopdsy IJIlsy IJzrss. owbol Yb s g6 puolb 96 Shell J FMC gly§) eudb
sobosy.



Firewall Management Center

Ovenview Analysis Palicies
Users User Roles External Authentication Single Sign=-0n (530)
Detault User Role trat Shell Authentication | Enabled (ISE-RADIUS-FMC)

2

1. ISE-RADIUS-FMC
RADIUS Auth for FMC

wJdgsu FTD

luold6 2150 ISE RADIUS Jpol>$6 FTD

Devices

Objects

Integration




pdlebi: spdud puvh,Js wBw IJJlse wso s 1dbhs sldizess 19 louble Jlisule
PuSLoJs 2ume 1Jedlu IUbs wusd weHsSd Idpuweddpsu Bso 9puwess [Jegssd
U3 2w 1o spoddse. B o3l 1Juusobss: vz vz 0986 puwceresul eds Ebe
RADIUS. J3JJ veuolz 1Js logile Jlisole pudods JJsdle go 1deesss 90,95 1d1b1)6.

lJglbogs 1. Lodw Idbys86 lJos Bpw wol pg FMC. §p wlogile Jlisu Idpuol>$6 1Ughzs
wopu IJoble > 1dpuwer o > 1dpuob 86 1Jebess > + 10196 disu puolb s Ehzs.

Firewall Management Center o
" wtar Authentication -

Cwerview Analysis Policies Devices Objects Integration Deploy Q @ o+ 9 admin -

“thie
Users User Roles External Authentication Single Sign-On (SS0)

s | omen | oo |

Dafault User Role:  Admanistrator Shell Authentication | Enabled (ISE-RADIUS-FMC) b | + Add External Authentication Object ]

Name Mathod Enabed

1. ISE-RADIUS-FMC

RADIUS Auth for FMC RADILS - rd w

lJglb9s 2. 25> RADIUS Jb,s.96 polb96.
wew Jlsu Idpuolb 96 1Ughess Bp wlgble |uve JJJlsy 1Ugsss.

w83 3JYe B leals 1Jgb e IJlguluws: bbgd gusle IP 1Jglue o ISE 9pbelz RADIUS IJw,s
oo IU3s lgwegsrpwo Vs 1UEb9s 2.1 oo wdssy ISE 1Ugluo . 168 W98 o

Overview Analysis Policies Deevices Obgects Integration Deploy Q & O Q admin

il
cHCe

Firewall Management Center

Users User Roles External Authentication Single Sign-0n (S50)

External Authentication Object
Authentication Method | RADIUS -

Mame * ISE-RADIUS-FTD "—_

Description RADIUS Auth for FTD CLI

Primary Server

Host Name/IP Address * 192.168.192.90 ‘_
Port* | 1812 o
RADIUS Secret Key * ssscsssssse 4_

Backup Server (Optional)
Host Name/IP Address

Port | 1812

RADIUS Secret Key

RADIUS-Specific Parameters
Timeout (Saconds) 30

Retries | 3

Access Admin



opdsy $tedd bl 1peds lJogwes J FTD 9 FMC. JsJd Bl $ee weuildé Jise
90€58) 1588 1Bl o8 J 30 Sluss: Solds po e3p welss vl Idpods IJiuog
(1-300 luss) Jizess FTD. Il o wupwb IJeods eds 3seé igds: Slo cdosy
RADIUS JJs3lg gu IJwosss Jl sgpd.

opdsy ¢l RADIUS

IJg1096 1. B 9lz06 IUpuwesp IUyuuspss FMC. luedd 1ds IJizoss > leshle 1doble IJigul pus.
Ip vousy Iduog IJzlds 9 luusle wog 2385 Bl Jp sYu s s wesso J FTD weolz IUs
IJswosd Idse. $p wopdsy ghe RADIUS weo IUpuol 86 1Uehess sludy B9 edb.



5 Firewall Management Center

Devices | Platform Settings Editor

FTD Policy You have unsaved change
2

Overview Analysis Policies Devices Objects Integration Deploy o @ e admin ~ el crcURE

Enter Description

Palicy Assignments (1)
Manage Extemnal Authentication Server (5
Name Dascription Mathad SarvarPart Encryptisn Enabilad
ISE-RAUS-FMC RADIUS Auth for FMC RADIUS 192.168.192.00:1812 no e ]
ISE-RADIUS-FTD RADIUS Auth for FTD CLI RADILS 192.168.192.90:1812 no
1

IJg96 2. olds po lu FTD IUss weolz [Js 1Usuosd [Use ooz Lopw wessule IJuog Jzol;
J YRR

Policy Assignments
Targeted Devices

‘Belect devices to which you want to apply this policy.
Available Devices Selected Devices

@, Search by name or value VvFTD_192.168.192.83
Add 1o Pabcy

698354673
Group
FTD2140-HA

vFTD_192.168.192 83

lJglbgs 3. vy, IJogssle.

cies Devices Objects Integration DEVI O @ &+ @  admin v el cbcRE

Q, Advanced Deploy ‘ [ ] lgnore warnings| Deploy m

vFTD_192.168.192.83 I Ready for Deployment

ments (1)

tion




pdlebo: Bl Juo 9> luwesw pu wdIsu luwe puvcde thes p9290 puvedl Jpuucisp
slgds oluweésle IJie, configure user add. Bl >3le IJwoss> swedd lad! po JJpé
IJpus) pllod Ipuwesse 1dslzds: ol Buivd 3JJ. Bluo soedd pu the RADIUS. izl
lue Jl spdud izl Iolds puwcse sleds wuduw luve puwcse thzs e
wwsSOund IJuging sop sge Idpuworpso Idldsso Iesessso puvedl Séb.

IJozedd pu lduoes

© Gp ool v gpdss o 1Uzss oepd wuvdd Lozse.

* Vs 9lzos Idpuwwgsp Idyuwypss FMC oo dd Ids leshle ¢lbe RADIUS glowdd 1Js Buwe
pedole Iz ol) IUluoldss.

+ s¢Jo username 9JJpé J IJ ISE puwogpd 9b 9b 96 [Eoul).



* Define Custom RADIUS Attributes

Additional Test Parameters

User Name firawall_admin

Password XTI Y]

*Required Field

| cancel Tast m

© sbo, ool lerowwlds [Jpeld ool Iduele IIRuo) S leds old3s Idpumog,uo.
FlrewaIIManagtement ?E?[,Ef_ _: Cruerview Analysis Policies Davices Objects Integration Deploy Q @ £ @ adminv

Users Usar Roles External Authentication Single Sign-On (S50)

© Success
Test Complete.

External Authentication Object
Authentication Method =~ RADIUS

MName * ISE_Radius

© Spdud wgwse IJovdluasd weo ez IJIRowlh Jdeuesd eds piss pu ldpedsele.
* Define Custom RADIUS Attributes

Additional Test Parameters
User Name fire'wall_admin

Passwaord LTI Y]

Test Output

Show Details  +

check_auth_radius: spUser: Brewall_admin
RADILS conhg file: fvartmp/4WQquehXof/radiesclient_0.conf
radiusauth - response: |User-Mame=firewal|_sdmin|

User Test radivsauth - response: [Class=Administrator]

radivsauth - response: |Class=CACS:c0aBe05a_CNaQKIBZB2sOTPFOSbmiBVENT 2 TES 2627 Tolljiz XA ISE-LVILLAFR/4T901 1 358/67 |
*firewall_admin® RADIUS Authentication OK

chock_is_radius_moembaor attrib match found: [Class=Administrator| - |[Class=Administraior| **##sssees
role_beeZebl18-e129-11d{-ad4a-42c6600a30b36:

*Raquired Field

.« 02dd pu bo 1Je ol 6 9lUluwezlus B ISE RADIUS 1J3luo wd Lops IUg pdsle >
RADIUS > IJ_wzJlo 1 polinyé.



il ldentity Services Engine Operations / RADIUS

' Bookmarks Live Logs Live Sessions
Dashboard
1l Context Visibility Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat
X operations 0 0 0 0
l Paolicy
Refresh Show Within
. . Mever w Latest 20 reco..~ Lasti
&,  Administration
£  ©nResetRepeat Counts Ty Expon To Fiver
,.ﬂ Work Centers
Time Status Details Repea... Identity int 1D i il Authoriz...  Authoriz..
- . " ~ firewall_admin ®  Endpaint ID Endpoint Pr Authenticet  Authorizatic  Authorizati
7 Imteractive Help
Jun 07, 2025 11:45:36.9, [ ] o 2 firewall_ad) 10.24.184.31 FMC and FMC and FMC_GLUI
Jun 07, 2025 11:44:30.1.. B & firewall_admin 10.24.184.31 FMC and .. FMC and .. FMC_GUI..
Jun 07, 2028 11:38:12.4,, B & firewall_sdmin 10.24.184.31 FMC and .. FMC and ... FMC_GUI...
Jun 07, 2025 11:19:54.2 & firewall_ach 10.24.184.31 C and FMC and FMC_GUI

Jun DB, 202% 08:20:15.8... a aQ firgwall_admin 10.24 FMC and .. FMC and ... FMC_GUI...
Jun 06, 2025 08:19:13.4,, -] a firewall_ad 10.24. 158,101 FMC and .. FMC and ... FMC_GUI...
Jun DB, 2025 08:07:04.5... [ -] Q firewall_admin 10.24.198.101 FMC and .. FMC and ... FMC_GUI...
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