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aaa group server radius ACS-Rad

server-private 10.88.171. 27 key ciscol23

ip vrf forwarding Mgnt-intf

aaa group server tacacs+ ACS-Tac

server-private 10.88.171. 27 key ciscol23

ip vrf forwarding Mgnt-intf

aaa authentication login VPN _Cient group ACS-Rad

aaa authentication login |ogin_|local |oca

aaa aut horization network VPN dient group ACS-Rad

aaa aut horization network |ogin_|local |oca

aaa accounting network VPN Cient start-stop group ACS-Rad
aaa accounting network |ogin_local start-stop group ACS-Rad
aaa session-id common
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Unabl e to establish Phase 1 SA with server "X X X X' because of
" DEL_REASON PEER NOT RESPONDI NG'
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Sep 26 20: 01: 49.298: RADI US(000025EA): Sending a | Pv4 Radi us Packet

Sep 26 20:01:49.298: RADI US(000025EA): Send Access-Request to X. X X. X id

I en 123, 1645/ 88

Sep 26 20:01:49.298: RADIUS: authenticator 0B 18 41 30 23 35 91 D5 - C3 DE 78
4E BB AC 30 4C

"Sep 26 20:01:49.298: RADIUS: User-Name [1] 19 "vpnclient.cisco.com

* Sep 26 20:01:49.298: RADI US: User-Password [2] 18

"Sep 26 20:01:49.298: RADIUS: Calling-Station-1d [31] 16 "X X X X

[ Sep 26 20:01:49.298: RADI US: NAS-Port-Type [61] 6 Vi rtual [5
Sep 26 20:01:49.298: RADIUS: NAS-Port [ 5] 6 O

"Sep 26 20:01:49.299: RADIUS: NAS-Port-Id [87] 16 "X X X X

[Sep 26 20:01:49.299: RADIUS: Service-Type [ 6] 6 Cut bound [5
Sep 26 20:01:49.299: RADIUS: NAS-I|P-Address [4] 6 192. 168. 0. 55

"Sep 26 20:01:49.299: RADIUS: Acct-Session-1d [44] 10 "00002CD6

Sep 26 20:01:49.299: RADI US(000025EA): Started 5 sec timeout

, Sep 26 20: 01:49.326: RADIUS: Received fromid 1645/88 X X X X: 1812, Access-Accept
| en 26

Sep 26 20:01:49.326: RADIUS: authenticator D3 9D 20 7E 09 89 68 BD - 1A DF A3

B6 6E 25 8D 77

[Sep 26 20:01:49.326: RADIUS: Service-Type [ 6] 6 Fr aned [2
Sep 26 20: 01: 49. 326: RADI US( 000025EA): Received fromid 1645/88
Sep 26

iacc02.crt#20: 01: 49. 326: | SAKMP: (0): | SAKMP/ tunnel : recei ved cal | back from AAA
Sep 26 20:01:49.326: | SAKMP/tunnel : received tunnel atts
.Sep 26 20:01:49.326: | SAKMP: Error - skey id
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Dec 26 12:42:13.926: | SAKMP: (0): 1 SAKMP/ tunnel : setting up tunnel vpnclient*
pw request

"Dec 26 12:42:13.926: AAA/ AUTHOR (0x12): Pick nethod list 'login_|local*

Dec 26 12:42:13.926: | SAKMP: (0): 1 SAKWP/ tunnel : Tunnel vpnclient PW Request*
successfully sent to AAA

Dec 26 12:42:13.926: |SAKWP: (0):Input = | KE_MESG FROM PEER, | KE_AM EXCH*

= Dec 26 12:42:13.926: |SAKWP: (0): A d State = | KE_READY New St at e*

| KE_R_AM AAA_AWAI T

Dec 26 12:42:13.927: | SAKWP: (0):1 SAKMP/ tunnel : received cal | back from AAA*
AAA/AUTHOR/IKE: Processing AV tunnel-password

AAA/AUTHOR/IKE: Processing AV default-domain

AAA/AUTHOR/IKE: Processing AV addr-pool

AAA/AUTHOR/IKE: Processing AV dns-servers

AAA/AUTHOR/IKE: Processing AV wins-servers

AAA/AUTHOR/IKE: Processing AV route-metric

AAA/AUTHOR/IKE: Processing AV max-users

AAA/AUTHOR/IKE: Processing AV max-logins

AAA/AUTHOR/IKE: Processing AV netmask

Dec 26 12:42:13.927: | SAKMP/tunnel: received tunnel atts*

Dec 26 12:42:13.927: | SAKWP: (35002): constructed NAT-T vendor-02 |D*

Dec 26 12:42:13.927: | SAKMP: (35002): SA is doing pre-shared key authentication*
pl us XAUTH using id type |1D_|I PV4_ADDR

Dec 26 12:42:13.927: |SAKMP (35002): |D payl oad*

next - payl oad : 10

type : 1

address : 172.16.161. 24

protocol : O

port : O

length : 12

Dec 26 12:42:13.927: | SAKMP: (35002): Total payl oad | ength: 12*

Dec 26 12:42:13.927: | SAKMP: (35002): sending packet to X X X. X nmy_port 500*
peer _port 65328 (R) AG_I NI T_EXCH

.Dec 26 12:42:13.927: | SAKMP: (35002): Sendi ng an | KE | Pv4 Packet *

Dec 26 12:42:13.927: | SAKMP: (35002): I nput = | KE_MESG FROM AAA, PRESHARED_KEY_REPLY*
= Dec 26 12:42:13.927: |SAKMP: (35002): A d State = | KE_.R_ AM AAA AWAI T New St at e*
| KE_R_AM2

Dec 26 12:42:14.017: | SAKMP (35002): received packet from X X X. X dport 4500 sport*
Mgnt-intf (R) AG_I NI T_EXCH 59464



Dec 26 12:42:14.017: | SAKMP: (35002): processing HASH payl oad. message | D = 0*
Dec 26 12:42:14.017: | SAKMP: (35002): processing NOTIFY | NI TI AL_CONTACT protocol 1*
spi 0, message ID = 0, sa = 0x7F7796C1DDCO

Dec 26 12:42:14.018: | SAKMP: recei ved payl oad type 20*

Dec 26 12:42:14.018: | SAKMP (35002): His hash no match - this node outside NAT*
Dec 26 12:42:14.018: | SAKMP: recei ved payl oad type 20*

Dec 26 12:42:14.018: | SAKMP (35002): His hash no match - this node outside NAT*
:Dec 26 12:42:14.018: | SAKMP: (35002): SA aut hentication status*

aut henti cat ed

Dec 26 12:42:14.018: | SAKMP: (35002): SA has been authenticated with X X X X*

Dec 26 12:42:14.018: | SAKMP: (35002): Detected port,floating to port = 59464*

Dec 26 12:42:14.018: |SAKMP: Trying to find existing peer*

XXX XX X X XI'59464/ Qut si de

:Dec 26 12:42:14.018: | SAKMWP: (35002): SA aut hentication status*

aut henti cat ed

Dec 26 12:42:14.018: | SAKVWP AAA: Profile vpnclient.cisco.comin use with AAA |ist*
VPN _Cient for peer X X X X

.Dec 26 12:42:14.018: | SAKMP AAA: No peer record for address X X X X, port 59464*
Create Accounting Record

Dec 26 12:42:14.018: |SAKMP: Attenpting to insert peer index node : 0x2*

Dec 26 12:42:14.018: | SAKVP AAA: Create Accounting Record Ox7F779645B5EO for peer*
X. X X. X/ 59464 - peer-index 0x2

Dec 26 12:42:14.018: | SAKMP AAA: NAS Port Id is already set to X X X X*

Dec 26 12:42:14.018: | SAKMP AAA: crypto_i knp_aaa_acct_rec_create: pki_sd 0*

Dec 26 12:42:14.018: | SAKVP: (35002): | nput = | KE_MESG FROM PEER, | KE_AM EXCH*
= Dec 26 12:42:14.018: | SAKMP: (35002): 0 d State = | KE_ R AM® New St at e*
| KE_P1_COMPLETE

Dec 26 12:42:14.018: | SAKMP: (35002): Need XAUTH*

Dec 26 12:42:14.018: | SAKMP: set new node 2793554424 to CONF_XAUTH*

Dec 26 12:42:14.018: | SAKMP/ xaut h: request attribute XAUTH USER_NAME_ V2*

Dec 26 12:42:14.018: | SAKWP/ xaut h: request attribute XAUTH _USER_PASSWORD V2*
.Dec 26 12:42:14.018: | SAKMP: (35002): initiating peer config to X X X X*

I D = 2793554424

Dec 26 12:42:14.018: | SAKMWP: (35002): sending packet to X X X. X my_port 4500*
peer _port 59464 (R) CONF_XAUTH

.Dec 26 12:42:14.018: | SAKMP: (35002): Sendi ng an | KE | Pv4 Packet *

,Dec 26 12:42:14.018: | SAKMP: (35002): 1 nput = | KE_MESG | NTERNAL*

| KE_PHASE1_COWPLETE

= Dec 26 12:42:14.018: | SAKWMP: (35002): O d State = | KE_P1_COWLETE New St at e*
| KE_XAUTH_REQ SENT

Dec 26 12:42:21.572: | SAKMP (35002): received packet from X X X. X dport 4500*
sport 59464 Mgmt-intf (R) CONF_XAUTH

Dec 26 12:42:21.572: | SAKMP: (35002): processi ng transacti on payl oad fronf

X X. X. X. message | D = 2793554424

Dec 26 12:42:21.572: | SAKWP: Config payl oad REPLY*

Dec 26 12:42:21.572: | SAKWP/ xauth: reply attribute XAUTH USER NAME V2*

Dec 26 12:42:21.572: | SAKMP/ xauth: reply attribute XAUTH USER PASSWORD V2*
Dec 26 12:42:21.572: | SAKMP AAA: NAS Port Id is already set to X X X X*

Dec 26 12:42:21.572: | SAKWP/ Aut hen: wunique id = 19*

Dec 26 12:42:21.572: | SAKMP: (35002): AAA Aut hen: setting up authen_request*
"Dec 26 12:42:21.572: AAA/ AUTHEN LOG N (00000013): Pick nmethod list 'VPN Cient*
Dec 26 12:42:21.572: | SAKMP: (35002): AAA Aut hen: Successful ly sent aut hen*
info to AAA

Dec 26 12:42:21.572: | SAKMP: (35002): del eti ng node 2793554424 error FALSE*
"reason "Done with xauth request/reply exchange

Dec 26 12:42:21.572: | SAKMP: (35002): 1 nput = | KE_MESG FROM PEER, |KE_CFG REPLY*
Dec 26 12:42:21.572: | SAKMP: (35002): O d State = | KE_XAUTH REQ SENT New*

State = | KE_XAUTH AAA CONT_LOG N_ AWAI T



Dec 26 12:42:21.573: RADI US/ ENCODE( 00000013): Ori g. conponent type = VPN | PSEC
[Dec 26 12:42:21.573: RADI US: AAA Unsupported Attr: interface [221*

32631 13

,Dec 26 12:42:21.573: RADI US/ ENCODE( 00000013): droppi ng service type*

radi us-server attribute 6 on-for-login-auth" is off"

Dec 26 12:42:21.573: RADI US(00000013): Config NAS | P: 0.0.0.0*

:Dec 26 12:42:21.573: RADI US(00000013): Config NAS | Pv6*

Dec 26 12:42:21.573: Getting session id for EXEC(00000013) : db=7F7792DEEAB8*
Dec 26 12:42:21.573: RADI US/ ENCODE(00000013): acct_session_id: 8*

Dec 26 12:42:21.573: RADI US(00000013): sendi ng*

Dec 26 12:42:21.573: RADI US/ ENCODE: Best Local |P-Address X X X X for*

Radi us- Server X X X X

Dec 26 12:42:21.573: RADI US(00000013): Sending a |Pv4 Radius Packet*

Dec 26 12:42:21.573: RADI US(00000013): Send Access-Request to 10.88.171.27: 1645*
id 1645/1,1en 95

Dec 26 12:42:21.573: RADIUS: authenticator B6 8C 79 D9 91 0C 79 50 - CB BO*
2A 87 2A 61 03 E8

"Dec 26 12:42:21.573: RADIUS: User-Nane [1] 10 "vpnclient-user*

* Dec 26 12:42:21.573: RADIUS: User-Password [2] 18*

"Dec 26 12:42:21.573: RADIUS: Calling-Station-1d [31] 14 "X X X X*

[Dec 26 12:42:21.573: RADIUS: NAS-Port-Type [61] 6 Virtual [5*

Dec 26 12:42:21.573: RADIUS: NAS-Port [5] 6 O*

"Dec 26 12:42:21.573: RADIUS: NAS-Port-Id [87] 15 "X X X X*

Dec 26 12:42:21.573: RADIUS: NAS-|P-Address [4] 6 X X X X*

Dec 26 12:42:21.573: RADI US(00000013): Started 5 sec timeout*

,Dec 26 12:42:21.671: RADIUS: Received fromid 1645/1 X X X X: 1645, Access-Accept*
I en 56

Dec 26 12:42:21.671: RADIUS: authenticator E7 C1 Bl 3D 04 59 48 22 - 4B 80 9D*
1A 5E CA OA A6

"Dec 26 12:42:21.671: RADIUS: User-Nane [1] 10 "vpnclient-user*

Dec 26 12:42:21.671: RADIUS: Cass [25] 26*

Dec 26 12:42:21.671: RADIUS: 43 41 43 53 3A 41 43 53 2D 35 78 2F 31 37 33 32*
[ CACS: ACS- 5x/ 1732]

[Dec 26 12:42:21.671: RADIUS: 37 32 35 30 33 2F 31 34 [ 72503/ 14*

Dec 26 12:42:21.671: RADIUS(00000013): Received fromid 1645/ 1*

(Dec 26 12:42:21.672: | SAKMP: (35002): | SAKMP/ aut hor: O ass attribute (I en=24*

' CACS: ACS- 5x/ 173272503/ 14'

Dec 26 12:42:21.672: | SAKWP: (35002): AAA Aut hen: No group atts added*

Dec 26 12:42:21.672: | SAKMP: set new node 1771945814 to CONF_XAUTH*

= Dec 26 12:42:21.672: | SAKMP: (35002): initiating peer config to X.X X. X |ID
1771945814

Dec 26 12:42:21.672: | SAKWP: (35002): sending packet to X X X. X my_port 4500*
peer _port 59464 (R) CONF_XAUTH

.Dec 26 12:42:21.672: | SAKMP: (35002): Sendi ng an | KE | Pv4 Packet *

,Dec 26 12:42:21.672: | SAKMP: (35002): 1 nput = | KE_MESG FROM AAA*

| KE_AAA_CONT_LOG N

Dec 26 12:42:21.672: | SAKMP: (35002): A d State = | KE_XAUTH_AAA CONT_LOG N_AWA| T*
New State = | KE_XAUTH_SET_SENT

Dec 26 12:42:21.759: | SAKMP (35002): received packet from X X X X dport 4500 sport*
Myt -intf (R) CONF_XAUTH 59464

.Dec 26 12:42:21.759: | SAKMP: (35002): processing transaction payl oad from X X X. X*
nmessage | D = 1771945814

Dec 26 12:42:21.759: |SAKMP: Config payl oad ACK*

Dec 26 12:42:21.759: | SAKMP: (35002): (blank) XAUTH ACK Processed*

Dec 26 12:42:21.759: | SAKMP: (35002): del eting node 1771945814 error FALSE reason*
"Transacti on node done"

Dec 26 12:42:21.759: | SAKWP: (35002): Talking to a Unity Client*

Dec 26 12:42:21.759: | SAKMP: (35002): 1 nput = | KE_ MESG FROM PEER, |KE_CFG_ACK*

= Dec 26 12:42:21.759: | SAKMP: (35002): O d State = | KE_XAUTH SET_SENT New St at e*

| KE_P1_COVPLETE

Dec 26 12:42:21.759: |SAKMP: (35002): I nput = | KE_MESG | NTERNAL, | KE_PHASE1_COVPLETE*
= Dec 26 12:42:21.759: |SAKWMP: (35002): O d State = | KE_P1_COWLETE New St at e*



| KE_P1_COMPLETE

Dec 26 12:42:21.763: | SAKMP (35002): received packet from X X X X dport 4500 sport*
Mnt-intf (R) QVLIDLE 59464

Dec 26 12:42:21.763: | SAKWMP: set new node 3504137478 to QM | DLE*

.Dec 26 12:42:21.763: | SAKMP: (35002): processi ng transaction payl oad from X X X. X*
nmessage | D = 3504137478

Dec 26 12:42:21.763: |SAKWP: Config payl oad REQUEST*

:Dec 26 12:42:21.763: | SAKWP: (35002): checki ng request*

Dec 26 12:42:21.763: | SAKMP: | P4_ADDRESS*

Dec 26 12:42:21.763: | SAKMP: | P4_NETMASK*

Dec 26 12:42:21.763: | SAKMP: | P4_DNS*

Dec 26 12:42:21.763: | SAKMP: | P4_NBNS*

Dec 26 12:42:21.763: | SAKMP: ADDRESS_EXPI RY*

Dec 26 12:42:21.763: | SAKMP: MODECFG_BANNER*

Dec 26 12:42:21.763: | SAKMP: MODECFG_SAVEPWD*

Dec 26 12:42:21.763: | SAKMP: DEFAULT_DOVAI N*

Dec 26 12:42:21.763: | SAKMP: SPLI T_I NCLUDE*

Dec 26 12:42:21.763: | SAKMP: SPLI T_DNS*

Dec 26 12:42:21.763: | SAKMP: PFS*

Dec 26 12:42:21.763: | SAKMP: MODECFG_BROWSER_PROXY*

Dec 26 12:42:21.763: | SAKMP: BACKUP_SERVER*

Dec 26 12:42:21.763: | SAKMP: MODECFG_SMARTCARD REMOVAL_ DI SCONNECT*

Dec 26 12:42:21.763: | SAKMP: APPLI CATI ON_VERSI ON*

Dec 26 12:42:21.763: |ISAKMP: Client Version is : Cisco Systens VPN Cient*

W nNTp: 5. 0. 07. 0440

Dec 26 12:42:21.763: | SAKMP: FW RECORD*

Dec 26 12:42:21.763: | SAKMP: MODECFG_HOSTNAME*

Dec 26 12:42:21.763: | SAKMP: (35002):1 SAKMP/ aut hor: setting up the authorization*
request for vpnclient

"Dec 26 12:42:21.763: AAA/ AUTHOR (0x13): Pick method list 'login_|local*

Dec 26 12:42:21.763: ISAKMP/author: Author request for group vpnclientsuccessfully*
sent to AAA

Dec 26 12:42:21.763: | SAKMP: (35002): I nput = | KE_MESG FROM PEER, | KE_CFG REQUEST*
= Dec 26 12:42:21.763: |SAKWP: (35002): O d State = | KE_P1_COWLETE New St at e*

| KE_CONFI G_AUTHOR_AAA_AVAI T

Dec 26 12:42:21.764: | SAKMP: (0): 1 SAKMP/ aut hor: received call back from AAA*
AAA/ AUTHOR/ | KE: Processi ng AV tunnel - password

AAA AUTHOR/ | KE: Processi ng AV defaul t-donmain

AAA/ AUTHOR/ | KE:  Processi ng AV addr - pool

AAA/ AUTHOR/ | KE:  Processi ng AV dns-servers

AAA AUTHOR/ | KE: Processing AV W ns-servers

:Dec 26 12:42:21.764*

AAA/ AUTHOR/ | KE: no W NS addr esses

AAA AUTHOR/ | KE: Processing AV route-netric

AAA/ AUTHOR/ | KE: Processi ng AV max-users

AAA/ AUTHOR/ | KE: Processi ng AV max-| ogi ns

AAA/ AUTHOR/ | KE:  Processi ng AV net mask

Dec 26 12:42:21.764: | SAKMP: (35002): 1 SAKMP/ aut hor: No Cl ass attributes*
:Dec 26 12:42:21.764: | SAKMP: (35002):attributes sent in nessage*

Dec 26 12:42:21.764: Address: 0.2.0.0*

Dec 26 12:42:21.766: | SAKMP: (35002): all ocating address X X X. X*

Dec 26 12:42:21.766: |SAKWP: Sending private address: X X X X*

Dec 26 12:42:21.766: |SAKWMP: Sendi ng subnet mask: 255.255.255. 0*

Dec 26 12:42:21.766: | SAKMP: Sending | P4_DNS server address: X X X X*

Dec 26 12:42:21.766: | SAKWP: Sendi ng ADDRESS EXPI RY seconds |eft to use the*
address: 86392

Dec 26 12:42:21.766: |SAKMP: Sending save password reply val ue 0*

:Dec 26 12:42:21.766: | SAKMP: Sendi ng DEFAULT_DOMAI N default domain name*
vpncl i ent. ci sco. com

Dec 26 12:42:21.766: |SAKMP: Sending smartcard_renoval _di sconnect reply*
value 0

,Dec 26 12:42:21.766: |SAKMP: Sendi ng APPLI CATI ON_VERSI ON string: Cisco | 0OS Software*



, | OS- XE Sof tware (X86_64_LI NUX_| OSD- ADVENTERPRI SEK9- M), Version 15.2(4)S

( RELEASE SOFTWARE (fc4

Techni cal Support: http://ww. ci sco. com techsupport

. Copyright (c) 1986-2012 by GCisco Systens, Inc

Conpi l ed Mon 23-Jul -12 20:02 by ntpre

(Dec 26 12:42:21.766: | SAKWP (35002): Unknown Attr: MODECFG HOSTNAME (0x700A*

.Dec 26 12:42:21.766: | SAKMP: (35002): responding to peer config from 72. 163. 84. 76*
I D = 3504137478

Dec 26 12:42:21.766: | SAKMP: Marking node 3504137478 for |ate del etion*

Dec 26 12:42:21.766: | SAKMP: (35002): sending packet to X X X. X ny_port 4500 peer_port*
R) CONF_ADDR) 59464

.Dec 26 12:42:21.766: | SAKMP: (35002): Sendi ng an | KE | Pv4 Packet *

Dec 26 12:42:21.766: | SAKMP: (35002): Talking to a Unity Cient*

Dec 26 12:42:21.766: | SAKMP: (35002): 1 nput = | KE_MESG FROM AAA, | KE_AAA GROUP_ATTR*
Dec 26 12:42:21.766: |SAKMP: (35002): 0 d State = | KE_CONFI G_ AUTHOR_AAA AVWAI T New*
State = | KE_P1_COWPLETE

.Dec 26 12:42:21.766: | SAKMP: FSM error - Message from AAA grp/user*

Dec 26 12:42:21.766: | SAKVP: (35002): 1 nput = | KE_MESG | NTERNAL, |KE PHASEL COMPLETE*
= Dec 26 12:42:21.766: | SAKMP: (35002): 0 d State = | KE_P1_COVPLETE New St at e*
| KE_P1_COMPLETE
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aaa group server radius Radius-Server
<server-private X X. X X auth-port 1812 acct-port 1813 key 7 <renobved

aaa authentication |login VPN _Cient group Radius-Server
aaa aut horization network VPN O ient Radi us-Server
aaa accounting network VPN Cient start-stop group Radius- Server

crypto isaknp policy 10
encr 3des

aut henti cation pre-share
group 2

crypto i saknp client configuration group vpnclient
<key <renoved

dns X. X. X. X

Wi ns X.X.X.X

domai n ci sco. com

pool VPN_Pool



acl 101
group- | ock

crypto isaknmp profile vpnclient.cisco.com
mat ch identity group vpnclinet

client authentication list VPN Cient

i saknmp authorization list VPN_Cient
client configuration address respond
accounting VPN _Cient

crypto ipsec transform set TRANS-DES esp-des esp-nd5-hmac
node tunnel

crypto dynani c- map DYN- MAP 10

set transform set TRANS- DES

set isaknp-profile vpnclient.cisco.com
reverse-route

crypto map VPN | ocal - address TenG gabit Et hernet 0/0/0
crypto map VPN 10 ipsec-isaknp dynani c DYN- MAP

i nterface TenG gabit Et hernet0/0/0
i p address X X X X 255.255. 255.0
crypto map VPN
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+ Contain 4 -32 charatars
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@ Name; |vpncliericiscacom |

Descripion: | Profie por VPN Glients
& = Required Talds

CVPNIDOASAPIXT x-PSec-Group-Marme

| AddA |( Editv || Repacef | Delete |

Dictionary Type: | RADIUS-Cisco VPN 3000/ASAIPIX 7.x
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General

Name: [Rule-1 Status: | Enabled '| (2]

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are available here for use in policy rules.

Conditions

™ NDG:Location:  |[-ANY-

™ Time AndDate:  |[-ANY-

M Device IP Address: | = =|faaaa

Results
Authorization Profiles:

vpnclient.cisco.com

You may select multiple authonzation profiles. Aftributes
defined in multiple profiles will use the value from the first
profile defined.
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.debug sl9l plaziw| Jid z2uxuaill wlol Jo> dogo wloglen J| gl :da>No

VPN Sy aoll culls Jhaiwdl 6159 Jle clasYl 0id ouSai piy
(ISAKMP) i)l ool bl ylg aslaall 6,15] JoSei9 olauas

debug crypto isakmp

AAA clos] aouss

debug aaa authentication
debug aaa authorization
debug aaa accounting

debug radius authentication
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https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
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