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crypto key generate rsa general-keys Tabel rsaKey exportable
crypto key generate ec exportable Tabel ecKey
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IJI)s. 98> sIJ9u Tz IJleeJs s 3J9Y 09 IUlpwes)ls IJs zoly ubs) Blisd 1Jogdd,) JsJd
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<tfroot>

Router(config)#

crypto key generate rsa general -keys nodul us 2048 | abel rsaKey exportable

The name for the keys will be: rsaKey

% The key modulus size is 2048 bits
% Generating 2048 bit RSA keys, keys will be exportable...
[OK] (elapsed time was 1 seconds)

Router(config)#

crypto key generate ec keysize 521 exportable | abel ecKey

The name for the keys will be: ecKey

PN XY

<#root>
Router#
show crypto key nypubkey rsa rsaKey

% Key pair was generated at: 10:21:42 EDT Apr 14 2023
Key name: rsaKey
Key type: RSA KEYS
Storage Device: not specified
Usage: General Purpose Key
Key is exportable. Redundancy enabled.
Key Data:
30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101



[..truncated..]
9F020301 0001

Router#
show crypto key nypubkey ec ecKey

% Key pair was generated at: 10:03:05 EDT Apr 14 2023

Key name: ecKey

Key type: EC KEYS

Storage Device: private-config

Usage: Signature Key

Key 1is exportable. Redundancy enabled.

Key Data:

30819B30 1006072A 8648CE3D 02010605 2B810400 23038186 000401A2 A77FCD34

[..truncated..]
93FAC967 96ADA79E 4A245881 B2AD2F4A 279A362D F390A20F C06D5845 06DA
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crypto pki trustpoint labTrustpoint
enrollment terminal pem

serial-number none

fgdn none

ip-address none

subject-name cn=router.example.cisco.com
subject-alt-name myrouter.example.cisco.com
revocation-check none

rsakeypair rsaKey

hash sha256
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luwe 1Jp9 298 cn=router.example.cisco.com

Suvsy IJs wouwsd X500 IJss pwowe
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subject-alt-name myrouter.example.cisco.com

el oo 10S XE 17.9.1 spdy luol b6

Slisps pudLods Ll Lods Jdse luwe
1Je9 298 IJossd (SAN) |ss CSR.

revocation-check none
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lJuwol>s pu Yod zoly 10S XE. spdy
luweddle esble pod 8lispes lobld
lJuwel>s (CRL) 9w,9w9d9d glJé
lduwol>s gy Idlue,ue (OCSP) 31 Jlgw
28900 U Swd IJeze 1puod IUss
:§aoljo.9§op luwogsle 03l |Jip_) wuvdd
lwlows g luwweslpe TrustPoint oy
Swd ps38 19 2208 s ©p cdosuol
I0S XE. Jpl swp ldogdd pu eldé
IJlobld g0 puolx 86 Juolss wlyweesle
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rsakeypair rsaKey

o> Wley Jigweesle soz pdlosz RSA
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Juieble ECDSA ouweése IJle,
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<#root>
Router(config)#
crypto pki enroll |abTrustpoint

% Start certificate enrollment ..



/content/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-a1-cr-book_chapter_0111.html#wp3676016684

% The subject name in the certificate will include: cn=router.example.cisco.com
% The fully-qualified domain name will not be included in the certificate
Display Certificate Request to terminal? [yes/no]:

yes

Certificate Request follows:

MIICrTCCAZUCAQAWIZEhMB8GAIUEAXMYcm91dGVyLmV4YWlwbGUuY212zY28uY29t
[..truncated..]

mGvBGUpn+cDIdFcNVzn8LQk=

————— END CERTIFICATE REQUEST-----

---End - This Tine not part of the certificate request---
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CA 3lz> 19 iolss 9 wslbs. yws9ds wuvgsd IJle) 06 &luss 9luolds iolss 2366 [Js IJJelus
B9.9 I wolss 1UlgJs.
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1Jp920 Juiolsé wooumsd PEM JJiuwluw 64 Jsop wzesdol guy CLI. (Losslés Lie))

KYION i SW99p 1Jpuw9sd wpuob§o TrustPoint Jl olws IJvoble 1dguwsbo IJIRoslyso
9ldz3yso Vs uwduwds Juvoble wg)uo luvos)l guolds pg e IJzol; Jizdl.

9> $89p IJpwdsdow ls ol weuols §6 TrustPoint JIolds e)lee puo§8 ILoJs6 £98,9.96 IS
IJs zoly I0S XE L&) o wedsu edlgle 1Je@s pg lzojs Idubs) loule gpdsle wulbbd
JJduoswsded pg zolj ldubs, o3l

9Jpiss pu lJes sz spdu o sdso Jzols IUubs) uvduwds Juoble p98es pu §wd "Root
CA1". Jdwz 8y pu uoed Iduolsé Ieole puolzo 1Je,y90999d wsu goly 10S XE gzolj IJubs,
JJduzler spdo JJpuwdsd luvaésle IJie, crypto pki authenticate J|_old6 iolsé CA |Js w@bs
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pki authenticate:

<#root>
Router(config)#

crypto pki authenticate |abTrust point


/content/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-a1-cr-book_chapter_0111.html#wp1194467080

Enter the base 64 encoded CA certificate.
End with a blank 1ine or the word "quit" on a line by itself

[..truncated..]
————— END CERTIFICATE-----

Certificate has the following attributes:
Fingerprint MD5: C955FC74 7AABC184 D8A75DE7 3C9E7218
Fingerprint SHAl: 3A99FF61 1E9E6C7B DOE567A9 96D882F5 2279C534

% Do you accept this certificate? [yes/no]:
yes

Trustpoint CA certificate accepted.
% Certificate successfully imported

luvosyb PKI JJouvlds,

sop luwegsle o3l IJlo, Jlgwes,l guolss 1Jogss (ID) [Js TrustPoint. spdo Judlos & 86 9lz>6
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Iy luwes,ls PKI crypto.

<#root>

Router(config)#

crypto pki inport |abTrustpoint certificate

Enter the base 64 encoded certificate.
End with a blank T1ine or the word "quit" on a line by itself

% Router Certificate successfully imported

wwszord [pawdsd eds gbl g0 p219J8 luwesls Ubelss $ud 1u s@9e TrustPoint e ol §6
wwolxd lJpyee 1Upuos8 lJpuwegsed Juggse odo Iduvolyé pulyu,é.

<#root>
Router(config)#
crypto pki import |labTrustpoint certificate

% You must authenticate the Certificate Authority before
you can import the router's certificate.


/content/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-a1-cr-book_chapter_0111.html#wp1985961489

puob 86 Jvoble Ide)ze lJeuord IJubs,

owp luolws yuoble Idesze Idpuesd IJubs) 1Us 10S XE Clywegsle oy IJb)s 86 Jluolss
ls Uol>s CA. 903l sgws: luo Swp puobdwel pdlud Lldbs louold Lluuegsle 11, crypto pki
authenticate.

$9u2¢ 1oy bulo Jsdss [uuile w@bé & §6 9ou01596 uolss o)ze pLodE pu by el
vbs).

1. 8p Idl Glogble 0 §bs &§6 pg weP IJluwe Isuods IUss umseed ubols IUpze
o009 [dubs, g
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A W

<#root>

Router(config)#

crypto pki trustpoint PEER- ROOT
Router(ca-trustpoint)#
enrol | nent term nal pem
Router(ca-trustpoint)#

revocati on-check none

Router(ca-trustpoint)#

crypto pki authenticate PEER- ROOT

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

[..truncated..]

————— END CERTIFICATE-----

Certificate has the following attributes:
Fingerprint MD5: 62D1381E 3E03D06A 912BAC4D 247EEF17
Fingerprint SHA1l: 3C97CBB4 491FC8D6 3D12B489 0C285481 64198EDB

% Do you accept this certificate? [yes/no]:

yes

Trustpoint CA certificate accepted.



% Certificate successfully imported
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Jwolxo CA Iz, wluwegsle puolb 96 PKI JJovds): &p luvasb bolss 1Jogso wluweésle
luveosy)b PKIJJovds,).

€S, [ ewd beld Uboble g usbo: wgoduw IJgpdss lgodlvl buwsul. JI wgw. JI ojld
lJelose 9lJI9le) udwol plbow§6! sJpu Il Vs Jsdss weass udlb Ieds IJos
ceodb oldgvoble.

o3, o I TrustPoint spJdo 1o spess Bob gds Uivolss CA 23, 19 poguwb. J3Jd Bs pold

e bsol gvduwds CA pod iu.ugéJ lJos whbo, i)glo‘ eu ldpuwoesd luvwedle ipJ puol> 90
oubds) PKI Jlgsolws 1Je,) po uolss CA:

<tfroot>

- Root CA

- Internediate CA 1

lJgJ:

1. 8p wlouvle 086 &86 wpodb o CAlJes) IJ3s wee puslbdwo.
2. &p puolb 96 1ol lJgwslbs oluwegsle TrustPoint [Jeuegsps Jlouule CSR
3.9l B wluwos,lsy Juolsé 1Jogss |Js udbs |Je9é lJuolisss.

luwogsle 1Uz9d 1dp9295 bule: spdu wagose Iduiolss IJos wbde ogssw TrustPoint
oldolo wwyld§ pe Iduwduvds Iduwlo 8o Jdpuwless Vs IJouoy).

TrustPoint |JplbJyw

Iy Jlowogsl
!WQE)IPO PJJL}‘” cAle

|uu|o lJwol>o

lJeoze lJpeues8 1z, |lerypto pki trustPoint root-ca  ||eol> 86 ROOT-CA Jobds, PKI

crypto pki trustPoint

CA1lJywsh labTrustPoint crypto pki authenticate labTrustPoint
crypto pki trustPoint Jwoldd |pwos)ls crypto
PKI

SpIJu Qby@égudk}u lJpeub® eds uwduwdd Juoble sle uobos CA puywbosy. p)0 Ia)s
Sp 0998, IIUSIo JJpuwlers Os oo pdlu cbusd Ipsze IUpuor8 IUsuwsh 1Jzrso eds



wdysuy I0S XE.

<{froot>

- Root CA

- Internediate CA 1

- Internediate CA 2

TrustPoint |JplbJw

lwe lJuwolss

lJeoze lJpueo8 125, |lcrypto pki trustPoint root-ca ||puol> 96 ROOT-CA Jovds, PKI

CA1lJyuvsh crypto pki trustPoint inter-ca ||CRYPTO PKI Authenticate INTER CA

crypto pki trustPoint

CA21lJyywsb labTrustPoint crypto pki authenticate labTrustPoint
crypto pki trustPoint uwoldd |uwos)ls crypto
PKI

ew ok, g0 Joo spdu Jdese 1o sdlehs websy:

1. sop wzpsd zpse Iduvoble 1Jzs) 19 1o wsbs b wilb 1Jedsé luwegsle puol> 86 PKI
JJovds) (vgu'oelJQJb_) eu &3 odd Idguobly).

2. Jpl spJdy pdlzbsé Iy Idyuolss IJuolisss 9od Jvolsé 0956 1Jzols (Woles Iduuols Jos
98ew poluind eds Juols 1Josss) puosd edsol slisel gds wduw wbs 1§96 2
Swp lugvos) yuolss [Jogss.

+ eds b IJgbl 1ss wp 8000 wwludl Jo suvee 10S XE Jdeuudsd wluwosls
wwolds L9y puolx 86 Juolss CAldpuwegsed Jugdse odo lduuolss poli,s.

SpIJu luweesle 03su IJupbsy ledlo Jis £33 pu Iduboble IJsgusbs soelys IJupbso: ép
luo pu ldpzoed lu $os Idpuwdsd B pebpe gpdsle IJuui 1Y) e wplbsu pu Iduboble
lJpuo280 Uy wsbs bs yudgwdo [Jvobsle.

JJewosd eds I pld sop 9Bds) 229d Uobs IJz3,/Idesss Idolds s al:

<tfroot>

- Root CA



TrustPoint |JplbJyw

lo, Jlwegsl
!L}UC'JE)lPo PJJL}”UC P

e lJuwolss

crypto pki trustPoint

labTrustPoint crypto pki authenticate labTrustPoint

IJesze IJpuoo8 1)

to pki trustPoint
CTYPIO PRIITUSEEOING ) 0136 | vl crypto PKI

lIJozd

 loole gpds6 1Jpuolb 36 19 IJluwe syl sop lple 1383 po gpdsle IJopdd po udled
lJuble o0 8od 10S XE Joelu Lozé lduuelss godssuoel vuvdd gss. gwowpe bulgs odo
IJigble gJs 1dusluié o Iduvedle (show logging) JJwze g ldwwss lJos owsl o
"crypto_PKI"

9856l S wep Iipeds I ulsgs:

sop lple gpdsle IUSzuo 1Juozsed Sodlves luweobl [ds IUsde 1d3s wp wdssuo pdbus
wlJosde 1Jp9z9s Vs Iduioel>o

<#root>
004458:
Aug 9
21:05:34.403: CRYPTO_PKI: trustpoint TabTrustpoint authentication status = 0
YUCRYPTO PKI: Cert not yet valid or is expired -
start date: 05:54:04 EDT
Aug 29

2019
end date: 05:54:04 EDT Aug 28 2022

I3l Jp swp websd IJozdd pu lUloblde yusd9p 10S XE o IUlubld po edIJ IUb,s 86
lJos we odssuol 9od luwosyld Idgvolsé

<#root>
003375: Aug 9 20:24:14:
%Kl - 3- CRL_FETCH_FAI L: CRL fetch for trustpoint ROOT failed

003376: Aug 9 20:24:14.121:

CRYPTO_PKI : enrollment url not configured



Jeruo wBluosd 29d wdssy TrustPoint. Iy IJos wpo puolbdwelds |uvaslsol luvegse
IJisl o, Dolo:

show crypto pki trustpoints trustpoint_name
show crypto pki certificates trustpoint_name
show crypto pki certificates verbose trustpoint_name

lpwod ol IJIgble 9l odlzol

g0 wuoese puildd IUlgwes,b Iy puuldd PKIIJIE s suvoéspe ouoese IJigble 1JolJss.

debug crypto pki messages
debug crypto pki transactions
debug crypto pki validation
debug crypto pki api

debug crypto pki callback

debug ss1 openssl error
debug ss1 openssT msg

debug ss1 openss1 states
debug ss1 openss1 ext

pL§|0§p |OS PKI |J,o-;)$.)pé

luvosl guolé vouuns® PKCS12
G 998, LELD p99,s CA 1JpJBle 06 138 woouwsd PKCS#I2 (.pfx. .p12).

PKCS#12 09 u9¢ ¢lue pu lusdld Iduveble pse sop wrese uwduwds Idusoble Lldedol o
Jolxs 1Jzd) [Js Uivelss 1Jogsé pg 59z pdluse RSA.

o3l IJouuwsd e8> 2l JUluwe sy wlguegsle 10S XE 9spdu luves)ybo wuwogds wluwegsle
i, I>ole:

<#root>
Router(config)#

crypto pki import PKCS12-TP pkcsl1l2 term nal password Ciscol23

or
Router(config)#

crypto pki inmport PKCS12-TP pkcsl12 ftp://cisco:cisco@92.168.1.1/certificate.pfx password G scol23



% Importing pkcsl2...

Address or name of remote host [192.168.1.1]7

Source filename [certificate.pfx]?

Reading file from ftp://cisco@192.168.1.1/certificate.pfx!

[OK - 2389/4096 bytes]

% You already have RSA keys named PKCS12.

% If you replace them, all router certs issued using these keys
% will be removed.

% Do you really want to replace them? [yes/no]:

yes

CRYPTO_PKI: Imported PKCS12 file successfully.

ouosSs) Juoble PKCS12 g PEM

Sedu o Su2 Idpuwdsd Iduieble [Js 1Upzbd I, 0s6 gds osisé cuuwsd PEM Jue
glbs Baseb4 Iy v o ghbs puivd) Basebd |9 PKCS12 JJlwo s, IJs lzojs wbs)o 13)s.

3590 o3l llple pdisl £0> €02 2036 Lb) 22938 sszole Ideuwdsd s publ,Js Liobs p)ze
PUPIY 23S 99w s uold6 0956 Ilzoj6.

Isel sds weuo upldz IJuoslés:

<#root>
Router(config)#

crypto pki export |abTrustpoint pemtermna

Router(config)#
crypto pki export |abTrustpoint pemterninal 3des password Cisco! 123
Router(config)#

crypto pki export |abTrustpoint pkcsl2 termninal password cisco! 123

ooy pdlesz RSA

&> sy plodoul Jouoss) pllosz RSA JJluwes)ls 1Js 2ol 1) s Jdluwegsle B zogo
Ioveduulad IJigble gl adlzol. Llde,luo luuile 9z IdpBlose Jblod JJouoss) spdu
ouods) Idpdlose uluwedsle oy wuoss) pdcle IJogvds, pe bysds wuvds, (DES. 3DES.
AES) 9JJpé p)9).

!u.uoé_.ﬂp IJOP_S-')E_:

<ttroot>

Router(config)#



crypto key export rsa rsakKey pemterm nal aes Ci sco! 123

% Key name: IO0S-VG
Usage: General Purpose Key
Key data:

base64 len 1664----- BEGIN RSA PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED
DEK-Info: AES-256-CBC,40E087AFF0886DA7C468D2084A0DECFB

[..truncated..]

I3l Jp s Idpdele Bludl JJouoss): uvsbo, ¢bl.

<#root>
Router(config)#

crypto key export rsa kydavis.cisco.compemterm nal 3des nySecret Password

% RSA keypair kydavis.cisco.com' is not exportable.

luvosls pdlose RSA IUedss the ldpswe

8> S8 wEwP IJpuwdsdsu woudss RSA slugile Iduuolsé ghe Idpsve: pu Idppdu luvos
rol._9|u..$a_ RSA v|u.uoé_.)|lp |r°.) !w&§_;|.) ,m.éola |Juuu;9.,5_) éJp| 09 P92 bholo g_;|uuoé_.)|p GJJP(")
IJeo9)-

<#root>
Router(config)#
crypto key import rsa rsaKey general - purpose exportable term nal mySecretPassword

% Enter PEM-formatted public General Purpose key or certificate.
% End with a blank 1ine or "quit" on a line by itself.

————— BEGIN PUBLIC KEY-----

[..truncated..]

————— END PUBLIC KEY-----

% Enter PEM-formatted encrypted private General Purpose key.
% End with "quit" on a line by itself.

————— BEGIN RSA PRIVATE KEY-----

Proc-Type: 4,ENCRYPTED

DEK-Info: DES-EDE3-CBC,9E31AAD9B7463502

[..truncated..]

————— END RSA PRIVATE KEY-----

quit

% Key pair import succeeded.



239 ple sz RSA

Iuwegse Ile, crypto key zeroize rsa rsaKey Jg3d 59z pdlose RSA Uluwpe rsaKey.

luvos)l 2ipsé CA1Jese996 pu Cisco pu ¢JId TrustPool

Seodd 909dadle 1Jeds wuvdd bdsy g ls vldbs & 86 9JIu IJluuegsle 1JIuwlus o9
OO wo. gl weess udlb 1Je@e ghhs eds Uiol>s CA 9lzro. Ju9d Szwss weee lJe¥s eds
£33 pu CAs 1Jp9e99 wol.

wuuwy Cisco g0 CA gds https://www.cisco.com/security/pki/

iz IJlgwogslele IJublisgs os wujsd pJud ios_core.p7b Llguegsle IJie) Ibole:

<#root>
Router(config)#
crypto pki trustpool inport clean url http://ww.cisco.conlsecurity/pki/trs/ios_core.p7b

Reading file from http://www.cisco.com/security/pki/trs/ios_core.p7b
Loading http://www.cisco.com/security/pki/trs/ios_core.p7b

% PEM files import succeeded.

Router(config)#

od 8955 238 u¥bs @86 s lubld CSR Iy Guduwds Lvoble we pugel pou CSR
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wwduwdé Idguvoble 1Jesged Jeuolb9é/lumwas)ls.

olp! Luedss L51Js TrustPoint |Js 238 ls Loble puo38 edsollpuwey né sldos &> ooy 1de,
lubdldss wlde,luo 1o 030 Iduvoble @y Ilpwegsle 2lds! pu God £306 19 o556 ol

od U593 louble CSR g TrustPoint | lolbld 1 iolss 10929568

Jle 031 ilisg gwopl odsu Iduvoble gds 9 id Iluwole. spd o $W@9p 1Jpuuisd woudss lo,
ouwzsd PKI Jlouble CSR g5 9use £oJ86 w9 9se [Juuolss wluweesle CA wsupl wlbd
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lowowld Idguoble 1J9>s06.
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