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hoosa the type of intarnal certificate yvou want to create

ﬂ Upload Certificate and Key

Create a certificate from existing files.
FEM and DER files are supported.

self-Signed Certificate

Create a new certificate that is signed
by the device,
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Add Internal Certificate

MName

FTD-3-Self-Signed

Country State or Province
T
Locality or City
Organization Organizational Unit (Department)
Cisco Systems TALC

Commaon Namea

fid3. example.com
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Pending Changes

ﬂ Last Deployment Completed Successhully

b, See Deployrnent HEsiory

Deployed Version (13 Apr 2020 09:56 AM) Pending Version @ LEGEND Removed  Added  Edited

£ Intemal Certificate Added: FTD-3-Seif-Signed ~

= cert.masked: false

- cert.encryptedttring: "o

= privatefey.masked: false

- privateley.encryptedstring: 7"

- izzperCommoniane: ftdl.exanple.com
- isswerCountry:

- dssmerbocality:

= isswerDrganization: Cisco Systems
- izseerOrganizationlinit: TAC

= isswerstate:

= 1-uh'jtn:tt-uumnﬂue: ftd3.example.com
- subjectCountry:

- subjectDistinguiskediame: CH=ftd3.example.com, DU=T&C, O=_
- subjectlocality:

- subjectorganization: Clsco Systems
- subjectOorganizationlndt: TAC

MOEE ALTIONS ™ CANCEL DEPLOY ROAW W

lJouvesd 1Us29s

Sedo luvople Iowesd IUs9s Josuse yvobd (ola)é gu pize pueId ©88. Spdu
luvegsle OpenSSL g bl ppleds Jloyile IJpwele IUglue 9 CSR IJebdye Jluwadle Jiolsé
09986 pu CA. uelbbs odo lUgbsle igl,o_) OpenSSL IJslisgs Jlogile [dpdelz IJgluo 9 CSR
olJluolws [Js 1Jgbsle Jowwse Idgiolss 9ldedelz 1Ugluo wees Idzuesd sdsol.

1. Llguwegsle OpenSSL g wbusd ppled: Bp wlouile pdole gluo sbJo wadse Iduvolss
(CSR). s9 oz 03l IJpeld pdwle RSA | Lol 2048 Lo luwpe private.key 9 CSR Clwp ftd3.csr
Swpe lugulge s OpenSSL.

openss1 req -new -newkey rsa:2048 -nodes -keyout private.key -out ftd3.csr
Generating a 2048 bit RSA private key

You are about to be asked to enter information that is incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.



There are quite a few fields but you can leave some blank

For some fields there is be a default value,

If you enter '.', the field is Tleft blank.

Country Name (2 Tetter code) [AU]:.

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ftd3.example.com

Email Address []:.

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:
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P

Choose the type of internal certificate you want to create

Upload Certificate and Key

Create a certificate from existing files.
FEM and DER files are supported.

{8 Sell-Signed Certificate

Create a new certificate that is signed
by the device,
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Add Internal Certificate

Mame
FTD=3=Manual

SERVER CERTIFICATE (USER AGENT)

Paste certificate, or choose file: UPLOAD CERTIFICATE fd3.crt

----- BEGIN CERTIFICATE----- A
MIEErTCCApWgAwIBAGc 1 M Tth wDOY IR oZ IhecMACELB O AwWMEaMBgGA T UE
ChMRO21zY 2BgU 3 zd Gy BUOUM=FDASBgNVBAMTC 1 Z0TBSh280ENBM B4 XD Thy e
CERTIFICATE KEY
Pagte key, or chooge file: LPLOAD KEY private. key
----- BEGIM RSA PRIVATE KEY===== A

MIEpAIB ALK CADEANGpeMjuf « HIRGSZYTBE0VEW1 85y F T XhRsjRIBOwLEhSwBzEgM
mtOkd0JPog+ CFgEXswTpelFibPhita TEVUEzcEpGhmyiz+ Abjg Mok TvaFMIV/RAN e
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Pending Changes

ﬂ- Last Deployment Completed Socoesshully
13 Aypr 2020 09:56 AM. See Deployvrent Hisiory

Deployed Version {13 Apr 2020 09:56 AM) Pending Version @ LE0END Removed  Added  Edited

ﬂ Intermal Certificate Added: FTD-3-Manwal S

= cert.masked: false

- cert.encryptedttring: o

= privatefey.masked: false

- privateley.encryptedstring: 7"

- isswerCommonbame: VPN Root CA

- dsswerCountry:

- dssmerbocality:

= isswerbrganization: Cisco Systems TAC

- izswerDrganizationtindt:

= isswerstate:

- 1-uh'_|e|:tculnunuue: ftd3.example.com

- subjectCountry:

- subjectDistinguishedMame: CN=VFNM Root CA, O=Cisco Systems—
- subjectlocality:

- subjectOorganization: Clsco Systems
- subjectorgani zationUndt: TAC
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Add Trusted CA Certificate

Mame

VPN_Roaol_Ca

Paste cedilicate, ar choose file: UPLOAD CERTIFICATE VEN_Root_C4.cr

-----BEGIN CERTIFICATE----- ~
MIFQzCCAyugAWIBAGI OGRS fwo DigwDOY.JKeZIhveNAQELBOAWMIEaMBgGA 1 UE
ChMROZIzY28gU3Izd GVicy BUQUMKFDASBgNVBAMTC 1 ZOTIBSH2S0IENBMBAXDThw

MO OwNTIZMTY wMFoXDTMwMDOwWNTIZMTYwMFowMEaMBgGA 1 UEChMRO2IZY 2B L3z W

ARSI R EMS S RARWR AR T T FOTiRS R GNIERIR AT & MRAlakbbk s OB & NEE
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Pending Changes

ﬁ Last Deployment Completed Successiully
13 Apr 2020 09:56 AM. See Deployment Hisiond

Deployed Version (13 Apr 2020 09:56 AM) Pending Version @ LEGEND Resoved | Added | Edited

ﬂ External CA Certificate Added: VPN_Rool_CA e

- cert.masied: false

- cert.encryptedString: = "

- izsusrfommonName=: VPN Root Ca

= issuerfomntry:

- izsusrLocality:

= issuerdrganization: Cisco Systems TAC

- izsusrOrganizationlnit:

- issuerState:

= subjectCommonName: VPN Root CA

- subjectCountry:

- subjectiistingui sheddame: CH=¥PH Root CA, D=Cisco Systems_
- subjectlocality:

- subjectDrgand zation: Cisco Systems TAC

- subjectirgand zationlindt:

- subjectState:

- valldityStartDate: Apr @5 23:16:88 7828 GMT

MORE ACTIONS ~ CAMNCEL DEPLOY MOW W

oS [duvolss
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el ldpdclz 1Jglue. 13l Jp sYu Jrsd CSR IJILods 9ldpdelz 1UEluo IJpuwegspso Jlugile



Jgiohs Iluadss: Sszw luuble CSR 262 sedele Eluo.

1. bl YJly Jbrsy CSR Uiuo.J.___s aldpdclz IJgluo spdu welod 030 1Ugbgs. 9lJl sdjpe luuile
pbolz ¢luo 2385 9 CSR. Iuuegse OpenSSL. s wlbusyd pplad: Jluuile pBdule ¢luo 9 CSR.
S9uoe 03l ldpeld pdelz RSA |Losl) 2048 Lo oluwpe private.key 9 CSR Ll ftd3.csr swpe
louilgo s OpenSSL.

openss1 req -new -newkey rsa:2048 -nodes -keyout private.key -out ftd3.csr
Generating a 2048 bit RSA private key

You are about to be asked to enter information that is incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there is a default value,

If you enter '.', the field is Tleft blank.

Country Name (2 letter code) [AU]:.

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ftd3.example.com

Email Address []:.

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

2. buwld CSR IJss wp loguldo I9 CSR IUILoJs [Us pozs puod8- wpzsd ©98sE CSR. swp
09V, Uoldd 0956 pugd6.
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View Internal Certificate

Mame
FTD=3-Manual
REPLACE CERTIFICATE
subpect Common Name
ftd3. example.com

EbiaseF Sirrrass e mE i
Subject Qrganizatic

Cisco Systems

VPN Root G

|zguer Onganization

Cisco Systems TAC

Yl 3 f@rr
Jvalid Time Range

Apr 13 14:56:00 2020 GMT - Apr 13 14:56:00 2021 GMT

CAMCEL SAVE
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Edit Internal Certificate

Mame
FTD=-3-Manual

SERVER CERTIFICATE [USER AGENT)

Paste certificate, or choose file: REFLACE CERTIFICATE frei3-renewed.cr

MIErTCCApWgAwIBAgl aSPFmHEIRCGUWDOY . KoZlwe NAGELBOAWMEaMBg GATLIE

ChMRO21zY 28gU 3 lzd GV oy BLUOUMxFDASBgNVBAMTC 1 Z0TIBSb280ENBMBAXD Thy g4
CERTIFICATE KEY
Paste key, or choose file: Pt ey
----- BEGIM R5& PRIVATE KEY--==- o
MIEpAIBAAK CAOEANGpeMjuf « HIRGSZYTE0VEV1 85y F T XhRxjRIBOwLEhSwBzEgh ”

ntQkd0]Pog+ CFgEXswTpelfinPMia TEVUEzcBpGhmyiz+ AsjgMoak TvaF MEVIRAW
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Pending Changes

E Last Deployment L-ompleted Successtully
il 1 M, Sea Deplovment History
Deployed Version (13 Apr 2020 12:41 PM) Pending Version @ LIGEND Removed | Added | Edited

ﬂ Intemal Certificate Edited: FTD-2-Manual

cert.encryptedstring: 5 i
'-'.:i'l.‘ln:liT:p’ET.‘lM‘l'h‘l‘l‘n’.‘-! Apr 13 1455698 JR28 GMT Apr 13 15:44:98 2039 GMT
valldityEndDate: Apr 13 14:56:088 2831 GNT Agr 13 16:44:98 2031 GMT
privateey . encryptedString: =ss P

MORE ACTIONS ™ CAaMCEL BEPLOY NOW W

e pdsle OpenSSL IJyslisgé
lovodle gvolss 1Jogss 9ldpdelz 1Ugluo po pJud PKCS12

SpIJu i Suvede [Jpuussd pdd PKCS12 szolz i SY9u luwwyys eds IJ FTD. Jl s>gp FDM
elds! luvosb pddle PKCS12. oy lzd luwes)ls Iduveble sldedale IUglue 1Jeeesls Lopw
pJud PKCS12, szu luwep)lz Idpdule 1JW,s6 po PKCS12 Ll uegsle bl ped OpenSSL. iue
ceole 1JIJpé He5 suvoeped lu sy, IJ PKCS12.

openss1 pkcsl2 -info -in pkcsl2file.pfx
Enter Import Password: [PKCS12-passcode]
MAC Iteration 1
MAC verified OK
PKCS7 Encrypted data: pbeWithSHA1And40BitRC2-CBC, Iteration 2048
Certificate bag
Bag Attributes
TocalKeyID: 28 20 C1 B4 08 1E 65 2E 4D 1D F9 F3 25 07 62 F7 D9 96 A7 F4
friendlyName: ftd3.example.com
subject=/0=Cisco Systems/OU=TAC/CN=ftd3.example.com
issuer=/0=Cisco Systems TAC/CN=VPN Root CA
————— BEGIN CERTIFICATE-----
MIIErTCCApWgAWIBAgIIa5PmhHEIRQUWDQYJKoZIhvcNAQELBQAWM]jEaMBgGALUE] /ptNb/cd
zB8wMB8GA1UdIwQYMBaAFHekzDnhi40727mjLXuwCRVFgyguMAsGA1UdDWQEAwWIF
oDAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWGWYDVRORBBQWEOIQZNnRk



My5TeGFtcGx1LmNvbTAeBg1ghkgBhvhCAQOEERYPeGNhIGNTcnRpZm1jYXRTMAOG
CSqGSIb3DQEBCWUAA4ICAQC] jrMjruGH5fpcFND8qgfuvVUOhkszCwg201oMgMrvXnCertificate bag

Bag Attributes: <No Attributes>
subject=/0=Cisco Systems TAC/CN=VPN Root CA
issuer=/0=Cisco Systems TAC/CN=VPN Root CA
]+8GbOY1WEHtohgNGjP00q8wnKQuOC47Ft1UMpdSwUsMMze0X43dyp/WoZtLW
4v/Pn/NibE3aoPOaMhIo4CdwSBHZOgVag4INgVsuFX1uPKD25Whr109LQ93P/sN3
FhoAh98HKOcuQ64Ua3AaShdzornD+G212pd1NflDah1zT1skIMt TURSWdLjsHLKft
JqS0oLIs2stU8HutUZ4h6Lv2+da554zVjpRTQiYh/TyNexDsd1m6PH7mQj+iL8/9
c2gDhuich3cx11jINOLdB+/jQqkfzmx9ziB1PXnIshNRbfT1LLrNfdD0O9agqQsvsC
AwEAAaNdMFswDAYDVROTBAUWAWEB /zAdBgNVHQ4EFgQUd6TMOeGLg7vbuaMte7A]
FUWDKC4wHwYDVROjBBgwFoAUd6TMOeGLg7vbuaMte7A]FUWDKC4wCwYDVROPBAQD
AgEGMAOGCSqGSIb3DQEBCWUAA4ICAQC6B+Y30batEZqvORQz1IMS600umCgNWG1i8d
kcRDxkY2F+zw3pBFa54Sin10fRPIvZvLNIV50dXmvH5Tuh6KIDMVrLMWNiSgI7Tn
0ipgKraokS2000STwQ7Q9Wk 1xCrwxMfTuDJFMe80qabFAU55705PDXPtFEutn0xz
Ou8VMLBRy+gDc+0WARsjFj+0gU0c2Wj3gQ81G1yoPYgufWRnztN5rQxWzFLSsCNN
jnIesjQvOvF3nY7SH5QasPN25AydsGEODFgp7rZLN2BH7GI9rhi5hEn3BvIALZCQ6
p702FZ1y51xuzuA/wPnR89HiIkSF130MTpn0OIT13d6d07s3bwyNja8JikYTCf11e5
2CSsz4Cn/BlwfWyAcLN3HxUjG4Ev2818 fWWpkYmuxujpKDFFzFOskpKAK53tNKPf
pn4+w5FyL01800AydtPoKjYkDgbvG/SRPbt92mdTIF7E6]+08160V3YL+IyrZ+ul
MYqPd450i4cgHAMFICAndN3PYScrrGYHawfVxp+R+G4dTIWdMvthh3ftSOmkiKJ8
mINH7WYST1kYcTbcokZi0IcZa+VVv5UOLIt/hDOVG7xqZ01pMQKkYUBzg5LbGINm
8ypfhQlfaI5fQRxpxTIsmDvIrQzxBjuCyKn+23FkkUhFJt0D989UUyp08H9vDoIr
yzm9J0pMrg==
————— END CERTIFICATE-----
PKCS7 Data
Shrouded Keybag: pbeWithSHA1And3-KeyTripleDES-CBC, Iteration 2048
Bag Attributes

TocalKeyID: 28 20 C1 B4 08 1E 65 2E 4D 1D F9 F3 25 07 62 F7 D9 96 A7 F4

friendlyName: ftd3.example.com
Key Attributes: <No Attributes>
Enter PEM pass phrase: [private-key-passcode]
Verifying - Enter PEM pass phrase: [private-key-passcode]
————— BEGIN ENCRYPTED PRIVATE KEY-----
MIIFDjBABgkghkiG9w0BBQOwMzAbBgkghkiGIw0OBBQwwDgQIScA8TOogup4CAggA
MBQGCCqGSIb3DQMHBAgKqoTuZzoXsASCBMgOTEb24ENI14/gh3GpsE2C20CnJeid
ptDDIFdyOV4A+su30IWzInHrCuIhjR8+/p/NOWTA73x47R4T6+udws/ctHkvEbQj
gZ1ZzFWTed9HqidhcKxx0oM/w6/ubDv/opc6/r1IZiaKp6F09h0ibglGI9kjxkWQC



EQR8cM1U2yi0vagL8p0YdeujCrzBtorRp9BMIelCP1IMwItOEbAC4mmuedzs+86rl
xadK7gHBuWUJcO3SLXLCmX5yLSGteWcoaPZnIKO9UhLxpUSITKWLHr2VtE1ACMRC
RTPBXMLb70nMtPTqct158+Q/axtQCWUs8caHs3LvVfOnRG+War49/F8Ii8mgnNnb
M6ZTwT0Z1sn0f4ohVePrW/kkd1QavlbPa+0dzjZvs88CI1EXA]/XIegfSWifIAXqP
3d37VonXX7YRocJ4kzhkuE/SUDsulsMCOhbM81uZcWiBbDAT2jj1KgfoxubtnuFq
un4EJID73K9RWeA+7IVmEceRTBMyfD+ZwZHOBUF1s+wZEmzYqw+cuc+I8XEFVOM18
P3ah28Nno0jXMk4MpfFJ1YMCmMq66x3j59ZtcVZx0GCOswOCKUOJ 1 FFQTEmmV{9,/C
65a96np7YCI8s6UNUWi5Zp/NrbN31HkPOwWt7+1DFGFit1lpTTGvOFchtLYWeB3Kj0
h/C/R7¢cigq6ZNCzwBrbztGV83jG115NSsTwKbTGiwCYwON8c09TXQb04 rMomFDAV8
aeflaBsjMgEUkz0ZKOU2ZgTxM11ine8pgNs/BhWBCYGSNmnWDJ7UmdkdqCpKIubpO
gtmFX/DtSu9]2yevfV+3/YCwnSRkr020TGs1jIkEM2wzTaAeEQfShQMCHQPHtc40pkcs12file.pfx o9 pJd aPKCS12 szulz lo sdsu €s) peie-
Vs o3l Idpelde swp logile edles pdBle pudoJs:

9les> Juwolsé 1Jogss. spdud IJlodle vig 030 05 Uwolyé 1Jogsé lJpwwe 96
JJpso9e=/0=Cisco Systems/OU=TAC/CN=ftd3.example.com.

subject=/0=Cisco Systems/OU=TAC/CN=ftd3.example.com
issuer=/0=Cisco Systems TAC/CN=VPN Root CA
] /ptNb/cd
zB8WMB8GA1UdIwQYMBaAFHekzDnhi40727mjLXuwCRVFgyguMAsGA1UdDwWQEAwWIF
oDAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWGWYDVRORBBQWE0IQZnRk
My5TeGFtcGx1LmNvbTAeBg1ghkgBhvhCAQOEERYPeGNhIGNTcnRpZm1jYXRTMAOG
CSqGSIb3DQEBCWUAA4ICAQC] jrMjruGH5fpcFND8qfuVUOhkszCwg201oMgMrvXn
gENKcXxxT27z6AHnQXeX3vhDcY3zs+FzFSoP5tRRPmy/413HAN+QEP2L9MQVDIPH
f50rQ/Ke5c16hM0J08daR7wNzvFkchicKCLRHOEVEOIOSPKsLYyGSSxGmh6QXfZcM
GX3jG9KrgTugp2UEqOUug9HPTpgsbuNcHW8xXgFp6IATOLrytwrLeMIh5V+Vh5pT1
yT19wo5VADoYKgN408D21TeJIj6KB7YnYFB5wMgPGR5h5wx1gNg/MFixwfMXM4T1
Rk3EOdSTENqzqg2ZwnqJ4HCoqar7AS1Q5Zub5NY4+QfEpt8UHfYszp/e1BA+TviUC
DXGBUTbad1nEfi5318G+/vZ16ykcmXe9hokKYxY8cg/U7170n/FbAmdYwRYgMAE4



RWfBpOvoNzn97cG+qzogo7j/0kTfYu309DzdU3uy+R8IIkBrerktrzZR7w70fP610
IAs86N5Zb18U14GfcIm0eXHbN+/0B31INhvWeyZfAbtgUlgstzvb2bc2GBoJI1XC
YRQ1ft1FxHpn4zMkjI2Px0yam/bROnOFoMCesHvvtcgcGjFIgZduZyBI9ulEZ2H5
uwNEJFO1VOGV+UBRigpjXEaUfJj4yMwaMYerZcZQVIfZ75+8SS5rfGfpMwTiT471
ng==

9les Juwolss pze puosd Iluosh). spdod IJluJlg Ll 030 o uolss [Jogss lJpuwae 86
JJpyo9e=/0=Cisco Systems TAC/CN=VPN Root CA. 030 05 v O 9Sp6 lJpuo>) Bs Lol
lJogso lJus whbo,y ywlodl:

subject=/0=Cisco Systems TAC/CN=VPN Root CA
issuer=/0=Cisco Systems TAC/CN=VPN Root CA

MIIFQzCCAyugAwIBAgIIQgRS/woJDigwDQYJIKoZIhvcNAQELBQAwWMjEaMBgGA1UE
ChMRQ212zY28gU31zdGVtcyBUQUMxFDASBgNVBAMTC1ZQTiBSb290IENBMB4XDTIw
MDQWNTIzMTYwMFoXDTMwWMDQWNTIzMTYwMFowMjEaMBgGA1IUEChMRQ212zY28gU31z
dGVtcyBUQUMxFDASBgNVBAMTC1ZQTiBSb290IENBMIICIjANBgkahkiGOwOBAQEF
AAOCAg8AMIICCgKCAgEAXhTBKiB1xzLg2Jr48h/2u84RcWahOTmPYCNGYZgOPvST
JOpKvAU5tz4z625Yx1nBtjSSEgzF+qETpSpTEhFW2NXIcTXxuNirfrmSIQfIwS1yT
PaFv7u+VhgyYbYsSxGAB/m6RWWpiNbg8SDoUACU7R/bvplRb8W6tXk/rsT1jc7L2
c/G5MeDLNmc /i /M1zuMjhjotCphsIPhvNII71cNj6K0pvg2yB/Md7PX0ZnLaz9pf
GgpjpHOzzKhdIMW/KII64IRpo8KVhpE5X2sFohjzot4u8/t20P846z/CXmTHQcgp
g5BgZMGaro015rcq0PjtkK9Tqg7q013VfOkMTsofMp+BulCiFDpawF/j8uSPuswEs
rzv]+8GbOY1WEHtohgNGjP00q8wnKQuOC47Ft1UMpdSwUsMMze0X43dyp/WoZtLW
4v/Pn/NibE3aoP0aMhIo4CdwSBHZ0gVag4INgVsuFX1uPKD25Whr109LQ93P/sN3
FhoAh98HKOcuQ64Ua3AaShdzornD+G2J2pd1NflDah1z1skIMtTURSWdLjsHLKft
JqSOoLIs2stU8HutUZ4h6Lv2+da554zVijpRTQiYh/TyNexDsd1m6PH7mQj+iL8/9
c2gDhuich3cx11jINOLdB+/jQqkfzmx9ziB1PXnIshNRbfT1LLrNfdD0O9agqQsvsC
AWEAAaNdMFswDAYDVROTBAUwWAWEB /zAdBgNVHQ4EFgQUd6TMOeGLg7vbuaMte7A]
FUWDKC4wHwYDVROjBBgwFoAUd6TMOeGLg7vbuaMte7A] FUWDKC4wCwYDVROPBAQD
AgEGMAOGCSqGSIb3DQEBCWUAA4ICAQC6B+Y30batEZqvORQz1IMS600umCgNWGi8d
kcRDxkY2F+zw3pBFa54Sin10fRPIvZvLNIV50dXmvH5Tuh6KIDMVrLMWNiSgI7Tn
01pgKraokS2000STwQ7Q9Wk1xCrwxMfTuDJFMe80qabFAU55705PDXPtFEUutnOxz
Ou8VMLBRy+gDc+0OWARsjFj+0gU0c2Wj39gQ81G1yoPYgufWRnztN5rQxWzFLSsCNN
jnIesjQvOvF3nY7SH5QasPN25AydsGEODFgp7rZLN2BH7GI9rhi5hEn3BvIALZCQ6
p702FZ1y51xuzuA/wPnR89HiIkSF130MTpnOI13d6d07s3bwyNja8JikYTCf11e5
2CSsz4Cn/BTwfWyAcLN3HxUjG4Ev2818fWwWpkYmuxujpKDFFzFOskpKAKS53tNKPf
pn4+w5FyLo1800AydtPoKjYkDgbvG/SRPbt92mdTIF7E6]+08160V3YL+IyrZ+ul
MYqPd45074cgHAMFICANndN3PYScrrGYHawfVxp+R+G4dTIWdMvthh3ftSOmkiKJI8
mINH7WYST1kYcTbhcokZi0IcZa+VVv5U0LIt/hDOVG7xqZ01pMQKkYUBzg5LbGINm
8ypfThQ1lfaI5fQRxpxTIsmDvIrQzxBjuCyKn+23FkkUhFItOD989UUyp08HIVDoIr
yzm9J0pMrg==

————— END CERTIFICATE-----

991> Jdpdele 1Jglue:

MIIFDjBABgkghkiG9w0BBQOwMzAbBgkghkiGIwOBBQwwDgQIScA8TOogup4CAggA
MBQGCCqGSIbh3DQMHBAgKqoTuZzoXsASCBMgOTEb24EN]14/gh3GpsE2C20Cn]edid
ptDDIFdyOV4A+su30IWzTnHrCuIhjR8+/p/NOWTA73x47R4T6+udw4 /ctHkvEDbQ]
gZ1ZzFWTed9HqidhcKxx0oM/w6/uDv/opc6/r1IZiaKp6F09h0ibglGI9kjxkWQC
EQR8cM1U2yi0vagL8p0YdeujCrzBtorRp9BMIelCP1IMwItOEbAC4mmuedzs+86rl



xadK7gHBuWUJcO3SLXLCmX5yLSGteWcoaPZnIKO9UhLxpUSITKWLHr2VtE1ACMRC
RTPBXMLb70nMtPTqct158+Q/axtQCWUs8caHs3LvVfOnRG+War49/F8Ii8mgnNnb
M6ZTwT0Z1sn0f4ohVePrW/kkd1QavlbPa+0dzjZvs88CI1EXA]/XIegfSWifIAXqP
3d37VonXX7YRocJ4kzhkuE/SUDsulsMCOhbM81uZcWiBbDAT2jj1KgfoxubtnuFq
un4EJID73K9RWeA+7IVmEceRTBMyfD+ZwZHOBuUF1s+wZEmzYqw+cuc+I8XEFVOM18
P3ah28Nno0jXMk4MpfFJ1YMCmMq66x3j59ZtcVZx0GCOswOCKUOJ 1 FFQTEmmV{9,/C
65a96np7YCI8s6UNUWi5Zp/NrbN31HkPOwWt7+1DFGFit1lpTTGvOFchtLYWeB3Kj0
h/C/R7¢cigq6ZNCzwBrbztGV83jG115NSsTwKbTGiwCYwON8c09TXQb04 rMomFDAV8
aeflaBsjMgEUkz0ZKOU2ZgTxM11ine8pgNs/BhWBCYGSNmnWDJ7UmdkdqCpKIubpO
gtmFX/DtSu9]2yevfV+3/YCwnSRkr020TGs1jIkEM2wzTaAeEQfShQMCHQPHtc40pdlzb6 s wubdS) IUpdolz 1Jgluo 9l sdud FDM IJpblosy 1Ugluos 1Jeuid )b,

Jngé_Ic oubds) Idpole 1Ugluo: louwg Idpwclz 1Ugluo 1deuid) IUs pdW &p Gp vouigsd
|Jl o, openssl o3l:

openss1 rsa -in encrypted.key -out unencrypted.key
Enter pass phrase for encrypted.key: [private-key passphrase]
writing RSA key

« Encrypted.key o9 lue lJpJ s 15 szpd IJpbolz 1210 1Jpuind..
« unencrypted.key o9 lwp IJpdd 138 Szwss eds [Jpelz £ Idpuivdd,).

SpIdu io S&ue Idpvclz 1Jglue £s) Idpuivd) —ose pclz RSA 1JglLo— ool pu —owde
lJpolz 1Ugluo 1Jp s )— Jel 09 p9 oz Vs 03l IJpeld:


 fmsWOAyg————— END RSA PRIVATE KEY-----

ween Ele o) IdpBdolz 1Ugluo: Spdo wepsd pJud 1Josss sldedelz 1Jgluo. s wuwgo
9duogo WS FDM Cluwedsle 1Jgb9s 3 WS Suwe [douwesd 1ds298 1Up3dy) wlewdl. spdo
Coose ldesze 1deuosd Iduob) cluwaisle gbsle couse Guold Idesze lJpuosd 1Upsesd
wo ldp3dy,s wlodl.

IJozdd pu lduoes
luwogap 03l IJSuwe Joldss gpd IJodssu wubdd Lozse.
&ue Idyvoble IJpewwoe s FDM

1. luedd Ids Jlsole > Guoblo. §p wldes9y 9938 IUyiolss IJos wyss Idozdd puol 9lud)
999 Jv IJesue Jel 09 pasoe Vs 1Jue9,6.



wilnillie - - inii} a1 W f==—1] = = ' admin
CISco ™ Moniioring Folicios it Device: FTD-3 = * Adiismraras

Certificates

118 obiecis Q) Fean L

1 REFW-Defaalt-Inomal A nimal TA
¢ DedsuilesemalCoriilicsio Iniomal Cerilcaie
1 DeisumWebeereerConi®ioate ntemal Carificals

i FTD-3-Manual ininmal Carificain @.

2. 099, IJulWse IJpuwe s wlluosd luoldss gu lduiolso Jel 09 9oz b IUuo9)6.

View Internal Certificate

Mame
FTD=3=Manual
REPLACE CERTIFICATE
subpect Common Name
ftd3 example.com

Subject Organization

Cisco Systems

- o, [ - - . -
Issuer Camman M

VPN Root CA

|=suer Organization

Cisco Systems TAC

Valid Time Kange

Apr 13 164400 2020 GMT - Ape 13 16:448.00 2021 GMT



&ue Idyveble IJpewws s CLI

sedud Jel luwodlp 9238 wede 9lzes b, Ilsle, (CLI) Bs FDM Ig SSH s FTD 9o g sd
|Jl o, show crypto ca certificates JJwz 99 pu wbwsd Jvolxs gds Idzols Jel 09 p9 oz Os
IJuo9,6.

.|||.|||. . . . B . et =7} , & 5 admir
CISCa o Montoning Policies Obecits FT . : :

PONINSTS

> show crypto ca certificates

Certificate
Status: Available
Certificate Serial Number: 6b93e68471084505
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=VPN Root CA
o=Cisco Systems TAC
Subject Name:
cn=ftd3.example.com
ou=TAC
o=Cisco Systems
Validity Date:
start date: 16:44:00 UTC Apr 13 2020
end date: 16:44:00 UTC Apr 13 2021
Storage: config
Associated Trustpoints: FTD-3-Manual



pdlebs: b, uoble 1Jo9sé B 9lzos ubo 1Jisle) B8k gus luwegslpol pg 306
eod AnyConnect. wlbo,y guoble pyge puod9 ©96 wee)d uuuol.

lwodules IJIR ble 9l odlzol
S99, 03l IJBuwp pedsple spdod luveislpol Jluved il igble IJodssy sluadizol.

lsle, IJouozst

Spdu wubgsd wuoese Uigble pu slzos ub, IJIsle; 1oyt suoss wes wouosd FTD o)
SSH Vs zlJs Vubd wewse Juolxe SSL: debug crypto ca 14

ds IJluosble IJU),o o0 FTD. o9 gpdsle wuoese Uiablc 030 989,28 wol Jluwedjules
iz ble sluoJlzol:

debug crypto ca 255



debug crypto ca message 255

debug crypto ca transaction 255

IJpubddle I ulsgs

luvos) ASA IUss wp wuoss o PKCS12

e pl welad luwed)le yuoldo 1Jogss gldpdelz 1IUgluo oo ASA PKCS12 1Je o>, s OpenSSL.

Spdud odds gbl puvluo Josl:

openss1 pkcsl2 -info -in asaexportedpkcsl2.pl?2
6870300:error:0D0680A8:asnl encoding routines:ASN1_CHECK_TLEN:wrong tag:tasn_dec.c:1220:
6870300:error:0D07803A:asnl encoding routines:ASN1_ITEM_EX_D2I:nested asnl error:tasn_dec.c:386:Type=PK

JJepd eds 03l 1dlp) Blo pJd PKCS12 sz o swp wzosdo Iadl s wouvsd DER:

openss1 enc -base64 -d -in asaexportedpkcsl2.pl2 -out converted.pfx

wpen o sop 3JY: Blu IJgbsle oo Suve lowoedle ubgol.)é lJogso 9ldpdelz 1JglLo pu pdud
PKCS12 ulo @l B o3l ldpuwows spdu lu wove pulzd luves)ls bolss 1Jogss sldpdele
lJglo.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



