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* ¢bp HTTP g, TLS (HTTPS) - suwg HTTPS 'aJoi s IdpuwosHue suvs) 1Js luwole
wedlegss [duvolyé.
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Jogpd |.5 eoplo wewps eds "yuols IJugdse IUsles". eds uvosd Idpold:

« Jlsdopd SIP gy pdlple TLS.

o« Jp o> Idizoss lJpuwzds B Cisco Unified CME pg ¢pdso IUlusble 1dpuind s o pd.

« Jl e ez Cisco Unified SRST pg o pdso IJlusble IUpuud,s Jizoss oldogvesd.
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oedso buwld Idlusble 1degvd,6 $ss ldouvesd.

* Jp wgd puld’s STCAPP IJos wpe wdysuel wluwegsle IUlusble 1Jeuivd,6 ouued.

s Jleoald po eI wolus ©@9p wlpwesgle Ilubble gu) IPSec wagy pdbele pube,d
euvwldl w9luulbs MGCP g H.323.

© Spdu o oBuvd pdldple APIIJos ouvegse 9lzos wpzs wlbusdle Cisco Unified
Communications Gateway Services APl W 1Jg_og 1Ulpw (IU3s suvegse HTTPS).

* L Sluwdsnd spdu o sdund.

o8 edumle gpd HTTPS Ubslys 1Jzols weds) Idpuwes)uo: s suvs) 1Js lowole
wedlzsé [duuolss.

« VWuvdo gduvle gpd AnyConnect SSL VPN W lugile Giolss &) wozseo ig IJleJlg
guwol.

« spdulu wdund louoldle IPSec B 1ouile.

Jsbss IJog)dd eds ldpooele Ideole,s
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sdl cobdo lg)le u_'93=_);§l. Jds sole, IJzols szw o suvesds IUpglss) Bs JJ po
IJglbgo 3 9lJgbgs 4 I>ulo.

Joegsss pl Bl oo oguegsp Juolss p99es dlosl:
1. |.)E_J show running-config | begin crypto Uip_) lJe9z9> £Js golyd.
2. loze gu odssu uldbs e @o PKI Jdovds,).

3. Vs wIdysu uybo & @o PKI JJoivds): luze g0 wdssu ouwesd uldbo 1o 86, Szw
odasu wuwesd udbs IJods pos wole, IJgoluo, IJos op wadseol slosl. uldluolds
IJs 3JY. szw lo obo, lsuol Iduuolss 1psdes slosl Bs ldodsse. Jlizb Io luwe wblbé
IJeds Jl szess eds Jdplo "p98¢e6 slosl” el 09 e 0z S o3l ldpeld Idelds.

<ffroot>

crypto pki trust-point TP-self-signed-XXXXXXXX
enrollment

sel fsi gned

subject-name cn=I0S-Self-Signed-Certificate-662415686 revocation-check none
rsakeypair TP-self-signed-662415686 ! ! crypto pki certificate chain TP-self-signed-XXXXXXXX certi



sel f-si gned

01
3082032E 31840216 A0030201 02024101 300D0609 2A864886 F70D0101 05050030  30312E30 2C060355 04031:
2D536967 6E65642D 43657274 ce ECA15D69 11970A66 252D34DC 760294A6 D1EA2329 F76EB905 6A5153C9

D19BFB22 9F89EE23 02D22D9D 2186B1A1 5AD4

Bl Jp sop cdasu cuvesd 0§bs 1Je$s J "eade Slosl™ BJu sele, 1Jzel Lluvel
IJz9d o3l Jsuw pbodye Is lole.

Bl op wdssu ou»aqg o.j]cﬁ:é lJe@86 J "9 de slosl” sl boyo IJubolss [Je9 986 Slesl
Ss IJodssur spdu lu sole, Idzoly po eI luvely 1dz8d o3l elug IJs 1Jgbys 4.

4. 5l Bpo Lopsss B 1Jgbgs 310 wuwesd vdbs IJows wp wdssue J "w9dse slos" sl
ol lJogdse IUslos wboy WS IJodssu: wp wzdd Jeg 9o ol I3l Jlue Juolss
IJosdse IUslos plowds eds psio eds IJzols.

Swp e Idps)le Idpgods ldos spdu jubol o SSC Ws gpdsle Jodssy IJeswo
odo:

* LlJouwes Jgle HTTPS. szo lu sdou o3l 1duue e9z9s:
ip http secure-server

olJluolws |Js 3JYe spdo i@ubl SO udbs &8s Jel 09 p9 o VS peld Id)es Idolds. b3
Jp sJo 031 1Jip, 09295k Blo IJwdsd UGl oS 09 luwedsle Idubolss 1Ups3gs Slesl.

ip http secure-trust-point TP-self-signed-XXXXXXXX

Bl op werssd udbs w38 sdloe wubs) [Js bl s £y Iduiolss 1Jesdes slosl BJu

ldouwes Jgbp HTTPS: sdgy oi&@_, IJuiolss IJos luwoe Lodlzswol bosudl Jio lJuwolbsle
IJp99e6 Slosl Es) p9898 wol Llded pu Sod puveeruole IUsse slugble wrds) zos gus
&30 luwole Lodlzswol. spdy I $93S 929> Uvold puwossd lJuodlzss IUs wess) [Jogss)
lJ3s coddlo Vs ldpuwes)uo.

s oldouwewo |Js SIP go) TLS: sJ9y 03l IJuuo 09293 WS pdud IJodssy:



voice service voip
sip
session transport tcp tls
1
sip-ua
crypto signaling default trust-point <self-signed-trust-point-name>
! or

crypto signaling remote-addr a.b.c.d /nn trust-point <self-signed-trust-point-name>
|

* olJouuwws |Js Cisco Unified CME pg wpdso IJluvble 1Jeuved 6 sY9u 03l lJuuo 09295!
VIS pdVd IJodysu:

telephony-service
secure-signaling trust-point <self-signed-trust-point-name>
tftp-server-credentials trust-point <self-signed-trust-point-name>

* olduuwwo lJs Cisco Unified SRST pg wpdsu IJluvble [degvd,60 sdgy o3l lduue
09293 Vs pJdVd IJoYysu:

credentials
trust-point <self-signed-trust-point-name>

* 50 lzd 10S oy Cisco dspfam 9,303l lJuLo (p9ep) 19 GEbs Lolsé I wlish 19 glss
IJeses)) pe wpdso IUlubble IJpuind,6: 09295 Bs pdd IJodssu

dspfarm profile 1 conference security
trust-point <self-signed-trust-point-name>
!

dspfarm profile 2 mtp security

trust-point <self-signed-trust-point-name>
!

dspfarm profile 3 transcode security
trust-point <self-signed-trust-point-name>
|

sccp ccm 127.0.0.1 identifier 1 priority 1 version 7.0 trust-point <self-signed-trust-point-name>
!

s ldouwws Jpulds STCAPP IJos wp wdssuol wlgwegsle IUluuhle 1Jpived )6 sY9y 03l
lJouo 092931 Vs pJud IJodssu:

stcapp security trust-point <self-signed-trust-point-name>



stcapp security mode encrypted

J cisco Unified Communications Gateway Services APl B.s 9 o€ o 03l uuo 2luo) Vs
eV lJodssu:

uc secure-wsapi
ip http secure-server
ip http secure-trust-point TP-self-signed-XXXXXXXX

J SSLVPN. o3l lJuuo 929> YOS pJud lJodssu:

webvpn gateway <gw name>
ss1 trust-point TP-self-signed-XXXXXXXX

OR

crypto ss1 policy <policy-name>
pki trust-point <trust-point-name> sign

NJouwos 10 ISAKMP g IKEV2. spJ0 |uweisle ldubolss 1Jes6es sl 131 IIG s po
lJodssule p9z9sl (sd)e lole wedsd luolvs Jdodsso Juesss ol bl Jive 1Ups 6
ouuogde lduvolss [Jesdes slos! pdled Juolss pgoduds):

crypto isakmp policy <number>

authentication pre-share | rsa-encr < NOT either of these
!

crypto ikev2 profile <prof name>

authentication local rsa-sig

pki trust-point TP-self-signed-xxxxxx
!

crypto isakmp profile <prof name>
ca trust-point TP-self-signed-xxxxxx

wldouwesd Jgbe SSH: pu &) Idpze JJglsd [P Spdud IJlguoddle oy Idgioble
Jpuwob9é eduwle SSH. 9pg 3JY: spdud IJozdd pu ldodsse JJordl pu 3JY. sew
lo kgdg.;,;.J)@eJ JIB6 IJow9s Idedles 1Jesoes Bs peld IJosdsple IUo)pess IJelds

) pdlels: Bl Spe wishs luue ldpuwcse 9pze9esd JJpd 1Ue)9) IUs SSH B zolid.
o wole, UiJy.



ip ssh server certificate profile
I Certificate used by server
server
trust-point sign TP-self-signed-xxxxxx

« JRESTCONF. 03l 0o 2luoy B ldeuvdsd poys:

restconf

! And one of the following

ip http secure-trust-point TP-self-signed-XXXXXXXXX

! OR

ip http client secure-trust-point TP-self-signed-XXXXXXXX

IJzd (IJzJdsd)

lJzd 09 w886 wyulpz Cisco I0S |_9 Cisco I0S XE |Js luosh seuopu IJluedle:

* wyulez Cisco 10S XE IJl ool 16.9.1 slJluosble 1dizse
* wyuleg Cisco 10S IJ]osl, 15.6(3)M7 sldluosble IJizse: 15.7(3)M5 slJluoshle IJlzse: I
15.8(3)M3 slJl_oslle IJizse

w8 888 lJuulez: sew lehs logile "luiolsé 1Je9des slosl" 9o ossyol IJs ls 1zoj6 (8o
cubde [dubolss Vs pgju IJusesd 1Uglue wol.

oo9d) &Jles edod wrsds Vs 2lds e300 lpdluss 1o, 8s6 1Ud9,s6 JJwler:

1. 1J2uesd edis yivolss Loldes pu poze puPdS pu IJese IJelJe (CA).
2. luwoesp ¢bpe Cisco I0S CA Jluuule Juolsé gas56.
3. luwegsp OpenSSL Jluuile Juolsé p9.8g6 3losl 2386.

1. 1dzuesd eds Uiolss Loldzs pu zod Ehess (CA)

SOuSw Juoldd pu pige puod9- 9pU ig,glg_ CA lJublisgs ol sds: Comodo: Lets lJo 9., 9
RapidSSL 9 Thawte 9 Sectigo 9 GeoTrust 9 Symantec 9ol |Js 3JI. wluwegsle o3l 1ded Idossd:
Swpe lugile bdo iol>s 98,400 w9lwlos Cisco 10S. &p sugwg lJpuwssd IdbJde 989300 [Js
PIRE PUPYY pu by elde: ssumesre IJowses.

S pdlebbs: sgow luvoesle IUpsze IJpuosd Josdse Iduvoble I8 od pebuws leuss. see
099 o3l Idlg)le Jpd wrsd W luvel 1Jedd 03l 9pg 3JI: pu Idpdod IJlgwep)l) Os
luwegsle IJuvolsé 1Jes9eé oo Yod CAlJEs) wed wbosy ol Ided IJwssd wadl pu
luvwslp Juolss p99es Slusl.

Jososo Jiolss pu pize puedd Ehes:



1. lousle bdo w9 dse Uvolé (CSR):

<#root>
Router#
configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

crypto pki trustpoint TEST

Router(ca-trustpoint)#

enrol | ment term pem

Router(ca-trustpoint)#

subj ect - name CN=TEST

Router(ca-trustpoint)#

revocati on-check none

Router(ca-trustpoint)#

rsakeypair TEST

Router(ca-trustpoint)#

exit

Router(config)#

crypto pki enroll TEST

Start certificate enrollment ..

The subject name in the certificate will include: CN=TEST

The subject name in the certificate will include: Router.cisco.com
The serial number in the certificate will be: FTX1234ABCD

Include an IP address in the subject name? [no]: n

Display Certificate Request to terminal? [yes/no]:

R R R R KR

yes

Certificate Request follows:
————— BEGIN CERTIFICATE REQUEST-----

A Base64 Certificate is displayed here. Copy it, along with the ---BEGIN and ---END Tines.
————— END CERTIFICATE REQUEST-----

---End - This Tine not part of the certificate request---



2. ©9>5p CSR |Js god ¢lzss CA.

S pdlebs: IUlple 1JEluo vodrse 1puudsdss Ipsoss 1deuss [Us poze puodd pu bboyd
SlJe sluwe b IJguolss IJos wpadd volisgol wole s 1psze 1Upuod8 IJpuwedse.
Jlee selsd Ideoze Idpuoad Jdeuesd eds wedselo 2ad Jsdss wudss odo IJgbgs.

3. Gp wouisd uvoldé 1Jogss 1Uzrs36 JJpeszo pg Uuolxs CA.

4. couse guold IJpesee IUpuo>9 eds 1Jzoly:

<#root>
Router#
configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

crypto pki auth TEST

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

Certificate has the following attributes:
Fingerprint MD5: 79D15A9F C7EB4882 83AC50AC 7BOFC625
Fingerprint SHA1l: 0A80CC2C 9C779D20 9071E790 B82421DE B47E9006

% Do you accept this certificate? [yes/no]:
yes

trust-point CA certificate accepted.
% Certificate successfully imported

5. wouse yuwols lJogss gds IJgols:

<#root>
Router(config)#

crypto pki import TEST certificate

Enter the base 64 encoded certificate.
End with a blank T1ine or the word "quit" on a line by itself



REMOVED

% Router Certificate successfully imported

2. lguegsp gbe Cisco 10S CA Jlouile Liolsé 23538
lowegse ebe poze voble 10S 1Jeeds Jlouile 90,988 Livolsd z3838.

~ pdlebo: Jl 0w9Wd) psio Ebe CAldpzds eds zese Idpuoelo.

<#root>
Router#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

ip http server

Router(config)#

crypto pki server |0S-CA

Router(cs-server)#

grant auto

Router(cs-server)#

dat abase | evel conplete

Router(cs-server)#

no shut

%Some server settings cannot be changed after CA certificate generation.
% Please enter a passphrase to protect the private key

% or type Return to exit

Password:

Re-enter password:



% Generating 1024 bit RSA keys, keys will be non-exportable...

[OK] (eTapsed time was 1 seconds)

% Certificate Server enabled.

<#root>
Router#

show crypto pki server IOS-CA Certificates

Serial Issued date Expire date Subject Name
1 21:31:40 EST Jan 1 2020 21:31:40 EST Dec 31 2022 cn=I0S-CA

<#root>
Router#

configure term nal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

crypto pki trustpoint TEST

Router(ca-trustpoint)#

enrol Il nment url http://



. 80

<<<< Replace

with the IP address of an interface on the router

Router(ca-trustpoint)#

subj ect - name CN=TEST

Router(ca-trustpoint)#

revocati on-check none

Router(ca-trustpoint)#

rsakeypair TEST

Router(ca-trustpoint)#

exit



Router#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#

crypto pki auth TEST

Certificate has the following attributes:

Fingerprint MD5: C281D9A0 337659CB D1B03AA6 11BD6E40

Fingerprint SHAl: 1779C425 3DCEE86D 2B11C880 D92361D6 8E2B71FF

% Do you accept this certificate? [yes/no]:

yes

Trustpoint CA certificate accepted.

Router(config)#

crypto pki enroll TEST



% Start certificate enrollment ..

% Create a challenge password. You will need to verbally provide this

password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.

Please take note of it.

Password:

Re-enter password:

% The subject name in the certificate will include: CN=TEST

% The subject name in the certificate will include: Router.cisco.com

% Include the router serial number in the subject name? [yes/no]: yes

% The serial number in the certificate will be: FTX1234ABCD



% Include an IP address in the subject name? [nho]: no

Request certificate from CA? [yes/no]:

yes

% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose TEST' command will show the fingerprint

3. luwwgse OpenSSL Jluuile Liolss 09,886 slos! z28536
Iuwegse OpenSSL Jlouuile 2506 volss PKCS12 9l uens,ls 12506 |Js Cisco [0S,

eold Linux I Unix 9 Mac (OSX)

<{froot>

User@linux-box$ openssl req -newkey rsa:2048 -nodes -keyout tmp.key -x509 -days 4000 -out tmp.cer -subj
"/CN=SelfSignedCert" &> /dev/null & & openssl pkcsl2 -export -in tmp.cer -inkey tmp.key -out tmp.bin
-passout pass:

Ciscol23
&& openss1 pkcsl2 -export -out certificate.pfx -password pass:
Ciscol23

-inkey
tmp.key -in tmp.cer &% rm tmp.bin tmp.key tmp.cer && openss] base64 -in certificate.pfx

MIITI8QIBAzCCCLcGCSqGSIb3DQEHAACCCKgEgYikMITITIoDCCALcGCSqGSIb3DQEH
BqCCAOgwggNEAgEAMIIDPQYJKoZIhvcNAQcBMBwWGCiqGSIb3DQEMAQYwDgQIGnxm
t5r28FECAggAgIIDEKYw10smucdQGt1lcODdfYXwUo8BwaBnzQvNOCTawXNQ1n2bT



vrhus6LfRvVxBNPeQz2ADgLikGxatwV5EDgooM+IEucKDURGLEotaRrVUSWk3EGM
mjC6Ko90aM30vhAGEEXrk26cq+0OWsEuF3qudggRYv2gIBcr]2iUQNFsBIrv1GHRo
FphOTghVaAPxZS7h0OB30cK1tMKHOIa8EwygyBvQPfjjBT79QFgeexIJFmUtqYX/P

tT6r4SuibYKu6HV45ffjSz0imcII+DILKhLWR6pK/k5ge8v7aK9/rsVbjavbdy7b
CSqGSIb3DQEJFTEWBBS96DY/gRfN1dSx46P1Eq]jPvSYiETAXMCEwWCQYFKw4DAhoF
AAQU+EXOkNvUNz6XmFxXER8w1qKTGvgECA+D+Z81luwafAgIIAA==

eold s pozo Cisco 10S Iy Cisco 10S XE

<#froot>
Router#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

crypto pki trustpoint TEST

Router(ca-trustpoint)#

enrol | nent term nal

Router(ca-trustpoint)#

revocati on-check none

Router(ca-trustpoint)#

exit

R1(config)#

crypto pki import TEST pkcsl12 terninal password Ciscol23

Enter the base 64 encoded pkcsl2.

End with a blank T1ine or the word "quit" on a line by itself:
MIII8QIBAzCCCLcGCSqGSIb3DQEHAACCCKgEgYikMIITIoDCCAL1cGCSqGSIb3DQEH
BqCCAOgwggNEAgEAMIIDPQYJKoZIhvcNAQcBMBwWGCiqGSIb3DQEMAQYwDgQItyCo
Vh05+0QCAggAgIIDENUWY+UeuY5sIRZuoBi2nEhdIPd1lth/auBYtX79aXGiz/iEW

IY11273y9bC3gPVI0UGoQW8SGfarqEjaqxdAet66E5V6u9Yvd4oMsIYGsa70m+FN
CsUVj+115hzGjK78L0ycXWpH4gDOGYBVf+D7mgWgaqZvxYUoEKOrTMmW5zETMCMG
CSqGSIb3DQEJFTEWBBSgiBlIYpILzo/GYNOsesZh3wGmPTAXMCEwWCQYFKw4DAhoF
AAQUdeUrLIC2uo/mbyE86he5+qEjmPYECKU76GWaeKb7AgIIAA==

quit

CRYPTO_PKI: Imported PKCS12 file successfully.

R1(config)#
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<tfroot>

R1#

show crypto pki certificates TEST

Load for five secs: 5%/1%; one minute: 2%; five minutes: 3%
Time source is SNTP, 15:04:37.593 UTC Mon Dec 16 2019
CA Certificate
Status: Available
Certificate Serial Number (hex): 00A16966E46A435A99
Certificate Usage: General Purpose
Issuer:
cn=SelfSignedCert
Subject:
cn=SelfSignedCert
Validity Date:
start date: 14:54:46 UTC Dec 16 2019
end date: 14:54:46 UTC Nov 28 2030
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