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Domain Controller

1.The client requests an authentication Ticket Granting Ticket (TGT).

4.The client stores the TGT and requests a new one upon expiration.
5.To access a resource, the client sends the TGT to the Ticket
Granting Service (TGS) with the resource’s Service Principal Name
(SPN).

7.The TGS sends a session key for the service to the client.

8.The client forwards the session key to the service for access.

-

Client Web Server
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1. sbde IJgpsd wblds pug w3356 (TGT) pu s wjse IJpSlose (KDC).
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Kerberos authentication flow

(1) www.google.com

L4

L (2) HTTP 407: Authenticate with Kerberos
|_(3) Grant us a service licket for HTTP/wsa.domain.com

(5) Service ticket to access WSA

g‘:}cfx;'u‘l'z';‘jfﬁt’“ (6) Forward Service ticket to WSA i

SPN found

(7) Decryption
successful and
authentication success

(8) Policy match and
allow transaction

(9) HTTP 200 OK

1. sbdo lJgpsd lJoue9d [Js www.google.com ey gJIJ SWA.

2. oy b Yless vslule 1Jpzed (SWA) welds HTTP 407 bldwé 1Jpeuol>96.
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https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
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Windows.

> SPNs Jeuwle pesu:

setSPN -L <User/ComputerAccountName>

Suvyd JIws SPNs IJpewzds Jdzuwle 1Jpeas.

luols SPN |Js 2uwlos

setSPN -A <SPN> <User/ComputerAccountName>

luol8s SPN IJ s [ IJzuule 1depss.

239 SPN oy 2uwle:

setSPN -D <SPN> <User/ComputerAccountName>

1516 SPN IJpezss pu IJzule 1depss.

IJozdd pu ouvesd SPN
NN}

setSPN -Q <SPN>

IJezdd el 131 Jlo SPN 1z puwed! ldded B U pzlJ.

s JIds SPNs Bs I ezl

setSPN -L <User/Computer account>

S 2esE uvedle SPN W IJpeld.

ogsSsu SPN Jeuwle
IJdposse):

setSPN -S <SPN> <User/CoumputerAccountName>

luol96 SPN [Js puwle Jpussws: pel suopu g0 wdib
IJbgldle.

lel>s wgssu SPNs Jeuwle
PCI:

setSPN -R <User/CoumputerAccountName>

lelo wessw SPNs Jdeuwle 1Jeess: ppl suwles Os 2d puildd
SPN Idped,,6.

loJs eds 910, gptelo

SPN

IJlpcdé 1Jpd3p6 wouoe IJlpuegsle:

o cwvlo ldpuwedspllddposye: vrpServiceUser
« SPN: http/WsaHostname.com g http/proxyha.localdomain

IJozdd pel 131 Il SPN pde,ul oldded veuvle pumweise:

setSPN -q <SPN>




setSPN -q http/proxyha.localdomain

lJuvsobsy 10 Je sop lUgws, eJs SPN

= Administrator: Command Prompt

illsersvAdninistrator . DEZAAIN>setspn ~g http/proxvha. localdomain
cking domain M=adZ@lZmain . DC=zanbadintegrat ion

)y such SPH Found.

IJuwsobsy IJelus: wp ldees) eJs SPN

- Administrator: Command Prompt

idmninistrator ] peiyha. localdonain
> in DC 2 ? I hadinte »n

[
hadintegrat lon

xisting SPM found?

* 18l SPN Ceuwle puweisp/Jpossc) Lolde:
IJuosés: SetSPN -8 <SPN> <z_ule IJpuweispllJdpossc,>

eds uwwosd ldpwold: setSPN -s http/proxyha.localdomain vrpServiceUser

= Administrator: Command Prompt

zislgeresARdminizstrator. DCZMAIN>sets pn s htt P Pro s l_.']\ﬂ localdomnain yrrpserviceuser
Checking domain DC=ad2@l 2nain,. DC-sambadintegration

Registering ServicePrincipalNames for CN=vrrpserviceuser.CN=Users . DC=ad2B@12main,DC=sanbadintegration

https/proxyha. localdonain
Ipdated obhject

o« 258/]51J3 SPN p 8,0 wlJBded wpuwogse 19 puvle Jpusse:
lJuosgs: setSPN -d <SPN> <User/Computer account>

eds uwwosd ldpwld: setSPN -d http/proxyha.localdomain pod1234-wsa0

= Administrator: Command Prompt

CisllzerssAdninistcrator . DEC2ZMAINzetapn —d htepsproxyha. localdomain podl234-waa@2
Inregistering ServicePrincipalMames For CH=FOD1234-WEAR2 ,.CH=Conputers ., DC=ad2 cmain, DC=sanbadintegra
ion

httpsproxyha. localdomain
Jpdated object

AR PU €30 929> Uvwdle SPN pd),6 Jlywe lJposd IUbloys HA. TSY SpIdu io oo eldle
lJeuibd Jlz gl

* oy Jlgwodsle pwsouwesy X
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= Administrator: Command Prompt

yiNUsersN\Administrator . DC2ZMAIN>setspn —x

checking domain DC=ad2812main.DC=sambad4integration
Processing entry B

ound 8 group of duplicate SPNs.

Ua-)gs_) !.)l Op |JE_U3_) EJ&S ud_)l_)lu: U_)dc !_)Uo L_JUGJ_)l_)lu UlL}”UC-)lP IJiP_) setSPN -d.

* uw JlWs SPNs IJpdw,u6 weuwly:
lJuosgs: setSPN -1 <User/Computer account>

eds uwosd lJpold: setSPN -l vrpServiceUser



= Administrator: Command Prompt

00 A .
For CN=POD1234-USAB?.CN=Conputers ., DC=ad2B812Zmain, DC=sanba“ egrat iofs

DOMA 1 H ADZB1ZHAIN.SANBA4INTEGRAT 10N
nIH SANBA4AINTEGRAT I ON

HAlIN>setspn ~1 vrrpserviceuser
J'ru-l_ ipalNamez for CN=vprprpserviceuser, CN=Ugers DC=ad2@1Zmain,DC=canbadintegration

httpsproxyha. localdomain

luwedoldd Iz ble Kerberos gl_aJlzol £Js SWA

sdip 1Jeue9d £ds pedople sgp Cisco gus luvaduldd igble puol> 86 Kerberos gl oJlzol:

¢ oVluosd IJoYysy UCIJ@.: g g
« wedle ldpuolb 96 (sWuod lu odyy Vs 9,08 wuoese IJigble Iy IJowwg).
s Idoglb 1Jge IJos wp oudssoel (pg e9lpd IJouodss IJpulues):

(i) zols IJgpsJ
(<) ooz IUGbless 1Jubleds

* 1dsuesd IJs Iduwzdle pe wpdso ep IJouuwsd Idetuoue /M. szow v seup 03l 1Uss
lJeob 86 [Jos wp luwwesleol Jegledd pesus.

« JJdewosd eds wdlyosd IUpuolr 96 1o osdss. Iuod 030 IJz89J IJpeouod |Js
wedle 1suesd 1Jeszsss eds 1dsddle |JE|PJL5U/ELS_) lJeledso JJauosJ eJs £3S> pu
IJpedsple 9 hze IJs IULoolb IJogug os L. > Jle, Access.

¢ B 91208 [Jpuweise lyuusesd SWA. loodd 1Js 1b1s 1doble > oouzsd Ilube,ld >
wwedle 1suesd > 289d peuouod > Iuolds odo Iduwduwds Jeusldd 1deuols 96!

server IP address = %k, Client IP address= %a, Auth-Mech = %m, Auth_Type= %m, Auth_group= %g, Authentic

a;

* wed 9uesd SWA JoBluosd puob$s IJpuwcise.
« wedlo SWA o Cisco wluwple Idpwodspso IJos weo puobduel Bs wuuwsd
|JezlJ\username@authentication_realm:


http://dding parameter to the accesslgos : https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
http://dding parameter to the accesslgos : https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html

* Gp voubgsd lesble pzld puob$s IUlRool pu dlged lJpumweise IUsuusess (GUI).
loedd Ids Idgveds > 1euob§6: e lod) eds luve Ideeld 1JElue od Bs Suwe ool
lJlesble 1Jeldss. o) eds wae IJIRool.

Jo swp ldeey) eds 1Ugbe Ws Blese wslule Kerberos

o> 2ldle IJgbl 1duslsgs os Busd bdole Idssy eg "Je sop IJees) eds 1Uehe Bs dless
wslule Kerberos™

curl -vx proxyha.local:3128 --proxy-negotiate -u: http://www.cisco.com/
* About to connect() to proxy proxyha.localdomain port 3128 (#0)

* Connected to proxyha.local (10.8.96.30) port 3128 (#0)

< HTTP/1.1 407 Proxy Authentication Required

< Via: 1.1 podl234-wsa02.Tocal:80 (Cisco-SWA/10.1.2-003)

< Content-Type: text/html

gss_init_sec_context() failed: : Server not found in Kerberos database
< Proxy-Authenticate: Negotiate

< Connection: close

* HTTP/1.1 proxy connection set close!

WO oo IJzlJo sUvs) U'abi [Js o luwpe [JE>00 Uiuuluug,s lJedlod J8spes guslu IJgng,;s.J
proxy proxy.local g, puwed eJs ¢l e Active Directory. Jzd 1JpuvdJsé: pu o958 IJelds po
wuwesd SPN http/proxyha.local g Js AD DC gl oldwe |Js guwle 306 pulyve.



pEJIPIC 9p)lze ILoIOSE



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



