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IJglo96 1. pdse wozso lJue IUizbs J IPV6.

ipv6 unicast-routing

IUglo96 2. §p wodssu gleole [Jpzo.

interface GigabitEthernetl
ipv6 address 2001:DB8:0:A::1/64
no shutdown

interface GigabitEthernet2

ipv6 address FC00::1/64
no shutdown

IJ¢b9o 3. wessu ldpuwl) IUIGe,)los J IPV6.



ipv6 route ::/0 GigabitEthernetl

lJglb9es 4. odysu woe lJpyzdé 1.

crypto isakmp policy 10
encryption aes
authentication pre-share
group 14

1J¢96 5. $p wodssu 2dds Idpdlose wluwedsle plclz pubve,d puwodl.

crypto keyring IPV6_KEY
pre-shared-key address ipv6 2001:DB8:0:B::1/128 key ciscol23

1296 6. §p wodssu pdd wg)sd ISAKMP.

crypto isakmp profile ISAKMP_PROFILE_LAB
keyring IPV6_KEY
match identity address ipv6 2001:DB8:0:B::1/128

IJglo9s 7. sy vog IJerzds 2.

crypto ipsec transform-set ESP-AES-SHA esp-aes esp-sha-hmac
mode tunnel

lJ¢b9o 8. wdosu pdd wg)sud IPsec.

crypto ipsec profile Profl
set transform-set ESP-AES-SHA

1J21096 9. §p wodysy 9lzoed IJuwdd.

interface TunnelO
no ip address
ipv6 address 2012::1/64



ipv6 enable

tunnel source GigabitEthernetl

tunnel mode ipsec ipv6

tunnel destination 2001:DB8:0:B::1
tunnel protection ipsec profile Profl
end

IJglo9s 10. Gp wodssy Idpuwble Jzyds 1Ue,9) 1Jpedss6.

ipv6 route FC00::/64 2012::1

lJodoso [Juoliss JJpszo lJpeds

ipv6 unicast-routing
!

interface GigabitEthernetl
ipv6 address 2001:DB8:0:A::1/64
no shutdown

interface GigabitEthernet2
ipv6 address FC00::1/64
no shutdown

ipv6 route ::/0 GigabitEthernetl

crypto isakmp policy 10
encryption aes
authentication pre-share
group 14

crypto keyring IPV6_KEY
pre-shared-key address ipv6 2001:DB8:0:B::1/128 key ciscol23

!

crypto isakmp profile ISAKMP_PROFILE_LAB
keyring IPV6_KEY

match identity address ipv6 2001:DB8:0:B::1/128

crypto ipsec transform-set ESP-AES-SHA esp-aes esp-sha-hmac
mode tunnel



crypto ipsec profile Profl
set transform-set ESP-AES-SHA

interface TunnelO

no ip address

ipv6 address 2012::1/64

ipv6 enable

tunnel source GigabitEthernetl

tunnel mode ipsec ipv6

tunnel destination 2001:DB8:0:B::1
tunnel protection ipsec profile Profl
end

ipv6 route FC00::/64 2012::1

IJodosu IJuoliss Jdpsze g0 wgod

ipv6 unicast-routing
|

interface GigabitEthernetl

ipv6 address 2001:DB8:0:B::1/64
no shutdown

interface GigabitEthernet2
ipv6 address FCO01l::1/64
no shutdown

ipv6 route ::/0 GigabitEthernetl

crypto isakmp policy 10
encryption aes
authentication pre-share
group 14

crypto keyring IPV6_KEY
pre-shared-key address ipv6 2001:DB8:0:A::1/128 key ciscol23

crypto isakmp profile ISAKMP_PROFILE_LAB
keyring IPV6_KEY
match identity address ipv6 2001:DB8:0:A::1/128



crypto ipsec transform-set ESP-AES-SHA esp-aes esp-sha-hmac
mode tunnel

crypto ipsec profile Profl
set transform-set ESP-AES-SHA

interface TunnelO

no ip address

ipv6 address 2012::2/64

ipv6 enable

tunnel source GigabitEthernetl

tunnel mode ipsec ipv6

tunnel destination 2001:DB8:0:A::1
tunnel protection ipsec profile Profl
end

ipv6 route FC00::/64 2012::1

lweduvld IJlgble gl oJlzol
luvog pdo in order to ogyso [Joddé. |J debug o)

* debug crypto isakmp

« ¢bl debug crypto isakmp

» debug crypto ipSec

o bl ouopse lgble IJouvds, Bs wy9usded IPsec
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