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Current configuration : 1608 bytes

|

version 12.1

no service single-slot-rel oad-enabl e
service tinmestanps debug uptine
service tinmestanps | og uptine

no service password-encryption

|

host nane ci sco_endpoi nt
!
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logging rate-limt console 10 except errors

1

i p subnet-zero

!

no ip finger

!

ip audit notify |og

ip audit po max-events 100

1

Internet Key Exchange (IKE) configuration crypto ---!
isakmp policy 1

authentication pre-share

crypto isakmp key ciscorules address 172.18.124.157
1

IPsec configuration crypto ipsec transform-set ---!
rtpset esp-des esp-sha-hmac

1

crypto map rtp 1 ipsec-isakmp

set peer 172.18.124.157

set transform-set rtpset

match address 115

!

call rsvp-sync

cns event-service server

1

controller T1 1/0
|

controller T1 1/1

1

interface Ethernet0/0

i p address 172.18.124. 35 255. 255. 255. 240

i p nat outside

no i p nroute-cache

hal f - dupl ex

crypto map rtp

1

interface Ethernet0/1

ip address 192.168.1.1 255.255.255.0

ip nat inside

hal f - dupl ex

1

interface FastEthernet1/0

no i p address

shut down

dupl ex auto

speed auto

1

i p kerberos source-interface any

ip nat pool INTERNET 172.18.124.36 172.18.124.36 netmask
255.255.255.240

ip nat inside source route-map nonat pool INTERNET
ip classless

ip route 0.0.0.0 0.0.0.0 172.18.124.34

no ip http server

1

access-list 101 deny ip 192.168.1.0 0.0.0.255 10.32.50.0
0.0.0.255

access-list 101 permit ip 192.168.1.0 0.0.0.255 any
access-list 115 permit ip 192.168.1.0 0.0.0.255
10.32.50.0 0.0.0.255

access-list 115 deny ip 192.168.1.0 0.0.0.255 any
route-map nonat permit 10

match ip address 101
!




di al - peer cor custom
|

line con O

transport input none
line aux O

line vty 0 4

| ogin

!

end
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Metwork Properties Ed |

eneral I MAT |

M ame:

IP Address: [10.32.50.0 Get address |

Met bask: |£55.255.255.0

Comment; Calar: I e ~r|

Location: Broadcaszt:
|7f:' Internal @ External [ﬁ Allowed ¢ Dizallowed

] I Cancel | Help
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Workstation Properties |

General | Interfaces | SNMP | NAT | Certiicates | wPN | authe 4| »]

Mame: RTPCPVFM
IP &ddress: |172.18.124.157 Get addrezs
Carnment: Firewalled gateway to internet
— Locatior: Type:
¥ |nternal © External ’7 " Host % Gateway
— Modules Inztalled
W WPM-1 & Firgiadall-1 Vergion: |41 ¥ Get
l_ Flood(z ate-1 Wersior | 4.1 [
I | Cormpression teramm 141 |~

¥ Management Station Color: I- vI

aFk. I Cancel Help
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wl> ("inside_cisco" _ouwi) dx, Bl daSuil) ¢Sl 068 aSuildl < 3oz < dSidl oS < 8] s> 4
Cisco access-list 115 allowed ip ;0¥ 8 (¥9) jaaall &Suis go 13D §8lgi; Ol wy.Cisco a>g0
Jawl 2)ls 52>.192.168.1.0.0.0.255 10.32.50.0.0.255




Metwork Properties |

eneral I MAT |

HEIITIE.': inzide cizco

IP Address: [192.168.1.0 Get address |

Met Mask: |£55.250.255.0

Comment: Calor: I ] vl

|' Location: |' Broadcast:

i |nternal © External % Allowed ¢ Dizallowed
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Workstation Properties Ed |

General | Interfaces | SNMP | NAT | wPN |

Mame: cizco_endpoint
IP Address: |172.16.124.55 Get addrezs
LCormrett;
— Locatior: Type:
i~ Internal % External [ " Host % Gateway
— Modules [nztalled
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[T Management Station Calor: I- ~r|

QK. I Cancel Help
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Workstation Properties |
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— Domair: — Encmyption gchemes defined: ——
™ Walid Addresses(of Interfaces) ™ B=1 Manual IPSEC
& Other: r SKIP
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aFk. I Cancel Help
HIZS

skt ISAKMP )] duwlpaw: a1 oloVl go 39103 DES sain) IKE aslas usi ab .7
CISCO 1655 L Wi 95y ¥ el LoVl slacyl o DES Luain tala>MoDES
pac:clolaeY] 03 s CiSCO x5 b o 0555 ¥ i oLV 1oVl o SHA &35 s ls
@sLaall Golwl e e & jisdio jw o 385 40,8)l LSl ae> o 385, S5 |xiall giogll 1,23
ddaaus &S)Lisoft ISAKMP uainill duwluw: ol 13D g0 38lg, 13D



Generall Interfacesl SNMF‘I MAT I Certificates  ¥PN |.-’-'-.uthE ol L

KE Properties h b

General |
— Key Negotiation Encyption Method(z]: - — Hazh Method:
™ MDE

r CAST
r IDES F SHAT

— Authentication Method:
I Pre-Shared Secret Edit Secrets...
[T Public Key Signatures [Earfigure..

[T Supports Aggresive Mode | Supports Subnets

k. I Cancel Help
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Workstation Properties |
Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthE 4 | "I
|
IKE Properties h
General |
Shared Secret I
— Shared Secrets Lizk:
PeerName_ shared Sectet
cizco endpoint e Edi
Remove
Ok, I Cancel |
k. | Cancel | Help |
aFk. | Cancel | Help |
:Cisco
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Workstation Properties Ed |

Generall Interface&l SNMF'I MAT VPN I

— Domain: — Encryption zchemes defined: ——
£ Disabled I =1 Manual IPSEC
" Yalid Addresses(of Interfaces) ~ [
* [Other: I SHIP
I % inzide_cizco j
I | Exportatie far Secut emate Edi... |
= rafhic Eantal Legang
I | Titrr et Drafhie Eentrel Legaitg

QK. I Cancel Help
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Generall Interfacesl SNMF‘I MAT I Certificates  ¥FN |.-5'-.uthE ol L

KE Properties h by

General |
— K.ep Negotiation Encryption Method(z): - — Hazh Method: —
™ MDE
M SH&1
Edit Secrets...
[T Public Key Signatures [Eatfigure..

[T Supports Aggresive Mode W Supports Subnets

ak. I Cancel | Help |

d9>Laol)
Ulgic isakmp uadull plise olgic | Je dadlgal) liuuoe Jiinall plisoll s HLwVl 25 G99 a5l .13
IKE Properties |

General |
Shared Secret I

— Shared Secrets Lizt:

Feer Mame Shared Secret

ETECPVER

HEHM

Edit

Remove

Ok, I Cancel |

(] % | Cancel | Help |
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IKE Properties |

General |

T ranztorm:
L\\S & Encryption + Data Integrity [ESP)

™ Data Integrity Only [£H)

E nzrvption &lgorithen:

D ata [nkegrby

Allowed Peer Gateway:

[T Usze Perfect Forward Secrecy

Ok, I Cancel Help |
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i 8 (SAs) 4l IKE gl wblLidl ga> Lo,c —show crypto isakmp sa -
Al SAs S o doaiiwall obilae)l Lo ,c—show crypto ipSec -
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Le>Molg el Bliiwl ol9
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o9 jua il posi (il Guaiwdl oS>0 Jog> elasVl auxuas Jilw, Lo 2—debug crypto engine -
IKE &lasl aaleiall Jilw JI o ,2,—debug crypto isakmp -

IPsec ¢la>l Lo ,2,—debug crypto ipSec -

.ol IKE oVlail guo> guwe—isakmp aeudid]l gaus -
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I leash pi 286  3adl _d leisaini) 24/ 10.0.1.0 9 24/ 10.0.0.0 (o 31l o lSwid| (055 pi 131 (Jliall
23/10.0.0.0

o9 0>V Gl dingd sall 59,0l 4S,> el Ol wx el 2o 630U 9 dlglo 6 id) sl el |l
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C: \ W NNT\ FWL\ 4. 1\ f wst op
C\WNNT\FW\ 4. 1\ fw d -d

rasl 639L 99

C:\WNNT\ FW\ 4. 1\ fwst art
.Microsoft Windows NT cuwis 13® oS :da>Mo

‘Uil e SAS quuoy ol ol 13® o ja0l

fwtab -t KE_SA table -x
fwtab -t | SAKMP_ESP table -x
fwtab -t inbound_SPlI -x
fwtab -t | SAKMP_AH table -x

CxSlio il o Jlgudl e psiy o>l

duell clasV acuas zl5|

Configuration register is 0x2102

ci sco_endpoi nt #debug crypto isakmp
Crypto | SAKMP debugging is on
ci sco_endpoi nt #debug crypto isakmp
Crypto | PSEC debugging is on
ci sco_endpoi nt #debug crypto engine
Crypto Engi ne debugging is on
#ci sco_endpoi nt
, (I PSEC(sa_request :20:54:06
,key eng. msg.) src= 172.18.124.35, dest= 172.18. 124. 157)

, (src_proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4

, (dest _proxy= 10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0 (type=4

, protocol = ESP, transfornr esp-des esp-sha- hmac

,I'i fedur= 3600s and 4608000kb

spi = OxA29984CA(2727969994), conn_id= 0, keysize= 0, flags= 0x4004
(I SAKMP: received ke nessage (1/1 :20:54: 06
| SAKMP: | ocal port 500, remote port 500 :20:54: 06
| SAKMP (0:1): beginning Main Mde exchange :20:54: 06
| SAKMP (0:1): sending packet to 172.18.124.157 (1) MVL.NO _STATE :20: 54: 06
| SAKMP (0:1): received packet from 172.18.124. 157 (1) MM _NO_STATE :20:54:06



| SAKMP (0:1): processing SA payl oad. message ID = 0 :20:54:06
| SAKMP (0:1):

found peer pre-shared key matching 172.18.124. 157 : 20: 54: 06

| SAKMP (0:1): Checking | SAKMP transform 1 against priority 1 policy :20:54:06

| SAKMP: encrypti on DES-CBC : 20: 54: 06
| SAKMP: hash SHA :20:54: 06

| SAKIVP: default group 1 :20:54:06

| SAKIVP: auth pre-share :20:54: 06

| SAKMP (0:1): atts are acceptable. Next payload is 0 :20:54:06

Crypt oEngi ne0: generate al g paraneter :20:54: 06
CRYPTO ENG NE: Dh phase 1 status: 0 :20:54:06
CRYPTO ENG NE: Dh phase 1 status: 0 :20:54:06

| SAKMP (0:1): SA is doing pre-shared key authentication :20:54: 06

| SAKMP (0:1):
recei ved packet from 172.18.124.157 (1) MV _SA SETUP : 20: 54: 06
| SAKMP (0:1): processing KE payl oad. message ID = 0 :20:54:06

| SAKMP (0:1):

using id type | D | PVA_ADDR
sendi ng packet to 172.18.124.157 (1) MM _SA SETUP :20:54:06

Crypt oEngi ne0: generate al g paraneter :20:54: 06

| SAKMP (0:1): processi ng NONCE payl oad. nessage ID = 0 :20:54: 06

| SAKMP (0: 1):

| SAKMP (0: 1):

found peer pre-shared key matching 172.18.124. 157 : 20: 54: 06
Crypt oEngi ne0: create | SAKMP SKEYID for conn id 1 :20:54: 06
| SAKMP (0:1): SKEYID state generated :20: 54: 06
| SAKMP (1): | D payl oad :20:54:06

next - payl oad : 8

type 1
pr ot ocol : 17
port : 500
| engt h : 8

| SAKMP (1): Total payload Iength: 12 :20:54: 06

Crypt oEngi ne0: generate hmac context for conn id 1 :20:54: 06
| SAKMP (0:1):
recei ved packet from 172.18.124.157 (1) MV KEY_EXCH : 20: 54: 06
| SAKMP (0:1): processing | D payl oad. message ID = 0 :20:54:06

sendi ng packet to 172.18.124.157 (1) MM KEY_EXCH :20:54: 06

| SAKMP (0:1): processing HASH payl oad. nessage ID = 0 :20:54: 06

Crypt oEngi ne0: generate hmac context for conn id 1 :20:54: 06

| SAKMP (0:1): SA has been authenticated with 172.18.124. 157 : 20: 54: 06

| SAKMP (0: 1):

begi nni ng Qui ck Mbde exchange, M| D of 1855173267 :20: 54: 06

Crypt oEngi ne0: generate hmac context for conn id 1 :20:54: 06

| SAKMP (0:1): sending packet to 172.18.124.157 (1) QV.IDLE :20:54:06

Crypt oEngi ne0: cl ear dh nunber for conn id 1 :20:54: 06

| SAKMP (0:1): received packet from 172.18.124.157 (1) QV.IDLE :20:54:06

Crypt oEngi ne0: generate hmac context for conn id 1 :20:54: 06
| SAKMP (0:1):

processi ng HASH payl oad. nessage | D = 1855173267 : 20: 54: 06

| SAKMP (0:1): processing SA payl oad. nessage | D = 1855173267 :20: 54: 06

| SAKIVP

| SAKMP (0: 1):

| SAKMP (0:1): Checking | PSec proposal 1 :20:54:06
| SAKMP: transform 1, ESP_DES :20: 54: 06
. | SAKVP: attributes in transform:20:54: 06

| SAKIVP: encaps is 1 :20:54:06

| SAKIMP: SAlife type in seconds :20:54: 06

| SAKIVP: SA life duration (basic) of 3600 :20:54: 06
| SAKIVP: SAlife type in kil obytes :20:54:06
SAlife duration (VPI) of 0x0 0x46 0x50 Ox0 :20: 54: 06
| SAKMP: aut henticator is HVAC SHA : 20: 54: 06

val i date proposal 0 :20:54:06
.1 SAKMP (0:1): atts are acceptable :20:54: 06

, | PSEC(val i dat e_proposal _request): proposal part #1 :20:54:06

,key eng. nmsg.) dest= 172.18.124.157, src= 172.18.124. 35)
, (dest _proxy= 10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (src_proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornm= esp-des esp-sha- hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
val i date proposal request 0 :20:54: 06
processi ng NONCE payl oad. nmessage | D = 1855173267 :20: 54: 06

| SAKMP (0:1): processing |ID payl oad. nessage | D = 1855173267 : 20: 54: 06



| SAKMP (0:1): processing |ID payl oad. nessage | D = 1855173267 :20: 54: 06
Crypt oEngi ne0: generate hmac context for conn id 1 :20:54: 06

i psec allocate flow O :20:54:06

i psec allocate flow O :20:54:06

| SAKMP (0:1): Creating |IPSec SAs :20:54: 06

i nbound SA from 172.18.124. 157 to 172.18.124.35 :20: 54: 06
(proxy 10.32.50.0 to 192.168.1.0)

has spi 0xA29984CA and conn_id 2000 and flags 4 :20: 54: 06

lifetine of 3600 seconds :20: 54: 06

lifetinme of 4608000 kil obytes 1 20: 54: 06

out bound SA from 172.18. 124. 35 to 172.18.124. 157 :20: 54: 06

(proxy 192.168.1.0 to 10.32.50.0)

has spi 404516441 and conn_id 2001 and flags 4 :20: 54: 06

lifetine of 3600 seconds :20: 54: 06

lifetinme of 4608000 kil obytes 1 20: 54: 06

| SAKMP (0:1): sending packet to 172.18.124.157 (1) QV.IDLE :20:54:06
"" | SAKMP (0:1): deleting node 1855173267 error FALSE reason :20:54:06
... I PSEC(key_engi ne): got a queue event :20:54:06
, (IPSEC(initialize_sas :20:54:06
,key eng. nmsg.) dest= 172.18.124.35, src= 172.18.124.157)
, (dest _proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (src_proxy= 10. 32. 50. 0/ 255. 255. 255.0/0/0 (type=4
, protocol = ESP, transfornm esp-des esp-sha- hmac
,lifedur= 3600s and 4608000kb
spi = O0xA29984CA(2727969994), conn_i d= 2000, keysize= 0, flags= 0x4
, (IPSEC(initialize_sas :20:54:06
,key eng. msg.) src= 172.18.124.35, dest= 172.18.124.157)
, (src_proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (dest _proxy= 10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornm esp-des esp-sha- hmac
,1ifedur= 3600s and 4608000kb
spi = 0x181C6E59(404516441), conn_id= 2001, keysize= 0, flags= 0x4
, I PSEC(create_sa): sa created :20:54:06
,sa) sa_dest= 172.18.124.35, sa_prot= 50)
, (sa_spi = 0xA29984CA( 2727969994
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 2000
, I PSEC(create_sa): sa created :20:54:06
,sa) sa_dest= 172.18.124.157, sa_prot= 50)
, (sa_spi = 0x181C6E59(404516441
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 2001
ci sco_endpoi nt#sho cry ips sa

interface: Ethernet0/0
Crypto map tag: rtp, local addr. 172.18.124.35

(local ident (addr/nmask/prot/port): (192.168.1.0/255.255.255.0/0/0
(renpte ident (addr/mask/prot/port): (10.32.50.0/255.255.255.0/0/0
current_peer: 172.18.124. 157
{,PERM T, flags={origin_is_acl
pkts encaps: 14, #pkts encrypt: 14, #pkts digest 14#
pkts decaps: 14, #pkts decrypt: 14, #pkts verify 14#
pkts conpressed: 0, #pkts deconpressed: O#
, pkts not conpressed: 0, #pkts conpr. failed: O#
pkts deconpress failed: 0, #send errors 1, #recv errors O#

| ocal crypto endpt.: 172.18.124.35, renote crypto endpt.: 172.18.124.157
path mtu 1500, nedia ntu 1500
current outbound spi: 181C6E59

:inbound esp sas
(spi: OxA29984CA(2727969994
, transform esp-des esp-sha-hmac
{ ,in use settings ={Tunnel
slot: 0, conn id: 2000, flow.id: 1, crypto map: rtp



:(More--

sa timng: remaining key lifetime (k/sec--
(4607998/ 3447)
IV size: 8 bytes
replay detection support: Y

i nbound ah sas

:inbound pcp sas

:out bound esp sas

(spi: 0x181C6E59(404516441

, transform esp-des esp-sha-hmac
{ ,in use settings ={Tunnel

slot: 0, conn id: 2001, flow.id: 2, crypto map: rtp
(sa timng: remaining key lifetime (k/sec): (4607997/ 3447

dst
QM | DLE

IV size: 8 bytes
replay detection support: Y

:out bound ah sas
:out bound pcp sas
ci sco_endpoi nt #show crypto isakmp sa
src state conn-id sl ot

1 0 172.18.124.35 172.18.124. 157

ci sco_endpoi nt #exit
ao obd oo
IKE &¥95939 ./IPSec divglas -

IPsec dSuib wlol (195 -
Internet Key Exchange v,lol ,JoS559 s (12955 -

Cisco Systems - claiiwolly sl acall -
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