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!--- This is the Cisco IO0OS Firewall configuration and what to inspect. !--- This is applied outbound o

!--- Create an Internet Security Association and Key Management !--- Protocol (ISAKMP) policy

I-—- Ad

crypto isakmp key dmvpnke
crypt

!--- Create the Phase 2 policy fo

crypto ipsec transform-set dmvpn

!I--- Create an IPsec profile to be applied dynamically !--- to th

crypt
S

no
no Vvoice




mta rec

!--- This

ip address 19

I--- Create a GRE tunnel template to be applied !--- to all the dynamic

description MULTI-POIN

ip address

ip |
ip nl

tunn
Tl
tunnel protectio

I--- This 1.

ip addres:

!I--- Enable a routing protocol to send/receive dynamic !--- updates ab




network 17.
network 192.1

!--- Except the private network traf

ip nat inside source route-map nonat interface

ip route |
ip route 2.0.

I-—— Allow ISAKMP, ESP, and GRE traffic inbound. !--- Cisco I0S Firewall opens other

access-1list 100 permit udp an
access-1list 100 premit
access-1list 100 permit
access:

!--- Except the private network traf

access-1list 110 deny ip 192.168.117.0 25
access-1list 110 deny ip 192.168.117.0 25
access-1list 110 deny ip 192.168.117.0 0.0.0.25

access-1list 110 permit ip 19;

0.0.0.
0.0.0.

!--- Except the private network traf




wess 1-3620-1JW

Current c

service
serv
no sej

boot system flash slot0:c3620

I--- This is the Cisco IOS Firewall configuration and what to inspect. !--- This is applied outbound o

ip inspect name
ip inspe

ip in:

ip in:

il

I--- Create an ISAKMP policy for !

I-—- Ad

crypto isakmp key dmvpnke

!--- Create the Phase 2 policy fo

crypto ipsec transform-set dmvpn




!I--- Create an IPsec profile to be applied dynamically !--- to th

crypt
S

no
no Vvoice

mta rec

!--- This

ip address 19

I--- Create a GRE tunnel template to be applied to !--- all the dynamic

descri)

ip address

ip |
ip nl
ip nhrp m
ip nhrp 1

Tt

tunnel protectiol

I--- This 1.

ip addres:




!I--- Enable a routing protocol to send/receive dynamic !--- updates ab

network 17.
network 192.1

!--- Except the private network traf

ip nat inside source route-map nonat inter:

ip route |
ip route 2.0.

I-—— Allow ISAKMP, ESP, and GRE traffic inbound. !--- Cisco I0S Firewall opens

access-1list
access-1list
access-1list

access-1list 100 permit udp an
access-1list 100 premit
access-1list 100 permit
access:

!--- Except the private network traf

110 deny ip 192.168.118.0 25
110 deny ip 192.168.118.0 25
110 deny ip 192.168.118.0 0.0.0.25

access-1list 110 permit ip 19;

0.0.0.
0.0.0.

!--- Except the private network traf




odJp 2 -1720-0

Current c

service
serv
no se

username

I--- This is the Cisco IOS Firewall configuration and what to inspect. !--- This is applied outbound o

ip inspect name




ip insp
ip in:
ip in:
i

!I--- Create an ISAKMP policy for !

I-—- Ad

crypto isakmp key dmvpnke

!--- Create the Phase 2 policy fo

crypto ipsec transform-set dmvpn

!I--- Create an IPsec profile to be applied dynamically !--- to th

crypt
S

!--- This

ip address 19

I--- Create a GRE tunnel template to be applied to !--- all the dynamic
descri)

ip address

ip |

ip nl

ip nhrp m

ip nhrp 1




Tt

tunnel protectiol

pppoe-

I--- This 1.

ip addre:

ip access-group

ppp authel

!I--- Enable a routing protocol to send/receive dynamic !--- updates ab

network 17

network 192.1

!--- Except the private network traf
ip nat inside source route-map nonat -l

ip route |
ip route

I-—— Allow ISAKMP, ESP, and GRE traffic inbound. !--- Cisco IOS Firewall opens

access-1list 100 permit udp an
access-1list 100 premit
access-1list 100 permit
access:




!--- Except the private network traf

access-1list 110 deny ip 192.168.116.0 0.0.0.25
access-1list 110 deny ip 192.168.116.0 0.0.0.25
access-1list 110 deny ip 192.168.116.0 0.0.0.25
access-1list 110 permit ip 19]

dialer-

!--- Except the private network traf

oddp 3-1720 - 1Js

Current c

service times
service tim
no se

I--- This is the Cisco IOS Firewall configuration and what to inspect. !--- This is applied outbound o




ip inspect name
ip insp

ip in:

ip in:

i

I--- Create an ISAKMP policy for !

I-—- Ad

crypto isakmp key dmvpnke

!--- Create the Phase 2 policy fo

crypto ipsec transform-set dmvpn

!I--- Create an IPsec profile to be applied dynamically !--- to th

crypt
S

!--- This

ip address 19

I--- Create a GRE tunnel template to be applied to !--- all the dynamic
descri)

ip address

ip |

ip nl

ip nhrp m

ip nhrp 1




tul
Tt

tunnel protectio

I--- This 1.

ip addres:

!I--- Enable a routing protocol to send/receive dynamic !--- updates ab

network 17.
network 192.1

!--- Except the private network traf
ip nat inside source route-map nonat interfa

ip route |
ip route 2.0.

I-—- Allow ISAKMP, ESP, and GRE traffic inbound. !--- Cisco I0S Firewall opens

access-1list 100 permit udp an
access-1list 100 premit
access-1list 100 permit
access:

access-1list 110 permit ip 19;

!--- Except the private network traf

access-1list 110 deny ip 192.168.120.0 .0.25
access-1list 110 deny ip 192.168.120.0 .0.25
access-1list 110 deny ip 192.168.120.0 0.0.0.25

access-1list 110 permit ip 19]

o o
o o




!--- Except the private network traf
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