
 مادختساب Dynamic Multipoint VPN نيوكت
GRE ربع IPsec عم OSPF و NAT ةيامح رادجو 

Cisco IOS

تايوتحملا

ةمدقملا
ةيساسألا تابلطتملا

تابلطتملا
ةمدختسملا تانوكملا

تاحالطصالا
نيوكتلا

ةكبشلل يطيطختلا مسرلا
تانيوكتلا

ةحصلا نم ققحتلا
اهحالصإو ءاطخألا فاشكتسا

اهحالصإو ءاطخألا فاشكتسا رماوأ
ةلص تاذ تامولعم

ةمدقملا

 ماع دشحت لمعتسي Dynamic Multipoint VPN (DMVPN) ل ليكشت ةنيع ةقيثو اذه دوزي
(GRE) ربع IPsec الوأ راسم رصقأ حتف عم (OSPF)، ناونع ةمجرت ةكبش (NAT)، و cisco IOS® 

.ةيامح رادج

ةيساسألا تابلطتملا

تابلطتملا

 حاتفم لدابت ةسايس ديدحت بجي ،IPsec و (mGRE) طاقنلا ددعتم GRE قفن ءاشنإ لبق
.isakmp ريفشتلا ةسايس رمأ مادختساب (IKE) تنرتنإلا

 نم ديزم ىلع لوصحلل (طقف نيلجسملا ءالمعلل) رماوألا ثحب ةادأ مدختسأ :ةظحالم
.مسقلا اذه يف ةمدختسملا رماوألا لوح تامولعملا

ةمدختسملا تانوكملا

:ةيلاتلا ةيداملا تانوكملاو جماربلا تارادصإ ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

 Cisco IOS جمانربو هجوملا هجوملا هجوملا ىلع T1(15)12.2 رادصإلا ®Cisco IOS جمانرب
Software اهب ثدحتلا متي يتلا تاهجوملا ىلع (1.6)12.3 رادصإلا

•
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 متي تاهجومك دحاو Cisco 3620 هجومو Cisco 1720 تاهجوم ،يروحم هجومك Cisco 3620 هجوملا
اهب ثدحتلا

•

 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب

.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ةرشابم كتكبش

تاحالطصالا

 تاحالطصا لوح تامولعملا نم ديزم ىلع لوصحلل ةينقتلا Cisco تاحيملت تاحالطصا عجار
.تادنتسملا

نيوكتلا

.دنتسملا اذه يف ةحضوملا تازيملا نيوكت تامولعم كل مّدقُت ،مسقلا اذه يف

 نم ديزم ىلع لوصحلل (طقف نيلجسملا ءالمعلل) رماوألا ثحب ةادأ مدختسأ :ةظحالم
.مسقلا اذه يف ةمدختسملا رماوألا لوح تامولعملا

ةكبشلل يطيطختلا مسرلا

.يلاتلا ةكبشلا دادعإ دنتسملا اذه مدختسي

تانيوكتلا

.تانيوكتلا هذه دنتسملا اذه مدختسي

B-3620 - عزوملا •

فلأ - 3620 - 1 ثدحت •

ب-1720 - 2 ملكت •

فلأ - 1720 - 3 ملكت •

B-3620 - عزوملا

 
<#root>

W2N-6.16-3620-B#

write terminal

Building configuration... 
 

Current configuration : 2613 bytes 
! 

version 12.2 
service timestamps debug datetime msec 

service timestamps log datetime msec 
no service password-encryption 
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! 
hostname W2N-6.16-3620-B 

! 
logging queue-limit 100 

! 
memory-size iomem 10 

ip subnet-zero 
! 
! 

ip cef 
no ip domain lookup 

! 
 

!--- This is the Cisco IOS Firewall configuration and what to inspect. !--- This is applied outbound on the external interface. 
 

ip inspect name in2out rcmd 
ip inspect name in2out ftp 

ip inspect name in2out tftp 
ip inspect name in2out tcp timeout 43200 

ip inspect name in2out http 
ip inspect name in2out udp 
ip audit po max-events 100 

! 
! 
! 
 

!--- Create an Internet Security Association and Key Management !--- Protocol (ISAKMP) policy for Phase 1 negotiations. 
 

crypto isakmp policy 5 
 authentication pre-share 

 group 2 
 

!--- Add dynamic pre-shared key. 
 

crypto isakmp key dmvpnkey address 0.0.0.0 0.0.0.0 
crypto isakmp nat keepalive 20 

! 
! 
 

!--- Create the Phase 2 policy for actual data encryption. 
 

crypto ipsec transform-set dmvpnset esp-3des esp-sha-hmac 
! 
 

!--- Create an IPsec profile to be applied dynamically !--- to the GRE over IPsec tunnels. 
 

crypto ipsec profile dmvpnprof 
 set transform-set dmvpnset 

! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 

no voice hpi capture buffer 
no voice hpi capture destination 

! 



! 
mta receive maximum-recipients 0 

! 
! 
! 
 

!--- This is the inbound interface. 
 

interface Loopback1 
 ip address 192.168.117.1 255.255.255.0 

 ip nat inside 
! 
 

!--- Create a GRE tunnel template to be applied !--- to all the dynamically created GRE tunnels. 
 

interface Tunnel1 
 description MULTI-POINT GRE TUNNEL for BRANCHES 

 bandwidth 1000 
 ip address 172.16.0.1 255.255.255.0 

 no ip redirects 
 ip mtu 1416 

 ip nhrp authentication dmvpn 
 ip nhrp map multicast dynamic 

 ip nhrp network-id 99 
 ip nhrp holdtime 300 

 no ip route-cache 
 ip ospf network broadcast 

 no ip mroute-cache 
 delay 1000 

 tunnel source FastEthernet0/0 
 tunnel mode gre multipoint 

 tunnel key 100000 
 tunnel protection ipsec profile dmvpnprof 

! 
 

!--- This is the outbound interface. 
 

interface FastEthernet0/0 
 ip address 14.24.117.1 255.255.0.0 

 ip nat outside 
 ip access-group 100 in 
 ip inspect in2out out 

 no ip mroute-cache 
 duplex auto 
 speed auto 

! 
interface Serial0/0 

 no ip address 
 shutdown 

 clockrate 2000000 
 no fair-queue 

! 
interface FastEthernet0/1 

 no ip address 
 no ip mroute-cache 

 duplex auto 
 speed auto 

! 
 

!--- Enable a routing protocol to send/receive dynamic !--- updates about the private networks. 
 

router ospf 1 



 log-adjacency-changes 
 network 172.16.0.0 0.0.0.255 area 0 

 network 192.168.117.0 0.0.0.255 area 0 
! 
 

!--- Except the private network traffic from the NAT process. 
 

ip nat inside source route-map nonat interface FastEthernet0/0 overload 
ip http server 

no ip http secure-server 
ip classless 

ip route 0.0.0.0 0.0.0.0 14.24.1.1 
ip route 2.0.0.0 255.0.0.0 14.24.121.1 

! 
! 
! 
 

!--- Allow ISAKMP, ESP, and GRE traffic inbound. !--- Cisco IOS Firewall opens other inbound access as needed. 
 

access-list 100 permit udp any host 14.24.117.1 eq 500 
access-list 100 premit esp any host 14.24.117.1 
access-list 100 permit gre any host 14.24.117.1 

access-list 100 deny ip any any 
 
 

!--- Except the private network traffic from the NAT process. 
 

access-list 110 deny   ip 192.168.117.0 0.0.0.255 192.168.118.0 0.0.0.255 
access-list 110 deny   ip 192.168.117.0 0.0.0.255 192.168.116.0 0.0.0.255 
access-list 110 deny   ip 192.168.117.0 0.0.0.255 192.168.120.0 0.0.0.255 

access-list 110 permit ip 192.168.117.0 0.0.0.255 any 
! 
 

!--- Except the private network traffic from the NAT process. 
 

route-map nonat permit 10 
 match ip address 110 

! 
call rsvp-sync 

! 
! 

mgcp profile default 
! 

dial-peer cor custom 
! 
! 
! 
! 
! 

line con 0 
 exec-timeout 0 0 

line aux 0 
line vty 0 4 

 login 
! 
! 

end 
 

W2N-6.16-3620-B#

 



فلأ - 3620 - 1 ثدحت

 
<#root>

W2N-6.16-3620-A#

write terminal

Building configuration... 
 

Current configuration : 2678 bytes 
! 

version 12.2 
service timestamps debug uptime 
service timestamps log uptime 
no service password-encryption 

! 
hostname W2N-6.16-3620-A 

! 
boot system flash slot0:c3620-ik9o3s7-mz.122-15.T1.bin 

logging queue-limit 100 
! 

memory-size iomem 15 
ip subnet-zero 

! 
! 

ip cef 
no ip domain lookup 

! 
 

!--- This is the Cisco IOS Firewall configuration and what to inspect. !--- This is applied outbound on the external interface. 
 

ip inspect name in2out rcmd 
ip inspect name in2out tftp 
ip inspect name in2out udp 

ip inspect name in2out tcp timeout 43200 
ip inspect name in2out realaudio 

ip inspect name in2out vdolive 
ip inspect name in2out netshow 

ip audit po max-events 100 
! 
! 
! 
 

!--- Create an ISAKMP policy for !--- Phase 1 negotiations. 
 

crypto isakmp policy 5 
 authentication pre-share 

 group 2 
 

!--- Add dynamic pre-shared key. 
 

crypto isakmp key dmvpnkey address 0.0.0.0 0.0.0.0 
! 
! 
 

!--- Create the Phase 2 policy for actual data encryption. 
 

crypto ipsec transform-set dmvpnset esp-3des esp-sha-hmac 
! 
 



!--- Create an IPsec profile to be applied dynamically !--- to the GRE over IPsec tunnels. 
 

crypto ipsec profile dmvpnprof 
 set transform-set dmvpnset 

! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 

no voice hpi capture buffer 
no voice hpi capture destination 

! 
! 

mta receive maximum-recipients 0 
! 
! 
! 
 

!--- This is the inbound interface. 
 

interface Loopback1 
 ip address 192.168.118.1 255.255.255.0 

 ip nat inside 
! 
 

!--- Create a GRE tunnel template to be applied to !--- all the dynamically created GRE tunnels. 
 

interface Tunnel1 
 description HOST DYNAMIC TUNNEL 

 bandwidth 1000 
 ip address 172.16.0.2 255.255.255.0 

 no ip redirects 
 ip mtu 1416 

 ip nhrp authentication dmvpn 
 ip nhrp map multicast dynamic 

 ip nhrp map 172.16.0.1 14.24.117.1 
 ip nhrp map multicast 14.24.117.1 

 ip nhrp network-id 99 
 ip nhrp holdtime 300 

 ip nhrp nhs 172.16.0.1 
 no ip route-cache 

 ip ospf network broadcast 
 no ip mroute-cache 

 delay 1000 
 tunnel source Ethernet0/0 

 tunnel mode gre multipoint 
 tunnel key 100000 

 tunnel protection ipsec profile dmvpnprof 
! 
 

!--- This is the outbound interface. 
 

interface Ethernet0/0 
 ip address 14.24.118.1 255.255.0.0 

 ip nat outside 
 ip access-group 100 in 



 ip inspect in2out out 
 no ip mroute-cache 

 half-duplex 
! 

interface Ethernet0/1 
 no ip address 

 half-duplex 
! 

interface Ethernet0/2 
 no ip address 

 shutdown 
 half-duplex 

! 
interface Ethernet0/3 

 no ip address 
 shutdown 

 half-duplex 
! 
 

!--- Enable a routing protocol to send/receive dynamic !--- updates about the private networks. 
 

router ospf 1 
 log-adjacency-changes 

 redistribute connected 
 network 172.16.0.0 0.0.0.255 area 0 

 network 192.168.118.0 0.0.0.255 area 0 
! 
 

!--- Except the private network traffic from the NAT process. 
 

ip nat inside source route-map nonat interface Ethernet0/0 overload 
ip http server 

no ip http secure-server 
ip classless 

ip route 0.0.0.0 0.0.0.0 14.24.1.1 
ip route 2.0.0.0 255.0.0.0 14.24.121.1 

 
! 
! 
! 
 

!--- Allow ISAKMP, ESP, and GRE traffic inbound. !--- Cisco IOS Firewall opens inbound access as needed. 
 

access-list 100 permit udp any host 14.24.118.1 eq 500 
access-list 100 premit esp any host 14.24.118.1 
access-list 100 permit gre any host 14.24.118.1 

access-list 100 deny ip any any 
 
 

!--- Except the private network traffic from the NAT process. 
 

access-list 110 deny   ip 192.168.118.0 0.0.0.255 192.168.117.0 0.0.0.255 
access-list 110 deny   ip 192.168.118.0 0.0.0.255 192.168.116.0 0.0.0.255 
access-list 110 deny   ip 192.168.118.0 0.0.0.255 192.168.120.0 0.0.0.255 

access-list 110 permit ip 192.168.118.0 0.0.0.255 any 
! 
 

!--- Except the private network traffic from the NAT process. 
 

route-map nonat permit 10 
 match ip address 110 

! 



call rsvp-sync 
! 
! 

mgcp profile default 
! 

dial-peer cor custom 
! 
! 
! 
! 
! 

line con 0 
 exec-timeout 0 0 

line aux 0 
line vty 0 4 

 login 
! 
! 

end 
 

W2N-6.16-3620-A#

 

ب-1720 - 2 ملكت

 
<#root>

1720-b#

write terminal

Building configuration... 
 

Current configuration : 2623 bytes 
! 

version 12.2 
service timestamps debug uptime 
service timestamps log uptime 
no service password-encryption 

! 
hostname 1720-b 

! 
logging queue-limit 100 

enable password cisco 
! 

username 7206-B password 0 cisco 
ip subnet-zero 

! 
! 

no ip domain lookup 
! 

ip cef 
 

!--- This is the Cisco IOS Firewall configuration and what to inspect. !--- This is applied outbound on the external interface. 
 

ip inspect name in2out rcmd 
ip inspect name in2out tftp 
ip inspect name in2out udp 

ip inspect name in2out tcp timeout 43200 



ip inspect name in2out realaudio 
ip inspect name in2out vdolive 
ip inspect name in2out netshow 

ip audit po max-events 100 
vpdn-group 1 

 request-dialin 
  protocol pppoe 

! 
! 
! 
! 
! 
 

!--- Create an ISAKMP policy for !--- Phase 1 negotiations. 
 

crypto isakmp policy 5 
 authentication pre-share 

 group 2 
 

!--- Add dynamic pre-shared key. 
 

crypto isakmp key dmvpnkey address 0.0.0.0 0.0.0.0 
! 
! 
 
 

!--- Create the Phase 2 policy for actual data encryption. 
 

crypto ipsec transform-set dmvpnset esp-3des esp-sha-hmac 
! 
 

!--- Create an IPsec profile to be applied dynamically !--- to the GRE over IPsec tunnels. 
 

crypto ipsec profile dmvpnprof 
 set transform-set dmvpnset 

! 
! 
! 
! 
! 
 

!--- This is the inbound interface. 
 

interface Loopback1 
 ip address 192.168.116.1 255.255.255.0 

 ip nat inside 
! 
 

!--- Create a GRE tunnel template to be applied to !--- all the dynamically created GRE tunnels. 
 

interface Tunnel1 
 description HOST DYNAMIC TUNNEL 

 bandwidth 1000 
 ip address 172.16.0.3 255.255.255.0 

 no ip redirects 
 ip mtu 1416 

 ip nhrp authentication dmvpn 
 ip nhrp map multicast dynamic 

 ip nhrp map 172.16.0.1 14.24.117.1 
 ip nhrp map multicast 14.24.117.1 

 ip nhrp network-id 99 
 ip nhrp holdtime 300 



 ip nhrp nhs 172.16.0.1 
 no ip route-cache 

 ip ospf network broadcast 
 no ip mroute-cache 

 delay 1000 
 tunnel source Dialer1 

 tunnel mode gre multipoint 
 tunnel key 100000 

 tunnel protection ipsec profile dmvpnprof 
! 

interface Ethernet0 
 no ip address 

 half-duplex 
! 

interface FastEthernet0 
 no ip address 

 no ip mroute-cache 
 speed auto 

 pppoe enable 
 pppoe-client dial-pool-number 1 

! 
 

!--- This is the outbound interface. 
 

interface Dialer1 
 ip address 2.2.2.10 255.255.255.0 

 ip inspect in2out out 
 ip access-group 100 in encapsulation ppp 

 dialer pool 1 
 dialer-group 1 

 ppp authentication pap chap callin 
! 
 

!--- Enable a routing protocol to send/receive dynamic !--- updates about the private networks. 
 

router ospf 1 
 log-adjacency-changes 

 redistribute connected 
 network 172.16.0.0 0.0.0.255 area 0 

 network 192.168.116.0 0.0.0.255 area 0 
! 
 

!--- Except the private network traffic from the NAT process. 
 

ip nat inside source route-map nonat interface Dialer1 overload 
ip classless 

ip route 0.0.0.0 0.0.0.0 14.24.1.1 
ip route 0.0.0.0 0.0.0.0 Dialer1 

 
no ip http server 

no ip http secure-server 
! 
! 
! 
 

!--- Allow ISAKMP, ESP, and GRE traffic inbound. !--- Cisco IOS Firewall opens inbound access as needed. 
 

access-list 100 permit udp any host 14.24.116.1 eq 500 
access-list 100 premit esp any host 14.24.116.1 
access-list 100 permit gre any host 14.24.116.1 

access-list 100 deny ip any any 
 



 
 

!--- Except the private network traffic from the NAT process. 
 

access-list 110 deny   ip 192.168.116.0 0.0.0.255 192.168.117.0 0.0.0.255 
access-list 110 deny   ip 192.168.116.0 0.0.0.255 192.168.118.0 0.0.0.255 
access-list 110 deny   ip 192.168.116.0 0.0.0.255 192.168.120.0 0.0.0.255 

access-list 110 permit ip 192.168.116.0 0.0.0.255 any 
dialer-list 1 protocol ip permit 

! 
 

!--- Except the private network traffic from the NAT process. 
 

route-map nonat permit 10 
 match ip address 110 

! 
! 

line con 0 
 exec-timeout 0 0 

line aux 0 
line vty 0 4 

 login 
! 

no scheduler allocate 
end 

 
1720-b#

 

فلأ - 1720 - 3 ملكت

 
<#root>

W2N-6.16-1720-A#

write terminal

Building configuration... 
 

Current configuration : 2303 bytes 
! 

version 12.2 
service timestamps debug datetime msec 

service timestamps log datetime msec 
no service password-encryption 

! 
hostname W2N-6.16-1720-A 

! 
logging queue-limit 100 

! 
memory-size iomem 25 

ip subnet-zero 
! 
! 

no ip domain lookup 
! 

ip cef 
 

!--- This is the Cisco IOS Firewall configuration and what to inspect. !--- This is applied outbound on the external interface. 



 
ip inspect name in2out rcmd 
ip inspect name in2out tftp 
ip inspect name in2out udp 

ip inspect name in2out tcp timeout 43200 
ip inspect name in2out realaudio 

ip inspect name in2out vdolive 
ip inspect name in2out netshow 

ip audit notify log 
ip audit po max-events 100 

! 
! 
! 
! 
 

!--- Create an ISAKMP policy for !--- Phase 1 negotiations. 
 

crypto isakmp policy 5 
 authentication pre-share 

 group 2 
 

!--- Add dynamic pre-shared key. 
 

crypto isakmp key dmvpnkey address 0.0.0.0 0.0.0.0 
! 
! 
 

!--- Create the Phase 2 policy for actual data encryption. 
 

crypto ipsec transform-set dmvpnset esp-3des esp-sha-hmac 
! 
 

!--- Create an IPsec profile to be applied dynamically !--- to the GRE over IPsec tunnels. 
 

crypto ipsec profile dmvpnprof 
 set transform-set dmvpnset 

! 
! 
! 
! 
! 
 

!--- This is the inbound interface. 
 

interface Loopback1 
 ip address 192.168.120.1 255.255.255.0 

 ip nat inside 
! 
 

!--- Create a GRE tunnel template to be applied to !--- all the dynamically created GRE tunnels. 
 

interface Tunnel1 
 description HOST DYNAMIC TUNNEL 

 bandwidth 1000 
 ip address 172.16.0.4 255.255.255.0 

 no ip redirects 
 ip mtu 1416 

 ip nhrp authentication dmvpn 
 ip nhrp map multicast dynamic 

 ip nhrp map 172.16.0.1 14.24.117.1 
 ip nhrp map multicast 14.24.117.1 

 ip nhrp network-id 99 



 ip nhrp holdtime 300 
 ip nhrp nhs 172.16.0.1 

 ip ospf network broadcast 
 no ip mroute-cache 

 delay 1000 
 tunnel source FastEthernet0 
 tunnel mode gre multipoint 

 tunnel key 100000 
 tunnel protection ipsec profile dmvpnprof 

! 
interface Ethernet0 

 no ip address 
 no ip mroute-cache 

 half-duplex 
! 
 

!--- This is the outbound interface. 
 

interface FastEthernet0 
 ip address 14.24.120.1 255.255.0.0 

 ip nat outside 
 ip inspect in2out out 

 ip access-group 100 in 
 no ip mroute-cache 

 speed auto 
! 
 

!--- Enable a routing protocol to send/receive dynamic !--- updates about the private networks. 
 

router ospf 1 
 log-adjacency-changes 

 redistribute connected 
 network 172.16.0.0 0.0.0.255 area 0 

 network 192.168.120.0 0.0.0.255 area 0 
! 
 

!--- Except the private network traffic from the NAT process. 
 

ip nat inside source route-map nonat interface FastEthernet0 overload 
ip classless 

ip route 0.0.0.0 0.0.0.0 14.24.1.1 
ip route 2.0.0.0 255.0.0.0 14.24.121.1 

no ip http server 
no ip http secure-server 

! 
! 
! 
 

!--- Allow ISAKMP, ESP, and GRE traffic inbound. !--- Cisco IOS Firewall opens inbound access as needed. 
 

access-list 100 permit udp any host 14.24.116.1 eq 500 
access-list 100 premit esp any host 14.24.116.1 
access-list 100 permit gre any host 14.24.116.1 

access-list 100 deny ip any any 
access-list 110 permit ip 192.168.120.0 0.0.0.255 any 

 
!--- Except the private network traffic from the NAT process. 

 
access-list 110 deny   ip 192.168.120.0 0.0.0.255 192.168.116.0 0.0.0.255 
access-list 110 deny   ip 192.168.120.0 0.0.0.255 192.168.117.0 0.0.0.255 
access-list 110 deny   ip 192.168.120.0 0.0.0.255 192.168.118.0 0.0.0.255 

access-list 110 permit ip 192.168.120.0 0.0.0.255 any 



! 
 

!--- Except the private network traffic from the NAT process. 
 

route-map nonat permit 10 
 match ip address 110 

! 
! 

line con 0 
 exec-timeout 0 0 

line aux 0 
line vty 0 4 

 login 
! 

end 
 

W2N-6.16-1720-A#

 

ةحصلا نم ققحتلا

.حيحص لكشب نيوكتلا لمع ديكأتل مسقلا اذه مدختسا

 مجرتم ةادأ مدختسا .show رماوأ ضعب (طقف نيلجسملاءالمعلل) جارخإلا مجرتم ةادأ معدت
. show رمألا جَرخُم ليلحت ضرعل (OIT) جارخإلا

show crypto isakmp sa— نامأ نارتقا ةلاح ضرعي ISAKMP (SA). •

show crypto engine connections active—لكل ريفشتلا كف/تاريفشتلا يلامجإ ضرعي 
SA.

•

show crypto ipsSA— ةطشنلا قافنألا ىلع تايئاصحإلا ضرعي. •

show ip route—هيجوتلا لودج ضرعي. •

show ip ospf neighbor— ذفنم تامولعم ضرعي OSPF ةهجاو لك ساسأ ىلع رواجملا. •

show ip nhrp—ةيلاتلا ةوطخلا ليلحت لوكوتوربل تقؤملا نيزختلا ةركاذ ضرعي 
(NHRP) ل IP، ةيكيمانيدلا تقؤملا نيزختلا ةركاذ تالاخدإ ىلع ايرايتخإ رصتقت يتلاو 

.ةنيعم ةهجاول ةتباثلا وأ

•

اهحالصإو ءاطخألا فاشكتسا

.اهحالصإو نيوكتلا ءاطخأ فاشكتسال اهمادختسا كنكمي تامولعم مسقلا اذه رفوي

اهحالصإو ءاطخألا فاشكتسا رماوأ

.debug رماوأ رادصإ لبق حيحصتلا رماوأ لوح ةمهم تامولعم ىلإ عجرا :ةظحالم

debug crypto ipSec—ثادحأ ضرعي IPsec. •

https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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debug crypto isakmp—ثادحأب ةقلعتملا لئاسرلا ضرعي IKE. •

debug crypto engine—ريفشتلا كرحم نم تامولعم ضرعي. •

 فاشكتسأ يف اهحالصإو IPsec ءاطخأ فاشكتسأ لوح ةيفاضإ تامولعم ىلع روثعلا نكمي
.اهمادختساو ءاطخألا حيحصت رماوأ مهف - اهحالصإو IP نامأ ءاطخأ

ةلص تاذ تامولعم

اهحالصإو Cisco IOS ةيامح رادج تانيوكت ءاطخأ فاشكتسأ •
Cisco IOS و DMVPN ىلع ةماع ةرظن •

IKE تالوكوتورب/IPSec ةضوافم •
Cisco Systems - تادنتسملاو ينقتلا معدلا •
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ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


