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Current configuration : 2607 bytes

!

version 12.2

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption

|

host nane 3620-B

!

| oggi ng queue-limt 100

!

menory-size i onem 10

i p subnet-zero

!

!

ip cef

no i p domain | ookup

!

This is the CBAC configuration and what to inspect. ---!
!--- This will be applied outbound on the external
interface. ip inspect name in2out rcnd ip inspect nane
in2out ftp ip inspect name in2out tftp ip inspect name
in2out tcp timeout 43200 ip inspect name in2out http ip
i nspect nane in2out udp ip audit po nmax-events 100 ! ! !
!--- Create an Internet Security Association and Key

Management !--- Protocol (ISAKMP) policy for Phase 1
negotiations. ! crypto isaknp policy 5 authentication
pre-share group 2 !--- Add dynamic pre-shared key. !---

Here "dmvpn" is the word that is used as the key. crypto
i saknp key dnmvpnkey address 0.0.0.0 0.0.0.0 crypto
i saknp nat keepalive 20 ! | /--- Create the Phase 2
policy for actual data encryption. Crypto ipsec
transformset dnvpnset esp-3des esp-sha-hnac ! !/---
Create an IPSec profile to be applied dynamically !---
to the GRE over IPSec tunnels. Crypto ipsec profile
dmvpnprof set transformset dnvpnset ! ! no voice hp
capture buffer no voice hpi capture destination ! ! nta
recei ve maxi mumrecipients 0! | /--- This is the inside
interface. interface Loopbackl ip address 192.168.117.1
255.255.255.0 ip nat inside ! !--- This is the mGRE
interface for dynamic GRE tunnels. interface Tunnel 1l
description MJILTI-PO NT GRE TUNNEL for BRANCHES
bandwi dt h 1000 i p address 172.16.0.1 255.255.255.0 no ip
redirects ip nmu 1400 i p nhrp authentication dnvpn ip
nhrp map mul ticast dynamic ip nhrp network-id 99 ip nhrp
hol dtine 300 no ip split-horizon eigrp 1 no ip nroute-
cache del ay 1000 tunnel source FastEthernet0/0 tunne
node gre multipoint tunnel key 100000 tunnel protection
i psec profile dnmvpnprof ! !--- This is the outside
interface. interface FastEthernet0/0 ip address
14.24.117.1 255.255.0.0 ip nat outside ip access-group
100 in ip inspect in2out out no ip nroute-cache dupl ex
auto speed auto ! interface Serial 0/0 no ip address
shut down cl ockrate 2000000 no fair-queue ! interface
Fast Et hernet0/1 no ip address no ip nroute-cache duplex
auto speed auto ! !--- Enable a routing protocol to
send/receive dynamic !--- updates about the private
networks over the tunnels. router eigrp 1 network
172.16.0.0 0.0.0.255 network 192.168.117.0 no auto-
summary ! !--- Perform NAT on local traffic !--- going
directly out FastEthernet0/0. ip nat inside source |ist
110 interface FastEthernet0/0 overload ip http server no
ip http secure-server ip classless ip route 0.0.0.0




0.0.0.0 14.24.1.1 ip route 2.0.0.0 255.0.0.0 14.24.121.1
'V 1 1-—— Allow ISAKMP, ESP, and GRE traffic inbound.
!-—— CBAC will open other inbound access as needed.
access-list 100 pernmit udp any host 14.24.117.1 eq 500
access-list 100 permt esp any host 14.24.117.1 access-
list 100 pernit gre any host 14.24.117.1 access-list 100
deny ip any any access-list 110 permit ip 192.168.117.0

0.0.0.255 any ! ! call rsvp-sync ! ! ngcp profile
default ! dial-peer cor custom! ! line con O exec-
timeout 0 O line aux O line vty 0 4 login! ! end 3620-
#B

wl - 3620 - 1 Laxs

3620- A#twrite terminal
...Building configuration

Current configuration : 2559 bytes

1

version 12.2

service tinmestanps debug uptine

service tinestanps | og uptinme

no service password-encryption

1

host nane 3620- A

1

boot system flash sl ot0:c3620-i k903s7-nz. 122-15. T1. bin

| oggi ng queue-linmt 100

1

menory-size i onem 15

i p subnet-zero

1

!

ip cef

no i p domain | ookup

1

This is the CBAC configuration and what to inspect. ---!
!--- This will be applied outbound on the external
interface. ip inspect name in2out rcnd ip inspect nane
in2out tftp ip inspect name in2out udp ip inspect name
i n2out tcp timeout 43200 ip inspect name in2out

real audi o i p inspect name in2out vdolive ip inspect name
i n2out netshow i p audit po nax-events 100 ! ! | /---
Create an ISAKMP policy for !--- Phase 1 negotiations.
crypto i saknp policy 5 authentication pre-share group 2
!--- Add dynamic pre-shared key. crypto isakmp key
dnvpnkey address 0.0.0.0 0.0.0.0 ! ! !--- Create the
Phase 2 policy for actual data encryption. Crypto ipsec
transformset dnvpnset esp-3des esp-sha-hnmac ! !/---
Create an IPSec profile to be applied dynamically !---
to the GRE over IPSec tunnels. crypto ipsec profile
dnmvpnprof set transformset dnmvpnset ! ! no voice hpi
capture buffer no voice hpi capture destination ! ! nta
recei ve maxi mumrecipients 0! | /--- This is the inside
interface. interface Loopbackl ip address 192.168.118.1
255.255.255.0 ip nat inside ! !--- This is the mGRE
interface for dynamic GRE tunnels. interface Tunnel 1l
descripti on HOST DYNAM C TUNNEL bandwi dth 1000 ip
address 172.16.0.2 255.255.255.0 no ip redirects ip ntu
1400 ip nhrp authentication dnvpn ip nhrp map 172.16.0.1
14.24.117.1 ip nhrp map multicast 14.24.117.1 ip nhrp
network-id 99 ip nhrp holdtine 300 ip nhrp nhs
172.16.0.1 no ip nroute-cache delay 1000 tunnel source




Et hernet 0/ 0 tunnel node gre nultipoint tunnel key 100000
tunnel protection ipsec profile dnvpnprof ! /--- This is
the outside interface. interface Ethernet0/0 ip address
14.24.118.1 255.255.0.0 ip nat outside ip inspect in2out
out ip access-group 100 in no ip nroute-cache half-
duplex ! interface Ethernet0/1 no ip address hal f-dupl ex
I interface Ethernet0/2 no ip address shutdown hal f-
duplex ! interface Ethernet0/3 no ip address shutdown
hal f -dupl ex ! !--- Enable a routing protocol to
send/receive dynamic !--- updates about the private
networks over the tunnel. router eigrp 1 network
172.16.0.0 0.0.0.255 network 192.168.118.0 no auto-
summary ! !--- Perform NAT on local traffic !--- going
directly out Ethernet0/0. ip nat inside source list 110
interface Ethernet0/0 overload ip http server no ip http
secure-server ip classless ip route 0.0.0.0 0.0.0.0
14.24.1.1 ! ' 1--- Allow ISAKMP, ESP, and GRE traffic
inbound. !--- CBAC will open inbound access as needed.
access-list 100 pernmit udp any host 14.24.118.1 eq 500
access-list 100 permt esp any host 14.24.118.1 access-
list 100 pernit gre any host 14.24.118.1 access-list 100
deny ip any any access-list 110 permt ip 192.168.118.0

0.0.0.255 any ! I call rsvp-sync ! ! ngcp profile
default ! dial-peer cor custom! ! line con O exec-
timeout 0 O line aux O Iline vty O 4 login! ! end 3620-
#A

w1720 - 2 olSs

1720- b#fwrite terminal
...Building configuration

Current configuration : 2543 bytes
!

version 12.2

service tinestanps debug uptime
service tinestanps |og uptinme

no service password-encryption

|

host nane 1720-b

!

boot system flash flash:c1700-ny-ne. 122-8. Y]

| oggi ng queue-linmt 100

enabl e password ci sco

!

usernane 7206-B password 0 cisco

i p subnet-zero

!

!

no i p domain | ookup

!

ip cef

This is the CBAC configuration and what to inspect. ---!
!--- This will be applied outbound on the external
interface. ip inspect name in2out rcnd ip inspect nane
in2out tftp ip inspect name in2out udp ip inspect name

i n2out tcp timeout 43200 ip inspect name in2out

real audi o i p inspect name in2out vdolive ip inspect name

i n2out netshow ip audit po nax-events 100 ! ! vpdn-group
1 request-dialin protocol pppoe ! ! !--- Create an
ISAKMP policy for !--- Phase 1 negotiations. Crypto

i saknp policy 5 authentication pre-share group 2 !/---
Add dynamic pre-shared key. crypto isaknp key dnvpnkey




address 0.0.0.0 0.0.0.0 ! ! /--- Create the Phase 2
policy for actual data encryption. Crypto ipsec
transformset dnvpnset esp-3des esp-sha-hnac ! !/---
Create an IPSec profile to be applied dynamically !---
to the GRE over IPSec tunnels. Crypto ipsec profile

dmvpnprof set transformset dnwvpnset ! ! !--- This is
the inside interface. interface Loopbackl ip address
192.168.116.1 255.255.255.0 ip nat inside ! !--- This is

the mGRE interface for dynamic GRE tunnels. interface
Tunnel 1 description HOST DYNAM C TUNNEL bandw dth 1000
ip address 172.16.0.3 255.255.255.0 no ip redirects ip
nu 1400 i p nhrp authentication dmvpn ip nhrp map
172.16.0.1 14.24.117.1 ip nhrp map nulticast 14.24.117.1
ip nhrp network-id 99 ip nhrp holdtine 300 ip nhrp nhs
172.16.0.1 no ip nroute-cache delay 1000 tunnel source
Dial erl tunnel node gre multipoint tunnel key 100000
tunnel protection ipsec profile dnvpnprof ! interface

Et hernet0 no ip address hal f-duplex ! interface

Fast Ethernet0 no ip address no ip nroute-cache speed
aut o pppoe enabl e pppoe-client dial-pool-nunber 1! /--—-
This is the outside interface. interface Dialerl ip
address 2.2.2.10 255.255.255.0 ip inspect in2out out ip
access-group 100 in encapsul ation ppp dialer pool 1

di al er-group 1 ppp authentication pap chap callin! /--—-
Enable a routing protocol to send/receive dynamic !---
updates about the private networks. router eigrp 1
network 172.16.0.0 0.0.0.255 network 192.168.116.0 no
auto-summary ! !--- Perform NAT on local traffic !---
going directly out Dialerl. ip nat inside source |ist
110 interface Dialerl overload ip classless ip route
0.0.0.0 0.0.0.0 Dialerl no ip http server no ip http
secure-server ! | | 1-—— Allow ISAKMP, ESP, and GRE
traffic inbound. !--- CBAC will open inbound access as
needed. access-list 100 pernmit udp any host 14.24.116.1
eq 500 access-list 100 pernit esp any host 14.24.116.1
access-list 100 permit gre any host 14.24.116.1 access-
list 100 deny ip any any access-list 110 permt ip
192.168.116.0 0.0.0.255 any dialer-list 1 protocol ip
permit ! I I line con O exec-tinmeout 0 O line aux O line
#vty 0 4 login ! no scheduler allocate end 1720-b

wJl - 1720 - 3 ol

1720- A#twrite terminal
...Building configuration

Current configuration : 1770 bytes

!

version 12.2

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
no service password-encryption

|

host nane 1720- A

!

| oggi ng queue-limt 100
!

menory-size i onem 25

i p subnet-zero

!

!

!

ip cef




This is the CBAC configuration and what to inspect. ---!
!--- This will be applied outbound on the external
interface. ip inspect name in2out rcnd ip inspect nane
in2out tftp ip inspect name in2out udp ip inspect name
in2out tcp timeout 43200 ip inspect name in2out

real audi o i p inspect name in2out vdolive ip inspect name
i n2out netshow ip audit po max-events 100 ! ! /---
Create an ISAKMP policy for !--- Phase 1 negotiations.
crypto i saknp policy 5 authentication pre-share group 2
!--- Add dynamic pre-shared key. crypto isakmp key
dnvpnkey address 0.0.0.0 0.0.0.0 ! ! !--- Create the
Phase 2 policy for actual data encryption. Crypto ipsec
transformset dnvpnset esp-3des esp-sha-hnac ! !/---
Create an IPSec profile to be applied dynamically !---
to the GRE over IPSec tunnels. Crypto ipsec profile

dmvpnprof set transformset dnwvpnset ! ! !--- This is
the inside interface. interface Loopbackl ip address
192.168.120.1 255.255.255.0 ip nat inside ! !--- This is

the mGRE interface for dynamic GRE tunnels. interface
Tunnel 1 description HOST DYNAM C TUNNEL bandw dth 1000
ip address 172.16.0.4 255.255.255.0 no ip redirects ip
ntu 1400 ip nhrp authentication dmvpn ip nhrp nap
172.16.0.1 14.24.117.1 ip nhrp map nulticast 14.24.117.1
ip nhrp network-id 99 ip nhrp holdtine 300 ip nhrp nhs
172.16.0.1 no ip nroute-cache delay 1000 tunnel source
Fast Et hernet O tunnel node gre nultipoint tunnel key
100000 tunnel protection ipsec profile dmvpnprof !
interface EthernetO0 no ip address no ip nroute-cache

hal f-duplex ! /--- This is the outside interface.
interface FastEthernetO ip address 14.24.120.1
255.255.0.0 ip nat outside ip inspect in2out out ip
access-group 100 in no ip nroute-cache speed auto ! /---
Enable a routing protocol to send/receive dynamic !---
updates about the private networks. router eigrp 1
network 172.16.0.0 0.0.0.255 network 192.168. 120.0 no
auto-summary ! !--- Perform NAT on local traffic !---
going directly out FastEthernetO. ip nat inside source
list 110 interface FastEthernetO overload ip classless
ip route 0.0.0.0 0.0.0.0 14.24.1.1 no ip http server no
ip http secure-server ! | | /--- Allow ISAKMP, ESP, and
GRE traffic inbound. !--- CBAC will open inbound access
as needed. access-list 100 permt udp any host
14.24.116.1 eq 500 access-list 100 pernmit esp any host
14.24.116.1 access-list 100 permit gre any host
14.24.116.1 access-list 100 deny ip any any access-list
110 permit ip 192.168.120.0 0.0.0.255 any ! ! ! line con
0 exec-tineout 0 O line aux O line vty O 4 login ! no
#schedul er allocate end 1720-A

iceadl o aasgl

2o JSuin Josy ousSil ol oo 35Tl Lgolasiuw] diSay wlogleo pwsll 13 499,

Dl ose el puiiillo (laad elxuall eMawll) 21,3V o> io 615l dlawlyy o2l ol Jas, acs aiy
ol ol 21,31

(ISAKMP (SA ¢ bl ¢l dl> o 2, —show crypto isakmp sa -
SA JSJ el Ao/ el  Jlo=] Lo ,2— show crypto engine connections active -
il VIl e olila>Yl o e, —show crypto ipsSA -


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

.a>gil J9a> o 2—show ip route -

.EIGRP ulu> o ,2,—show ip eigrp neighbor -

raiss illg AP J (NHRP) aJull sglazdl Jd=i JgSg59,4) wdgall il 6,515 Lo ,2—show ip nhrp -
o dg>lo) dnll ol 4Suolyall cdgall Cuyill 6,515 Y] le L)Lis)

IPSec 9 NHRP ¢,y naiadl 33l J9a> Lo =, —show crypto socket -

Le>Moly clasV BLiSiwl

LMool (oSl elias] BlisSiwY lgolasiw! liSay &logleo pumill 13D 9,

Le>Nolg a3Vl BliSiwl ol

sV acnas yolol 9 dagall wlogleall le eMbYI >, a3Vl aenas jolol jlaso] )b jdlas>Vo

IPSec wla>l o ,2,—debug crypto ipSec -

IKE &las aaleiall Jibw,JI o 2,—debug crypto isakmp -

el Jy=o o0 wlogleo o ,2,—debug crypto engine -

IPSec 9 NHRP (,u Juwogill 33l J9a> Jo> wlogles o ,2,—debug crypto socket -
NHRP &l Jg> ologles o ,2,—debug nhrp -

NHRP o> Jg> wlogles Lo ,2—la,; debug nhrp -

a0l )l GRE $lasl Jg> wlegles o ,2,—debug tunnel protection -

e>Mooly 1P ool elinzi SlisSiwi 9 le>Moly IPSec ellasi Slisiwl Jo> adlio] wloglen e jsinll oSay

Lgolasiwlg clnsYl puzuns olgl agd -

ado old ologleo

Cisco I0S 9 DMVPN _lc dole 6,k -
IPSec ac> 420 -
Cisco Systems - olaiiuwally sl acall -



//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
//www.cisco.com/en/US/docs/ios/12_2t/12_2t13/feature/guide/ftgreips.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



