odysy IPSec wsuw p9go Cisco 10S 9g 05U
Cisco VPN 4.x J Windows |J5s suvogd e

RADIUS quob,ja |.J.ouug“;é_.)‘o

Slhgizall

dwadoll
duwlwd| o lllaiall

o lllaioll

dwaziual]l olgSoll

S ENEWA]

aSuill ozl auw )l

2621XM a>gqall oS5

RADIUS 2515 65

ool @95Lan) RADIUS 0315 ,-poSi
VPN Client 4.8 ,-psSs

pansil] _80il JlasVl - uSas

dboli>Yl RADIUS Server 6 o poSi
axuall o asxill

Le>Voolg sVl oLl

le>Muolg cllasV] O LliSiwl ol
cllb3Yl pauxai 21,3

o ols ologles

dosall

Jlail (b a9skas doas plaiwl Cisco o VPN 4.X Jwoc9 azgo o JLasl (1955 auasS siiwall 130 auog,
pcall wVlailg Cisco o T(8)12.2 wl)lao)l ®IOS gob y . pakiuall a95Las) (RADIUS) asll paiouwoll
29, (Diffie Hellman (DH dcgomo dwluw X.4 9 VPN 3.X eMoc paziwy .Cisco VPN Client 4.X 0 &>V
JLasVl a5l5s] VPN cMas) isakmp policy # group 2 ;oY au .2

Windows (8 i is] dsams dox> msi Jio) Jisxills RADIUS o315 e d85kasll xiiwall 13D auog,

oo sasaidly @stasll oo JSu plally Laigo cuS 3] .a>gall dlawls; Wixs (DNS) Jlxall dyaus dors9 (WINS
J x4 ,lxoYl Cisco VPN Lacg Cisco 10S a>gs - IPSEC ueSs Jl g>,18 [RADIUS s> JUs
RADIUS pasiws sl Windows

duc9 wlogleall oo 2o Lle Jgaxll IPSec VPN duwlbw g2l IPSec VPN duwulxo oYl ,dgi dla>o
AW

pazimall @95bas 0S5 Jlis go Windows ,J Cisco VPN 4.X (16,59 10S a>ge o IPsec g4 Jl g,
2o Lo, 5 paiaall @83kas a8 Eaxs Sl gpylisull Jo> Slogleall (o Ao e Jsaxl +TACACS
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+TACACS JgSgi9

aloll dzwgall @85kanll plaziwl [0S _JI Windows ,J x.3 lusYl Cisco VPN ac eSs J| g,
.Cisco 10S azg0 9 Wixo paimall @slas ad &oxs sl g ladl Jo> logleall oo 350 e Jgaxll

Microsoft Windows g» Windows .J Cisco VPN Client 4.x 9 PIX/ASA 7.x a9sbas 055 Jls JI g2l
Cisco VPN e o a2y & Jawosl) VPN Jlasl slae| éas Jo> wlogleo e Jouaxll 2003 IAS RADIUS
(IAS) coi¥l @8skas doax) RADIUS psls plaziwl PIX 500 Series 7.x oYl jlg=9 (Windows J (4.x
.Microsoft Windows 2003 _,9

dzwgall 495Lanll go 209J19 (lbuwe J yiwoll -eSille VPN  foel) 4l adlall _JI IPSec - PIX JI &>l
:mode-config 9 «Jal cBladl plaziuwl PIX &lo> ,la VPN Jiae Juogi aaS Jo> wlogles le Jouaxll
.(Xauth) daswgall a95Laslly .sysopt connection allowed-ip j»l9

paziall @95Laa) RADIUS plaziwl Windows J VPN 4.X ¢a:59 VPN 3000 55 40 o IPsec _JI g
55259 Cisco VPN 3000 5,0 o IPSec b clis] dsasS Jo> clogleo e Joaxll duwlall oSs Jlisg
w209 paziiuall @85Las) RADIUS plaziwl, Windows J Cisco VPN 4.x

auwlwd ozl

olllaiall
ropoSall 13 el Jolxs ol Ud adl olllaioll elagwl oo ST
IPSec J pinsi piww 3l (u9liedl 0 dcgoxo -

"Cisc0123" oo 490 dalSy "Jsac 3000" _ams dCgaxs -
RADIUS p315 e pasiuall déslao -

do12iwall & bgSoll
il aloll ClisSally moldl olylaol Il aiimell 13D (8 63)le)l & logleall s

T2(15)12.2 ,la0Yl (Cisco 10S Software zoliu Jos; 2621XM azgo -
sl Jo=y ol wx) 4.2 5laoY Windows 2000 Jusiwdl oliad Cisco (o oYl (SloYl sgixall a0 -
(RADIUS o5l
VPN aSuid Jwoc sl Jo=s ol wxy) 4.8 5lao¥l Windows Jusisll pliad Cisco oo VPN &Suis Jsac -
(&Y olylaodlg x.4 laoYl
65e>V o> oly aols dloss diy S 639290l 6362V o Nl 13D 9 65,lg)l ologleall elis| o
Y Jaizoll Ll ogd o a5T8 16 uilo cliSuis cilS 3] .(Liol,i81) pouian (oS ditwall 13D (9 dorziwoll
ol

a3 gluwoll e ol dgwo Josell o 2l] 139

vpn2621#show version

Ci sco Internetwork QOperating System Software

(10s (tm C2600 Software (C2600-1K9S-M, Version 12.2(15)T2, RELEASE SOFTWARE (fc2
TAC Support: http://ww.cisco.comtac

. Copyright (c) 1986-2003 by cisco Systens, Inc

Conpi l ed Thu 01- May-03 10: 39 by nnasa

| mage text-base: 0x80008098, data-base: 0x81BBBOBC
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(ROM System Bootstrap, Version 12.2(7r) [cnmong 7r], RELEASE SOFTWARE (fcl

vpn2621 uptine is 1 hour, 34 minutes
Systemreturned to ROM by rel oad
"Systeminmage file is "flash: c2600-i k9s-ne. 122-15. T2. bin

Thi s product contains cryptographic features and is subject to United
States and | ocal country |aws governing inport, export, transfer and
use. Delivery of G sco cryptographic products does not inply
.third-party authority to inmport, export, distribute or use encryption
I nporters, exporters, distributors and users are responsible for
conpliance with U S. and |local country |laws. By using this product you
agree to conply with applicable |laws and regulations. |If you are unable
.to comply with U S. and local laws, return this product inmediately

A summary of U.S. |aws governing C sco cryptographic products may be found at
http://ww. ci sco. coml wM / export/crypto/tool/stqrg. htm

If you require further assistance please contact us by sending emnil to
. export @i sco. com

.cisco 2621XM (MPC860P) processor (revision 0x100) with 125952K/ 5120K bytes of nenory
(Processor board | D JADO64503FK (64188517

MB60 processor: part nunmber 5, mask 2

. Bridging software

. X. 25 software, Version 3.0.0

(Fast Et hernet/ | EEE 802. 3 interface(s

(Serial (sync/async) network interface(s

(terminal line(s

(Virtual Private Network (VPN) Mdul e(s

(cisco content engine(s 1

.32K bytes of non-volatile configuration nmenory

(32768K bytes of processor board System flash (Read/ Wite

P P NN

Configuration register is 0x2102

wbMaodl

Ol oMawvl Jo> wlogleall 0 30 Je Jaaxl dusill Cisco wlual oWawl g1,

itwoll 13 8 axiogall ol 985 wlogles U pads puudl] 1id 9

aoxzimoll ,oloVl Jo> wlogleall o jo Lle joirll (laad i)l eMoell) LoloVl ey 81l pasiwl 1da>No
il 13D 9

iyl _lolasall puw I

W1 aSidl slac] xiwall 13D paStiuy
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1T2.18.124.159 10111

10.0.0.1

Ethernet Segment ¢ +

2611

172.18.124.96

RADIUS server

Cisco YPHN Client

2621XM azgall (4555

2621XM azgall

Enable authentication, authorization and accounting ---!
(AAA) !--- for user authentication and group
authorization. aaa new-model

|

In order to enable extended authentication (Xauth) ---!

for user authentication, !--- enable the aaa
authentication commands. !--- "Goup radius |ocal"
speci fies RADI US user authentication !--- to be used by

default and to use |ocal database if RADIUS server is
.not reachabl e

aaa authentication login userauthen group radius local

In order to enable group authorization, !--- enable ---!
. the aaa authorization conmands

aaa authorization network groupauthor local

Create an Internet Security Association and !--- ---!
Key Management Protocol (ISAKMP) policy for Phase 1
negotiations. crypto isakmp policy 3

encr 3des

authentication pre-share

group 2

1

Create a group that will be used to specify the !-- ---1!
- Windows Internet Naming Service (WINS) and Domain
Naming Service (DNS) server !--- addresses to the
client, along with the pre-shared key for
authentication. crypto isakmp client configuration group
3000client

key ciscol23

dns 10.1.1.10

wins 10.1.1.20




domain cisco.com

pool ippool

!

Create the Phase 2 policy for actual data ---!
encryption. crypto ipsec transform-set myset esp-3des
esp-sha-hmac

1

Create a dynamic map and !--- apply the transform ---!
set that was created. crypto dynamic-map dynmap 10
set transform-set myset

!

Create the actual crypto map, !--- and apply the ---!
AAA lists that were created earlier. crypto map
clientmap client authentication list userauthen
crypto map clientmap isakmp authorization list
groupauthor

crypto map clientmap client configuration address
respond
crypto map clientmap 10 ipsec-isakmp dynamic dynmap
Apply the crypto map on the outside interface. ---!
interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0

hal f - dupl ex

crypto map clientmap

interface Ethernet0/1

ip address 172.18.124. 159 255. 255.255.0

hal f - dupl ex
!

Create a pool of addresses to be assigned to the ---!
VPN Clients. ip local pool ippool 10.16.20.1
10.16.20.200

ip classless

ip route 0.0.0.0 0.0.0.0 10.1.1.2

ip http server

i p pi mbidir-enable

1

1

!

Specify the IP address of the RADIUS server, !--- ---1!
along with the RADIUS shared secret key. radius-server
host 172.18.124.96 auth-port 1645 acct-port 1646 key
ciscol23

radius-server retransmit 3

RADIUS 055 1,055

pazimall 85baa) RADIUS pol5 055

‘RADIUS 0315 (65 a1 wlglasil JasT

P35 bl 8268 5 azgall JBo] @liol pd .1
RADIUS



o — 7 « Network Device Groups
0. AAA Cﬂents ¥ + Adding a Network Device Group
AAA Client AAA Client IP Authenticate + Renaming a Network Device Group
Haostname Aidress Using * a evice (z
f T « AAA Clients
FADIUS {Cisco Ak TR
340 172.18.124.151 niromet) - %ﬁlm %&
1 — S— —— = - " 'ﬁﬁq m
%ﬁ”"' 14.36.1.99 RADIUS g*;'*'m « Deleting a AAA Client
— ! » AAA Servers
RADIUS {Cisco « Adding a AAA Server
mtest 172.18.124.120
i _ - 10SPIX) s Editing a AAA Server
e 172.18.124.150 TACA'.I’JE?SBECmm : Deleting a AAA Server
+ Adding a Proxy Distribution Table Entry
Add Erey | « Sorting Proxy Distribution Table Entries

i3l "Cisco123" & uinall 5 ] plisall go "172.18.124.159" azgally Lol IP Glsic 31> .2

i3

D)

Add AAA Client

AAA Client Hostname [emnzen

. 172.18. 124,159 - |
AAA Client [P Address ¥
Key [Geemtza |

Authenticate Using

= Single Connect TACACS+ AAA Client (Record etop in
accounting on failure).

r Log UpdateWatchdog Packets from this AAA Client
r Log RADIUS Tunneling Packets from this AAA Client

|RaDiUS (CiscaOEFR =]

Subet | [ Submits Fsian | Concs |

&)l plaziwl a8sLaoll 9 RADIUS
Juuiall

+ AAA Chlent Hostname
« AAA Chient TP Address
« Key

« Network Device Group

AAA Chient Hostname

The AAA Client Hostnarne 15 the name assigned to
the AAA client.

[Back to Top]
AAA Client TP Address

paciuall puwl (Jliadl L9 .o llass 62cld ciscoSecure JI S Jasiwe VPN JI J username Jl caiol .3

User: [sees
Fna | [ AsaEn |

List users beginming with letter/munber:

E Lirt ATl s
! Bk ba balp

9o
.Cisco

« User Setup and External User Databases

+ Finding a Specific User in the ClscoSecure User
Datahase

« Adding & User to the ClscoSecurs User Database

+ Listing Usernames that Begin with a Particular

User Setup emmables you Lo eonfigure individual user
information, add users, and delete users in the
database.

ol cuei diSay .CisCO Lyl dalsdl Jlio 132 9 .CisCO paiumal) dalSJl cive (JWI Yl e .4

899 Ll celgsVl 5,20y .icoazo | pasimoll

Jlwyl
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i

Supplementary User Info

.
C

Real Mame
Description

User Setup

Password Authentication:
| GscoSecure Danbase =
CiscoSecure PAP (Also used for CHAP/MS-
CHAP/ARAP, if the Separate field is not
checked.)

Password

Confirm
Passwaord
r Separate (CHAP/MS-CHAP/ARAP)
Password |
Confirm |
Paszword
When using a Token Card server for
authentication, supplying a separate CHAP
passworid for a token card user allows CHAP
authentication. This iz especially useful when
token caching is enahled.

Group to which the user is assigned:

| Grous 19 =]

=&

I [ subma]| Cancel |

-

Account Disabled

« Deleting a Usermame

+ Supplementary User Inlo

« Password Authentication

« Group io which the user Is assigned
« Callback

« Client IP' Address Asslgnment

+ Advanced Seitings

« Network Access Restrictions

& Max Sessions

+ Usage Quotas

« Account Disable

s Downloadable ACLs

+ Advanced TACACS+ Settings
« TACACS+ Enable Conirel

* TACACS+ Enable Password

o TACACSS Outhound Password
¢ TACACS+ Shell Command Authorization
« TACACS+ Unknown Services
« IETF RADIUS Atiribuies

= RADIUS Vendor-Specific Attributes

Account Disabled Status

Select the Account Disabled check box to disable this
account; clear the check box to enable the account.

[Back to Top]

VPN Client 4.8 ;055

4.8 ¢9:5 VPN JI clSuu steps in order to 13® cassl

.y VPN<gs, Cisco Systems VPN<aob<dly o isi .1

VPN Jlasl elis]" oYl Jusisd 3a> e asl .

# status: Disconnected | ¥YPM Client - Yersion 4.8.01.0300
Connection Entries Status Certificates Log Options Help

=10/ x

&

Cisco Svsvens

impost Dedet )
Certficates | Log |
Connection Enty © Host Transport

<

| o

| Mot connected,
punl U35l o5 camanll gall L6 azgall (>, IP Glgie U3l .cang go "JlasVl JBoI" pul J551 .3

| 4

e L,8il9 )90l dalSy VPN dcgaxo



# ¥PN Client | Properties for "vpn™ ': x|

Connection Entry: | EER

Drescription:

Host110.1.1.1

Authentication ITranspnrt Backup Servers | Dial-Up |

(+ Group Authentication i Mutual Group Authentication
M arne: 3000client
FPassword: i

HEEEENEE

Canfirmn Password:

" Certificate Authentication

I ame; I ;I

[T Send C& Certificate Chain

Eraze zer F'E_lsswcuru:ll Save Cancel
b
aSuiv Jros) sl b o JLasVl (999 Lailg aslaziw] 2 Sl JLasVl e a5l 4
.VPN
# status: Disconnected | VPN Client - Version 4.8,01.0300. =10 x|
Connaction Entries. Stabus Cartificates Log Options Help
o £:0 , ; Cisco SrsTems
< . E
Connect Mew It Madify Delete B
Connection Enties | Certficates | Log |
Conrection Enty Host Transport
wpn 10,11 IPSec/UDP
<] i |
| Not connected, | 4

aSwidb JLasW  §9lgo (999 Laslg Jlw M 9,0l 4alS paiwall puwl ologlen J>.>I cadlasll aic .5
ol



» status: Disconnected | ¥PN Client - Version 4.8, ' R[] |

_onnechon Entres  Status  Cerbificates Log Optlons Help

£ - Ciseo SvsTews

Cancel Conmect Mew Irnpeort b odify Delete -
Connection Enries | Certfcates | Log |

Connection Entry Host Transport

¥pn 10.1.1.1 IPSecfUDP

# ¥WPN Client | User Authentication for “vpn™ x|

The sarver has requested the following information to complete the user
authentication,

Cisco SYSTEMS j;came [coco

« Pazsword I'“"'""

oK Cancel |

; : 2l
uthenticating ug_rf,) ANEEENENENEEEEEEEE 4

&9g0ll 9 azgall VPN aSuis e JLail piy
S35 ol

# status: Connected | ¥PN Client - Yersion 4.8.01.0300 — 10 x|

Connection Entries  Stabus  Certificates Log  Options Help

&, £ = Cisco Svsrems

Disconnect Mew Impart Modify Delate E
[Conneciion Enies, | Cenicates | Log |
Connection Enty Hinst Tranzpart
#@ vpn 10111 IPSec/UDP

ﬁ“@
[Connected Time: 0 day(s), 00:09.44 E A

¥Connected to “vpn,)
- --.I LD.!)" . -

e LgusSs a5 (ACL) Jgwos)l (8 a5 aasld b ol oo 28T VPN oYLasY puniioll aaidl JLasVl piSaid
JlasVl e Jlasl olgid elis] Jol,8Y dcgaxally access-list 108 LoVl o8] piy (Jloll 135 8 .a>gall
o 639200l & 65>Vl | 6 0us0 e 49,0l 4,5 95 XX /16.14.38 @i Baill oSS piyg «aaill
(eim¥l Jbadl Juw L) 108 Jgogll (6 pSxill dasld



access-list 108 permit ip 172.18.124.0 0.0.255.255 10.16.20.0 0.0.0.255

-acgazall Lailaz le (ACL) Joosll (9 pSill doild  gulas

crypto isaknmp client configuration group 3000client
key ciscol23
dns 10.1.1.10
wins 10.1.1.20
domai n ci sco. com
pool i ppoo
acl 108

abli>Vl RADIUS Server 6 .o 'peSs

douill JWI o)l RADIUS psls | azgall Jid 9155 pisw plio & awlwVl RADIUS p3l5 aua; bosic
Ldsio Cawlwdl o3l o5 3] Li> ¥l LI sesll RADIUS psl5 placiw] i azgoll jaimw . bolisYl
S Ldgio selll e S o) 3] . Jiasell e3lly eho¥l e o3l 8 (sl o331 G955 bo 63le
radius dcoazall pasime AAA @85kas Jo35 Jmuwi ol plakiwl @85kasll ddxall oLl 6260 plasiw]
aalall

2o JSuiy oueSil Jac 2T puusl] 138 paciuwl

w22 (OIT) 2L3Vl a2 i S5 paskial .ShOW olol Lass (Jaad ulxualleNasll) 213V a2 is 8131 ac
. Show oVl 2,50 Jul>s

:alall ol show Lolgl o 2,50 13

vpn2621#show crypto isakmp sa
dst src state conn-id sl ot
QM IDLE 3 0 10.0.0.1 10.1.1.1

vpn2621#show crypto ipsec sa interface: Ethernet0/0
Crypto map tag: clientmap, local addr. 10.1.1.1

(local ident (addr/mask/prot/port): (10.1.1.1/255.255.255.255/0/0
(renpte ident (addr/mask/prot/port): (10.16.20.2/255.255.255.255/0/0
current_peer: 10.0.0.1
{}=PERM T, fl ags
pkts encaps: 5, #pkts encrypt: 5, #pkts digest 5#
pkts decaps: 5, #pkts decrypt: 5, #pkts verify 5#
pkts conpressed: 0, #pkts deconpressed: O#
pkts not conpressed: 0, #pkts conmpr. failed: 0, #pkts deconpress failed: O#
send errors 0, #recv errors O#

| ocal crypto endpt.: 10.1.1.1, renote crypto endpt.: 10.0.0.1
path nmtu 1500, nmedia ntu 1500
current outbound spi: 77AFCCFA

;i nbound esp sas
(spi: OxC7AC22AB(3349947051
, transform esp-3des esp-sha-hmac


//www.cisco.com/en/US/docs/ios/security/command/reference/sec_a1.html#wp1042072
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{ ,in use settings ={Tunnel
slot: 0, conn id: 2000, flow.id: 1, crypto map: clientmap
(sa timng: remaining key lifetime (k/sec): (4608000/ 3444

IV size: 8 bytes

replay detection support: Y

:inbound ah sas
:inbound pcp sas

:out bound esp sas

(spi: Ox77AFCCFA(2008009978
, transform esp-3des esp-sha-hmac
{ ,in use settings ={Tunnel
slot: 0, conn id: 2001, flow.id: 2, crypto map: clientmp
(sa timng: remaining key lifetime (k/sec): (4608000/ 3444
IV size: 8 bytes
replay detection support: Y

:outbound ah sas

:out bound pcp sas
(local ident (addr/mask/prot/port): (172.18.124.0/255.255.255.0/0/0
(renpte ident (addr/mask/prot/port): (10.16.20.2/255.255.255.255/0/0

current_peer: 10.0.0.1
{}=PERM T, fl ags

pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4#

pkts decaps: 6, #pkts decrypt: 6, #pkts verify 6#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not conpressed: 0, #pkts compr. failed: 0, #pkts deconpress failed: O#
send errors 0, #recv errors O#

local crypto endpt.: 10.1.1.1, remote crypto endpt.: 10.0.0.1
path mtu 1500, nedia ntu 1500
current outbound spi: 2EE5BF09

:inbound esp sas

(spi: 0x3565451F(895829279
, transform esp-3des esp-sha-hmac
{ ,in use settings ={Tunnel
slot: 0, conn id: 2002, flow.id: 3, crypto map: clientmap
(sa timng: remaining key lifetime (k/sec): (4607999/ 3469
IV size: 8 bytes
replay detection support: Y

:inbound ah sas
:inbound pcp sas

:out bound esp sas

(spi: Ox2EE5BF09( 786808585
, transform esp-3des esp-sha-hmac
{ ,in use settings ={Tunnel
slot: 0, conn id: 2003, flow.id: 4, crypto map: clientmp
(sa timng: remaining key lifetime (k/sec): (4607999/ 3469
IV size: 8 bytes
replay detection support: Y

:out bound ah sas

:out bound pcp sas



ID Interface IP-Address

Ethernet0/0 10.1.1.1
Ethernet0/0 10.1.1.1
Ethernet0/0 10.1.1.1
Ethernet0/0 10.1.1.1
Ethernet0/0 10.1.1.1

Virtual
Statistics for

packets in
packet overruns
packets deconpressed
conpressed bytes in
deconpressed bytes out
packet s bypass conpression
packets fail deconpression
packets decrypted
byt es decrypted
byt es before decrypt
paks/sec in
Kbi t s/ sec decrypted

packets in
packets decrypted
byt es decrypted
byt es before decrypt
paks/sec in
Kbi t s/ sec decrypted

vpn2621#show crypto engine connections active

State Algorithm Encrypt Decrypt

set HMAC_SHA+3DES_56_C 0 03

set HMAC_SHA+3DES_56_C 0 5 2000
set HMAC_SHA+3DES_56_C 5 0 2001
set HMAC_SHA+3DES_56_C 0 6 2002
set HMAC_SHA+3DES_56_C 4 0 2003

vpn2621l#show crypto engine accelerator statistic
Private Network (VPN) Module in aimslot : O
Har dwar e VPN Modul e since the |ast clear
of counters 5570 seconds ago
14 packets out 14
0 out put packets dropped
0 packets conpressed
0 unconpressed bytes in
0 conpressed bytes out
0 packets abort conpression
0 packets fail conpression
7 packets encrypted
532 bytes encrypted 532
19200 bytes after encrypt 784
0 paks/sec out O
0 Kbits/sec encrypted O
:Last 5 mnutes
14 packets out 14
7 packets encrypted 7
420 bytes encrypted 532
672 bytes after encrypt 784
0 paks/sec out O
0 Kbits/sec encrypted 0

~NO OoOoOOoOoo

rx_no_endp: 0 rx_hi_discards: 0 fw failure: 0
invalid_sa: 0 invalid_flow 0 cgx_errors 0
fwags_filled: 0 fw.resource_| ock: 0 lotx_full_err: 0
null _ip_error: 0 pad_size_error: 0 out _bound_dh_acc: 0
esp_auth_fail: 0 ah_auth_failure: 0 crypto_pad_error: 0
ah_prot _absent: 0 ah_seq_failure: 0 ah_spi _failure: 0
esp_prot _absent: 0 esp_seqg_ fail: 0 esp_spi _failure: 0
obound_sa_acc: 0 invalid_sa: 0 out _bound_sa_fl ow 0
i nval i d_dh: 0 bad_keygroup: 0 out _of _menory: 0
no_sh_secret: 0 no_skeys: 0 i nvalid_cnd: 0
dsp_coproc_err: 0 conp_unsupported: 0 pak_t oo_bi g: 0
nul | packets: 0
pak_mp_l ength_spec_faul t: 0 cnmd queue errors: 0
tx_| o_queue_si ze_max 0 cnd_uni npl enent ed: 0
Interrupts: 439 | med: 0 HPri ints: 14
LoPri ints: 425 POST Errs: 0 Alerts: 0
Unk Cnds: 0 UnexpCnds: 0
cgx_cnd_pendi ng: 0 packet _| oop_max: Opacket _loop_limt: O
vpn2621#sh crypto engi ne configuration
crypto engine nane: Virtual Private Network (VPN) Mdul e
crypto engi ne type: hardware
Product Name: Al M VPN BP

Configuration: 0x000109010FO00F00784000000
0x995FB1441BA279D5BD46CF6C
OXECE77614C30835CB0OA000300



0x000000000000000000000000
Cryptl C Version: 001.000
CGX Version: 001.009
CGX Reserved: 0x000F
PCDB i nfo: 0x07F0 0x0084 0x0000
Serial Nunber: O0x5F9944B1A21BD57946BD
0x6CCFE7EC14768C3CB35
DSP firmvare version: 000.010
DSP Bootstrap Version: 000.003
DSP Bootstrap Info: 0x0000

Conpression: Yes

DES. Yes
DES. Yes 3
AES CBC. No

AES CNTR:  No
Maxi mum buf fer | ength: 4096
Maxi mum DH i ndex: 0210
Maxi mum SA i ndex: 0420
Maxi mum Fl ow i ndex: 0840
Maxi mum RSA key size: 0000
crypto engine in slot: O
platform VPN hardware accel erator

:Crypto Adj acency Counts
Lock Count: O
Unl ock Count: O
crypto lib version: 16.0.0
ipsec lib version: 2.0.0
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| SAKMP (0: 0)

vpn2621l#show debug

:CGeneral ©S
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on

Radi us protocol debugging is on
Radi us packet protocol debugging is on

: Crypt ogr aphi ¢ Subsystem
Crypto | SAKMP debugging is on
Crypt o Engi ne debugging is on
Crypto | PSEC debugging is on

vpn2621#

received packet from 10.0.0.1 dport 500 sport 500 Global (N) NEW SA*

| SAKMP: Created a peer struct for 10.0.0.1, peer port 500*

| SAKMP:  Locki ng peer struct 0x83166B20, |KE refcount 1 for*
crypto_iknp_config_initialize_sa

| SAKMP (0:0): Setting client config settings 82F0F82C*

| SAKMP (0:0): (Re)Setting client xauth list and state*

| SAKMP: | ocal port 500, renote port 500*

| SAKMP: insert sa successfully sa = 83165694*

| SAKMP (0:1): processing SA payl oad. nessage |ID = 0O*

| SAKMP (0:1): processing |ID payl oad. nessage |ID = 0*

| SAKMP (0:1): peer matches *none* of the profil es*

| SAKMP (0:1): processing vendor id payl oad*

| SAKMP (0:1): vendor |ID seens Unity/DPD but major 215 ni smat ch*

| SAKMP (0:1): vendor IDis XAUTH*

| SAKMP (0:1): processing vendor id payl oad*

| SAKMP (0:1): vendor IDis DPD

| SAKMP (0:1): processing vendor id payl oad*

| SAKMP (0:1): vendor |ID seens Unity/DPD but mgjor 123 ni smat ch*

| SAKMP (0:1): vendor IDis NAT-T v2*

| SAKMP (0:1): processing vendor id payl oad*

| SAKMP (0:1): vendor |ID seens Unity/DPD but major 194 ni smat ch*

| SAKMP (0:1): processing vendor id payl oad*

| SAKMP (0:1): vendor IDis Unity*

| SAKMP (0:1) Authentication by xauth preshared*

| SAKMP (0:1): Checking | SAKMP transform 1 against priority 3 policy*

| SAKIMP: encrypti on AES- CBC*

| SAKMP: hash SHA*

| SAKIVP: default group 2*

| SAKMP: aut h XAUTHI ni t Pr eShar ed*

| SAKIVP: life type in seconds*

| SAKIMP: life duration (VPI) of 0x0 0x20 0xC4 0Ox9B*
| SAKIVP: keyl engt h of 256*

I'l SAKMP (0:1): Encryption algorithm offered does not match policy*

en/ US/ docs/ net _mgnt / wan_servi ce_admi ni strator/ 1. 1/ adm ni strator/gui de/ getstart. htm/
sni p/ en/ US/ docs/ net _ngmt / wan_servi ce_admi ni strator/ 1.1/ admi ni strator/gui de/ getstart. htm -
en/ US/ docs/ net _mgnt / wan_servi ce_admi ni strator/ 1. 1/ adm ni strator/gui de/ getstart. htm/
en/ US/ docs/ net _mgnt / wan_servi ce_admi ni strator/ 1. 1/ adm ni strator/gui de/ getstart. htm/

ISAKMP values are acceptable and then the router continues with the !--- ISAKMP negotiation ---!
process. *ISARKMP (0:1): Checking ISAKMP transform 9 against priority 3 policy

ISAKMP: encryption 3DES-CBC*

ISAKMP: hash SHA*

ISAKMP: default group 2*

ISAKMP: auth XAUTHInitPreShared*

ISAKMP: life type in seconds*

ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B*



ISAKMP (0:1): atts are acceptable. Next payload is 3*

Crypt oEngi ne0: generate al g parameter*

(Crypt oEngi ne0: CRYPTO_| SA DH CREATE( hw) (i psec*

CRYPTO_ENG NE: Dh phase 1 status: O*

| SAKMP (0:1): processing KE payl oad. nessage |ID = 0*

Crypt oEngi ne0: generate al g parameter*

(Crypt oEngi ne0: CRYPTO_| SA DH SHARE _SECRET( hw) (i psec*

| SAKMP (0:1): processing NONCE payl oad. nessage | D = 0O*

| SAKMP (0:1): vendor IDis NAT-T v2*

AAA: parse name=| SAKMP-| D- AUTH i db type=-1 tty=-1*

AAA MEMORY: create_user (Ox830E12E8) user='3000client' ruser="NULL' ds0=0*
port="1SAKWP-| D- AUTH rem addr='10.0.0.1" authen_type=NONE servi ce=LOG N
(priv=0 initial _task_id="0", vrf= (id=0

| SAKMP (0:1): Input = | KE_MESG FROM PEER, | KE_AM EXCH*

| SAKMP (0:1): Od State = | KE_READY New State = | KE_LR_ AM AAA AWAI T*

" | SAKMP- | D- AUTH AAA/ AUTHOR/ CRYPTO AAA(54534875): Port='1 SAKWP- | D- AUTH*
| i st="groupauthor' service=NET
" AAA/ AUTHOR/ CRYPTO AAA: | SAKMP- | D- AUTH(54534875) user ="' 3000cl i ent *
| SAKMP- | D- AUTH AAA/ AUTHOR/ CRYPTO AAA(54534875): send AV servi ce=i ke*
| SAKMP- | D- AUTH AAA/ AUTHOR/ CRYPTO AAA(54534875): send AV protocol =i psec*
" | SAKMP- | D- AUTH AAA/ AUTHOR/ CRYPTO AAA(54534875): found |ist "groupauthor*
| SAKMP- | D- AUTH AAA/ AUTHOR/ CRYPTO AAA(54534875): Met hod=LOCAL*
AAA/ AUTHOR (54534875): Post authorization status = PASS_ADD*
| SAKWMP: got cal | back 1*

*

AAA/ AUTHOR/ | KE:  Processi ng AV servi ce=i ke

*

AAA/ AUTHOR/ | KE: Processi ng AV protocol =i psec

*

AAA AUTHOR/ | KE: Processi ng AV tunnel - passwor d=ci scol23

*

AAA/ AUTHOR/ | KE: Processi ng AV def aul t - domai n*ci sco. com

*

AAA/ AUTHOR/ | KE: Processi ng AV addr - pool *i ppool
*

AAA/ AUTHOR/ | KE: Processi ng AV key-exchange=i ke

*

AAA/ AUTHOR/ | KE: Processi ng AV group-| ock*0

*

AAA/ AUTHOR/ | KE:  Processing AV timeout*0

*

AAA AUTHOR/ | KE: Processing AV idletine*0

*

AAA/ AUTHOR/ | KE:  Processi ng AV inacl *108

*

AAA/ AUTHOR/ | KE:  Processi ng AV dns-servers*10.1.1.10 0.0.0.0
*
AAA AUTHOR/ | KE: Processing AV wi ns-servers*10.1.1.20 0.0.0.0
Crypt oEngi ne0: create | SAKMP SKEYID for conn id 1*
(Crypt oEngi ne0: CRYPTO_| SA_SA CREATE( hw) (i psec*
| SAKMP (0:1): SKEYID state generated*
| SAKMP (0:1): constructed NAT-T vendor-02 | D*
| SAKMP (0:1): SA is doing pre-shared key authentication plus XAUTH usi ng*
idtype |D_|PV4_ADDR
| SAKMP (1): | D payl oad*
next - payl oad : 10

type 1

addr 0 10.1.1.1
pr ot ocol : 17

port 0

| engt h : 8

(1 SAKMP (1): Toi ne0: CRYPTO._| SA | KE_DECRYPT( hw) (i psec*
| SAKMP (0:1): processing HASH payl oad. nessage ID = 0*



Crypt oEngi ne0: generate hmac context for conn id 1*
Crypt oEngi ne0: CRYPTO_| SA | KE_HVAC( hw) (i psec)tal payload | ength: 12*
Crypt oEngi ne0: generate hmac conte*
| SAKMP (0:1): processing NOTIFY I NI TI AL_CONTACT protocol 1*
spi 0, nmessage ID = 0, sa = 83165694
, I SAKMP (0:1): Process initial contact*
bring down existing phase 1 and 2 SA's with local 10.1.1.1 renote
renote port 500 10.0.0.1
| SAKMP (0:1): returning | P addr to the address pool *
| SAKMP: r ecei ved payl oad type 17*
| SAKMP (0:1): Detected NAT-D payl oad*
| SAKMP (0:1): recalc ny hash for NAT-D*
| SAKMP (0:1): NAT match M NE hash*
| SAKMP: recei ved payl oad type 17xt for conn id 1*
(Crypt oEngi ne0: CRYPTO I SA_| KE_HMAC( hw) (i psec*
| SAKMP (0:1): constructed H S NAT-D*
| SAKMP (0:1): constructed M NE NAT-D*
| SAKMP (0:1): sending packet to 10.0.0.1 my_port 500 peer_port 500 (R) AG_| NI T_EXCH*
| SAKMP (0:1): Input = | KE_MESG FROM AAA, PRESHARED_KEY_REPLY*
| SAKMP (0:1): Od State = | KELR AM AAA AWAIT New State = | KE_R AMR*

" AAA/ MEMORY: free_user (Ox830E12E8) user='3000client' ruser="NULL' port="I|SAKMP-|D AUTH*
(rem.addr="10.0.0.1" authen_type=NONE servi ce=LOd N priv=0 vrf= (id=0

| SAKMP (0:1): received packet from 10.0.0.1 dport 500 sport 500 dobal (R) AG_ | NI T_EXCH*

Cr ypt oEng*

| SAKMP (0:1): Detected NAT-D payl oad*

| SAKMP (0:1): recalc his hash for NAT-D*

| SAKMP (0:1): NAT match H S hash*

| SAKMP (0:1): SA has been authenticated with 10.0.0. 1*

Crypt oEngi ne0: cl ear dh number for conn id 1*

.1 SAKMP: Trying to insert a peer 10.0.0.1/500/, and inserted successfully*

| SAKMP (0:1): IKE DPD is enabled, initializing timers*

| SAKMP: set new node 2011892843 to CONF_XAUTH*

Crypt oEngi ne0: generate hmac context for conn id 1*

(Crypt oEngi ne0: CRYPTO I SA_| KE_HMAC( hw) (i psec*

... | PSEC(key_engi ne): got a queue event*

(Crypt oEngi ne0: CRYPTO_| SA DH DELETE( hw) (i psec*

(Crypt oEngi ne0: CRYPTO_I SA | KE_ENCRYPT( hw) (i psec*

| SAKMP (0:1): sending packet to 10.0.0.1 my_port 500 peer_port 500 (R) QM. I DLE*

| SAKMP (0:1): purging node 2011892843*

| SAKMP:  Sendi ng phase 1 responder lifetinme 86400*

| SAKMP (0:1): peer matches *none* of the profil es*
| SAKMP (0:1): Input = | KE_MESG FROM PEER, | KE_AM EXCH*
| SAKMP (0:1): Od State = IKE_.R AM2 New State = | KE_P1_COWPLETE*

| SAKMP (0:1): Need XAUTH*

AAA: parse name=| SAKMP idb type=-1 tty=-1*

" AAA/ MEMORY: create_user (0x830DE43C) user="NULL' ruser='NULL' ds0=0 port="1 SAKMP*
,'remaddr="10.0.0.1" authen_type=ASCI| service=LOA N priv=0 initial_task_ id="0
(vrf= (id=0

| SAKMP (0:1): Input = | KE_MESG | NTERNAL, IKE_PHASE1l COMPLETE*

| SAKMP (0:1): Od State = | KE_P1_COWLETE New State = | KE_XAUTH_AAA START_LOG N_AWAI T*

AAA/ AUTHEN START (992119247): port="1SAKMP' |ist="userauthen' action=LOd N servi ce=LOG N*
AAA/ AUTHEN START (992119247): found |ist userauthen*

(AAA/ AUTHEN START (992119247): Met hod=radi us (radi us*

AAA/ AUTHEN(992119247) : St at us=GETUSER*

| SAKMP: got cal | back 1*

| SAKMP: set new node -883516238 to CONF_XAUTH*

| SAKMP/ xaut h: request attribute XAUTH USER_NAME_V2*

| SAKMP/ xaut h: request attribute XAUTH USER_PASSWORD V2*

Crypt oEngi ne0: generate hmac context for conn id 1*

(Crypt oEngi ne0: CRYPTO I SA_| KE_HMAC( hw) (i psec*



| SAKMP (0:1): initiating peer config to 10.0.0.1. ID = -883516238*

(Crypt oEngi ne0: CRYPTO_I SA | KE_ENCRYPT( hw) (i psec*

| SAKMP (0:1): sending packet to 10.0.0.1 my_port 500 peer_port 500 (R) CONF_XAUTH*

| SAKMP (0:1): Input = | KE_MESG FROM AAA, | KE_AAA START_LOGA N*

| SAKMP (0:1): Od State = | KE_XAUTH _AAA START_LOG N_AWAIT New State = | KE_XAUTH REQ SENT*

| SAKMP (0:1): retransmitting phase 2 CONF_XAUTH -883516238*
| SAKMP (0:1): incrementing error counter on sa: retransmt phase 2*
| SAKMP (0:1): incrementing error counter on sa: retransmt phase 2*
| SAKMP (0:1): retransmitting phase 2 -883516238 CONF_XAUTH*
| SAKMP (0:1): sending packet to 10.0.0.1 my_port 500 peer_port 500 (R) CONF_XAUTH*
| SAKMP (0:1): received packet from 10.0.0.1 dport 500 sport 500 d obal (R) CONF_XAUTH*
(Crypt oEngi ne0: CRYPTO_| SA | KE_DECRYPT( hw) (i psec*
| SAKMP (0:1): processing transaction payload from 10.0.0.1. nessage |ID = -883516238*
Crypt oEngi ne0: generate hmac context for conn id 1*
(Crypt oEngi ne0: CRYPTO I SA_| KE_HMAC( hw) (i psec*
| SAKMP:  Confi g payl oad REPLY*
| SAKMP/ xaut h: reply attribute XAUTH USER NAME V2*
| SAKMP/ xaut h: reply attribute XAUTH USER PASSWORD V2*
| SAKMP (0:1): deleting node -883516238 error FALSE reason*
"done with xauth request/reply exchange"
| SAKMP (0:1): Input = | KE_MESG FROM PEER, |KE_CFG REPLY*
| SAKMP (0:1): Od State = | KE_XAUTH REQ SENT New State = | KE_XAUTH_AAA CONT_LOG N_AWAI T*

(' (AAA/ AUTHEN CONT (992119247): continue_l ogin (user='(undef*

AAA/ AUTHEN(992119247) : St at us=GETUSER*

( AAA/ AUTHEN( 992119247): Met hod=r adi us (radi us*

AAA/ AUTHEN(992119247) : St at us=GETPASS*

(" AAA/ AUTHEN CONT (992119247): continue_l ogi n (user='ci sco*

AAA/ AUTHEN(992119247) : St at us=GETPASS*

( AAA/ AUTHEN( 992119247): Met hod=r adi us (radi us*

RADI US: Pick NAS I P for u=0x830DE43C tabl ei d=0 cfg_addr=0.0.0.0 best_addr=10.1.1. 1*
RADI US: ustruct sharecount =2*

Radi us: radius_port_info() success=0 radius_nas_port=1*

RADI US( 00000000) : Send Access-Request to 172.18.124.96:1645 id 21645/4, len 72*%
RADI US: authenticator F2 7F ED 86 2B D9 80 1F - 74 D7 8F 90 3B EF FO D5*

RADI US: NAS- | P- Addr ess [ 4] 6 10.1.1.1*

[ RADI US:  NAS- Port - Type [61] 6 Async [ O*
"RADI US: User - Nane [1] 9 "ci sco*

"RADIUS: Calling-Station-1d [31] 13 "10.0.0.1*

* RADIUS: User-Password [2] 18*

RADI US: Retransnit to (172.18.124.96: 1645, 1646) for id 21645/ 4*

RADI US: Received from id 21645/4 172.18.124.96:1645, Access-Accept, len 62*

RADI US: authenticator 97 DF CB C8 74 AC 92 D6 - 3B D8 D9 DC 9E 85 94 35*

RADI US:  Franed- | P- Addr ess [ 8] 6 172.17.8.123*

RADI US: d ass [25] 36*

[ RADI US: 43 49 53 43 4F 41 43 53 3A 30 30 30 30 31 38 32 [ClSCOACS: 0000182

[ RADI US: 62 2F 61 63 31 32 37 63 39 66 2F 74 6E 65 75 62 [b/acl127c9f/cisco*
RADI US: 65 72*

RADI US: saved authorization data for user 830DE43C at 830DB5FC*

AAA/ AUTHEN(992119247) : St at us=PASS*

| SAKMP: got cal |l back 1*

| SAKMP: set new node -1874799558 t o CONF_XAUTH*

Crypt oEngi ne0: generate hmac context for conn id 1*

(Crypt oEngi ne0: CRYPTO I SA_| KE_HMAC( hw) (i psec*

| SAKMP (0:1): initiating peer config to 10.0.0.1. ID = -1874799558*

(Crypt oEngi ne0: CRYPTO_I SA | KE_ENCRYPT( hw) (i psec*

| SAKMP (0:1): sending packet to 10.0.0.1 my_port 500 peer_port 500 (R) CONF_XAUTH*
| SAKMP (0:1): Input = | KE_MESG FROM AAA, | KE_AAA CONT_LOG N*

| SAKMP (0:1): Od State = | KE_XAUTH_AAA CONT_LOG N_AVWAIT New State = | KE_XAUTH_SET_SENT*

" AAA/ MEMORY: free_user (0x830DE43C) user='cisco' ruser="NULL'" port="1SAKMP*
(rem.addr="10.0.0.1" authen_type=ASClI| service=LOd N priv=0 vrf= (id=0
| SAKMP (0:1): received packet from 10.0.0.1 dport 500 sport 500 d obal (R) CONF_XAUTH*



(Crypt oEngi ne0: CRYPTO_| SA | KE_DECRYPT( hw) (i psec*

| SAKMP (0:1): processing transaction payload from 10.0.0.1. nmessage |ID = -1874799558*
Crypt oEngi ne0: generate hmac context for conn id 1*

(Crypt oEngi ne0: CRYPTO I SA | KE_HMAC( hw) (i psec*

| SAKMP:  Config payl oad ACK*

| SAKMP (0:1): XAUTH ACK Processed*
"I SAKMP (0:1): del eting node -1874799558 error FALSE reason "done with transaction*
| SAKMP (0:1): Input = | KE_MESG FROM PEER, |KE_CFG ACK*

| SAKMP (0:1): Od State = | KE_XAUTH SET_SENT New State = | KE_P1_COVPLETE*

| SAKMP (0:1): Input = | KE_MESG | NTERNAL, |KE_PHASE1_ COMPLETE*
| SAKMP (0:1): Od State = | KE_P1_COVPLETE New State = | KE_P1_COMPLETE*

| SAKMP (0:1): received packet from 10.0.0.1 dport 500 sport 500 d obal (R) QM. IDLE*

| SAKMP: set new node -1474156599 to QM. I DLE*

(Crypt oEngi ne0: CRYPTO_| SA | KE_DECRYPT( hw) (i psec*

| SAKMP (0:1): processing transaction payload from 10.0.0.1. nmessage |ID = -1474156599*
Crypt oEngi ne0: generate hmac context for conn id 1*

(Crypt oEngi ne0: CRYPTO I SA_| KE_HMAC( hw) (i psec*

| SAKMP:  Config payl oad REQUEST*

: 1 SAKMP (0:1): checking request*

| SAKVP: | P4_ADDRESS*

| SAKVP: | P4_NETMASK*

| SAKVP: | P4_DNS*

| SAKMP: | P4_NBNS*

| SAKIMVP: ADDRESS_EXPI RY*

| SAKVP: APPLI CATI ON_VERSI ON*

| SAKMP: UNKNOWN Unknown Attr: 0x7000*
| SAKMP: UNKNOWN Unknown Attr: 0x7001*
| SAKIMVP: DEFAULT_DOVAI N*

| SAKVP: SPLI T_I NCLUDE*

| SAKMP: UNKNOWN Unknown Attr: 0x7003*
| SAKMP: UNKNOWN Unknown Attr: 0x7007*
| SAKMP: UNKNOWN Unknown Attr: 0x7008*
| SAKMP: UNKNOWN Unknown Attr: 0x7009*
| SAKMP: UNKNOAWN Unknown Attr: Ox700A*
| SAKMP: UNKNOWN Unknown Attr: 0x7005*

AAA: parse name=| SAKMP- GROUP- AUTH i db type=-1 tty=-1*

AAA MEMORY: create_user (0x831663A0) user='3000client' ruser="NULL' ds0=0*

port ="1 SAKMP- GROUP- AUTH rem addr="10.0.0.1" authen_type=NONE servi ce=LOG N
(priv=0 initial _task_id="0", vrf= (id=0

| SAKMP (0:1): Input = | KE_MESG FROM PEER, |KE_CFG REQUEST*

| SAKMP (0:1): Od State = I KE_P1_COWLETE New State = | KE_CONFI G_AUTHOR_AAA_AWAI T*

" | SAKMP- GROUP- AUTH AAA/ AUTHOR/ CRYPTO AAA(3136771130): Port='1 SAKMP- GROUP- AUTH*
| i st="groupauthor' service=NET

" AAA/ AUTHOR/ CRYPTO AAA: | SAKMP- GROUP- AUTH(3136771130) user ="3000cl i ent*

| SAKMP- GROUP- AUTH AAA/ AUTHOR/ CRYPTO AAA(3136771130): send AV servi ce=i ke*

| SAKMP- GROUP- AUTH AAA/ AUTHOR/ CRYPTO AAA(3136771130): send AV protocol =i psec*

"1 SAKMP- GROUP- AUTH AAA/ AUTHOR/ CRYPTO AAA(3136771130): found list "groupauthor*
| SAKMP- GROUP- AUTH AAA/ AUTHOR/ CRYPTO AAA(3136771130): Met hod=LOCAL*

AAA/ AUTHOR (3136771130): Post authorization status = PASS_ADD*

| SAKMP: got cal |l back 1*

AAA/ AUTHOR/ | KE: Processi ng AV service=i ke *

AAA/ AUTHOR/ | KE: Processi ng AV protocol =i psec *

*

AAA AUTHOR/ | KE: Processi ng AV tunnel - passwor d=ci scol23

*

AAA/ AUTHOR/ | KE: Processi ng AV def aul t - domai n*ci sco. com

*

AAA/ AUTHOR/ | KE: Processi ng AV addr - pool *i ppool

*

AAA/ AUTHOR/ | KE: Processi ng AV key-exchange=i ke

*



AAA/ AUTHOR/ | KE: Processi ng AV group-| ock*0

*

AAA/ AUTHOR/ | KE:  Processing AV timeout*0

*

AAA/ AUTHOR/ | KE: Processing AV idletine*0

*

AAA/ AUTHOR/ | KE:  Processi ng AV inacl *108

*

AAA/ AUTHOR/ | KE:  Processi ng AV dns-servers*10.1.1.10 0.0.0.0

*

AAA AUTHOR/ | KE: Processing AV wi ns-servers*10.1.1.20 0.0.0.0

1 SAKMP (0:1): attributes sent in nessage*

Address: 0.2.0.0 *

| SAKMP (0:1): allocating address 10.16. 20. 1*

| SAKMP:  Sendi ng private address: 10.16.20.1*

| SAKMP:  Sendi ng | PA_DNS server address: 10.1.1.10*

| SAKMP:  Sendi ng | PA_NBNS server address: 10.1.1.20*

| SAKMP:  Sendi ng ADDRESS EXPI RY seconds left to use the address: 86388*

| SAKMP:  Sendi ng APPLI CATI ON_VERSI ON string: Cisco Internetwork Operating System Sof t war e*

(10s (tm) C2600 Software (C2600-1K9S-M, Version 12.2(15)T2, RELEASE SOFTWARE (fc2

TAC Support: http://ww.cisco.comtac

. Copyright (c) 1986-2003 by cisco Systens, Inc

Conpi l ed Thu 01- May-03 10: 39 by nnasa

(I SAKMP (0/1): Unknown Attr: UNKNOAN (0x7000*

(I SAKMP (0/1): Unknown Attr: UNKNOAN (0x7001*

| SAKMP:  Sendi ng DEFAULT_DOVAI N default domain name: cisco.conf

| SAKMP:  Sendi ng split include nane 108 network 172.18.124.0 mask 255. 255. 255. 0*
protocol 0O, src port 0, dst port O

(I SAKMP (0/1): Unknown Attr: UNKNOAN (0x7003*

(I SAKMP (0/1): Unknown Attr: UNKNOAN (0x7007*

(I SAKMP (0/1): Unknown Attr: UNKNOAN (0x7008*

(I SAKMP (0/1): Unknown Attr: UNKNOAN (0x7009*

(I SAKMP (0/1): Unknown Attr: UNKNOAN ( Ox700A*

(I SAKMP (0/1): Unknown Attr: UNKNOAN (0x7005*

Crypt oEngi ne0: generate hmac context for conn id 1*

(Crypt oEngi ne0: CRYPTO I SA_| KE_HMAC( hw) (i psec*

| SAKMP (0:1): responding to peer config from10.0.0.1. ID = -1474156599*

Crypt oEngi *1 SAKMP (0:1): del eting node -1474156599 error FALSE reason*
(ne0: CRYPTO_| SA | KE_ENCRYPT( hw) (i psec""

| SAKMP (0:1): sending packet to 10.0.0.1 ny_por231*

| SAKMP (0:1): processing SA payl oad. message | D = 2058744231*

| SAKMP (0:1): Checking |IPSec proposal 1*

| SAKMP: transform 1, ESP_AES*

| SAKMP: attributes in transfornt

| SAKMP: aut henticator i s HVAC MD5*
| SAKIVP: encaps is 1*
| SAKIVP: key length is 256t 500 peer_port 500 (R) CONF_ADDR*

| SAKMP (0:1): Input = | KE MESG FROM AAA, | KE_AAA GROUP_ATTR*
| SAKMP (0:1): Od State = | KE_CONFI G AUTHOR AAA AWAI T New State = | KE_P1_COVPLETE*

" AAA/ MEMORY: free_user (0x831663A0) user='3000client' ruser="NULL' port="1SAKMP- GROUP- AUTH*
(rem.addr="10.0.0.1" authen_type=NONE service=LOd N priv=0 vrf= (id=0

| SAKMP (0:1): received packet from 10.0.0.1 dport 500 sport 500 d obal (R) QM. IDLE*
| SAKMP: set new node 2058744231 to QM | DLE*

(Crypt oEngi ne0: CRYPTO_| SA | KE_DECRYPT( hw) (i psec*

Crypt oEngi ne0: generate hmac context for conn id 1*

(Crypt oEngi ne0: CRYPTO I SA_| KE_HMAC( hw) (i psec*

| SAKMP (0:1): processing HASH payl oad. nessage | D = 2058744*

| SAKIVP: SAlife type in seconds*

| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0Ox9B*

Crypt oEngi ne0: val i date proposal *

.1 SAKMP (0:1): atts are acceptabl e*



| SAKMP (0:1): Checking |IPSec proposal 1*
| SAKMP (0:1): transform1, |PPCP LZS*
| SAKMP: attributes in transfornt

| SAKIVP: encaps is 1*
| SAKIVP: SAlife type in seconds*
| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0x9B*

.1 SAKMP (0:1): atts are acceptabl e*
, | PSEC(val i dat e_proposal _request): proposal part #1*
, key eng. msg.) INBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 10. 1. 1. 1/255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornr esp-aes 256 esp-nd5-hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2
, | PSEC(val i dat e_proposal _request): proposal part #2*
, key eng. msg.) INBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 10. 1. 1. 1/255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = PCP, transform= conp-Izs
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
Crypt oEngi ne0: val i date proposal request*
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*
: 1 PSEC(val i dat e_transform proposal ): transform proposal not supported for identity*
{ esp-aes 256 esp-nd5-hmac conp-|zs}
| SAKMP (0:1): IPSec policy invalidated proposal *
| SAKMP (0:1): Checking |IPSec proposal 2*
| SAKMP: transform 1, ESP_AES*
| SAKMP: attributes in transfornt
| SAKMP: aut henticator i s HVAC SHA*
| SAKIVP: encaps is 1*
| SAKIVP: key length is 256*
| SAKIVP: SAlife type in seconds*
| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0Ox9B*
Crypt oEngi ne0: val i date proposal *
.1 SAKMP (0:1): atts are acceptabl e*
| SAKMP (0:1): Checking |IPSec proposal 2*
| SAKMP (0:1): transform1, |PPCP LZS*
| SAKMP: attributes in transfornt

| SAKIVP: encaps is 1*
| SAKIVP: SAlife type in seconds*
| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0x9B*

.1 SAKMP (0:1): atts are acceptabl e*
, | PSEC(val i dat e_proposal _request): proposal part #1*
, key eng. msg.) I NBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 10. 1. 1. 1/255. 255. 255. 255/0/0 (type=1
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornr esp-aes 256 esp-sha-hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2
, | PSEC(val i dat e_proposal _request): proposal part #2*
, key eng. msg.) INBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 10. 1. 1. 1/255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = PCP, transform= conp-Izs
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
Crypt oEngi neO: val i date proposal request*
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*
: 1 PSEC(val i dat e_transform proposal ): transform proposal not supported for identity*
{ esp-aes 256 esp-sha-hmac conp-|zs}
| SAKMP (0:1): IPSec policy invalidated proposal *
| SAKMP (0:1): Checking |IPSec proposal 3*
| SAKMP: transform 1, ESP_AES*



| SAKMP: attributes in transfornt

| SAKMP: aut henticator i s HVAC MD5*
| SAKIVP: encaps is 1*

| SAKIVP: key length is 128*

| SAKIVP: SAlife type in seconds*

| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0x9B*
Crypt oEngi ne0: val i date proposal *

.1 SAKMP (0:1): atts are acceptabl e*

| SAKMP (0:1): Checking |IPSec proposal 3*
| SAKMP (0:1): transform1, |PPCP LZS*

| SAKMP: attributes in transfornt

| SAKIVP: encaps is 1*
| SAKIVP: SAlife type in seconds*
| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0Ox9B*

.1 SAKMP (0:1): atts are acceptabl e*
, | PSEC(val i dat e_proposal _request): proposal part #1*
, key eng. msg.) INBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 10. 1. 1. 1/255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornm esp-aes esp-nd5- hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2
, | PSEC(val i dat e_proposal _request): proposal part #2*
, key eng. msg.) INBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 10. 1. 1. 1/255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = PCP, transform= conp-Izs
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
Crypt oEngi ne0: val i date proposal request*
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*
: 1 PSEC(val i dat e_transform proposal ): transform proposal not supported for identity*
{ esp-aes esp-nmd5-hnmac conp-1zs}
| SAKMP (0:1): IPSec policy invalidated proposal *
| SAKMP (0:1): Checking | PSec proposal 4*
| SAKMP: transform 1, ESP_AES*
| SAKMP: attributes in transfornt
| SAKMP: aut henticator i s HVAC SHA*
| SAKIVP: encaps is 1*
| SAKIVP: key length is 128*
| SAKIVP: SAlife type in seconds*
| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0x9B*
Crypt oEngi ne0: val i date proposal *
.1 SAKMP (0:1): atts are acceptabl e*
| SAKMP (0:1): Checking | PSec proposal 4*
| SAKMP (0:1): transform1, |PPCP LZS*
| SAKMP: attributes in transfornt

| SAKIVP: encaps is 1*
| SAKIVP: SAlife type in seconds*
| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0Ox9B*

.1 SAKMP (0:1): atts are acceptabl e*
, | PSEC(val i dat e_proposal _request): proposal part #1*
, key eng. msg.) INBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 10. 1. 1. 1/255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornme esp-aes esp-sha- hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2
, | PSEC(val i dat e_proposal _request): proposal part #2*
, key eng. msg.) I NBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 10. 1. 1. 1/255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = PCP, transform= conp-Izs
,1ifedur= 0s and Okb



spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2

Crypt oEngi ne0: val i date proposal request*

= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*

: 1 PSEC(val i dat e_transform proposal ): transform proposal not supported for identity*
{ esp-aes esp-sha-hnmac conp-1zs}

| SAKMP (0:1): IPSec policy invalidated proposal *

| SAKMP (0:1): Checking |IPSec proposal 5*

| SAKMP: transform 1, ESP_AES*

| SAKMP: attributes in transfornt

| SAKMP: aut henticator i s HVAC MD5*

| SAKIVP: encaps is 1*

| SAKIVP: key length is 256*

| SAKIVP: SAlife type in seconds*

| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0Ox9B*

Crypt oEngi ne0: val i date proposal *
.1 SAKMP (0:1): atts are acceptabl e*
, | PSEC(val i dat e_proposal _request): proposal part #1*
, key eng. msg.) INBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 10. 1. 1. 1/255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornr esp-aes 256 esp-nd5-hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2
Crypt oEngi ne0: val i date proposal request*
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*
: 1 PSEC(val i dat e_transform proposal ): transform proposal not supported for identity*
{ esp-aes 256 esp-nd5- hmac}
| SAKMP (0:1): IPSec policy invalidated proposal *
| SAKMP (0:1): Checking |IPSec proposal 6*
| SAKMP: transform 1, ESP_AES*
| SAKMP: attributes in transfornt

| SAKMP: aut henticator i s HVAC SHA*

| SAKIVP: encaps is 1*

| SAKIVP: key length is 256*

| SAKIVP: SAlife type in seconds*

| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0x9B*

Crypt oEngi ne0: val i date proposal *
.1 SAKMP (0:1): atts are acceptabl e*
, | PSEC(val i dat e_proposal _request): proposal part #1*
, key eng. msg.) I NBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 10. 1. 1. 1/255. 255. 255. 255/ 0/ 0 (type=1
, (renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornr esp-aes 256 esp-sha-hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2
Crypt oEngi neO: val i date proposal request*
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*
: 1 PSEC(val i dat e_transform proposal ): transform proposal not supported for identity*
{ esp-aes 256 esp-sha- hmac}
| SAKMP (0:1): IPSec policy invalidated proposal *
| SAKMP (0:1): Checking |IPSec proposal 7*
| SAKMP: transform 1, ESP_AES*
| SAKMP: attributes in transfornt

| SAKMP: aut henticator i s HVAC MD5*

| SAKIVP: encaps is 1*

| SAKIVP: key length is 128*

| SAKIVP: SAlife type in seconds*

| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0Ox9B*

Crypt oEngi ne0: val i date proposal *
.1 SAKMP (0:1): atts are acceptabl e*
, | PSEC(val i dat e_proposal _request): proposal part #1*
, key eng. msg.) I NBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 10. 1. 1. 1/255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1



, protocol = ESP, transfornm esp-aes esp-nd5- hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2
Crypt oEngi ne0: val i date proposal request*
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*
: 1 PSEC(val i dat e_transform proposal ): transform proposal not supported for identity*
{ esp-aes esp-md5- hnac}
| SAKMP (0:1): IPSec policy invalidated proposal *
| SAKMP (0:1): Checking |IPSec proposal 8*
| SAKMP: transform 1, ESP_AES*
| SAKMP: attributes in transfornt

| SAKMP: aut henticator i s HVAC SHA*

| SAKIVP: encaps is 1*

| SAKIVP: key length is 128*

| SAKIVP: SAlife type in seconds*

| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0Ox9B*

Crypt oEngi ne0: val i date proposal *
.1 SAKMP (0:1): atts are acceptabl e*
, | PSEC(val i dat e_proposal _request): proposal part #1*
, key eng. msg.) INBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 10. 1. 1. 1/255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornm esp-aes esp-sha- hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2
Crypt oEngi ne0: val i date proposal request*
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*
: 1 PSEC(val i dat e_transform proposal ): transform proposal not supported for identity*
{ esp-aes esp-sha-hnac}
| SAKMP (0:1): IPSec policy invalidated proposal *
| SAKMP (0:1): Checking |IPSec proposal 9*
| SAKMP: transform 1, ESP_3DES*
| SAKMP: attributes in transfornt

| SAKMP: aut henticator i s HVAC MD5*

| SAKIVP: encaps is 1*

| SAKIVP: SAlife type in seconds*

| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0x9B*

Crypt oEngi ne0: val i date proposal *

.1 SAKMP (0:1): atts are acceptabl e*

| SAKMP (0:1): Checking |IPSec proposal 9*
| SAKMP (0:1): transform1, |PPCP LZS*

| SAKMP: attributes in transfornt

| SAKIVP: encaps is 1*

| SAKIVP: SAlife type in seconds*

| PSEC(spi _response): getting spi 3233689542 for SA*
from10.1.1.1 to 10.0.0.1 for prot 3

(I SAKMP: received ke message (2/1*

Crypt oEngi ne0: generate hmac context for conn id 1*

(Crypt oEngi ne0: CRYPTO I SA_| KE_HMAC( hw) (i psec*

(Crypt oEngi ne0: CRYPTO_I SA | KE_ENCRYPT( hw) (i psec*

| SAKMP (0:1): sending packet to 10.0.0.1 my_port 500 peer_port 500 (R) QMW I DLE*
| SAKMP (0:1): Node 2058744231, I|nput = | KE_MESG FROM | PSEC, | KE_SPI _REPLY*

| SAKMP (0:1): Od State = IKE_LQM SPI _STARVE New State = | KE_LQVM R_Qw*

| SAKMP (0:1): received packet from 10.0.0.1 dport 500 sport 500 d obal (R QWV.IDLE*
(Crypt oEngi ne0: CRYPTO_| SA | KE_DECRYPT( hw) (i psec*

Crypt oEngi ne0: generate hmac context for conn id 1*

(Crypt oEngi ne0: CRYPTO I SA_| KE_HMAC( hw) (i psec*

Crypt oEngi ne0: ipsec allocate flow

Crypt oEngi ne0: ipsec allocate flow

(Crypt oEngi ne0: CRYPTO_I SA_| PSEC_KEY_CREATE( hw) (i psec*

(Crypt oEngi ne0: CRYPTO_I SA_| PSEC_KEY_CREATE( hw) (i psec*

| SAKMP: Locki ng peer struct 0x83166B20, |PSEC refcount 1 for for stuff_ke*

A matching IPSec policy has been negotiated and authenticated. !--- Next, the SA's are set ---!

up. *ISARKMP (0:1): Creating IPSec SAs



inbound SA from 10.0.0.1 to 10.1.1.1 (£/i) 0/ O *
(proxy 10.16.20.1 to 10.1.1.1)

has spi 0xCOBE2FC6 and conn_id 420 and flags 2 *

lifetime of 2147483 seconds *

has client flags 0x0 *

outbound SA from 10.1.1.1 to 10.0.0.1 (£/1) 0/ O *
( proxy 10.1.1.1 to 10.16.20.1)

| SAKMP (0:1): received packet from 10.0.0.1 dport 500 sport 500 d obal (R) QM. IDLE*
| SAKMP: set new node 1101355775 to QM | DLE*

(Crypt oEngi ne0: CRYPTO_| SA | KE_DECRYPT( hw) (i psec*

Crypt oEngi ne0: generate hmac context for conn id 1*

(Crypt oEngi ne0: CRYPTO I SA_| KE_HMAC( hw) (i psec*

| SAKMP (0:1): processing HASH payl oad. nessage ID = 1101355775*

| SAKMP (0:1): processing SA payl oad. message | D = 1101355775*

| SAKMP (0:1): Checking |IPSec proposal 1*

| SAKMP: transform 1, ESP_AES*

| SAKMP: attributes in transfornt

| SAKMP: aut henticator i s HVAC MD5*

| SAKIVP: encaps is 1*

| SAKIVP: key length is 256*

| SAKIVP: SAlife type in seconds*

| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0Ox9B*

Crypt oEngi ne0: val i date proposal *

.1 SAKMP (0:1): atts are acceptabl e*

| SAKMP (0:1): Checking |IPSec proposal 1*
| SAKMP (0:1): transform1, |PPCP LZS*

| SAKMP: attributes in transfornt

| SAKIVP: encaps is 1*
| SAKIVP: SAlife type in seconds*
| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0x9B*

.1 SAKMP (0:1): atts are acceptabl e*
, | PSEC(val i dat e_proposal _request): proposal part #1*
, key eng. msg.) I NBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 172.18. 124. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornr esp-aes 256 esp-nd5-hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2
, | PSEC(val i dat e_proposal _request): proposal part #2*
, key eng. msg.) I NBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 172.18. 124. 0/ 255. 255. 255.0/0/0 (type=4
, (renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = PCP, transform= conp-Izs
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
Crypt oEngi neO: val i date proposal request*
| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*
: 1 PSEC(val i dat e_transform proposal ): transform proposal not supported for identity*
{ esp-aes 256 esp-nd5-hmac conp-|zs}
| SAKMP (0:1): IPSec policy invalidated proposal *
| SAKMP (0:1): Checking |IPSec proposal 2*
| SAKMP: transform 1, ESP_AES*
| SAKMP: attributes in transfornt

| SAKMP: aut henticator i s HVAC SHA*

| SAKIVP: encaps is 1*

| SAKIVP: key length is 256*

| SAKIVP: SAlife type in seconds*

| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0Ox9B*

Crypt oEngi ne0: val i date proposal *

.1 SAKMP (0:1): atts are acceptabl e*

| SAKMP (0:1): Checking |IPSec proposal 2*
| SAKMP (0:1): transform1, |PPCP LZS*

| SAKMP: attributes in transfornt



| SAKIVP: encaps is 1*
| SAKIVP: SAlife type in seconds*
| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0x9B*
.1 SAKMP (0:1): atts are acceptabl e*
, | PSEC(val i dat e_proposal _request): proposal part #1*
, key eng. msg.) INBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 172.18. 124. 0/ 255. 255. 255.0/0/0 (type=4
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornr esp-aes 256 esp-sha-hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2
, | PSEC(val i dat e_proposal _request): proposal part #2*
, key eng. msg.) I NBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 172.18. 124. 0/ 255. 255. 255.0/0/0 (type=4
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = PCP, transform= conp-Izs
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
Crypt oEngi ne0: val i date proposal request*
| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*
| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*

: 1 PSEC(val i dat e_transform proposal ): transform proposal not supported for identity*

{ esp-aes 256 esp-sha-hmac conp-|zs}
| SAKMP (0:1): IPSec policy invalidated proposal *
| SAKMP (0:1): Checking |IPSec proposal 3*
| SAKMP: transform 1, ESP_AES*
| SAKMP: attributes in transfornt
| SAKMP: aut henticator i s HVAC MD5*
| SAKIVP: encaps is 1*
| SAKIVP: key length is 128*
| SAKIVP: SAlife type in seconds*
| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0x9B*
Crypt oEngi ne0: val i date proposal *
.1 SAKMP (0:1): atts are acceptabl e*
| SAKMP (0:1): Checking |IPSec proposal 3*
| SAKMP (0:1): transform1, |PPCP LZS*
| SAKMP: attributes in transfornt

| SAKIVP: encaps is 1*
| SAKIVP: SAlife type in seconds*
| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0x9B*

.1 SAKMP (0:1): atts are acceptabl e*
, | PSEC(val i dat e_proposal _request): proposal part #1*
, key eng. msg.) INBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 172.18. 124. 0/ 255. 255. 255.0/0/0 (type=4
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornm esp-aes esp-nd5- hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2
, | PSEC(val i dat e_proposal _request): proposal part #2*
, key eng. msg.) I NBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 172.18. 124. 0/ 255. 255. 255.0/0/0 (type=4
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = PCP, transform= conp-Izs
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
Crypt oEngi neO: val i date proposal request*
| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*
| PSEC( kei _proxy): head clientmap, map->ivrf =, kei->ivrf*

: 1 PSEC(val i dat e_transform proposal ): transform proposal not supported for identity*

{ esp-aes esp-nd5-hmac conp-1zs}
| SAKMP (0:1): IPSec policy invalidated proposal *
| SAKMP (0:1): Checking | PSec proposal 4*
| SAKMP: transform 1, ESP_AES*
| SAKMP: attributes in transfornt



| SAKMP: aut henticator i s HVAC SHA*

| SAKIVP: encaps is 1*

| SAKIVP: key length is 128*

| SAKIVP: SAlife type in seconds*

| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0x9B*

Crypt oEngi ne0: val i date proposal *

.1 SAKMP (0:1): atts are acceptabl e*

| SAKMP (0:1): Checking |IPSec proposal 4*
| SAKMP (0:1): transform1, |PPCP LZS*

| SAKMP: attributes in transfornt

| SAKIVP: encaps is 1*
| SAKIVP: SAlife type in seconds*
| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0Ox9B*

.1 SAKMP (0:1): atts are acceptabl e*
, | PSEC(val i dat e_proposal _request): proposal part #1*
, key eng. msg.) INBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 172.18. 124. 0/ 255. 255. 255.0/0/0 (type=4
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornm esp-aes esp-sha- hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2
, | PSEC(val i dat e_proposal _request): proposal part #2*
, key eng. msg.) INBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 172.18. 124. 0/ 255. 255. 255.0/0/0 (type=4
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = PCP, transform= conp-Izs
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
Crypt oEngi ne0: val i date proposal request*
| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*
| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*

: 1 PSEC(val i dat e_transform proposal ): transform proposal not supported for identity*

{ esp-aes esp-sha-hnmac conp-1zs}
| SAKMP (0:1): IPSec policy invalidated proposal *
| SAKMP (0:1): Checking |IPSec proposal 5*
| SAKMP: transform 1, ESP_AES*
| SAKMP: attributes in transfornt

| SAKMP: aut henticator i s HVAC MD5*

| SAKIVP: encaps is 1*

| SAKIVP: key length is 256*

| SAKIVP: SAlife type in seconds*

| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0x9B*

Crypt oEngi ne0: val i date proposal *
.1 SAKMP (0:1): atts are acceptabl e*
, | PSEC(val i dat e_proposal _request): proposal part #1*
, key eng. msg.) I NBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 172.18. 124. 0/ 255. 255. 255.0/0/0 (type=4
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornr esp-aes 256 esp-nd5-hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2
Crypt oEngi neO: val i date proposal request*
| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*
| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*

: 1 PSEC(val i dat e_transform proposal ): transform proposal not supported for identity*

{ esp-aes 256 esp-nd5- hmac}
| SAKMP (0:1): IPSec policy invalidated proposal *
| SAKMP (0:1): Checking |IPSec proposal 6*
| SAKMP: transform 1, ESP_AES*
| SAKMP: attributes in transfornt

| SAKIVP: aut henti cator i s HVAC- SHA*
| SAKIVP: encaps is 1*
| SAKIVP: key length is 256*

| SAKIVP: SAlife type in seconds*



| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0x9B*
Crypt oEngi ne0: val i date proposal *
.1 SAKMP (0:1): atts are acceptabl e*
, | PSEC(val i dat e_proposal _request): proposal part #1*
, key eng. msg.) INBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 172.18. 124. 0/ 255. 255. 255.0/0/0 (type=4
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornr esp-aes 256 esp-sha-hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2
Crypt oEngi neO: val i date proposal request*
| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*
: 1 PSEC(val i dat e_transform proposal ): transform proposal not supported for identity*
{ esp-aes 256 esp-sha- hmac}
| SAKMP (0:1): IPSec policy invalidated proposal *
| SAKMP (0:1): Checking |IPSec proposal 7*
| SAKMP: transform 1, ESP_AES*
| SAKMP: attributes in transfornt
| SAKMP: aut henticator i s HVAC MD5*
| SAKIVP: encaps is 1*
| SAKIVP: key length is 128*
| SAKIVP: SAlife type in seconds*
| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0Ox9B*
Crypt oEngi ne0: val i date proposal *
.1 SAKMP (0:1): atts are acceptabl e*
, | PSEC(val i dat e_proposal _request): proposal part #1*
, key eng. msg.) INBOUND | ocal = 10.1.1.1, renote= 10.0.0.1)
, (local _proxy= 172.18. 124. 0/ 255. 255. 255.0/0/0 (type=4
, (renote_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornm esp-aes esp-nd5- hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2
Crypt oEngi ne0: val i date proposal request*
| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf*
: 1 PSEC(val i dat e_transform proposal ): transform proposal not supported for identity*
{ esp-aes esp-md5- hnac}
| SAKMP (0:1): IPSec policy invalidated proposal *
| SAKMP (0:1): Checking |IPSec proposal 8*
| SAKMP: transform 1, ESP_AES*
| SAKMP: attributes in transfornt
| SAKMP: aut henticator i s HVAC SHA*
| SAKIVP: encaps is 1*
| SAKIVP: key length is 128*
| SAKIVP: SAlife type in seconds*
| SAKIVP: SAlife duration (VPI) of 0x0 0x20 0xC4 0x9B*
Crypt oEngi ne0: val i date proposal *
.1 SAKMP (0:1): atts are acceptabl e*
| PSEC(spi _response): getting spi 3438126624 for SA*
from10.1.1.1 to 10.0.0.1 for prot 3
(I SAKMP: received ke message (2/1*
Crypt oEngi ne0: generate hmac context for conn id 1*
(Crypt oEngi ne0: CRYPTO I SA_| KE_HMAC( hw) (i psec*
(Crypt oEngi ne0: CRYPTO_I SA | KE_ENCRYPT( hw) (i psec*
| SAKMP (0:1): sending packet to 10.0.0.1 my_port 500 peer_port 500 (R) QM. I DLE*
| SAKMP (0:1): Node 1101355775, Input = | KE_MESG FROM | PSEC, | KE_SPI _REPLY*
| SAKMP (0:1): Od State = IKE_LQVM SPI_STARVE New State = | KE_LQVM R _Qw*
| SAKMP (0:1): received packet from 10.0.0.1 dport 500 sport 500 d obal (R) QM. IDLE*
(Crypt oEngi ne0: CRYPTO_| SA | KE_DECRYPT( hw) (i psec*
Crypt oEngi ne0: generate hmac context for conn id 1*
(Crypt oEngi ne0: CRYPTO I SA_| KE_HMAC( hw) (i psec*
Crypt oEngi ne0: ipsec allocate flow
Crypt oEngi ne0: ipsec allocate flow



(Crypt oEngi ne0: CRYPTO_I SA_| PSEC_KEY_CREATE( hw) (i psec*
(Crypt oEngi ne0: CRYPTO_I SA_| PSEC_KEY_CREATE( hw) (i psec*
| SAKMP: Locki ng peer struct 0x83166B20, | PSEC refcount 2 for for stuff_ke*
ISARKMP (0:1): Creating IPSec SAs*
inbound sA from 10.0.0.1 to 10.1.1.1 (£/i) 0/ O *
(proxy 10.16.20.1 to 172.18.124.0)

has spi 0xCCEDA620 and conn_id 422 and flags 2 *

lifetime of 2147483 seconds *

has client flags 0x0 *

outbound SA from 10.1.1.1 to 10.0.0.1 (£/1) 0/ O *
( proxy 172.18.124.0 to 10.16.20.1)

| oM2uw

Sliall gron) "_Jle” ] agaill Jole s o 35T .cMondl Lo, VPN Juae e LogViewer Jusis, o8
ol o3 23900 130 lgineSs o5 il

Sev=I nfo/ 6 DI ALER/ 0x63300002 06/ 18/ 03 16:52:27.031 1
.Initiating connection

Sev=| nfol/ 4 CM 0x63100002 06/18/03 16:52:27.041 2
Begi n connection process

Sev=I nfo/ 4 CM 0x63100004 06/18/03 16:52:27.051 3
Establ i sh secure connection using Ethernet

Sev=l nfol 4 CM 0x63100024 06/18/03 16:52:27.051 4
"Attenpt connection with server "10.1.1.1

Sev=I nfo/ 6 | KE/ 0x6300003B 06/ 18/ 03 16:52:27.101 5
.Attenpting to establish a connection with 10.1.1.1

Sev=I nf o/ 4 | KE/ 0x63000013 06/ 18/ 03 16:52:27.481 6

(SENDI NG >>> | SAKMP OAK AG (SA, KE, NON, ID, VID, VID, VID, VID, VID
to 10.1.1.1

Sev=I nf o/ 4 | PSEC/ 0x63700014 06/ 18/ 03 16:52:27.612 7

Del eted all keys

Sev=Infol/5 | KE/ 0x6300002F 06/18/03 16:52:27.722 8
Recei ved | SAKMP packet: peer = 10.1.1.1

Sev=I nfol/ 4 | KE/ 0x63000014 06/18/03 16:52:27.722 9
(RECEI VI NG <<< | SAKMP QAK AG (SA, VID, VID, VID, VID, VID, KE, 1D, NON, HASH, NAT-D, NAT-D
from10.1.1.1

Sev=Info/5 | KE/ 0x63000059 06/ 18/ 03 16:52:27.722 10
Vendor | D payl oad = 12F5F28C457168A9702D9FE274CC0100

Sev=I nfo/5 | KE/ 0x63000001 06/18/03 16:52:27.722 11
Peer is a G sco-Unity conpliant peer

Sev=Info/5 | KE/ 0x63000059 06/ 18/ 03 16:52:27.722 12
Vendor | D payl oad = AFCAD71368A1F1C96B8696FC77570100

Sev=I nfo/5 | KE/ 0x63000001 06/18/03 16:52:27.722 13
Peer supports DPD

Sev=I nfo/5 | KE/ 0x63000059 06/18/03 16:52:27.722 14
Vendor | D payl oad = 4F6CF9393C7749D894C6C92D2131AE04

Sev=Info/5 | KE/ 0x63000059 06/ 18/ 03 16:52:27.722 15



Vendor | D payl oad = 09002689DFD6B712

Sev=Infol/5 | KE/ 0x63000001 06/18/03 16:52:27.722 16
Peer supports XAUTH

Sev=Infol/5 | KE/ 0x63000059 06/18/03 16:52:27.722 17
Vendor | D payl oad = 90CB80913EBB696E086381B5EC4A27B1F

Sev=Infol/5 | KE/ 0x63000001 06/18/03 16:52:27.722 18
Peer supports NAT-T

Sev=Infol 4 | KE/ 0x63000013 06/18/03 16:52:27.782 19

( SENDI NG >>> | SAKMP OAK AG *( HASH, NOTI FY: STATUS_I NI TI AL_CONTACT, NAT-D, NAT-D
to 10.1.1.1

Sev=Infol/5 | KE/ 0x6300002F 06/18/03 16:52:27.822 20

Recei ved | SAKMP packet: peer = 10.1.1.1

Sev=I nfol/ 4 | KE/ 0x63000014 06/18/03 16:52:27.822 21
(RECEI VI NG <<< | SAKMP QAK | NFO *( HASH, NOTI FY: STATUS_RESP_LI FETI ME
from10.1.1.1

Sev=Info/5 | KE/ 0x63000044 06/ 18/ 03 16:52:27.822 22
RESPONDER- LI FETI ME notify has val ue of 86400 seconds

Sev=Info/5 | KE/ 0x63000046 06/ 18/ 03 16:52:27.822 23
This SA has already been alive for 0 seconds, setting expiry to 86400 seconds from now

Sev=Info/5 | KE/ 0Ox6300002F 06/ 18/ 03 16:52:27.842 24
Recei ved | SAKMP packet: peer = 10.1.1.1

Sev=I nfol 4 | KE/ 0x63000014 06/18/03 16:52:27.842 25
RECEI VI NG <<< | SAKMP QAK TRANS *(HASH, ATTR) from 10.1.1.1

Sev=l nfol 4 CM 0x63100015 06/18/03 16:52:27.842 26
Launch xAut h application

Sev=Info/5 | KE/ 0Ox6300002F 06/ 18/ 03 16:52: 32. 449 27
Recei ved | SAKMP packet: peer = 10.1.1.1

Sev=I nf o/ 4 | KE/ 0x63000014 06/ 18/ 03 16:52: 32.449 28
RECEI VI NG <<< | SAKMP QAK TRANS *(Retransmi ssion) from10.1.1.1

Sev=l nfol 4 CM 0x63100017 06/18/03 16:52:32.809 29
xAut h application returned

Sev=Infol 4 | KE/ 0x63000013 06/18/03 16:52:32. 809 30
SENDI NG >>> | SAKMP OAK TRANS *(HASH, ATTR) to 10.1.1.1

Sev=Info/5 | KE/ 0Ox6300002F 06/ 18/ 03 16:52: 37.626 31
Recei ved | SAKMP packet: peer = 10.1.1.1

Sev=Infol 4 | KE/ 0x63000014 06/18/03 16:52:37.636 32
RECEI VI NG <<< | SAKMP QAK TRANS *(HASH, ATTR) from 10.1.1.1

Sev=Info/5 | KE/ 0x63000071 06/18/03 16:52:37.636 33
:Automati c NAT Detection Status

Renote end is NOT behind a NAT device

Thi s end is NOT behind a NAT device

Sev=l nfol 4 CM 0x6310000E 06/18/03 16:52:37.636 34
Establi shed Phase 1 SA. 1 Phase 1 SAin the system

Sev=Infol 4 | KE/ 0x63000013 06/18/03 16:52:37. 656 35



SENDI NG >>> | SAKMP OAK TRANS *(HASH, ATTR) to 10.1.1.1

Sev=Info/5 | KE/ 0Ox6300005D 06/ 18/ 03 16:52: 37.987 36
Client sending a firewall request to concentrator

Sev=Info/5 | KE/ 0Ox6300005C 06/ 18/ 03 16:52: 37.987 37
=Firewall Policy: Product=Ci sco Integrated Cient, Capability
.(Centralized Protection Policy)

Sev=Infol 4 | KE/ 0x63000013 06/18/03 16:52:38. 007 38
SENDI NG >>> | SAKMP OAK TRANS *(HASH, ATTR) to 10.1.1.1

Sev=Info/5 | KE/ 0Ox6300002F 06/ 18/ 03 16:52: 38. 087 39
Recei ved | SAKMP packet: peer = 10.1.1.1

Sev=Infol 4 | KE/ 0x63000014 06/18/03 16:52:38. 087 40
RECEI VI NG <<< | SAKMP QAK TRANS *(HASH, ATTR) from 10.1.1.1

Sev=Infol/5 | KE/ 0x63000010 06/18/03 16:52:38. 097 41
MODE_CFG REPLY: Attribute = | NTERNAL_|I PV4_ADDRESS: , value = 10.16.20.1

Sev=Info/ 5 | KE/ 063000010 06/ 18/ 03 16:52: 38. 097 42
MODE_CFG REPLY: Attribute = I NTERNAL | PV4 DNS(1): , value = 10.1.1.10

Sev=Info/ 5 | KE/ 063000010 06/ 18/ 03 16:52: 38. 097 43
MODE_CFG REPLY: Attribute = | NTERNAL | PV4 NBNS(1) (a.k.a. WNS) : , value = 10.1.1.20
Sev=Info/ 5 | KE/ 0xA3000017 06/18/03 16:52: 38. 097 44

(MODE_CFG_REPLY: The received (I NTERNAL_ADDRESS EXPI RY) attribute and val ue (86388
is not supported

Sev=Info/5 | KE/ 0Ox6300000E 06/ 18/ 03 16:52: 38. 097 45

MODE_CFG REPLY: Attribute = APPLI CATI ON_VERSI ON, val ue = G sco |nternetwork

, Operating System Software 10S (tn) C2600 Software (C2600-1K9S-M, Version 12.2(15)T2
(RELEASE SOFTWARE (fc2

TAC Support: http://ww. cisco.comtac

. Copyright (c) 1986-2003 by cisco Systens, Inc

Conpil ed Thu 01- May-03 10: 39 by nnasa

Sev=Info/5 | KE/ 0Ox6300000E 06/ 18/ 03 16:52: 38. 097 46
MODE_CFG _REPLY: Attribute = MODECFG UN TY_DEFDOMAIN: , val ue = cisco.com

Sev=I nfo/5 | KE/ 0x6300000D 06/18/03 16:52:38.097 47
, (MODE_CFG REPLY: Attribute = MODECFG UNI TY_SPLIT_ I NCLUDE (# of split_nets
val ue = 0x00000001

Sev=Info/5 | KE/ 0Ox6300000F 06/ 18/ 03 16:52: 38. 097 48
SPLI T_NET #1

subnet = 172.18.124.0

mask = 255. 255. 255.0

protocol =0

0

src port =
dest port=0
Sev=l nfol 4 CM 0x63100019 06/18/03 16:52:38.097 49

Mode Config data received

Sev=Info/5 | KE/ 0x63000055 06/ 18/ 03 16:52: 38. 347 50
, Received a key request fromDriver for IP address 10.1.1.1
GWIP =10.1.1.1

Sev=Infol 4 | KE/ 0x63000013 06/18/03 16:52: 38. 347 51
SENDI NG >>> | SAKMP OQAK QM *(HASH, SA, NON, ID, ID) to 10.1.1.1



Sev=Info/5 | KE/ 0Ox6300002F 06/ 18/ 03 16:52:38.728 52
Recei ved | SAKMP packet: peer = 10.1.1.1

Sev=I nfol/ 4 | KE/ 0x63000014 06/18/03 16:52:38.728 53
(RECEI VI NG <<< | SAKMP QAK QM *(HASH, SA, NON, I D, ID, NOTIFY: STATUS RESP_LI FETI ME
from10.1.1.1

Sev=Info/5 | KE/ 0x63000044 06/ 18/ 03 16:52:38.738 54
RESPONDER- LI FETI ME noti fy has val ue of 3600 seconds

Sev=Info/5 | KE/ 0x63000045 06/18/03 16:52:38.738 55
RESPONDER- LI FETI ME noti fy has val ue of 4608000 kb

Sev=Infol 4 | KE/ 0x63000013 06/18/03 16:52:38. 738 56
SENDI NG >>> | SAKMP CAK QM *(HASH) to 10.1.1.1

Sev=Info/5 | KE/ 0x63000058 06/ 18/ 03 16:52:38.738 57
Loadi ng | Psec SA (Message I D = Ox7AB5F1A7 OUTBOUND SPI = OxCOBE2FC6
(1 NBOUND SPI = 0x56FFC535

Sev=Infol/5 | KE/ 0x63000025 06/18/03 16:52:38. 788 58
Loaded OUTBOUND ESP SPI: 0xCOBE2FC6

Sev=Infol/5 | KE/ 0x63000026 06/18/03 16:52:38. 798 59
Loaded | NBOUND ESP SPI: 0Ox56FFC535

Sev=I nf o/ 4 CM 0x6310001A 06/18/03 16:52:38.798 60
One secure connection established

Sev=I nfo/ 6 DI ALER/ 0x63300003 06/18/ 03 16:52: 38.828 61
. Connection established

Sev=I nfo/ 6 CVPND/ 0x63400011 06/18/03 16:52: 38. 868 62
Found mat chi ng adapt er

Sev=I nfo/ 6 CVPND/ 0x63400011 06/18/03 16:52: 38.968 63
Found mat chi ng adapt er

Sev=l nfol 4 CM 0x63100037 06/18/03 16:52:39.819 64
. Address watch added for 10.0.0.1. Current address(es): 10.0.0.1

Sev=I nf o/ 4 | PSEC/ 0x63700014 06/ 18/ 03 16:52:40. 280 65
Del eted all keys

Sev=I nf o/ 4 | PSEC/ 0x63700010 06/ 18/ 03 16:52:40. 280 66
Created a new key structure

Sev=I nf o/ 4 | PSEC/ 0Ox6370000F 06/ 18/ 03 16:52:40.290 67
Added key with SPlI =0xc62f becO into key li st

Sev=I nf o/ 4 | PSEC/ 0x63700010 06/ 18/ 03 16:52:40.290 68
Created a new key structure

Sev=I nf o/ 4 | PSEC/ 0Ox6370000F 06/ 18/ 03 16:52:40.290 69
Added key with SPlI =0x35c5ff56 into key |ist

Sev=I nfo/ 6 DI ALER/ 0x63300008 06/18/ 03 16:52:41.562 70
MAPI 32 Information - Qutl ook not default mail client

Sev=Info/5 | KE/ 0x63000055 06/ 18/ 03 16:52:54.230 71
Received a key request fromDriver for IP address 1.1.1.2, GWIP = 10.1.1.1

Sev=Infol 4 | KE/ 0x63000013 06/18/03 16:52: 54. 250 72
SENDI NG >>> | SAKMP OQAK QM *(HASH, SA, NON, ID, ID) to 10.1.1.1



Sev=Info/5 | KE/ 0Ox6300002F 06/ 18/ 03 16:52:54.731 73
Recei ved | SAKMP packet: peer = 10.1.1.1

Sev=I nfol/ 4 | KE/ 0x63000014 06/18/03 16:52:54.731 74
(RECEI VI NG <<< | SAKMP QAK QM *(HASH, SA, NON, I D, ID, NOTIFY: STATUS RESP_LI FETI ME
from10.1.1.1

Sev=Info/5 | KE/ 0x63000044 06/ 18/ 03 16:52:54.741 75
RESPONDER- LI FETI ME noti fy has val ue of 3600 seconds

Sev=Info/5 | KE/ 0x63000045 06/ 18/ 03 16:52:54.741 76
RESPONDER- LI FETI ME noti fy has val ue of 4608000 kb

Sev=Infol 4 | KE/ 0x63000013 06/18/03 16:52:54. 741 77
SENDI NG >>> | SAKMP CAK QM *(HASH) to 10.1.1.1

Sev=Info/5 | KE/ 0x63000058 06/ 18/ 03 16:52:54.741 78
Loadi ng | Psec SA (Message | D = O0x41A55AFF OUTBOUND SPI = OxCCEDA620
(1 NBOUND SPI = 0x0C5B3DB2

Sev=Infol/5 | KE/ 0x63000025 06/18/03 16:52:54.771 79
Loaded OUTBOUND ESP SPI: 0xCCEDA620

Sev=Infol/5 | KE/ 0x63000026 06/18/03 16:52:54. 781 80
Loaded | NBOUND ESP SPI: 0x0C5B3DB2

Sev=I nf o/ 4 CM 0x63100021 06/18/03 16:52:54.781 81
. Addi tional Phase 2 SA established

Sev=l nf o/ 4 | PSEC/ 0x63700010 06/ 18/ 03 16:52:55.472 82
Created a new key structure

Sev=I nf o/ 4 | PSEC/ Ox6370000F 06/ 18/ 03 16:52:55.472 83
Added key with SPlI =0x20a6edcc into key li st

Sev=I nf o/ 4 | PSEC/ 0x63700010 06/ 18/ 03 16:52:55.472 84
Created a new key structure

Sev=I nf o/ 4 | PSEC/ Ox6370000F 06/ 18/ 03 16:52:55.472 85
Added key with SPlI =0xb23d5b0c into key li st

Sev=I nf o/ 4 | PSEC/ 0x63700019 06/ 18/ 03 16:52:55.472 86
Activate outbound key wi th SPI =0x20a6edcc for inbound key wi th SPlI=0xb23d5b0c

do olbd ol

RADIUS diii ac> dxéw -

IKE Y9599 n/IPSec divglis a5 dxiuwo -
Cisco 0 VPN &4  Jioe pe> dxéw0 -
(RFCs) claleil b -

Cisco Systems - olaiiually , gaill acal -
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