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vpn2611#show version

Cisco Internetwork Operating System Software

, 108 (tm) C2600 Software (C2600-JK9O3S-M, Version 12.2(8)T
( RELEASE SOFTWARE (fc2

TAC Support: http://ww. cisco.conltac

. Copyright (c) 1986-2002 by cisco Systens, Inc

Conpi | ed Thu 14-Feb-02 16: 50 by ccai

| mage text-base: 0x80008070, data-base: 0x81816184

(ROM System Bootstrap, Version 11.3(2)XA4, RELEASE SOFTWARE (fcl

vpn2611 uptinme is 1 hour, 15 m nutes
Systemreturned to ROM by rel oad
"Systeminmage file is "flash: c2600-j k903s-ne. 122-8. T

(cisco 2611 (MPC860) processor (revision 0x203
.wWi th 61440K/ 4096K bytes of nenory
(Processor board | D JADO4370EEG (2285146560
MB60 processor: part nunber O, mask 49
.Bridging software
. X. 25 software, Version 3.0.0
. (Super LAT software (copyright 1990 by Meridian Technol ogy Corp
. TN3270 Enul ati on software
(Ethernet/| EEE 802.3 interface(s 2
(Serial network interface(s 1
.32K bytes of non-volatile configuration nenory
(16384K bytes of processor board System flash (Read/ Wite

Configuration register is 0x2102
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64.102.55.142

10.10.10.024 10.10.10.1  172.18.124.159

Cisco VPN Client 3.x

Cisco 2611

Network
172.18.124.199

Y

0.10.20.1 10.10.20.0/24

Internet

Cisco 3640

Metwork

oo @uib LS dwls IP uolic Lo el el U aeill AL cuw) Jlall 13D L8 IP oy9lic da>No
ol eSSl

Cisco ;0 2611 a>gall 12055

Cisco 2611 a>g0

vpn2611#show run
...Building configuration

Current configuration : 2265 bytes

1

version 12.2

service tinmestanps debug uptine

service tinmestanps | og uptine

no service password-encryption

1

host nane vpn2611

!

Enable AAA for user authentication !--- and group ---!
authorization. aaa new-model

1

1

In order to enable X-Auth for user authentication, ---!
. I--- enable the aaa authentication conmands

aaa authentication login userauthen local

In order to enable group authorization, enable !--- —--- !
. the aaa authorization comrands

aaa authorization network groupauthor local

aaa session-id conmon
|




For local authentication of the IPSec user, !--- —---1!
create the user with a password. username cisco password
0 cisco

i p subnet-zero

!

1

1

ip audit notify |og

ip audit po max-events 100

1

Create an Internet Security Association and !--- ---!
Key Management Protocol (ISAKMP) !--- policy for Phase 1
negotiations for the VPN 3.x Clients. crypto isakmp
policy 3

encr 3des

authentication pre-share

group 2

1

Create an ISAKMP policy for Phase 1 !--- —---1!
negotiations for the LAN-to-LAN tunnels. crypto isakmp
policy 10

hash md5

authentication pre-share

Specify the PreShared key for the LAN-to-LAN ---!
tunnel. !--- Make sure that you use the !--- no-xauth

. paranmeter with your | SAKWP key

crypto isakmp key ciscol23 address 172.18.124.199 no-

xauth

!

Create a group that is used to !--- specify the ---!
WINS, DNS servers' address !--- to the client, along
with the pre-shared !--- key for authentication. crypto

isakmp client configuration group 3000client
key ciscol23

dns 10.10.10.10

wins 10.10.10.20

domain cisco.com

pool ippool

1

1

Create the Phase 2 Policy for actual data ---!
encryption. crypto ipsec transform-set myset esp-3des
esp-md5-hmac

!

Create a dynamic map and apply !--- the transform ---!
set that was created earlier. crypto dynamic-map dynmap
10

set transform-set myset

1

1

Create the actual crypto map, and !--- apply the ---!
AAA lists that were created !--- earlier. Also create a
new instance for your !--- LAN-to-LAN tunnel. Specify
the peer IP address, !--- transform set, and an Access
Control List (ACL) for this !--- instance. crypto map
clientmap client authentication list userauthen




crypto map clientmap isakmp authorization list
groupauthor

crypto map clientmap client configuration address
respond

crypto map clientmap 1 ipsec-isakmp

set peer 172.18.124.199

set transform-set myset

match address 100

crypto map clientmap 10 ipsec-isakmp dynamic dynmap
1

1

fax interface-type fax-mail

nma receive maxi mumrecipients 0

!

1

. Apply the crypto map on the outside interface ---!

interface Ethernet0/0

ip address 172.18.124.159 255.255.255.0
hal f - dupl ex

crypto map clientmap

1

interface Serial0/0

no i p address

shut down

1

interface Ethernet0/1

i p address 10.10.10.1 255.255.255.0
no keepalive

hal f - dupl ex

!

!

Create a pool of addresses to be !--- assigned to ---!
the VPN Clients. ip local pool ippool 14.1.1.100
14.1.1.200

ip classless

ip route 0.0.0.0 0.0.0.0 172.18.124.1
ip http server

i p pi mbidir-enable

1

1

Create an ACL for the traffic !--- to be encrypted. ---!
In this example, !--- the traffic from 10.10.10.0/24 to
10.10.20.0/24 !--- is encrypted. access-list 100 permit

ip 10.10.10.0 0.0.0.255 10.10.20.0 0.0.0.255
!

!

snnp-server comunity foobar RO

call rsvp-sync

!

!

nmgcp profile default

!

di al - peer cor custom

line con O
exec-timeout 0 0O
line aux 0O

line vty 0 4

1




end|

3640 a>goll 955

Cisco 3640 a>g0

vpn3640#show run
...Building configuration

Current configuration : 1287 bytes
!
Last configuration change at 13:47:37 UTC Wed Mar 6
2002
!
version 12.2
servi ce tinestanps debug uptine
service tinestanps |og uptine
no service password-encryption
!
host nane vpn3640
!
!
i p subnet-zero
ip cef

Create an ISAKMP policy for Phase 1 !--- —---1!
negotiations for the LAN-to-LAN tunnels. crypto isakmp
policy 10

hash md5

authentication pre-share

Specify the PreShared key for the LAN-to-LAN !--- —---1!

tunnel. You do not have to add the !--- X-Auth
paranmeter, as this !--- router does not do G sco Unity
.Client IPsec !--- authentication

crypto isakmp key ciscol23 address 172.18.124.159
|
|

Create the Phase 2 Policy for actual data ---!
encryption. crypto ipsec transform-set myset esp-3des
esp-md5-hmac

|

Create the actual crypto map. Specify !--- the peer ---!
IP address, transform !--- set, and an ACL for this
instance. crypto map mymap 10 ipsec-isakmp

set peer 172.18.124.159

set transform-set myset

match address 100

!

call RSVP-sync

!

1

1

Apply the crypto map on the outside interface. ---!
interface Ethernet0/0

ip address 172.18.124.199 255.255.255.0

hal f - dupl ex




crypto map mymap

1

interface Ethernet0O/1

i p address 10.10.20.1 255.255.255.0

hal f - dupl ex

!

ip classless

iproute 0.0.0.0 0.0.0.0 172.18.124.1

ip http server

ip pimbidir-enable

1

Create an ACL for the traffic to !--- be encrypted. ---!
In this example, !--- the traffic from 10.10.20.0/24 to
10.10.10.0/24 !--- is encrypted. access-list 100 permit
ip 10.10.20.0 0.0.0.255 10.10.10.0 0.0.0.255
snnp-server comunity foobar RO

1

di al - peer cor custom

1

1

line con O

exec-timeout 0 O

line aux O

line vty 0 4

I ogin

1

end
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# ¥PM Client | Create New ¥PN Connection Entr |

Connection Entry: |05

Descrption: |Connection to an 105 router
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ITranspDrt Backup Servers | Dial-dp I

f* Group Authentication
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# Cisco Systems ¥YPN Client -

| Cisco Sverems

Connecting to 172.18.124.159

% User Authentication for I0S __ :

@ Ilzemame:

Ilsername:

. cizco
[ it

Col Password:
ﬂu' XKKK)1

[T Save Password

0K Cancel |
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Cisco VPN 2611

vpn26ll#show crypto isakmp sa

dst src state conn-id slot

QM_IDLE 5 0 172.18.124.199 172.18.124.159

For the LAN-to-LAN tunnel peer. 172.18.124.159 64.102.55.142 QM IDLE 6 0 —-—-!/
For the Cisco Unity Client tunnel peer. Vpn26ll#show crypto ipsec sa ---!

interface: Ethernet0/0
Crypto map tag: clientmap, |ocal addr. 172.18.124.159

:protected vrf

(local ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0

(remote ident (addr/mask/prot/port): (10.10.20.0/255.255.255.0/0/0

current_peer: 172.18.124.199:500

For the LAN-to-LAN tunnel peer. PERM T, flags={origin_is_acl,} #pkts encaps: 4, #pkts ---!
encrypt: 4, #pkts digest 4

pkts decaps: 4, #pkts decrypt: 4, #pkts verify 4#
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.. local

sl ot:

(sa timng:

sl ot:

(sa timng:

crypto endpt.:

0,

0,

pkts conpressed: 0, #pkts deconpressed: O#
pkts not compressed: 0, #pkts conpr. failed

conn id: 2000

conn id: 2001,

(local ident (addr/mask/prot/port):
(remote ident (addr/mask/prot/port): (14.1.1.1
current_peer: 64.102.55.142:500

For the Cisco Unity Client tunnel peer. PERM T,

.. local

sl ot:

(sa timng:

crypto endpt.:

0,

send err

path mnt
current

(spi:
transform
{ ,in
flow.id: 1,

repl a

(spi:
transform
{ ,in
flow.id: 2,

: 0, #pkts deconpress#
failed: O
ors 0, #recv errors O#

172.18.124.159, remote crypto endpt

172.18.124. 199
u 1500, nedia ntu 1500
out bound spi: 892741BC

;i nbound esp sas
0x7B7B2015(2071666709
esp- 3des esp- nd5- hrrac
use settings ={Tunnel
crypto map: clientmap

remai ning key lifetine (k/sec): (4607999/1182

IV size: 8 bytes
y detection support: Y

:inbound ah sas
;i nbound pcp sas

:out bound ESP sas
0x892741BC( 2301051324
esp- 3des esp- nd5- hrrac
use settings ={Tunnel
crypto map: clientmap

remai ning key lifetine (k/sec): (4607999/1182

IV size: 8 bytes

replay detection support: Y

:out bound ah sas
:out bound PCP sas

:protected vrf

(172.18.124.159/255.255.255.255/0/0

06/255.255.255.255/0/0

flags={} #pkts encaps: 0, #pkts encrypt: 0, ---!

pkts decaps: 0,

conn id: 2002

#pkts digest 0

#pkts decrypt: 0, #pkts verify O#
pkts conpressed: 0, #pkts deconpressed: O#
pkts not compressed: 0, #pkts conpr. Failed

send err

path mnt
current

(spi:
transform
{ ,in
flow.id: 3,

: 0, #pkts deconpress#
failed: O
ors 0, #recv errors O#

172.18.124.159, rempte crypto endpt

64.102. 55. 142
u 1500, nedia ntu 1500
out bound spi: 81F39EFA

i nbound ESP sas
0xC4483102(3293065474
esp- 3des esp- nd5- hrrac
use settings ={Tunnel
crypto map: clientmap

remai ning key lifetine (k/sec): (4608000/3484

IV size: 8 bytes

replay detection support: Y

:inbound ah sas



For the Cisco Unity Client tunnel peer.

(spi:
, transform
{ ,in
flow id: 4,
remai ning key lifetine

slot: 0, conn id: 2003,
(sa timng:

replay detection support:

(local ident (addr/mask/prot/port)
(remote ident (addr/mask/prot/port):

current_peer:

PERM T, flags={} #pkts encaps: 4,

pkts decaps: 20,

#pkts decrypt: 20,

:inbound PCP sas

:out bound ESP sas
0x81F39EFA( 2180226810
esp- 3des esp- nd5- hrrac
use settings ={Tunnel
crypto map: clientmap

(k/sec): (4608000/ 3484
IV size: 8 bytes
Y

:out bound ah sas
: out bound PCP sas

:protected vrf
(0.0.0.0/0.0.0.0/0/0

(14.1.1.106/255.255.255.255/0/0

64.102.55.142:500
#pkts encrypt: 4,

#pkts digest 4
#pkts verify 20#

ap—

pkts conpressed: 0, #pkts deconpressed: O#

pkts not compressed: 0, #pkts conpr. Failed

send err

:.local crypto endpt.: 172.18.124.15
path mnt

current

(spi:

, transform

{ ,in

slot: 0, conn id: 2004, flow.id: 5,
(sa timng: remaining key lifetine

replay detection support:

(spi:

, transform

{ ,in

slot: 0, conn id: 2006, flow.id: 7,
(sa timng: remaining key lifetine

replay detection support:

(spi:

, transform

{ ,in

slot: 0, conn id: 2005, flow.id: 6,
(sa timng: remaining key lifetine

replay detection support:

(spi:
, transform
{ ,in

slot: 0, conn id: 2007, flow.id: 8,

: 0, #pkts deconpress#
failed: O

ors 0, #recv errors O#
9, renote crypto endpt
64.102. 55. 142

u 1500, nedia ntu 1500
out bound spi: B7F84138

i nbound ESP sas
0x5209917C(1376358780
esp- 3des esp- nd5- hrrac
use settings ={Tunnel
crypto map: clientmap

(k/sec): (4607998/3474

IV size: 8 bytes

Y
0xDE6C99C0( 3731659200

esp- 3des esp- nd5- hrrac

use settings ={Tunnel

crypto map: clientmap

(k/sec): (4607998/3493
IV size: 8 bytes

Y

:inbound ah sas
:inbound PCP sas

:out bound ESP sas
0x58886878(1485334648
esp- 3des esp- nd5- hrrac
use settings ={Tunnel
crypto map: clientmap

(k/sec): (4608000/3474

IV size: 8 bytes
Y
0xB7F84138( 3086500152
esp- 3des esp- nd5- hrrac
use settings ={Tunnel
crypto map: clientmap



(sa timng: remaining key lifetime (k/sec): (4607999/ 3486
IV size: 8 bytes
replay detection support: Y

:out bound ah sas

: out bound PCP sas

vpn26ll#show crypto engine connection active
ID Interface | P-Address State Al gorithm Encrypt Decrypt
Ethernet0/0 172.18.124.159 set HMAC_MD5+DES_56_CB 0 0 5
Ethernet0/0 172.18.124.159 set HMAC_SHA+3DES_56_C 0 0 6

Ethernet0/0 172.18.124.159 set HMAC_MD5+3DES_56_C 0 4 2000
Ethernet0/0 172.18.124.159 set HMAC_MD5+3DES_56_C 4 0 2001
Ethernet0/0 172.18.124.159 set HMAC_MD5+3DES_56_C 0 0 2002
Ethernet0/0 172.18.124.159 set HMAC_MD5+3DES_56_C 0 0 2003
Ethernet0/0 172.18.124.159 set HMAC_MD5+3DES_56_C 0 9 2004
Ethernet0/0 172.18.124.159 set HMAC_MD5+3DES_56_C 0 0 2005

Ethernet0/0 172.18.124.159 set HMAC_MD5+3DES_56_C 0 79 2006
Ethernet0/0 172.18.124.159 set HMAC_MD5+3DES_56_C 4 0 2007
vpn2611#

Cisco VPN 3640

vpn3640#show crypto isakmp sa
DST src state conn-id slot
QM IDLE 4 0 172.18.124.199 172.18.124.159
For the LAN-to-LAN tunnel peer. Vpn3640#show crypto ipsec sa ---!

interface: Ethernet0/0
Crypto map tag: nmynmap, local addr. 172.18.124.199

:protected vrf

(local ident (addr/mask/prot/port): (10.10.20.0/255.255.255.0/0/0

(remote ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0

current_peer: 172.18.124.159:500

For the LAN-to-LAN tunnel peer. PERM T, flags={origin_is_acl,} #pkts encaps: 4, #pkts ---!
encrypt: 4, #pkts digest 4

pkts decaps: 4, #pkts decrypt: 4, #pkts verify 4#

pkts compressed: 0, #pkts deconpressed: 0#

pkts not compressed: 0, #pkts conpr. Failed: O, #pkts deconpress failed: 0#

send errors 11, #recv errors O#

local crypto endpt.: 172.18.124.199, remote crypto endpt.: 172.18.124.159
path nmtu 1500, media ntu 1500
current outbound spi: 7B7B2015

:inbound ESP sas
(spi: 0x892741BC(2301051324
, transform esp-3des esp-nd5-hnac
{ ,in use settings ={Tunne
slot: 0, conn id: 940, flow.id: 1, crypto map: nmymap
(sa timng: remaining key lifetime (k/sec): (4607998/1237
IV size: 8 bytes
replay detection support: Y

;i nbound ah sas

:inbound PCP sas



:out bound ESP sas

(spi: 0x7B7B2015(2071666709

, transform esp-3des esp-nd5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 941, flow.id: 2, crypto map: mymap

(sa tinmng: remaining key lifetime (k/sec): (4607999/1237
IV size: 8 bytes

replay detection support: Y

:out bound ah sas

. out bound PCP sas

vpn3640# show crypto engine connection active

ID Interface | P-Address State Al gorithm Encrypt Decrypt
4

Ethernet0/0 172.18.124.199 set HMAC_MD5+3DES_56_C 0 4 940
Ethernet0/0 172.18.124.199 set HMAC_MD5+3DES_56_C 4 0 941
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crypto dynani c-map dynmap 10

set transformset nyset

crypto map clientmap 1 ipsec-isaknp

set peer 172.18.124.199

set transformset nyset

mat ch address 100

crypto map clientmap 10 ipsec-isakmp dynamic dynmap
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