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Configuration | User Management | Groups | A

Thiz sechien lets yeu add a group, Check the Inherit? bew to set a field that you want te
default to the base group value. TUncheck the Inherit? box and enter 2 nesw vabue to
overnide base group valuss.

ldentity ~ General | IPSec | Cliest Conflg | Client PW | HW Client | PPTPAZTP

Ldentity Parameters
Attribute YValue Description
Ciroup ] s
Name Ilurarl:l Enter a uwque name Bor the group.
Pas mrﬂ|@ Enter the password for the groug.
Verify IE Werify the group's passwrerd
External groups are configured on an external
4 authenfication server (e.g. EADTITE). fnfzrnad proups
T II emal =
FpejniEma are configured on the VPR 2000 Concentrator's
Internal Diatabasze,

[ add | Cencel |

Cigeo Srsrems

tunneling Jx ol das j=sy9 IPSec Soy ol ple<turaro<icgazo<é, bl Jasimo< JSuiv o il .2
999 Laslg wlanaxil Joass 09.(L2TP) JsSei9 0 (45 2 daby (PPTP) JsSsi9 0
s




Cisco Svsrems

General Par

Attribute Value Inherit?
Access Hours W Mo |Sels
Simultaneous Logins|[3 P [Ent
Minimum Password Length|[3 M [Ent
Allow Alphabetic-Only = = Ente
Passwords |be 2
Tdle Timeout|[30 P |G
Maximum Connect Time|[0 P |
Fﬂter‘lm P [Ent
Primary DNS|| ®  [Ent
Secondary DNS| M  [Ents
Primary WINS|| P [Enot
Secondary WINS|| P [Ents
SEP Card Assignment ggg; gﬁi P [Seld

[ PPTP

Tunneling Protocols ; ;2?‘{3: I [Seld

9 2%y o€ Joogll o saill £95 0l oo a5 (Xauth) dswgall a8skaoll (J31> e d8slaall Gusi pb .
ESP-3DES- ¢® IPSec SA

.MD5



SHConfigus ation Configuration | User Management | Groups | Modify ADMINI

——interfaces
~ESsien Check the Inherit? box to set a field that you want to default to the base grou]
—EHger Management
Base Grou value to owvernde base group values
L
L sers Identity | General IPSec  Client P | PPTP/L2TP
—EHPoiicy Managsment
IPSec Parameters
“EHAdministration
EHMOnf O ing Attribute Value Inherit?
IPSec SA|ESP-3DES-MDS = I
IEE Peer Identi "
Validation | If supported by certiicate =] =3 "
IEFE Keepalives| # [~ "
Reaunthentication
on Rekey ! - {
]
Tunnel Type||Remote Access x| = v
Remote Access Parameters
Group Lock| ™ M |l
Authentication|| Intemal - ™ ;

use cisco VPN JI ol wasls in order to g ia0 IPSec > IKE<JsSgi9 . tunneling<plai< JsSuis o il .
a3l aSeid] 5S,0 oo ta>Ve.(1 dl>0) IKE J lais 21,8l L8 (CiscoVPNClient-3DES-MD5)
oo (VPN) adlall dwoldl éSuidl Jwae o5 ol olaa) 2Vl wlizy x.4.1 luoYl (VPN) é,oUall
< oloVlg Laadl JuasVl < ugSil izl (1 a>all) IKE ol daiidl ol> jiball d0ld 8 1>,a0 Cisco
o> e < IPSec

AKE
Add, delete, priortize. and confipure THE Proposals.
Select an Imactive Proposal and chck Activate to make it Active, or chek Modidy, Copy or I
Select an Active Proposal and chick Deactivate to make it Inactive_ or chek Mowe Up or Baol
Chck Add or Copy to add a new Inactive Proposal [FKE Proposals are used by Security Asso
parameters
Active Inactive
Proposals Actions Proposaly
CiscovPNClien-IDES-MD5 IKE-3DES-MD5RSA
IKE-IDES-MDS cehdivete | |veanEs SHADSA
IKE-3DES-MD5-DHI . IKE-3DES-WMD5REA-D
—{EPolicy Mansgement Deacthate
| 5 Adminkstr ation IKE-DiE S-4A05 - I IKE-DE S-bDS-DHT
IKE-3IDES-MD5-DH? Move CiscovVPNChent-1DES
b U | CiscoVPNClient-IDES
hlove Diowmi |
Add |

ESP-3DES-MD5 5 cl, LolsJl IPsec SA (55, 3 sglazdl _9.(IPsec (SA ool oLidl oo i .
icgaze o auall IPsec SA plasiwl oo 355 U ells L6 w5 e ] aaz a5y eliv] cliSay
21,815 Cisco VPN Jwoe 33> lgoaius Ll IPsec SA J alloll (PFS) amgill 6sle] dppm Jiasi oo
28 a5 Laill g0 9 SA pul LS| .SAS<eLll 9,0 455> 8,ls]<dw bl 8,15]< 08l L IKE
2090 6 LaS dwwliall Claaxil Jasy



agement | Security Associations | Modi

8A Name IE SP-3DESMDS Spectly the name of this Secunty Association (
Inheritance Im Select the granulanty of this SA
IPSec Parameters
Authentication Algorithm I ESPMDSMHMALC-1 28 j Select the packet authentication algonthm to use
Encryption Algorithm m Select the ESP encryption algonthm to use
Encapsulation Mode m =elect the Encapsulation Mode for this 54
Perfect Forward Secrecy I Disabled j Select the use of Perfect Forward Secrecy.
Lifetime Measurement m Select the bfetime measurement of the TPSec ke
Data Lifetime |‘I nooo specily the data bfetime in klobytes (EE)
Time Lifetime |E'EIEII:IIJ Specify the twne lifetime in seconds
IEE Parameters
IKE Peer |0.0.00 Spectfy the IEE Peer for a LAN-to-LAN PS4
Megotiation Mode m Zelect the IKE Negohaton mode to use.

Digital Certificate |Mone (Use Preshared Keys) = Select the Digital Certificate to use

T ! ! .
Certificate Transmission Enire cetaicate chain Choose how to send the digital certificate to the

* Identity certificate only
IKE Proposal | CiscoVPNClient3DES-MDS x| Select the TRE Proposal to use as TEE mitiator

Loruws @9 ,20 (SA) Jowo9 ddbnis Hlis| Jioss S 15] cuylis| alll 69laxlly sglall 03® a2 talas Mo
oo S IKE s Lo e (9 0.0.0.0 paciawld (Suolis JSuiny caze IP wlgic Jrasdl sa) olS 3]

: Jiall 13® 2ing, Las CiscoVPNClient-3DES-MD5 lc IKE g8l s
Ol € pscro Laaill JlasVl puwis Ol sl . 380l jolriy Of dasla] (S olSuid] Rawy yiiy ¥ iy il .
J1oE 640 2o 409Ca0 puC 9Ll 600

.EZVPN
H=HC onfigur ation Banner =
—inbefaces
o
—EHsar Mansgement
—fiEse Group Allow Password - v
e Storage on Client
——Llgars
—HEolicy Mansgement
- Administr ation
Montonng & Tunnel everything
Split Tunneling M Allow the networks m list to bypass &
Policy the tunnel
© Only tunnel networks in hst
sphit Tunneling
MNetwork List I 'J =




09,0 40lS9 paime punl e, @8 . Josiwe wasl in order to Jasiuwe<é,ls] Josimo< JiSuis o i3l .7
B899 ,aily dcgazo e lginmi p99

This sechon lets you add a user. Uncheck the Inherit? box and enter a new value to

owerride proup values,
H:E]'nmne"pudmu Enter a unique username.
I —— Eater the vser's password. The passwaord must saksfy
Fes d the group password requirements,
Verify F““‘““"‘“‘““ Wenfy the user's password,
Group |1urEm:| | [Enter the proup to which this user belongs.
]T‘Addn!:s" Enter the [P address assigned to this user.
Submet . :
Ma:kl Eater the subnet mask assgned to thas wser

| Add I Cancel

Cisce Svsreus

ol aSeidl S50 cume ¥ NEM 3 . paciisall JLasl (o 38359 J9dauall Joc clul> < 8)l] i3] .8
g Hlis| Jiaai ciS 3] d,lis] dglaxll 0@ 98 tdla>Ne.dcgaxall (40 IP Glgic (VPN) &l
a9,20 (SA) éac

LAN to- LAN Sessions [ Bommete eaa veinang | Meagemest Ot ]
Connectson N ame 1P Address Protorol Emeryption Logim Time Liur stasn Bytes Tu Hytes Hx ArHomy
:r :_FJ‘T-'.. :,,.'-J'.' Sridn 1! ]
Remoir Aocess Seusions [ LA LAN Sepnons | Maagemess 5
Asagneed 1P vddress . Prodwcol Logan Tine Clheid 1 ype Hyites Ix bl
L Pubdie TP Addreas ‘Lrln)l.ln .F.ht'r'_'ap'llllll Dhsration Wrsios H_-.'I:H'l. Hx
192 168.233 . [FSe: Mar 31 18 3223 Hik WX )
172 16 172 8 e IDES- 168 1250 HiA 201300 | =] tug |
Manageiment Sesshons [ LA AN Sermon | Res
Addmenistrator [F Aaldress Protorsl [Emerryptisss 1 sgim Tums Irur wtasm Artsnny
Al 171 €889 5 HTTV Home Ma 3] 18 35401 012 [ Lagpzul] Farsgt )
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show version output

show version
Cisco Internetwork Operating System Software



,108 (tm) C1700 Software (C1700- BKONOBR2SY7-M, Version 12.2(8)YJ
(EARLY DEPLOYMENT RELEASE SOFTWARE (fcl

ADSL) uptinme is 4 days, 5 hours, 33 mnutes)1721-1

Systemreturned to ROM by rel oad

"Systemimage file is "flash: ¢1700-bk9no3r2sy7-mz.122-8.YJ.bin

cisco 1721 (MPC860P) processor (revision 0x100) wi th 88474K/ 9830K bytes
(16384K bytes of processor board System flash (Read/ Wite

1721-1

ADSL) #show run) 1721-1

version 12.2

service tinmestanps debug uptine

service tinestanps | og uptinme

no service password-encryption

1
(hostname 1721-1( ADSL

!

Specify the configuration name !--- to be assigned ---!
to the interface. crypto ipsec client ezvpn SJVPN
Tunnel control; automatic is the default. connect ---!
auto

The group name and password should be the same as ---!
given in the VPN Concentrator. group turaro key tululo
The mode that is chosen as the network extension. ---!
mode network-extension

The tunnel peer end (VPN Concentrator public ---!
interface IP address). peer 172.16.172.41

1

i nterface LoopbackO

i p address 192. 168.254. 1 255. 255. 255.0

Configure the Loopback interface !--- as the inside ---!
interface. ip nat inside

Specifies the Cisco EzVPN Remote configuration name ---!
. !-——- to be assigned to the inside interface

crypto ipsec client ezvpn SJVPN inside
1
i nterface Loopbackl
i p address 192.168. 253. 1 255. 255. 255.0
ip nat inside
crypto ipsec client ezvpn SJVPN inside
1
interface FastEthernetO
i p address 172.16.172. 46 255. 255. 255. 240
Configure the FastEthernet interface !--- as the ---!
outside interface. ip nat outside
Specifies the Cisco EzVPN Remote configuration name ---!
!--- to be assigned to the first outside interface,
because !--- outside is not specified for the interface
.1--- The default is outside

crypto ipsec client ezvpn SJVPN

|

Specify the overload option with the ip nat comand ---!
I--- in global configuration nbde in order to enable !--
- Network Address Translation (NAT) of the inside source
address !--- so that multiple PCs can use the single IP
. addr ess

ip nat inside source route-map EZVPN interface
FastEthernet0 overload
ip classless




ip route 0.0.0.0 0.0.0.0 172.16.172.41
!

access-1list 177 deny ip 192.168.254.0 0.0.0.255
192.168.2.0 0.0.0. 255

access-list 177 deny ip 192.168.253.0 0.0.0.255
192.168.2.0 0.0.0. 255

access-list 177 pernit ip 192.168.253.0 0.0.0.255 any
access-list 177 pernit ip 192.168.254.0 0.0.0.255 any

route-map EZVPN permit 10
match i p address 177

|

!
line con O
line aux O
line vty 0 4
password ci sco

| ogin

!
no schedul er allocate
end

2o JSuin ousSil Jac S puddl 13D paziwl

w22 (OIT) L3Vl a2 i 8151 pazkiawl .ShOW Lolol Lass (laad ulxualleVasl)) 2131 a2 is 6131 ac
. Show oVl 2,50 Julxs

Llak VPN a>ga; JLasVl JYS o0 VPN (345 slac] Cisco 3640 azgall J9lxy «onilexl NS 0u655 5,5
L)l 038 agall o, @9Vl ISAKMP &laleo Jsls asy Lol IP Glsic plaiwl,

Pendi ng XAut h Request, Pl ease enter the
foll owi ng command: crypto ipsec client ezvpn xauth

Guloi ol ey 9,0 dalSy p33iws puwl la, siI crypto ipSec client ezVPN xauth joV1 J55] oy
puwl e aadslgell 5,20 (7 6glal) VPN):_SJp ule logioSs pi ¢palll )90l mng pxxinll puwl go 130
APsec VPN ga; ;o¢b pis9 wlaleall [ OL e §lasVl piy opulaidl MS' S 0 49,0)l dalS9 paivuall

:EZVPN(SJVPN) : Pending XAuth Request, Please enter the following command
EZVPN: crypto ipsec client ezvpn xauth

. Enter the crypto ipsec client ezvpn xauth command ---!

crypto ipsec client ezvpn xauth

Enter Usernane and Password.: padma
Password: : password

Le>Molg cllas VI BLlaSiwl
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Le>Noly peSill elas] GliSiw lgolasiuwl iSay ologles puall 13D 9,

Le>Mol9 clasV Bliiwl ol9l

Jud oo b a9 (Jasd elzuuall eMasll) 21,3Vl a> jio 6151 dlawley Lol solol Loz, AS> oy
ol ol 23|

.debug ,slol jlaol Jid zauuaill solol Jo> dogo wlogles | gl tala>Ve

B9 EZVPN Jioc 6500 (9SS ek il wlegleall o ,2,—debug crypto ipSec client ezVPN -

IPsec oVlail Jo> cllasVl aumas wlogles o ,2,—debug crypto ipSec -

oo 9Vl dcgazall saw9 IPsec oVlail Jo> el auxas ologleo Lo ,2, —debug crypto isakmp -
ol W e 991gill pac s lgad) pi (il o lowl

o ) JS b Lo ,e,—show debug -

susiy ad 3] 5L JLasVl EZVPN ae Jslx, (crypto ipSec client ezVPN SJVPN 3oV JBs| 5,20y
cJ crypto ipSec client ezVPN connect sjvpn oVl J53509 (dcgaxall (055 a0 connect manual oVl
e Jl oLVl Jsls

4d05h: | SAKMP (0: 3): begi nning Aggressi ve Mbde exchange

4d05h: | SAKMP (0: 3): sending packet to 172.16.172.41 (1) AG_IN T_EXCH
4d05h: | SAKMP (0:3): received packet from 172.16.172.41 (1) AG_ I N T_EXCH
4d05h: | SAKMP (0:3): processing SA payl oad. nessage ID =0

4d05h: | SAKMP (0:3): processing |ID payload. nessage ID =0

4d05h: | SAKMP (0: 3): processing vendor id payl oad

4d05h: | SAKMP (0:3): vendor IDis Unity

4d05h: | SAKMP (0: 3): processing vendor id payl oad

4d05h: | SAKMP (0:3): vendor |D seens Unity/DPD but bad maj or

4d05h: | SAKMP (0:3): vendor IDis XAUTH

4d05h: | SAKMP (0: 3): processing vendor id payl oad

4d05h: | SAKMP (0:3): vendor IDis DPD

4d05h: | SAKMP (0: 3) | ocal preshared key found

4d05h: | SAKMP (0:3) Authentication by xauth preshared

4d05h: | SAKMP (0:3): Checking | SAKMP transform 6 against priority 65527 policy

4d05h: | SAKMP: encrypti on 3DES- CBC

4d05h: | SAKVP: hash MD5

4d05h: | SAKMP: default group 2

4d05h: | SAKMP: aut h XAUTHI ni t PreShar ed

4d05h: | SAKMP: life type in seconds

4d05h: | SAKMP: life duration (VPI) of 0Ox0 O0x20 O0xC4 0x9B

1 4d05h: | SAKMP (0:3): Encryption algorithm offered does not match policy
4d05h: | SAKMP (0:3): atts are not acceptable. Next payload is O
4d05h: | SAKMP (0:3): Checking | SAKMP transform 6 against priority 65528 policy

4d05h: | SAKMP: encrypti on 3DES- CBC

4d05h: | SAKVP: hash MD5

4d05h: | SAKMP: default group 2

4d05h: | SAKMP: aut h XAUTHI ni t PreShar ed

4d05h: | SAKMP: life type in seconds

4d05h: | SAKMP: life duration (VPI) of 0Ox0 Ox20 OxC4 0x9B

1 4d05h: | SAKMP (0:3): Encryption algorithm offered does not match policy
4d05h: | SAKMP (0:3): atts are not acceptable. Next payload is O

4d05h: | SAKMP (0:3): Checking | SAKMP transform 6 against priority 65529 policy
4d05h: | SAKMP: encrypti on 3DES- CBC

4d05h: | SAKVP: hash MD5
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4d05h: | SAKMP: default group 2

4d05h: | SAKMP: aut h XAUTHI ni t PreShar ed
4d05h: | SAKMP: life type in seconds
4d05h: | SAKMP: life duration (VPI) of 0Ox0 0x20 OxC4 0x9B

1 4d05h: | SAKMP (0:3): Encryption algorithm offered does not match policy
4d05h: | SAKMP (0:3): atts are not acceptable. Next payload is O
4d05h: | SAKMP (0:3): Checking | SAKMP transform 6 against priority 65530 policy

4d05h: | SAKMP: encrypti on 3DES- CBC

4d05h: | SAKVP: hash MD5

4d05h: | SAKMP: default group 2

4d05h: | SAKMP: aut h XAUTHI ni t PreShar ed

4d05h: | SAKMP: life type in seconds

4d05h: | SAKMP: life duration (VPI) of 0Ox0 0x20 0xC4 0x9B

1 4d05h: | SAKMP (0:3): Encryption algorithm offered does not match policy
4d05h: | SAKMP (0:3): atts are not acceptable. Next payload is O
4d05h: | SAKMP (0:3): Checking | SAKMP transform 6 against priority 65531 policy

4d05h: | SAKMP: encrypti on 3DES- CBC

4d05h: | SAKMP: hash MD5

4d05h: | SAKMP: default group 2

4d05h: | SAKMP: aut h XAUTHI ni t PreShar ed

4d05h: | SAKMP: life type in seconds

4d05h: | SAKMP: life duration (VPI) of 0Ox0 0x20 0xC4 0x9B

1 4d05h: | SAKMP (0:3): Hash algorithm offered does not match policy
4d05h: | SAKMP (0:3): atts are not acceptable. Next payload is O
4d05h: | SAKMP (0:3): Checking | SAKMP transform 6 against priority 65532 policy

4d05h: | SAKMP: encrypti on 3DES- CBC

4d05h: | SAKMP: hash MD5

4d05h: | SAKMP: default group 2

4d05h: | SAKMP: aut h XAUTHI ni t PreShar ed

4d05h: | SAKMP: life type in seconds

4d05h: | SAKMP: life duration (VPI) of 0Ox0 0x20 0xC4 0x9B

4d05h: | SAKMP (0:3): atts are acceptable. Next payload is O

4d05h: | SAKMP (0:3): processing KE payl oad. nessage ID =0

4d05h: | SAKMP (0: 3): processi ng NONCE payl oad. nessage ID =0

4d05h: | SAKMP (0:3): SKEYID state generated

4d05h: | SAKMP (0:3): processing HASH payl oad. message ID = 0

4d05h: | SAKMP (0:3): SA has been authenticated with 172.16.172.41
4d05h: | SAKMP (0: 3): sending packet to 172.16.172.41 (1) AG_I N T_EXCH
4d05h: | SAKMP (0:3): Input = | KE_ MESG FROM PEER, | KE_AM EXCH

ad State = IKE_I_AML New State = | KE_P1_COWLETE

...4d05h: | PSEC(key_engi ne): got a queue event

4d05h: | PSec: Key engi ne got KEYENG | KMP_MORE_SAS nessage

4d05h: | SAKMP (0: 3): Need XAUTH

4do5h: | SAKMP (0:3): Input = | KE_MESG | NTERNAL, | KE_PHASE1 COMPLETE
Od State = | KE_P1_COVPLETE New State = | KE_P1_COWPLETE

Phase 1 (ISAKMP) is complete. 4d05h: | SAKMP: received ke message (6/1) 4d05h: | SAKMP: ---!
recei ved KEYENG | KMP_MORE_SAS nessage 4d05h: | SAKMP: set new node -857862190 to CONF_XAUTH !---
Initiate extended authentication. 4d05h: | SAKMP (0:3): sending packet to 172.16.172.41 (1)
CONF_XAUTH 4d05h: | SAKMP (0:3): purgi ng node -857862190 4d05h: | SAKMP (0:3): Sending initial
contact. 4d05h: | SAKMP (0:3): received packet from 172.16.172.41 (1) CONF_XAUTH 4d05h: | SAKMP:
set new node -1898481791 to CONF_XAUTH 4d05h: | SAKMP (0:3): processing transaction payl oad from
172.16.172.41. nessage | D = -1898481791 4d05h: | SAKMP: Config payl oad REQUEST 4d05h: | SAKMP
(0:3): checking request: 4d05h: | SAKMP: XAUTH_TYPE_ V2 4d05h: | SAKMP: XAUTH USER NAME_V2 4d05h:
| SAKMP:  XAUTH_USER_PASSWORD V2 4d05h: | SAKMP: XAUTH_MESSAGE_V2 4d05h: | SAKMP (0:3): Xauth
process request 4d05h: | SAKMP (0:3): Input = | KE_ MESG FROM PEER, | KE_CFG REQUEST A d State =
| KE_P1_COWPLETE New State = | KE_XAUTH REPLY_AWAI T 4d05h: EZVPN(SJVPN): Current State: READY
4d05h: EZVPN(SJVPN): Event: XAUTH REQUEST 4d05h: EZVPN(SJVPN): ezvpn_xaut h_request 4d05h:
EZVPN( SJVPN) : ezvpn_parse_xaut h_nsg 4d05h: EZVPN: Attributes sent in xauth request nessage:



4d05h: XAUTH_TYPE_V2(SJVPN): 0 4d05h: XAUTH_USER_NAME_V2(SJVPN): 4dO05h:
XAUTH_USER_PASSWORD V2( SJVPN): 4d05h: XAUTH MESSAGE V2(SJVPN) <Enter Usernane and Password. >
4d05h: EZVPN(SJVPN): New State: XAUTH REQ 4d05h: | SAKMP (0:3): Input = | KE_MESG | NTERNAL,

| KE_PHASE1_COWPLETE O d State = | KE_XAUTH REPLY_AWAIT New State = | KE_XAUTH REPLY_AWAI T 4d05h:
EZVPN( SJVPN) : Pendi ng XAuth Request, Please enter the followi ng conmand: 4d05h: EZVPN crypto
ipsec client ezvpn xauth

. Enter the crypto ipsec client ezvpn xauth command ---!
crypto ipsec client ezvpn xauth

Enter Usernane and Password.: padma

Password: : password

The router requests your username and password that is !--- configured on the server. ---!
4d05h: EZVPN(SJVPN): Current State: XAUTH REQ 4d05h: EZVPN(SJVPN): Event: XAUTH PROVPTI NG 4d05h:
EZVPN( SJVPN): New State: XAUTH PROWT 1721- 1( ADSL)# 4d05h: EZVPN(SJVPN): Current State:
XAUTH_PROVPT 4d05h: EZVPN(SJVPN): Event: XAUTH_REQ | NFO _READY 4d05h: EZVPN( SJVPN):

ezvpn_xaut h_reply 4d05h: XAUTH TYPE_V2(SJVPN): 0 4d05h: XAUTH _USER_NAME V2(SJVPN): G sco_MAE
4d05h: XAUTH_USER _PASSWORD V2(SJVPN): <omitted> 4d05h: EZVPN(SJVPN): New State: XAUTH REPLI ED
4d05h: xauth-type: 0 4d05h: usernanme: C sco_MAE 4d05h: password: <omitted> 4d05h: message <Enter
User namre and Password. > 4d05h: | SAKMP (0:3): responding to peer config from 172.16.172.41. ID =
-1898481791 4d05h: | SAKMP (0:3): sending packet to 172.16.172.41 (1) CONF_XAUTH 4d05h: | SAKMP
(0:3): deleting node -1898481791 error FALSE reason "done with xauth request/reply exchange"
4d05h: | SAKMP (0:3): Input = | KE_MESG | NTERNAL, | KE XAUTH REPLY_ATTR O d State =

| KE_XAUTH REPLY_AVWAI T New State = | KE_XAUTH_REPLY_SENT 4d05h: | SAKMP (0:3): received packet from
172.16.172. 41 (1) CONF_XAUTH 4d05h: | SAKMP: set new node -1602220489 to CONF_XAUTH 4d05h: | SAKMP
(0:3): processing transaction payload from 172.16.172.41. message | D = -1602220489 4d05h:

| SAKMP:  Config payl oad SET 4d05h: | SAKMP (0:3): Xauth process set, status = 1 4d05h: | SAKMP
(0:3): checking SET: 4d05h: | SAKMP: XAUTH_STATUS V2 XAUTH CK 4d05h: | SAKMP (0:3): attributes
sent in nessage: 4d05h: Status: 1 4d05h: | SAKMP (0:3): sending packet to 172.16.172.41 (1)
CONF_XAUTH 4d05h: | SAKMP (0: 3): del eting node -1602220489 error FALSE reason "" 4d05h: | SAKMP
(0:3): Input = | KE_ MESG FROM PEER, | KE_CFG SET O d State = | KE_ XAUTH REPLY_SENT New State =

| KE_P1_COWPLETE 4d05h: EZVPN(SJVPN): Current State: XAUTH REPLI ED 4d05h: EZVPN(SJVPN): Event:
XAUTH_STATUS 4d05h: EZVPN(SJVPN): New St ate: READY 4d05h: | SAKMP (0:3): Need config/address
4d05h: | SAKMP (0: 3): Need confi g/ address 4d05h: | SAKMP: set new node 486952690 to CONF_ADDR
4d05h: | SAKMP (0:3): initiating peer config to 172.16.172.41. |1 D = 486952690 4d05h: | SAKMP
(0:3): sending packet to 172.16.172.41 (1) CONF_ADDR 4d05h: |SAKMP (0:3): Input =

| KE_MESG | NTERNAL, | KE_PHASE1_COWVPLETE O d State = | KE_P1_COWVPLETE New State =

| KE_CONFI G_MODE_REQ SENT 4d05h: | SAKMP (0:3): received packet from 172.16.172.41 (1) CONF_ADDR
4d05h: | SAKMP (0:3): processing transaction payload from 172.16.172.41. nessage | D = 486952690
4d05h: | SAKMP: Confi g payl oad REPLY 4d05h: | SAKMP(0: 3) process config reply 4d05h: | SAKWP (0: 3):
del eting node 486952690 error FALSE reason "done with transaction" 4d05h: |SAKMP (0:3): Input =
| KE_MESG FROM PEER, | KE_CFG REPLY O d State = | KE_CONFI G MODE_REQ SENT New State =

| KE_P1_COWPLETE 4d05h: EZVPN(SJVPN): Current State: READY 4d05h: EZVPN(SJVPN): Event:

MODE_CONFI G_REPLY 4d05h: EZVPN(SJVPN): ezvpn_node_confi g 4d05h: EZVPN( SJVPN) :
ezvpn_parse_node_confi g_nsg 4d05h: EZVPN: Attributes sent in message 4d05h: ip_ifnat_nodified:
old_if 0, new.if 2 4d05h: ip_ifnat_nodified: old_if O, new.if 2 4d05h: ip_ifnat_nodified: old_if
1, new_if 2 4d05h: EZVPN(SJVPN): New State: SS_OPEN 4d05h: | SAKMP (0:3): |nput =

| KE_MESG | NTERNAL, | KE_PHASE1_COWPLETE A d State = | KE_P1_COWVPLETE New State = | KE_P1_COWPLETE
4d05h: | PSEC(sa_request): , (key eng. nmsg.) OUTBOUND | ocal = 172.16.172. 46, renote=

172.16.172. 41, |ocal _proxy= 192. 168. 254. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renote_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol = ESP, transform= esp-3des esp-sha-hmac , |ifedur=
2147483s and 4608000kb, spi= OxE6DB9372(3873149810), conn_id= 0, keysize= 0, flags= 0x400C
4d05h: | PSEC(sa_request): , (key eng. nmsg.) OUTBOUND | ocal = 172.16.172. 46, renote=

172.16.172. 41, |ocal _proxy= 192. 168. 254. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renote_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol = ESP, transform= esp-3des esp-md5-hmac , |ifedur=
2147483s and 4608000kb, spi= 0x3Cr77C53D(1014482237), conn_id= 0, keysize= 0, flags= 0x400C
4d05h: | PSEC(sa_request): , (key eng. nmsg.) OUTBOUND | ocal = 172.16.172. 46, renote=

172.16.172. 41, |ocal _proxy= 192. 168. 254. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renote_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform= esp-des esp-sha-hmac , |ifedur= 2147483s
and 4608000kb, spi = 0x79BB8DF4(2042334708), conn_id= 0, keysize= 0, flags= 0x400C 4d0O5h:

| PSEC(sa_request): , (key eng. nmsg.) OUTBOUND | ocal = 172.16.172. 46, renpte= 172.16.172.41,



| ocal _proxy= 192. 168. 254. 0/ 255. 255. 255.0/0/0 (type=4), renote_proxy= 0.0.0.0/0.0.0.0/0/0
(type=4), protocol = ESP, transform esp-des esp-nd5-hmac , |ifedur= 2147483s and 4608000kb, spi=
0x19C3A5B2(432252338), conn_id= 0, keysize= 0, flags= 0x400C 4d05h: | SAKMP: recei ved ke nessage
(1/4) 4d05h: | SAKMP: set new node O to QW I DLE 4d05h: EZVPN(SJVPN): Current State: SS_OPEN
4d05h: EZVPN(SJVPN): Event: SOCKET_READY 4d05h: EZVPN(SJVPN): No state change 4d05h: | SAKMP
(0:3): sitting IDLE. Starting QM inmediately (QV.IDLE ) 4d05h: |SAKMP (0:3): beginning Quick
Mode exchange, M ID of -1494477527 4d05h: | PSEC(sa_request): , (key eng. nmsg.) OUTBOUND | ocal =
172.16.172. 46, renote= 172.16.172.41, |ocal _proxy= 192. 168. 253. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transfornr esp-3des esp-sha-hnmac ,
i fedur= 2147483s and 4608000kb, spi= OxB18CF11E(2978803998), conn_id= 0, keysize= 0, flags=
0x400C 4d05h: | PSEC(sa_request): , (key eng. nsg.) OUTBOUND | ocal = 172.16. 172. 46, renote=
172.16.172. 41, |ocal _proxy= 192. 168. 253. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renote_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol = ESP, transform= esp-3des esp-md5-hnmac , |ifedur=
2147483s and 4608000kb, spi= OxA8CA69EC(2831444460), conn_id= 0, keysize= 0, flags= 0x400C
4d05h: | PSEC(sa_request): , (key eng. nmsg.) OUTBOUND | ocal = 172.16.172. 46, renote=
172.16.172. 41, |ocal _proxy= 192. 168. 253. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renote_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol = ESP, transform= esp-des esp-sha-hmac , |ifedur= 2147483s
and 4608000kb, spi = OxBC5AD5EE(3160069614), conn_id= 0, keysize= 0, flags= 0x400C 4d0O5h:
| PSEC(sa_request): , (key eng. nmsg.) OUTBOUND | ocal = 172.16.172. 46, renpte= 172.16.172.41,
| ocal _proxy= 192. 168. 253. 0/ 255. 255. 255.0/0/0 (type=4), renote_proxy= 0.0.0.0/0.0.0.0/0/0
(type=4), protocol = ESP, transform esp-des esp-nd5-hmac , |ifedur= 2147483s and 4608000kb, spi=
0x8C34C692(2352268946), conn_id= 0, keysize= 0, flags= 0x400C 4d05h: | SAKMP (0:3): sending
packet to 172.16.172.41 (1) QW.IDLE 4d05h: | SAKMP (0:3): Node -1494477527, |nput =
| KE_MESG | NTERNAL, IKE_INT_QVMOd State = | KE_QVI READY New State = I KE_QV. | _QVL 4d05h: | SAKMP:
recei ved ke nmessage (1/4) 4d05h: | SAKMP: set new node 0 to QV I DLE 4d05h: | SAKMP (0:3): sitting
IDLE. Starting QMimrediately (QVL.IDLE ) 4d05h: | SAKMP (0:3): beginning Qick Mde exchange, M
I D of -1102788797 4d05h: EZVPN(SJVPN): Current State: SS _OPEN 4d05h: EZVPN(SJVPN): Event:
SOCKET_READY 4d05h: EZVPN(SJVPN): No state change 4d05h: | SAKMP (0:3): sending packet to
172.16.172.41 (1) QWLIDLE 4d05h: |SAKMP (0:3): Node -1102788797, Input = | KE_MESG | NTERNAL,
IKE_INT QM Od State = | KE_ QM READY New State = |KE_ QM | _QVL 4d05h: | SAKMP (0:3): received
packet from 172.16.172.41 (1) QV.IDLE 4d05h: | SAKMP: set new node 733055375 to QW | DLE 4d05h:
| SAKMP (0:3): processing HASH payl oad. nessage | D = 733055375 4d05h: | SAKMP (0:3): processing
NOTI FY RESPONDER_LI FETI ME protocol 1 spi 0, nmessage |ID = 733055375, sa = 820ABFAO0 4d05h: | SAKMP
(0:3): processing responder lifetime 4d05h: | SAKMP (0:3): start processing isaknp responder
lifetinme 4d0O5h: | SAKMP (0:3): restart ike sa timer to 86400 secs 4d05h: | SAKMP (0:3): deleting
node 733055375 error FALSE reason "informational (in) state 1" 4d05h: | SAKMP (0:3): Input =
| KE_MESG FROM PEER, I KE_INFO NOTIFY O d State = | KE_P1_COWLETE New State = | KE_P1_COWPLETE
4d05h: | SAKMP (0:3): received packet from 172.16.172.41 (1) QWV.IDLE 4d05h: | SAKMP (0:3):
processi ng HASH payl oad. message | D = -1494477527 4d05h: | SAKMP (0:3): processing SA payl oad.
nessage | D = -1494477527 4d05h: | SAKMP (0: 3): Checking | PSec proposal 1 4d05h: | SAKMP: transform
1, ESP_3DES 4d05h: | SAKMP: attributes in transform 4d05h: |SAKMP: SA life type in seconds
4d05h: | SAKMP: SA life duration (VPI) of 0xO 0x20 OxC4 0x9B 4d05h: | SAKMP: SA life type in
kil obytes 4d05h: | SAKMP: SA |ife duration (VPI) of 0OxO 0Ox46 0x50 0x0 4d05h: | SAKMP: encaps is 1
4d05h: | SAKMP: aut henticator is HVAC- MD5 4d05h: | SAKMP (0:3): atts are acceptable. 4d05h:
| PSEC(val i dat e_proposal _request): proposal part #1, (key eng. nsg.) |NBOUND | ocal =
172.16.172. 46, renote= 172.16.172.41, |ocal _proxy= 192. 168. 254. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol = ESP, transfornr esp-3des esp-nd5-hnmac ,
lifedur= Os and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 4d05h: | SAKMP (0:3):
processi ng NONCE payl oad. nmessage | D = -1494477527 4d05h: | SAKMP (0:3): processing | D payl oad.
message | D = -1494477527 4d05h: | SAKMP (0: 3): processing | D payl oad. nessage | D = -1494477527
4d05h: | SAKMP (0:3): processing NOTI FY RESPONDER LI FETI ME protocol 3 spi 1344958901, nessage |ID
= -1494477527, sa = 820ABFA0 4d05h: | SAKMP (0:3): processing responder lifetine 4d05h: | SAKMP
(3): responder lifetime of 28800s 4d05h: | SAKMP (3): responder lifetime of Okb 4d05h: | SAKMP
(0:3): Creating | PSec SAs 4d05h: inbound SA from 172.16.172.41 to 172.16.172.46 (proxy 0.0.0.0
to 192. 168. 254. 0) 4d05h: has spi 0x3Cr77C53D and conn_id 2000 and flags 4 4d05h: lifetime of
28800 seconds 4d05h: outbound SA from 172.16.172.46 to 172.16.172.41 (proxy 192.168.254.0 to
0.0.0.0 ) 4dO5h: has spi 1344958901 and conn_id 2001 and flags C 4d05h: lifetime of 28800
seconds 4d05h: | SAKMP (0:3): sending packet to 172.16.172.41 (1) QMW_.IDLE 4d05h: | SAKWP (0: 3):
del eti ng node -1494477527 error FALSE reason "" 4d05h: | SAKMP (0:3): Node -1494477527, |nput =
| KE_MESG FROM PEER, IKE_QVM EXCH O d State = IKE.QVM I _QVML New State = | KE_QV PHASE2_COWPLETE
4d05h: | SAKMP (0:3): received packet from 172.16.172.41 (1) QW.IDLE 4d05h: | SAKMP (0:3):
processi ng HASH payl oad. message | D = -1102788797 4d05h: | SAKMP (0:3): processing SA payl oad.
nmessage | D = -1102788797 4d05h: | SAKMP (0: 3): Checking | PSec proposal 1 4d05h: | SAKMP: transform
1, ESP_3DES 4d05h: | SAKMP: attributes in transform 4d05h: |SAKMP: SA life type in seconds



4d05h: | SAKMP: SA life duration (VPlI) of 0x0O 0x20 OxC4 0x9B 4d05h: | SAKMP: SA life type in
kil obytes 4d05h: | SAKMP: SA |ife duration (VPI) of OxO Ox46 0x50 0x0 4d05h: | SAKMP: encaps is 1
4d05h: | SAKMP: aut henticator is HVAC- MD5 4d05h: | SAKMP (0:3): atts are acceptable. 4d05h:
| PSEC(val i dat e_proposal _request): proposal part #1, (key eng. nsg.) |NBOUND | ocal =
172.16.172. 46, renote= 172.16.172.41, |ocal _proxy= 192. 168. 253. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transfornr esp-3des esp-nd5-hnmac ,
lifedur= 0Os and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 4d05h: | SAKMP (0:3):
processi ng NONCE payl oad. nmessage | D = -1102788797 4d05h: | SAKMP (0:3): processing | D payl oad.
message | D = -1102788797 4d05h: | SAKMP (0: 3): processing |ID payl oad. nessage |ID = -1102788797
4d05h: | SAKMP (0:3): processing NOTI FY RESPONDER LI FETI ME protocol 3 spi 653862918, message ID =
-1102788797, sa = 820ABFA0 4d05h: | SAKMP (0:3): processing responder |ifetime 4d05h: | SAKMP (3):
responder lifetime of 28800s 4d05h: | SAKMP (3): responder lifetine of Okb 4d05h:
| PSEC(key_engi ne): got a queue event... 4d05h: IPSEC(initialize_sas): , (key eng. nsg.) | NBOUND
| ocal = 172.16.172. 46, renote= 172.16.172. 41, |ocal _proxy= 192. 168. 254. 0/ 255. 255. 255. 0/ 0/ 0
(type=4), renote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol = ESP, transform esp-3des esp-
md5- hmac , |ifedur= 28800s and Okb, spi= 0x3C77C53D(1014482237), conn_id= 2000, keysize= 0,
flags= Ox4 4d05h: IPSEC(initialize_sas): , (key eng. nsg.) OUTBOUND | ocal = 172.16.172. 46,
,(remote= 172.16.172.41, |ocal _proxy= 192.168.254.0/255. 255.255.0/0/0 (type=4
,(renpte_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4
, protocol = ESP, transfornr esp-3des esp-nd5- hnac
,1ifedur= 28800s and Okb
spi = 0x502A71B5(1344958901), conn_i d= 2001, keysize= 0, flags= 0xC
, 4d05h: | PSEC(create_sa): sa created
,sa) sa_dest= 172.16.172.46, sa_prot= 50)
, (sa_spi = 0x3C77C53D(1014482237
SPI that is used on inbound SA. Sa_trans= esp-3des esp-nd5-hmac , sa_conn_id= 2000 4d05h: ---!
| PSEC(create_sa): sa created, (sa) sa_dest= 172.16.172.41, sa_prot= 50, sa_spi=
, (0x502A71B5(1344958901
SPI that is used on outbound SA. Sa_trans= esp-3des esp-nd5-hmac , sa_conn_id= 2001 4d05h: ---!
| SAKMP (0:3): Creating | PSec SAs 4d05h: inbound SA from 172.16.172.41 to 172.16.172. 46 ( proxy
0.0.0.0 to 192.168. 253. 0) 4d05h: has spi OxA8C469EC and conn_id 2002 and flags 4 4d05h: lifetinme
of 28800 seconds 4d05h: outbound SA from 172.16.172.46 to 172.16.172.41 (proxy 192.168.253.0 to
0.0.0.0 ) 4dO5h: has spi 653862918 and conn_id 2003 and flags C 4d05h: lifetine of 28800 seconds
4d05h: | SAKMP (0:3): sending packet to 172.16.172.41 (1) QM.IDLE 4d05h: | SAKMP (0:3): deleting
node -1102788797 error FALSE reason "" 4d05h: |SAKMP (0:3): Node -1102788797, Input =
| KE_MESG FROM PEER, IKE_QM EXCH O d State = IKE.QV I _QVML New State = | KE_QV PHASE2_COWPLETE
4d05h: | SAKMP: received ke message (4/1) 4d05h: | SAKMP: Locki ng CONFI G struct 0x81F433A4 for
crypto_i knp_confi g_handl e_kei _ness, count 3 4d05h: EZVPN(SJVPN): Current State: SS_OPEN 4d05h:
EZVPN(SJVPN) : Event: MIU_CHANGED 4d05h: EZVPN(SJVPN): No state change 4d05h: | PSEC(key_engi ne):
got a queue event... 4d05h: IPSEC(initialize_sas): , (key eng. nsg.) |INBOUND | ocal =
172.16.172. 46, renote= 172.16.172.41, |ocal _proxy= 192. 168. 253. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transfornr esp-3des esp-nd5-hnmac ,
I'i fedur= 28800s and Okb, spi= OxA8CA469EC(2831444460), conn_id= 2002, keysize= 0, flags= 0x4
4d05h: I PSEC(initialize_sas): , (key eng. nsg.) OUTBOUND | ocal = 172.16.172. 46, renote=
,(172.16.172.41, |ocal _proxy= 192.168.253.0/255. 255.255.0/0/0 (type=4
,(renpte_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4
, protocol = ESP, transfornr esp-3des esp-nd5- hnac
,|1ifedur= 28800s and Okb
spi = 0x26F92806(653862918), conn_id= 2003, keysize= 0, flags= 0xC
, 4d05h: | PSEC(create_sa): sa created
,sa) sa_dest= 172.16.172.46, sa_prot= 50)
, (sa_spi = 0xABCA69EC (2831444460
sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 2002
, 4d05h: | PSEC(create_sa): sa created
,sa) sa_dest= 172.16.172.41, sa_prot= 50)
, (sa_spi = 0x26F92806(653862918
sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 2003
(4d05h: | SAKMP: received ke nmessage (4/1
4d05h: | SAKMP: Locki ng CONFI G struct Ox81F433A4 for
crypto_i knp_confi g_handl e_kei _ness, count 4
4d05h: EZVPN(SJVPN): Current State: SS _OPEN
4d05h: EZVPN(SJVPN): Event: SOCKET_UP
4d05h: ezvpn_socket _up
4d05h: EZVPN(SJVPN): New State: |PSEC ACTI VE



4d05h: EZVPN(SJVPN): Current State: |PSEC ACTI VE
4d05h: EZVPN(SJVPN): Event: MIU_CHANGED

4d05h: EZVPN(SJVPN): No state change

4d05h: EZVPN(SJVPN): Current State: IPSEC_ACTIVE
4d05h: EZVPN(SJVPN): Event: SOCKET_UP

4d05h: ezvpn_socket_up

4d05h: EZVPN(SJVPN): No state change

CisSCO 0 lg>Nuolg a3Vl BliSiwY dlall ols 10S o ,c ol

ADSL) #show crypto ipsec client ezvpn)1721-1
Tunnel nanme : SJVPN

,Inside interface list: LoopbackO, Loopbackl
Qutside interface: FastEthernetO

Current State: IPSEC_ACTIVE

Last Event: SOCKET UP

ADSL) #show crypto isakmp sa)l721-1

dst src state conn-id sl ot
QM I DLE 3 0 172.16. 172. 46 172.16.172. 41
ADSL) #show crypto ipsec sa)l1721-1

interface: FastEthernetO
Crypto map tag: FastEthernetO-head-0, |ocal addr. 172.16.172.46
(local ident (addr/nask/prot/port): (192.168.253.0/255.255.255.0/0/0
(remote ident (addr/nask/prot/port): (0.0.0.0/0.0.0.0/0/0

current _peer: 172.16.172.41
{,PERM T, flags={origin_is_acl
pkts encaps: 100, #pkts encrypt: 100, #pkts digest 100#
pkts decaps: 100, #pkts decrypt: 100, #pkts verify 100#
pkts conpressed: 0, #pkts deconpressed: O#
pkts not conpressed: 0, #pkts compr. failed: 0, #pkts deconpress failed: O#
send errors 0, #recv errors O#

| ocal crypto endpt.: 172.16.172.46, renote crypto endpt.: 172.16.172.41
path nmtu 1500, media ntu 1500
current outbound spi: 26F92806

;i nbound esp sas
(Spi: OxA8C469EC (2831444460
, transform esp-3des esp-nd5-hmac
{ ,in use settings ={Tunne
slot: 0, conn id: 2002, flow.id: 3, crypto map: FastEthernetO-head-0
(sa timng: remaining key lifetime (k/sec): (4607848/ 28656
IV size: 8 bytes
replay detection support: Y
;i nbound ah sas
;i nbound pcp sas
:out bound esp sas
(Spi: 0x26F92806(653862918
, transform esp-3des esp-nd5-hnac
{ ,in use settings ={Tunne
slot: 0, conn id: 2003, flow.id: 4, crypto map: FastEthernetO-head-0
(sa timng: remaining key lifetime (k/sec): (4607848/28647
IV size: 8 bytes
replay detection support: Y



:out bound ah sas
:out bound pcp sas

(local ident (addr/mask/prot/port): (192.168.254.0/255.255.255.0/0/0
(remote ident (addr/nmask/prot/port): (0.0.0.0/0.0.0.0/0/0
current _peer: 172.16.172.41
{,PERM T, flags={origin_is_acl
pkts encaps: 105, #pkts encrypt: 105, #pkts di gest 105#
pkts decaps: 105, #pkts decrypt: 105, #pkts verify 105#
pkts conpressed: 0, #pkts deconpressed: O#
pkts not conpressed: 0, #pkts compr. failed: 0, #pkts deconpress failed: O#
send errors 0, #recv errors O#
|l ocal crypto endpt.: 172.16.172.46, renote crypto endpt.: 172.16.172.41
path mtu 1500, nedia ntu 1500
current outbound spi: 502A71B5

:inbound esp sas
(Sspi: 0x3C77C53D(1014482237
, transform esp-3des esp-nd5-hmac
{ ,in use settings ={Tunnel
slot: 0, conn id: 2000, flow.id: 1, crypto map: FastEthernetO-head-0
(sa timng: remaining key lifetime (k/sec): (4607847/28644
IV size: 8 bytes
replay detection support: Y

:inbound ah sas
:inbound pcp sas

:out bound esp sas
(Spi: 0x502A71B5(1344958901
, transform esp-3des esp-nd5-hmac
{ ,in use settings ={Tunnel
slot: 0, conn id: 2001, flow.id: 2, crypto map: FastEthernetO-head-0
(sa timng: remaining key lifetime (k/sec): (4607847/28644
IV size: 8 bytes
replay detection support: Y

:out bound ah sas

:out bound pcp sas
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—EAdNeds Marageen This sechon lets you configure special handiing of specihic event classes.

| SHdanagament Protocols Chek the Add button to add an event class, or select an event class and chek Mg

—limnaral Cheke here to conheure general event parameters

—Ira0 Destrafions Configured
——"5y sioy SErVETS Event Classes Actions

[KE
_w IKEDBG

IPSEC
—Load Balencng
—(EHzer Monngement Modity

& Administration Ouiste
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| Dynemic Fiters Select Filter Options
ehile B Event Class All Classes Severities
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Reset g# Refreshifl

IKE {(Phase 1) Statistics IPSec (Phase 2) Statistics
Active Tunnels 1 Active Tunnels 2
Total Tunnels 122 Total Tunnels 362
Received Bytes 2057442 Received Bytes 0
Sent Bytes 332256 Sent Bytes 1400
Received Packets 3041 Received Packets 0
Sent Packets 2128 Sent Packets 5
Received Packets Dropped 1334 | Received Packets Dropped 0
Sent Packets Dropped 0 Received Packets Dropped 0

Received Notifies 15 (Anti-Replay)

Sent Notifles 7254 Sent Packets Dropped 0
Received Phase 2 Exchanges 362 Inbound Authentications 0

bl Sy Gazy ol Say sill Lo

Le>Voly ISAKMP g IPsec cllas] Wlisiwl elsl AG_INIT_EXCH a> % Cisco 10S azgo ls, -
debug crypto ipSecdebug crypto isakmpdebug:aJlll ;olgVl plaziwl clasVl puuai Jasivi, 08
‘b b s «Cisco 10S a>g0 _Jccrypto ezZVPN

5d16h: | SAKMP (0:9): begi nning Aggressive Mde exchange

5d16h: | SAKMP (0:9): sending packet to 10.48.66.115 (1) AG I N T_EXCH
...5d16h: I SAKMP (0:9): retransmtting phase 1 AG IN T_EXCH

5d16h: | SAKMP (0:9): increnenting error counter on sa: retransmt phase 1
5d16h: |1 SAKMP (0:9): retransmtting phase 1 AG IN T_EXCH

5d16h: | SAKMP (0:9): sending packet to 10.48.66.115 (1) AG_ | N T_EXCH
...5d16h: I SAKMP (0:9): retransmtting phase 1 AG IN T_EXCH

5d16h: | SAKMP (0:9): increnenting error counter on sa: retransmt phase 1
5d16h: |1 SAKMP (0:9): retransmtting phase 1 AG |IN T_EXCH

5d16h: | SAKMP (0:9): sending packet to 10.48.66.115 (1) AG_ I N T_EXCH
...5d16h: I SAKMP (0:9): retransmtting phase 1 AG IN T_EXCH

5d16h: | SAKMP (0:9): increnenting error counter on sa: retransmt phase 1
5d16h: |1 SAKMP (0:9): retransmtting phase 1 AG IN T_EXCH

5d16h: | SAKMP (0:9): sending packet to 10.48.66.115 (1) AG_ I N T_EXCH

@8slaall axs o §855 . Xauth saxall 8Vl pex ¥ > gog Xauth ,9g5 ek VPN 3000 S0 e
Ll camall @slaall giog g IKE olLidl ol oo 3ty alslal askanll (Sai a8 Xauth J alslyl
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