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192.168.4.3
192.168.4.50 172.16.172.34 172.16.172.39 10.10.10.1
Internet ' J—%j—
Router
PIX Firewall
Host | 171.69.89.120
WPHN Client

S e &)\
PIX 520

pix520-1#write terminal
..Building configuration
Saved :

(PIX Version 6.0(1

nameif ethernet0 outside security0
nameif ethernetl inside securityl100
enable password 2KFQnbNIdI.2KYOU encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname pix520-1

domain-name vpn.com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol smtp 25



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

fixup protocol sglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

names

Access-List "140” defines interesting traffic to ---!
bypass NAT for VPN !--- and defines VPN interesting
traffic. This 1s incorrect. access-list 140 permit ip
192.168.4.0 255.255.255.0 10.10.10.0 255.255.255.0
access-list 140 permit ip 192.168.4.0 255.255.255.0
10.1.2.0 255.255.255.0

no pager

logging on

logging console debugging

logging monitor debugging

logging buffered debugging

logging trap debugging

logging history debugging

logging host outside 192.168.2.6

interface ethernet(0 auto

interface ethernetl auto

mtu outside 1500

mtu inside 1500

IP addresses on the outside and inside interfaces. ---!
ip address outside 172.16.172.34 255.255.255.240

ip address inside 192.168.4.50 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

ip local pool ippool 10.1.2.1-10.1.2.254

no failover

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

pdm history enable

arp timeout 14400

global (outside) 1 172.16.172.57 netmask 255.255.255.255
The nat 0 command bypasses NAT for the packets ---!
.destined over the IPsec tunnel

Nat (inside) 0 access-list 140

Nat (inside) 1 0.0.0.0 0.0.0.0 0 O

route outside 0.0.0.0 0.0.0.0 172.16.172.33 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h323

sip 0:05:00

sip_media 0:02:00 0:30:00

timeout uauth 0:05:00 absolute

+aaa-server TACACS+ protocol tacacs

AAA-server RADIUS protocol radius

+AAA-server mytest protocol tacacs

AAA-server nasir protocol radius

snmp-server host outside 192.168.2.6

no snmp-server location

no snmp-server contact

snmp-server community public

snmp-server enable traps

floodguard enable

The sysopt command bypasses conduits or ACLs that ---!
check to be applied !--- on the inbound VPN packets
.after decryption

sysopt connection permit-ipsec
no sysopt route dnat




The crypto ipsec command defines IPsec encryption ---!
.and authen algo

crypto ipsec transform-set myset esp-des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
The crypto map commands define the IPsec !--- ---!
.Security Assocation (SA) (Phase II SA) parameters

crypto map mymap 5 ipsec-isakmp

crypto map mymap 5 match address 140

crypto map mymap 5 set peer 172.16.172.39

crypto map mymap 5 set transform-set myset

crypto map mymap 10 ipsec-isakmp dynamic dynmap

crypto map mymap interface outside

isakmp enable outside

The isakmp key command defines the pre-shared key ---!
.for the peer address

isakmp key ******** address 172.16.172.39 netmask
255.255.255.255 no-xauth

no-config-mode

isakmp identity address

The isakmp policy defines the Phase 1 SA ---!
.parameters

isakmp policy 10 authentication pre-share
isakmp policy 10 encryption des

isakmp policy 10 hash sha

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

isakmp policy 20 authentication pre-share
isakmp policy 20 encryption Des

isakmp policy 20 hash sha

isakmp policy 20 group 1

isakmp policy 20 lifetime 86400

vpngroup vpn3000 address-pool ippool
vpngroup vpn3000 idle-time 1800

FRxAkAxxK ypngroup ven3000 password

telnet 192.168.4.0 255.255.255.0 inside
telnet 171.69.89.82 255.255.255.255 inside
telnet timeout 5

ssh 172.0.0.0 255.0.0.0 outside

ssh 171.0.0.0 255.255.255.0 outside

ssh 171.0.0.0 255.0.0.0 outside

ssh timeout 60

terminal width 80
Cryptochecksum:55948dc706cc700e9cl10eld24a8bl25c
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:show crypto map

Crypto Map "mymap" 20 ipsec-isakmp

Peer = 171.69.89.120

(access-list dynacl2 permit ip host 172.16.172.34 host 10.1.2.1 (hitcnt=0
(dynamic (created from dynamic map dynmap/10

Current peer: 171.69.89.120

Security association lifetime: 4608000 kilobytes/28800 seconds
PFS (Y/N): N

{ ,Transform sets={ myset

Crypto Map "mymap" 30 ipsec-isakmp

Peer = 171.69.89.120

(access-list dynacl3 permit ip any host 10.1.2.1 (hitcnt=0



(dynamic (created from dynamic map dynmap/10

Current peer: 171.69.89.120

Security association lifetime: 4608000 kilobytes/28800 seconds
PFS (Y/N): N

{ ,Transform sets={ myset

# (pix520-1(config

vl uadiill dlay > Lia,l show crypto map LoVl o=

{ Crypto Map: "mymap" interfaces: { outside

Crypto Map "mymap" 5 ipsec-isakmp

Peer = 172.16.172.39

access-list 140 permit ip 192.168.4.0 255.255.255.0 10.10.10.0255.255.255.0
(hitcnt=45)

access-list 140 permit ip 192.168.4.0 255.255.255.0 10.1.2.0 255.255.255.0
(hitcnt=84)

Current peer: 172.16.172.39

Security association lifetime: 4608000 kilobytes/28800 seconds

PFS (Y/N): N

{, Transform sets={ myset

pliwy loaie .192.168.4.3 cavnall Jlasl jLis| diugi Jrasdl poé, PIX 9 Jrasdl u IPseC a5 clin] 5,20
.debug icmp trace sl 0 eV ae el S echo ) go 192.168.4.3 waunoll 5, echo b

(Inbound ICMP echo request (len 32 id 2 seq 7680 :27
192.168.4.3 <192.168.4.3 < 10.1.2.1

(Outbound ICMP echo reply (Len 32 id 2 seq 7680 :28
10.1.2.1 < 192.168.4.3< 192.168.4.3

(Inbound ICMP echo request (Len 32 id 2 seq 7936 :29
192.168.4.3 <192.168.4.3 < 10.1.2.1

(Outbound ICMP echo reply (Len 32 id 2 seq 7936 :30
10.1.2.1 < 192.168.4.3< 192.168.4.3

oVl plactiawl, 3 &y, AiSay . iasy ping JI9 (10.1.2.1 Cawiaan) 0915 VPN JI ol s 3,)1 gl Y ilago
VPN s oo il Ll 120 2l i elay oy PIX ol 21,3V 1id ausg, .PIX le show crypto ipSec
a0 o8 lgandes piy Ll o5l sae O i . Jwesdl I 6 ,éinall o3l Sl ol o> S uisiy ooy ¥ ais)y

pix520-1(config) #show crypto ipsec sa

interface: outside

Crypto map tag: mymap, local addr. 172.16.172.34

(local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0

(remote ident (addr/mask/prot/port): (10.1.2.1/255.255.255.255/0/0
current_peer: 171.69.89.120

dynamic allocated peer ip: 10.1.2.1

{}=PERMIT, flags

pkts encaps: 0, #pkts encrypt: 0, #pkts digest O0#

No packets encrypted and sent to client. #pkts decaps: 120, #pkts decrypt: 120, #pkts ---!
verify 120

packets received from client. #pkts compressed: 0, #pkts decompressed: 0 120 ---!
pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: O#
send errors 0, #recv errors O#

local crypto endpt.: 172.16.172.34, remote crypto endpt.: 171.69.89.120
path mtu 1500, ipsec overhead 56, media mtu 1500

current outbound spi: 33a45029

:inbound esp sas

(spi: 0x279fc5e9 (664782313

, transform: ESP-Des esp-md5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 5, crypto map: mymap



(sa timing: remaining key lifetime (k/sec): (4607985/27809
IV size: 8 bytes

replay detection support: Y

:inbound ah sas

:inbound pcp sas

:outbound ESP sas

(spi: 0x33a45029(866406441

, transform: ESP-Des esp-md5-hmac

{ ,1in use settings ={Tunnel

slot: 0, conn id: 6, crypto map: mymap

(sa timing: remaining key lifetime (k/sec): (4608000/27809
IV size: 8 bytes

replay detection support: Y

:outbound ah sas

:outbound PCP sas

(local ident (addr/mask/prot/port): (192.168.4.0/255.255.255.0/0/0
(remote ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0
current_peer: 172.16.172.39

{,PERMIT, flags={origin_is_acl

pkts encaps: 10, #pkts encrypt: 10, #pkts digest 10#

pkts decaps: 23, #pkts decrypt: 23, #pkts verify 23#

pkts compressed: 0, #pkts decompressed: 0#

pkts not compressed: 0, #pkts compr. Failed: 0, #pkts decompress failed: O#
send errors 0, #recv errors O#

local crypto endpt.: 172.16.172.34, remote crypto endpt.: 172.16.172.39
path mtu 1500, ipsec overhead 56, media mtu 1500

current outbound spi: f264e92c

:inbound ESP sas

(spi: 0x2772b869 (661829737

, transform: ESP-Des esp-md5-hmac

{ ,1in use settings ={Tunnel

slot: 0, conn id: 1, crypto map: mymap

(sa timing: remaining key lifetime (k/sec): (4607997/2420
IV size: 8 bytes

replay detection support: Y

:inbound ah sas

:inbound PCP sas

:outbound ESP sas

(spi: 0xf264e92c (4066699564

, transform: ESP-Des esp-md5-hmac

{ ,1in use settings ={Tunnel

slot: 0, conn id: 2, crypto map: mymap

(sa timing: remaining key lifetime (k/sec): (4607999/2420
IV size: 8 bytes

replay detection support: Y

:outbound ah sas

:outbound PCP sas

PIX J as 1l ag>lodl I IP dos> b cecho Ll e 192.168.4.3 tawaall 5 Losic tdla> Vo

(Outbound ICMP echo reply (Len 32 id 2 seqg 8960 :38
10.1.2.1 < 192.168.4.3< 192.168.4.3

NAT 0 140 _JI (ACL) Jswos)l (9 aSxill @osld 0 PIX g a1l agzlol JI IP o> Jguo9 5,520
03® IP doj> j9lxis «li) .(ACL) Jowogll (8 oSl aasld gl IP doj=) dg>0ll9 jaanll cuglic ol saxy9
a3 oY Do adiill (ACL) Jowsll 9 aSill pilgd oo axill piy 23 =y PIX _le NAT aclgd gua>
ol Loy Y9l g aolsdl (ACL) Jswogll 9 aSaill dnild (o szl pis «Juio p8) JBI le sz Wl uiiall

oSl &l (o aziy PIX 8 Wl jasiall day ) ACL) 140) Jowog)l (8 oSl daasld pasiiuwy Jliall 13D
loy .10.1.2.1 doydy dg>99 192.168.4.3 doss a0 wlsic e (VI IP doj> sgixs .0i® (ACL) Jowogll 8
oo IPsec §ail anaso 0id IP daoj> ol asiz, PIX ol ACL) 140) Jowosll 9 pSxill aosld glay 133 ol
SA olly 62el8 o gaxi, (LA (LD BV%y) 172.16.172.39 Lulaill go dylxall dSuidl J] alzoll aSuidl
show crypto LoVl 21,31 el oS 59,0 aS,> 13® J 172.16.72.39 Luas go JI> SA J=all, JUd ol s, ol



U5 o0 Yoy VPN Jsac JI ldbu,l of dosxdl uiiaiy PIX pgiy ¥ .03® 9,all dS,%) SA 1245 ¥ ipSec sa
23V 13 aung, oS 172.16.172.39 il go L1 IPsec Loslis ey pois

crypto_isakmp_process_block: src 172.16.172.39, dest 172.16.172.34
(.return status is IKMP_NO_ERR_NO_TRANS02303: sa_request, (key eng. msg
,src= 172.16.172.34, dest= 172.16.172.39

, (src_proxy= 192.168.4.0/255.255.255.0/0/0 (type=4

=dest_proxy= 10.1.2.0/255.255.255.0/0/0 (type=4), protocol= ESP, transform
,ESP-Des esp-md5-hmac , lifedur= 28800s and 4608000kb

spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4004

=sa_request, (key Eng. msg.) src= 172.16.172.34, dest :702303

, (src_proxy= 192.168.4.0/255.255.255.0/0/0 (type=4 ,172.16.172.39
=dest_proxy= 10.1.2.0/255.255.255.0/0/0 (type=4), protocol= ESP, transform
,ESP-Des esp-md5-hmac , lifedur= 28800s and 4608000kb

spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4004

ISAKMP (0): sending NOTIFY message 36137 protocol 1

return status is IKMP_NO_ERR_NO_TRANSIPSEC (key_engine): request timer
,fired: count = 2

,identity) local= 172.16.172.34, remote= 172.16.172.39)

, (local_proxy= 192.168.4.0/255.255.255.0/0/0 (type=4

(remote_proxy= 10.1.2.0/255.255.255.0/0/0 (type=4
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olale dcgazs dlo> colS I3] (1 acgazall) Lol Jluw,| piy il dlay,3 JI55Y 63,0 SAs L,
Lle PIX dla> laz sgizy loaic sy ubs 2o IKE clioglas gdlsi Soy tdla>Vo.dco00 3225 Y PFS
1€ PFS (95, bosic alSuinall 038 Gaxi sy 219 s e _giii9 PIX dlo> Sl o Lis 63,2 §lal

>y Y IKE SA 518 alisall 03 cia> 5] .diolsiall rekey ollb oo sl (xall il wllayg oS

Hla wla>g ks Y .clear [crypto] isakmp sa S0Vl plasiawly Loy axuuny posi > 9l aule gl Li>
O9ouw iy il Mol o 3adl 91 LAY (o aasl) saae Bl pladiwl LieSs pi Ll PIX dlo>
crypto map map LoVl pladiuwl PFS Sai 08 oy Loll (uoSall b 13] .alSuioll oigr ol Juss
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Olball 4lg 9 PIX e IP o> blaw| pi
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2LV 158 glay oS iyl il day,=) 140 @3, dasall (ACL) Jowosll § pSxidl dsild

PIX 520-1

# (pix520-1(config
pix520-1(config) #write terminal
...Building configuration

Saved

(PIX Version 6.0(1

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

enable password 2KFQnbNIdI.2KYOU encrypted

passwd 2KFQnbNIdJI.2KYOU encrypted

hostname pix520-1

domain-name vpn.com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

names

Access list 140 defines interesting traffic in ---!
order to bypass NAT for VPN. access-1list 140 permit ip
192.168.4.0 255.255.255.0 10.10.10.0255.255.255.0
Defines VPN interesting traffic. access-list 190 ---!
permit ip 192.168.4.0 255.255.255.0
10.10.10.0255.255.255.0

access-list 190 permit ip 192.168.4.0 255.255.255.0
10.1.2.0 255.255.255.0

no pager

logging on

logging console debugging

logging monitor debugging

logging buffered debugging

logging trap debugging

logging history debugging

logging host outside 192.168.2.6

interface ethernet0 auto

interface ethernetl auto

mtu outside 1500

mtu inside 1500

ip address outside 172.16.172.34 255.255.255.240
ip address inside 192.168.4.50 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

ip local pool ippool 10.1.2.1-10.1.2.254

no failover

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

pdm history enable

arp timeout 14400

global (outside) 1 172.16.172.57 netmask 255.255.255.255
The nat 0 command bypasses NAT for the packets ---!
. .destined over the IPsec tunnel




Nat (inside) 0 access-list 190

Nat (inside) 1 0.0.0.0 0.0.0.0 0 O

route outside 0.0.0.0 0.0.0.0 172.16.172.33 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h323

sip 0:30:00 sip_media 0:02:00 0:05:00

timeout uauth 0:05:00 absolute

+AAA-server TACACS+ protocol tacacs

AAA-server RADIUS protocol radius

+AAA-server mytest protocol tacacs

AAA-server nasir protocol radius

snmp-server host outside 192.168.2.6

no snmp-server location

no snmp-server contact

snmp-server community public

snmp-server enable traps

floodguard enable

sysopt connection permit-ipsec

no sysopt route dnat

crypto ipsec transform-set myset ESP-Des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
The crypto map commands define the IPsec SA (Phase ---!
.IT SA) parameters

crypto map mymap 5 ipsec-isakmp

crypto map mymap 5 match address 140

crypto map mymap 5 set peer 172.16.172.39

crypto map mymap 5 set transform-set myset

crypto map mymap 10 ipsec-isakmp dynamic dynmap

crypto map mymap interface outside

isakmp enable outside

isakmp key ******** gddress 172.16.172.39 netmask

255.255.255.255 no-xauth

no-config-mode

isakmp identity address

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption Des

isakmp policy 10 hash sha

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

isakmp policy 20 authentication pre-share

isakmp policy 20 encryption Des

isakmp policy 20 hash sha

isakmp policy 20 group 1

isakmp policy 20 lifetime 86400

vpngroup vpn3000 address-pool ippool

vpngroup vpn3000 idle-time 1800

FAAxxxxx ypngroup vpn3000 password

telnet 192.168.4.0 255.255.255.0 inside

telnet 171.69.89.82 255.255.255.255 inside

telnet timeout 5

ssh 172.0.0.0 255.0.0.0 outside

ssh 171.0.0.0 255.255.255.0 outside

ssh 171.0.0.0 255.0.0.0 outside

ssh timeout 60

terminal width 80

Cryptochecksum:e2cb98b3043899597b3af484faedf9ae
end

[OK]

pix520-1(config)# pix520-1(config) #show crypto map

13® 29, .show crypto map LoVl jlasl 08 (PIX plaziwl IPsec 345 Jsosl clivly olusil el ,>] A=



lnid _® ACL 140 dawlg, a9 ,2all 6xaall 49,0l 45,5 ol waxll il ala,,=) il Gl oYl
S0l )l Jsos)l anild aungs «ls I asloYl, . LoVl Bagll csls _illy 24/10.10.10.0 9 24/192.168.4.0
(PIX (172.16.172.34 5 (10.1.2.1) Jsos)l awwl, & 20l dagall 19,0l &S,>

pix520-1(config) #show crypto map

{ Crypto Map: "mymap" interfaces: { outside

Crypto Map "mymap" 5 ipsec-isakmp

Peer = 172.16.172.39

access-list 140 permit ip 192.168.4.0 255.255.255.0 10.10.10.0255.255.255.0
(hitcnt=57)

Current peer: 172.16.172.39

Security association lifetime: 4608000 kilobytes/28800 seconds

PFS (Y/N): N

{ ,Transform sets={ myset

Crypto Map "mymap" 10 ipsec-isakmp

Dynamic map template tag: dynmap

Crypto Map "mymap" 20 ipsec-isakmp

Peer = 171.69.89.120

(access-list dynacl4 permit ip host 172.16.172.34 host 10.1.2.1 (hitcnt=0

(dynamic (created from dynamic map dynmap/10

Current peer: 171.69.89.120

Security association lifetime: 4608000 kilobytes/28800 seconds

PFS (Y/N): N

{ ,Transform sets={ myset

Crypto Map "mymap" 30 ipsec-isakmp

Peer = 171.69.89.120

(access-list dynacl5 permit ip any host 10.1.2.1 (hitcnt=13

(dynamic (created from dynamic map dynmap/10

Current peer: 171.69.89.120

Security association lifetime: 4608000 kilobytes/28800 seconds

PFS (Y/N): N

{ ,Transform sets={ myset

J ads il agzledl I saall 5y il (192.168.4.3 caaall JI Jlasl lis] VPN 10.1.2.1 Jwae Juw loxic
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Jaogll (5 aSxill ansld oo PIX gaxi «l3 gy .PIX _le NAT xelgd dojxdl sl ol .(ACL) Jouwos)!
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pix520-1(config) #show crypto ipsec sa

interface: outside

Crypto map tag: mymap, local addr. 172.16.172.34

(local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0

(remote ident (addr/mask/prot/port): (10.1.2.1/255.255.255.255/0/0
current_peer: 171.69.89.120

dynamic allocated peer ip: 10.1.2.1

{}=PERMIT, flags

pkts encaps: 16, #pkts encrypt: 16,#pkts digest 16#

pkts decaps: 16, #pkts decrypt: 16, #pkts verify 16#

pkts compressed: 0, #pkts decompressed: 0#

pkts not compressed: 0, #pkts compr. Failed: 0, #pkts decompress failed: 0#
send errors 0, #recv errors O#

local crypto endpt.: 172.16.172.34, remote crypto endpt.: 171.69.89.120
path mtu 1500, ipsec overhead 56, media mtu 1500



current outbound spi: 613d4083d

:inbound ESP sas

(spi: 0x6adf97df (1793038303

, transform: ESP-Des esp-md5-hmac

{ ,1in use settings ={Tunnel

slot: 0, conn id: 4, crypto map: mymap

(sa timing: remaining key lifetime (k/sec): (4607998/27420
IV size: 8 bytes

replay detection support: Y

:inbound ah sas

:inbound PCP sas

:outbound ESP sas

(spi: 0x613d083d(1631389757

, transform: ESP-Des esp-md5-hmac

{ ,1in use settings ={Tunnel

slot: 0, conn id: 3, crypto map: mymap

(sa timing: remaining key lifetime (k/sec): (4607999/27420
IV size: 8 bytes

replay detection support: Y

:outbound ah sas

:outbound PCP sas

(local ident (addr/mask/prot/port): (192.168.4.0/255.255.255.0/0/0
(remote ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0
current_peer: 172.16.172.39

{,PERMIT, flags={origin_is_acl

pkts encaps: 9, #pkts encrypt: 9, #pkts digest 9#

pkts decaps: 9, #pkts decrypt: 9, #pkts verify 9#

pkts compressed: 0, #pkts decompressed: 0#

pkts not compressed: 0, #pkts compr. Failed: 0, #pkts decompress failed: O#
send errors 1, #recv errors O#

local crypto endpt.: 172.16.172.34, remote crypto endpt.: 172.16.172.39
path mtu 1500, ipsec overhead 56, media mtu 1500

current outbound spi: 58009c01

:inbound ESP sas

(spi: 0x2d408709 (759203593

, transform: ESP-Des esp-md5-hmac

{ ,1in use settings ={Tunnel

slot: 0, conn id: 2, crypto map: mymap

(sa timing: remaining key lifetime (k/sec): (4607998/3319
IV size: 8 bytes

replay detection support: Y

:inbound ah sas

:inbound PCP sas: outbound ESP sas

(spi: 0x58009c01(1476434945

, transform: ESP-Des esp-md5-hmac

{ ,1in use settings ={Tunnel

slot: 0, conn id: 1, crypto map: mymap

(sa timing: remaining key lifetime (k/sec): (4607999/3319
IV size: 8 bytes

replay detection support: Y

:outbound ah sas

:outbound PCP sas

pix520-1(config)# sh cr isa sa

Total : 2

Embryonic : 0

dst src state pending created

QM_IDLE O 1 172.16.172.34 172.16.172.39

QM_IDLE 0 2 171.69.89.120 172.16.172.34

pix520-1(config)# sh cr ipsec sa

output ,oVl ;leblg a>gall 655

Cisco 1720-1




1720-1#show run

...Building configuration

Current configuration : 1592 bytes

!

Last configuration change at 21:08:49 PST Mon Jan 7 !
2002

NVRAM config last updated at 18:18:17 PST Mon Jan 7 !
2002

!

version 12.2

no parser cache

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

hostname 1720-1

!

no logging buffered

/enable secret 5 $1$6jAsStNxIla/2DYFAtPLyCDXjo
enable password ww

!

username cisco password 0 cisco

memory-size iomem 15

clock timezone PST -8

ip subnet-zero

no ip domain-lookup

ip domain-name cisco.com

!

ip ssh time-out 120

ip ssh authentication-retries 3

|

1

The crypto isakmp policy command defines the Phase ---!
.1 SA parameters

crypto isakmp policy 15

authentication pre-share

crypto isakmp key ciscol23 address 172.16.172.34

|

!

The crypto ipsec transform-set command defines ---!
.IPsec encryption !--- and authentication algorithims

crypto ipsec transform-set myset ESP-Des esp-md5-hmac

|

!

The crypto map command defines the IPsec SA (Phase ---!
..IT SA) parameters

crypto map vpn 10 ipsec-isakmp

set peer 172.16.172.34

set transform-set myset

match address 150

|

|

|

|

!

interface FastEthernet0

ip address 172.16.172.39 255.255.255.240
speed auto

The crypto map applied to the outbound interface. ---!




crypto map vpn

interface EthernetO

ip address 10.10.10.1 255.255.255.240
speed auto

no ip route-cache

no ip mroute-cache

|

1

ip classless

ip route 0.0.0.0 0.0.0.0 172.16.172.33
no ip http server

ip pim bidir-enable

|

Access-1list defines interesting VPN traffic. ---!
access-list 150 permit ip 10.10.10.0 0.0.0.255
192.168.4.0 0.0.0.255

!

line con 0

line aux 0

line vty 0 4

exec-timeout 0 0

password cisco

no login

line vty 5 15

login

!

no scheduler allocate

end

1720-1#

1720-1#show crypto isa sa

DST src state conn-id slot

QM_IDLE 132 0 172.16.172.34 172.16.172.39

1720-1#show crypto ipsec sa

interface: FastEthernetO

Crypto map tag: vpn, local addr. 172.16.172.39

(local ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0
(remote ident (addr/mask/prot/port): (192.168.4.0/255.255.255.0/0/0
current_peer: 172.16.172.34

{,PERMIT, flags={origin_is_acl

pkts encaps: 9 #pkts encrypt: 9 #pkts digest 9#

pkts decaps: 9, #pkts decrypt: 9, #pkts verify 9#

pkts compressed: 0, #pkts decompressed: O0#

pkts not compressed: 0, #pkts compr. Failed: 0, #pkts decompress failed: 0#
send errors 7, #recv errors O#

local crypto endpt.: 172.16.172.39, remote crypto endpt.: 172.16.172.34
path mtu 1500, media mtu 1500

current outbound spi: 2D408709

:inbound ESP sas

(spi: 0x58009C01(1476434945

, transform: ESP-Des esp-md5-hmac

{ ,in use settings ={Tunnel

.IPsec SA 200 as seen 1in the show crypto engine connection active command ---!

slot: 0, conn id: 200, flow_id: 1, crypto map: vpn

(sa timing: remaining key lifetime (k/sec): (4607998/3144
IV size: 8 bytes

replay detection support: Y

:inbound ah sas

:inbound PCP sas

:outbound ESP sas

(spi: 0x2D408709 (759203593

, transform: ESP-Des esp-md5-hmac



{ ,1in use settings ={Tunnel
.IPsec SA 201 as seen in the show crypto engine connection active command ---!

slot: 0, conn id: 201, flow_id: 2, crypto map: vpn

(sa timing: remaining key lifetime (k/sec): (4607998/3144
IV size: 8 bytes

replay detection support: Y

:outbound ah sas

:outbound PCP sas

1720-1#

1720-1#show crypto map

:Interfaces using crypto map mymap

Crypto Map "vpn" 10 ipsec-isakmp

Peer = 172.16.172.34

Extended IP access list 150

access-list 150 permit ip 10.10.10.0 0.0.0.255 192.168.4.0 0.0.0.255
Current peer: 172.16.172.34

Security association lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N

{ ,Transform sets={ myset

Interfaces using crypto map vpn: FastEthernet0
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