odasu psilo 1oy IUglds Jubwdle VPN
IJ¢luod o IPSec oo p9 e IJs p9 8¢

Slhgizall

doisoll

duw b o Lllaiall

o lllain]l

do 1 Ziuwal| oSl

oMapdl

iSuial) _Jadazidl puw )l

oLy oSl

S losi oS

(Jall 5ol L) dnlell I9,lnll
IPSec 9 HSRP  Lid 9l asy
clail o LoV HSRP , wwlwdl a>gall 515wl ae,
o old ologles

doasoll

plaziw] iy bo WIE 2980 _J| @980 po VPN IPSec o lSuid Logil ale 6333l &ljsall rituall 13D caa,

209 .lgzsall u Juiwall 9l G wlg>gall dg2ly Al> wasi) (HSRP) Jleall _bli>Vl agall JsSsi9
(IPSec (SAs glol olLdl dl> HSRP wasiy ¥ HSRP 9 IPSec u 315 bliyl 5929 pas) |las (U3
doaziuwoll lalazll 65,W1 oliuall asy 038 .ai9a> sie HSRP Jid j9lx go disljall ollalase IPSec Lllaiyg
:HSRP 9 IPSec ¢ 591 wlyidl ,udeil

9g)l 9 HSRP Juisd j9bxs WLiwsL IPSec J zglouull (IKE) wo i)l zlice JsLi) Keepalive plaziw| pi -
o Liodl
A e Jeall lgioSs @5 Ll HSRP dcgacnay diumo azgo dg2ly Lo danall il dlay,> bayy a -
4,965 HSRP s,®all IP lgic plasiuwl, IPSec Loyl owy 1389 .HSRP slacl, IPSec dcgil dg=lgll
HSRP wlg=ga) (ISAKMP) iVl ool bls)le zulaall 6)05] JoSgi9
Jind 59w elil aSuolyll azgill wlogles wlijaxi plownll (RRI) (Sl Hluall JB5 6500 plasiw] o -
IPSec 9 HSRP
plazxiw| o VPN go (HSRP) Jleall _loli>Vl axgall JsS9i9,0 plaiw| &S sl 13D auog, (da>Ne
J>1 oo ICMP 5o ddac plaiwl [P doaz obgiue Jlxi g2, .dlilall ISP olbls)| wasi La,l HSRP
dsp JI 6l alellg xazs glruuwall 81l juasll ld .olgzgall e 6, Sl ISP wlbls)l (1655

awlwdl ozl

o ldlaioJl


//www.cisco.com/en/US/docs/ios/12_4/ip_sla/configuration/guide/hsicmp.html

iiwal | 13g) @03 dpulwl llbio 245 Y

aoxRiwoll ©LgSall
il dsldl GligSally ol oblasl I simall 13® (9 63,)ls)l ologlea] sk
Cisco 0 7200 dbwbidl oo wlg>goll -

Cisco ¢ T1. c7200-a3jk9s-mz.123-7.T1(7)12. 3_)|w§l| ®IOS 2ol -
o_,g.>)l| 20> Ol .aols dlaso &y 9 639>90J1 6302V o iiwall 13D 8 doaioll ologleall eliw| oo

Sl elagd oo aSTd (6 uilo aSuis (9 Jows S 13] (Lol i81) pouman (oS Aitwoll IAD,_,SMMI
MIMIJ.S_,AI._sNJm.szI
oMol

Ol oMawl Jo> wlogleall o 10 e Jaaxl dusill Cisco wluali obWMawl g1,

Aol 138 9 dxiogall olisall (e85 wlogles U padi «pudll 1id 9

5019Vl Jg> logleall (o aje e Jouaxl) (Lndé - uluwol] eMasll) 1oloVl e 615l pasiwl ala>No
padll 13D (9 dorZiwoll

iSyil) Jadasill puw )l

W1 aSidl slac] xiiwall 13D paStiuy

loopback 99.99.99.9.9/24
172.16.172.48/28

loopback = 20.1.1.1/24
172.16.172.64/28

Cisco FI]EJ

Cisco VPN 7200 /
Mystery
Router

el

OSPF Area1
Cisco F204VXR.2 10.1.1.=/24
ol eSal
AUl O lueSl aiwall 13D paiwy
Cisco VPN 7200 ,-,gS5 -

Cisco ;0 7204VXR-1 - poSil -
Cisco ;40 7204VXR-2 - oS3l -



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

ClSCO o) 1'7206 ('}-’Q&IJ' .

Cisco VPN 7200 ;655

vpn7200#show run
...Building configuration

Current configuration : 1854 bytes

|

version 12.2

service tinmestanps debug dateti ne nsec

service tinmestanps | og datetinme nsec

no service password-encryption

|

host nane vpn7200

|

!

i p subnet-zero

ip cef

Defines ISAKMP policy and IKE pre-shared key for !- ---1!
-- IKE authentication. Note that 172.16.172.53 is the !-
-- HSRP virtual IP address of the remote HSRP routers.
crypto isaknmp policy 1 hash nmd5 authentication pre-share
crypto i saknp key ciscol23 address 172.16.172.53 /---
IKE keepalive to detect the IPSec liveness of the remote
!--- VPN router. When HSRP failover happens, IKE

keepalive !--- will detect the HSRP router switchover.
crypto isaknp keepalive 10 ! ! crypto ipsec transform
set nyset esp-des esp-nd5-hmac !--- Defines crypto map.
Note that the peer address 1is the !--- HSRP virtual IP

address of the remote HSRP routers. Crypto map vpn 10

i psec-i saknp set peer 172.16.172.53 set transformset
nmyset match address 101 ! interface LoopbackO ip address
20.1.1.1 255.255.255.255 ! interface FastEthernet0/0 ip
address 10. 48. 66. 66 255.255.254.0 duplex full speed 100
| interface FastEthernet0/1 ip address 172.16.172. 69
255. 255. 255. 240 duplex full speed 100 crypto nmap vpn !
ip classless ip route 10.1.1.0 255.255.255.0
172.16.172.65 ip route 99.99.99.99 255. 255. 255. 255
172.16.172.65 ip route 172.16.172. 48 255. 255. 255. 240
172.16.172.65 no ip http server ! access-list 101 permt
ip 20.1.1.0 0.0.0.255 10.1.1.0 0.0.0.255 access-list 101
permit ip 20.1.1.0 0.0.0.255 host 99.99.99.99 ! line con
0 exec-tineout 0 O line aux O line vty O 4 login ! end

CiSCO 0 7204VXR-1 (953l

7204VXR- 1#show run
...Building configuration

Current configuration : 1754 bytes

!

version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps |og datetinme nsec
no service password-encryption

!

host nane 7204VXR- 1

!

boot - st art - mar ker

boot - end- mar ker
!




1
no aaa new node

i p subnet-zero

1

!

no i p domain | ookup

1

!

lip cef

Defines ISAKMP policy. crypto isaknp policy 1 hash ---!
nd5 aut hentication pre-share crypto isaknp key ciscol23
address 172.16.172.69 crypto isaknp keepalive 10 ! !
crypto ipsec transformset nyset esp-des esp-nd5-hmac -
-- Defines crypto map. Note that "reverse-route" !---
turns on the RRI feature. crypto map vpn 10 ipsec-isaknp
set peer 172.16.172.69 set transformset nyset natch
address 101 reverse-route ! ! !--- Define HSRP under the
interface. HSRP will track the !--- internal interface
as well. HSRP group name must be !--- defined here and
will be used for IPSec configuration. !--- The
"redundancy" keyword in the crypto map command !---
specifies the HSRP group to which IPSec will couple. !--
- In normal circumstances, this router will be the HSRP
! --- primary router since it has higher priority than
the !--- other HSRP router. interface FastEthernet0/0 ip
address 172.16.172.52 255. 255. 255. 240 dupl ex full speed
100 standby 1 ip 172.16.172.53 standby 1 priority 200
standby 1 preenpt standby 1 nane VPNHA standby 1 track
Fast Et hernet 0/ 1 150 crypto map vpn redundancy VPNHA !
interface FastEthernet0/1 ip address 10.1.1.1

255. 255.255. 0 duplex full speed 100 ! interface ATML/O
no i p address shutdown no atmilm-keepalive ! interface
FastEthernet3/0 no ip address shutdown duplex half !
interface ATM6/0 no ip address shutdown no atmilmi -
keepal ive !--- Define dynamic routing protocol and re-
distribute static !--- route. This enables dynamic
routing information update !--- during the HSRP/IPSec
failover. All the "VPN routes" !--- that are injected in
the routing table by RRI as static !--- routes will be
redistributed to internal networks. ! router ospf 1 |og-
adj acency-changes redistribute static subnets network
10.1.1.0 0.0.0.255 area 0! ip classless ip route
172.16. 172. 64 255. 255.255.240 172.16.172.49 no ip http
server no ip http secure-server ! | !--- Defines VPN
traffic. The destination IP subnet will be !--- injected
into the routing table as static routes by RRI. acCess-
list 101 permit ip 10.1.1.0 0.0.0.255 20.1.1.0 0.0.0. 255
access-list 101 permit ip host 99.99.99.99 20.1.1.0
0.0.0.255 ! line con O exec-tinmeout 0 O stopbits 1 line
aux O stopbits 1 line vty 041! I | end

CiSCO o 7204VXR-2 (553l

7204VXR- 2#show run
...Building configuration

Current configuration : 2493 bytes

!

version 12.3

service timestanps debug dateti ne nsec
service tinmestanps | og datetime nsec

no service password-encryption
|




host nane 7204VXR- 2

|

boot - start - mar ker

boot system flash di skl: c7200-a3j k9s-ne. 123-7. T1

boot - end- mar ker

|

no aaa new node

i p subnet-zero

|

!

no i p domain | ookup

ip host rund 10.48.92.61

|

!

ip cef

!

crypto isakmp policy 1

hash nd5

aut hentication pre-share

crypto isaknmp key ciscol23 address 172.16.172.69

crypto isaknp keepalive 10

|

1

crypto i psec transformset nyset esp-des esp-nd5-hmac

|

crypto map vpn 10 ipsec-isaknp

set peer 172.16.172.69

set transformset nyset

mat ch address 101

reverse-route

|

During normal operational conditions this router !- ---!

-- will be the standby router. interface FastEthernet0/0
i p address 172.16. 172. 54 255. 255.255.240 ip directed-

broadcast duplex full standby 1 ip 172.16.172.53 standby

1 preenpt standby 1 name VPNHA standby 1 track

Fast Et hernet1/0 crypto map vpn redundancy VPNHA !

interface FastEthernet1l/0 ip address 10.1.1.2
255.255.255.0 ip directed-broadcast duplex full !

interface FastEthernet3/0 ip address 10.48.67.182
255.255.254.0 ip directed-broadcast shutdown dupl ex ful

I router ospf 1 |og-adjacency-changes redistribute

static subnets network 10.1.1.0 0.0.0.255 area 0! ip

classless ip route 172.16.172. 64 255. 255. 255. 240

172.16.172.49 no ip http server no ip http secure-server

I 11 access-list 101 pernmit ip 10.1.1.0 0.0.0.255
20.1.1.0 0.0.0.255 access-list 101 pernit ip host
99.99.99.99 20.1.1.0 0.0.0.255 ! line con O exec-ti meout
0 O transport preferred all transport output al

stopbits 1 Iine aux O transport preferred all transport

output all stopbits 1 line vty 0 4 login transport
preferred all transport input all transport output all !

1 end

CiSCO 0 1-7206 (55|

7206- 1#show run
...Building configuration

Current configuration : 1551 bytes
!

version 12.2

no service pad




service tinmestanps debug datetime nsec |ocaltine
service timestanps |og datetinme nsec |ocaltine
no service password-encryption
|
host nane 7206-1
|
i p subnet-zero
no i p source-route
ip cef
!
i nterface LoopbackO
i p address 99.99. 99. 99 255. 255. 255. 255
|
interface FastEthernet0/0
shut down
dupl ex ful
speed 100
|
Define dynamic routing protocol. All the "VPN ---!
routes" !--- will be learned and updated dynamically
from upstream HSRP !--- routers using the dynamic
routing protocols. interface FastEthernetO/1 ip address
10.1. 1.3 255.255.255.0 duplex full speed 100 ! router
ospf 1 | og-adjacency-changes passive-interface LoopbackO
network 10.1.1.0 0.0.0.255 area 0 network 99.99. 99. 99

0.0.0.0 area 0! ip classless no ip http server ! | |
line con 0 exec-tinmeout 0 O line aux O line vty 0 4
login! end
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| PSEC(rte_ngr): VPN Route Added 20.1.1.0 255.255.255.0
via 172.16.172.69 in | P DEFAULT TABLE

E§§|J5t$(bo a=,jgi 6sle| P@.§i”9:24/20.1j hA!CHU_)Luo‘JguLuy|fiSFQP 90 ;AQ ag{;%lJSAQ iy
1-7206 (>l a0l _Jlg (7204VXR-2 (se: Ul HSRP a>goll S (OSPF) Y9l )luwo o9l

a>gall (RIB) Jguwogll dasi JI  Suiliw! Slw jluaS s> a5 (il VPN 20.1.1/24 ;Lued aJWl sg9laxl

9D 24/20.1.1 ;00 VPN JI J JUWI JI (A 038 (9 .u=dl juaiaidl jubaiy Lol P glgie (@ 7204VXR-1
9 290 99 oS ,Sio jlue &y ue VPN jluws oo aJlll sglaxll oI P ylgie J> i .172.16.172.69
:Cisco o 13D gyl axgill 65le] J9a>

7204VXR- 1#show ip route
Codes: C - connected, S - static, R- RRP, M- npbile, B - BG
,D- EIGRP, EX - EIGRP external, O - OSPF
,/A - OSPF inter area, N1 - OSPF NSSA external type 1
, N2 - OSPF NSSA external type 2, El - OSPF external type 1
,E2 - OSPF external type 2, i - IS IS, su- IS 1S summary
,L1 - IS ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route - *
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is not set

is subnetted, 1 subnets 99.0.0.0/32
(0] 99.99.99.99 [110/2] via 10.1.1.3, 00:11:21, FastEthernet0/1
is subnetted, 1 subnets 20.0.0.0/24
S 20.1.1.0 [1/0] via 172.16.172.69
is subnetted, 2 subnets 172.16.0.0/28
C 172.16.172.48 is directly connected, FastEthernet0/0
S 172.16.172.64 [1/0] via 172.16.172.49
is variably subnetted, 2 subnets, 2 masks 10.0.0.0/8
C 10.1.1.0/24 is directly connected, FastEthernetO/1
S 10.48.66.0/23 [1/0] via 10.1.1.2

7204VXR- 1#show ip cef 20.1.1.0 detail

version 66, epoch 0, cached adjacency 172.16.172.49 ,20.1.1.0/24
packets, 0 bytes O

via 172.16.172.69, 0 dependencies, recursive

next hop 172.16.172.49, FastEthernet0/0 via 172.16.172. 64/ 28

val id cached adj acency

aSwid| 9J9guue gliy ¥ ./OSPF Luc 13® VPN aSuis jlue 1-7206 _J3 10l a>g0)l9g HSRP sgilll a>g0ll pliy
ISy sl 50l led cnntiy (il azoidl Ol cuaxs piy w3 o 0@V9 L9y ol jluall JBo|
oSl

7204VXR- 2#show ip route
Codes: C - connected, S - static, R- RIP, M- nobile, B - BGP
,D- EIGRP, EX - EIGRP external, O - OSPF
,I/A - OSPF inter area, N1 - OSPF NSSA external type 1
,N2 - OSPF NSSA external type 2, El - OSPF external type 1
,E2 - OSPF external type 2, i - IS IS, su - IS 1S sumary
,L1 - IS IS level-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route - *
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is 10.48.66.1 to network 0.0.0.0
is subnetted, 1 subnets 99.0.0.0/32

O 99.99.99.99 [110/2] via 10.1.1.3, 00:29:31, FastEthernetl/0
is subnetted, 1 subnets 20.0.0.0/24



0 E2 20.1.1.0 [110/20] wvia 10.1.1.1, 00:11:06, FastEthernetl/0
is subnetted, 2 subnets 172.16.0.0/28

C 172.16.172.48 is directly connected, FastEthernet0/0
S 172.16.172.64 [1/0] via 172.16.172.49

is variably subnetted, 2 subnets, 2 masks 10.0.0.0/8
C 10.1.1.0/24 is directly connected, FastEthernetl1/0
C 10.48.66.0/23 is directly connected, FastEthernet3/0
S* 0.0.0.0/0 [1/0] via 10.48.66.1

7206- 1#show ip route
Codes: C - connected, S - static, R- RRP, M- npbile, B - BG
,D - EIGRP, EX - EIGRP external, O - OSPF
,IA - OSPF inter area, N1 - OSPF NSSA external type 1
, N2 - OSPF NSSA external type 2, El - OSPF external type 1
,E2 - OSPF external type 2, i - IS IS, su - IS 1S summary
,L1 - IS ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route - *
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is not set

is subnetted, 1 subnets 99.0.0.0/32
C 99.99.99.99 is directly connected, LoopbackO
is subnetted, 1 subnets 20.0.0.0/24
O E2 20.1.1.0 [110/20] via 10.1.1.1, 00:14:01, FastEthernet0/1
is subnetted, 1 subnets 172.16.0.0/28
O E2 172.16.172.64 [110/20] via 10.1.1.1, 00:32:21, FastEthernet0/1
via 10.1.1.2, 00:32:21, FastEthernet0/1 [110/20]
is variably subnetted, 2 subnets, 2 masks 10.0.0.0/8
C 10.1.1.0/24 is directly connected, FastEthernetO/1
O E2 10. 48.66.0/23 [110/20] via 10.1.1.2, 00:32:22, FastEthernet0/1

Fa0/1 atz il dg=>lo)l guiiy Sl LuwlwVI HSRP azg0 68 7204VXR-1 a>gall

7204VXR- 1#show standby
FastEthernet0/0 - Group 1
State is Active
state changes, |ast state change 03:21:20 2
Virtual IP address is 172.16.172.53
Active virtual MAC address is 0000.0c07. ac01
(Local virtual MAC address is 0000.0c07.ac01l (vl default
Hello time 3 sec, hold tine 10 sec
Next hello sent in 0.172 secs
Preenption enabl ed
Active router is |ocal
,Standby router is 172.16.172.54
(priority 100 (expires in 7.220 sec
(Priority 200 (configured 200
Track interface FastEthernet0/1 state Up decrement 150
(I P redundancy nanme is "VPNHA" (cfgd

HSRP dlawlg; lgizs a5 il wlilsl 8815, aasld o =) show track LoVl plaskiuw] liSay

7204VXR- 1#show track

(Track 1 (via HSRP

Interface FastEthernet0/1 line-protocol
Line protocol is Up

change, |ast change 03:18:22 1

:Tracked by

HSRP FastEthernet0/0 1



sl ag>loll jlesdl 13D gy caplell Juindl B9l 5 ._lboli>Vl HSRP a>gall ¢® 7204VXR-2 a>goll
Fa1/0

7204VXR- 2#show standby

FastEthernet0/0 - Group 1
State is Standby

state change, last state change 02:22:30 1

Virtual IP address is 172.16.172.53

Active virtual MAC address is 0000.0c07. ac01

(Local virtual MAC address is 0000.0c07.ac01 (vl default
Hello time 3 sec, hold tine 10 sec

Next hello sent in 0.096 secs

Preenpti on enabl ed

,Active router is 172.16.172.52

(priority 200 (expires in 7.040 sec

Standby router is |oca

(Priority 100 (default 100

Track interface FastEthernetl/0 state Up decrement 10
(I P redundancy name is "VPNHA" (cfgd

oS zuogs sl Cisco VPN 7200 Router a>gall e 21,3V IPSecy aslsioll 0i® oyell jolgl pgis
.Cisco 7204V XR-1 ;qwbuy| HSRP a>g09 Cisco VPN 7200 . IPSec 9 ISAKMP

7204VXR- 1#show crypto isakmp sa detail

Codes: C - |IKE configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversa

X - | KE Extended Authentication

psk - Preshared key, rsig - RSA signature

renc - RSA encryption

.CGid Local Renot e I-VRF Encr Hash Auth DH Lifetime Cap
des nmd5  psk 1 23:49:52 K 172.16.172.69 172.16.172.53 1
(Connection-id: Engine-id = 1:1(software

7204VXR- 1#show crypto ipsec sa
interface: FastEthernet0/0
Crypto map tag: vpn, local addr. 172.16.172.53

:protected vrf

(local ident (addr/mask/prot/port): (99.99.99.99/255.255.255.255/0/0
(remote ident (addr/mask/prot/port): (20.1.1.0/255.255.255.0/0/0
current_peer: 172.16.172.69: 500

{,PERM T, flags={origin_is_acl

pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5#

pkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not compressed: 0, #pkts conpr. failed: O#

pkts not deconpressed: 0, #pkts deconmpress failed: O#

send errors 0, #recv errors O#

|l ocal crypto endpt.: 172.16.172.53, renote crypto endpt.: 172.16.172.69
path mu 1500, nedia ntu 1500
current outbound spi: 44E0B22B

;i nbound esp sas

(spi: O0x5B23F22E(1529082414

, transform esp-des esp-nd5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2000, flow.id: 1, crypto map: vpn
crypto engine type: Software, engine_id: 1



(sa timng: remaining key lifetime (k/sec): (4504144/2949
i ke_cooki es: B57A9DC9 FA2D627B F70FEDF6 FAAF9E34

IV size: 8 bytes

replay detection support: Y

:inbound ah sas
;i nbound pcp sas

:out bound esp sas

(spi: 0Ox44E0B22B(1155576363

, transform esp-des esp-nd5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2001, flow.id: 2, crypto map: vpn
crypto engine type: Software, engine_id: 1

(sa timng: remaining key lifetime (k/sec): (4504145/2949
i ke_cooki es: B57A9DC9 FA2D627B F70FEDF6 FAAF9E34

IV size: 8 bytes

replay detection support: Y

:out bound ah sas

:out bound pcp sas

vpn7200#show crypto isakmp sa
dst src state conn-id sl ot
QM I DLE 1 0 172.16.172.69 172.16.172.53

7204VXR- 2#show crypto ipsec sa
interface: FastEthernetO/1
Crypto map tag: vpn, local addr. 172.16.172.69

(local ident (addr/mask/prot/port): (20.1.1.0/255.255.255.0/0/0

(renpte ident (addr/mask/prot/port): (99.99.99.99/255. 255. 255. 255/0/0
current_peer: 172.16.172.53

{,PERM T, flags={origin_is_acl

pkts encaps: 10, #pkts encrypt: 10, #pkts digest 10#

pkts decaps: 10, #pkts decrypt: 10, #pkts verify 10#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not conpressed: 0, #pkts compr. failed: 0, #pkts deconpress failed: O#
send errors 5, #recv errors O#

|l ocal crypto endpt.: 172.16.172.69, renote crypto endpt.: 172.16.172.53
path mu 1500, ip ntu 1500
current outbound spi: 5B23F22E

;i nbound esp sas

(spi: O0x44E0B22B(1155576363

, transform esp-des esp-nd5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2029, flow.id: 1, crypto map: vpn

(sa timng: remaining key lifetime (k/sec): (4607997/2824
IV size: 8 bytes

replay detection support: Y

“inbound ah sas
;i nbound pcp sas
:out bound esp sas

(spi: O0x5B23F22E(1529082414
, transform esp-des esp-nd5-hmac



{ ,in use settings ={Tunnel

slot: 0, conn id: 2030, flow.id: 2, crypto map: vpn

(sa timng: remaining key lifetime (k/sec): (4607998/2824
IV size: 8 bytes

replay detection support: Y

:out bound ah sas

:out bound pcp sas

IPSec 9 HSRP | |59 j9lx5 oy

ig=lo)l <ol 13] Wlaw ISohs 5w .Cisco 7204VXR-1 e Fa0/0 Jusis Blaly Jinall jobw Juids o
dg>lg)l 038 A Liayl sy, HSRP oY dlass (Fa0/1 s 3V

098, «_wlwIl HSRP a>g0 _J| dlw o)l IKE keepalive o) alxiwl sl Cisco VPN 7200 Jdiuy Y loxic
APSec SAs i ela, a>goll

‘i)l ag0ll Jlasl glassY IKE keepalive wlius| aa.8 13 debug crypto isakmp ol b3l Lo

| SAKMP (0:1): received packet from 172.16.172.53 (1) QVL.IDLE
| SAKMP (0:1): processing HASH payl oad. nessage | D = 1585108592
| SAKMP (0:1): processing NOTIFY I TS _ALI VE protocol 1
spi 0, nmessage I D = 1585108592, sa = 61C3E754
| SAKMP (0:1): sending packet to 172.16.172.53 (1) QML.IDLE
| SAKMP (0:1): purging node -1484552386
| SAKMP (0:1): deleting node 1585108592 error FALSE
"reason "informational (in) state 1
| SAKMP (0:1): purging node 642343711
| SAKMP (0:1): sending packet to 172.16.172.53 (1) QML.IDLE
| SAKMP (0:1): purging node -523181212
| SAKMP (0:1): purging node -2089541867
| SAKMP (0:1): incrementing error counter on sa: PEERS_ALI VE Tl MER
| SAKMP (0:1): sending packet to 172.16.172.53 (1) QVL.IDLE
| SAKMP (0:1): purging node 1671177686
| SAKMP (0:1): incrementing error counter on sa: PEERS_ALI VE Tl MER
| SAKMP (0:1): sending packet to 172.16.172.53 (1) QM.IDLE
| SAKMP (0:1): purging node 1706520344
| SAKMP (0:1): incrementing error counter on sa: PEERS_ALI VE Tl MER
| SAKMP (0:1): sending packet to 172.16.172.53 (1) QVL.IDLE
| SAKMP (0:1): purging node 503375209
| SAKMP (0:1): incrementing error counter on sa: PEERS_ALI VE Tl MER
| SAKMP (0:1): sending packet to 172.16.172.53 (1) QM.IDLE
| SAKMP (0:1): purging node 1272270610
| SAKMP (0:1): incrementing error counter on sa: PEERS_ALI VE Tl MER
I'l SAKMP (0:1): peer not responding
.1 SAKMP (0:1): peer does paranoid keepalives

.1 SAKMP (0:1): phase 1 going away; let's be paranoid

| SAKMP (0:1): Bring down phase 2's

.1 SAKMP (0:1): That phase 1 was the |ast one of its kind
. Taki ng phase 2's with us

.1 SAKMP (0:1): peer does paranoid keepalives

| SAKMP (0:1): deleting SA reason "Pl errcounter exceeded
(PEERS_ALI VE_TIMER) " state (1)
QM I DLE (peer 172.16.172.53) input queue O
... I PSEC(key_engi ne): got a queue event
| PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP
| PSEC(key_engi ne_del ete_sas): delete all SAs shared with 172.16.172.53
, | PSEC(del ete_sa): deleting SA



,sa) sa_dest= 172.16.172.69, sa_prot= 50)

, (sa_spi = 0x44E0B22B( 1155576363

sa_trans= esp-des esp-md5-hmac , sa_conn_id= 2029

, | PSEC(del ete_sa): deleting SA

,sa) sa_dest= 172.16.172.53, sa_prot= 50)

, (sa_spi = 0x5B23F22E( 1529082414

sa_trans= esp-des esp-md5-hmac , sa_conn_id= 2030

| SAKMP (0:1): sending packet to 172.16.172.53 (1) MM_NO _STATE
| SAKMP (0:1): purging node -248155233

.1 SAKMP (0:1): peer does paranoid keepalives

... I PSEC(key_engi ne): got a queue event

| PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP

| PSEC(key_engi ne_del ete_sas): delete all SAs shared with 172.16.172.53
| SAKMP (0:1): purging node 958118275

w05 o5 dlasiw] a>g0 jlexl auay (Cisco 7204VXR-1 uwlwVI HSRP azgo e Lisll jolx &axy loaic
ol ¢ iy 9 Uasins Cisco 7204VXR-2 Secondary HSRP azgoll aua, .aJI=JI IPSec 9 ISAKMP oS
.Cisco VPN 7200 plazswl 623,2> IPSec

HSRP o aleioll &1a>Y1 debug standby events ,oVl 21,51 Jo s

HSRP: Fa0/0 APl Software interface goi ng down
HSRP: Fa0/0 APl Software interface goi ng down
HSRP: Fa0/0 I nterface down
HSRP: Fa0/0 Grp 1 Active: b/HSRP disabled
HSRP: Fa0/0 Gp 1 Active router is unknown, was |oca
HSRP: Fa0/0 Grp 1 Standby router is unknown, was 172.16.172.54
HSRP: Fa0/0 Grp 1 Active -> Init
HSRP-6-STATECHANGE: FastEthernet0/0 Grp 1 state Active -> Init%
HSRP: Fa0/0 Gp 1 Redundancy "VPNHA" state Active -> Init
. CRYPTO 5- SESSI ON_STATUS: Crypto tunnel is DON%%
Peer 172.16.172.69:500 1d: 172.16.172.69
HSRP: Fa0/0 Grp 1 Redundancy enquiry for VPNHA succeeded
HSRP: Fa0/0 APl Add active HSRP addresses to ARP table
, LI NK-5- CHANGED: | nterface FastEt hernet 0/ 0%
changed state to administratively down
HSRP: APl Hardware state change
, LI NEPROTO 5- UPDOMN: Li ne protocol on Interface FastEthernet0/ 0%
changed state to down

SInit" _JIHSRP dl> s cdg>lol Jasis layy |l

paal #show standby

Fast Ethernet0/0 - Goup 1

(State is Init (interface down

state changes, |ast state change 00:07:29 3

Virtual |IP address is 172.16.172.53

Active virtual MAC address i s unknown

(Local virtual MAC address is 0000.0c07.ac01 (vl default
Hello time 3 sec, hold tine 10 sec

Preenption enabl ed

Active router is unknown

Standby router is unknown

(Priority 200 (configured 200

Track interface FastEthernet0/1 state Up decrenment 150
(I P redundancy nanme is "VPNHA" (cfgd

Mo al> 9 boisll HSRP a>g0 68 Cisco 7204VXR-2 away

(HSRP: Fa0/0 Gp 1 Standby: c/Active timer expired (172.16.172.52



HSRP: Fa0/0 Grp 1 Active router is local, was 172.16.172.52

HSRP: Fa0/0 Grp 1 Standby router is unknown, was | ocal

(HSRP: Fa0/0 Grp 1 Standby -> Active (active 0->1, passive 2->1
HSRP- 6- STATECHANCE: FastEthernet0/0 Gp 1 state Standby -> Active%
HSRP: Fa0/0 Grp 1 Redundancy "VPNHA" state Standby -> Active

VPN route 20.1.1.0/24 is added to the routing table. | PSEC(rte_ngr): VPN Route Added ---!
20.1.1.0 255.255.255.0 via 172.16.172.69 in | P DEFAULT TABLE 7204VXR- 2#show standby
Fast Ethernet0/0 - Goup 1

State is Active

state changes, |ast state change 00:10:38 2

Virtual IP address is 172.16.172.53

Active virtual MAC address is 0000.0c07.ac01

(Local virtual MAC address is 0000.0c07.ac01 (vl default

Hello time 3 sec, hold tinme 10 sec

Next hello sent in 0.116 secs

Preenpti on enabl ed

Active router is |ocal

St andby router is unknown

(Priority 100 (default 100

Track interface FastEthernetl/0 state Up decrenment 10

(I P redundancy name is "VPNHA" (cfgd

i . Jiina) 59 el _Saoliys JSuiny (VPN) ddlall dawldl o Suidl ollus éyax piy (RRI dgas Sas go
.Cisco 7204VXR-2 a>gall ;0 jluall Cisco 7204VXR-1 azgall aleiyg 24/20.1.1.0 culdl ,Lusll ;)

Saolpl cyaxill 138 show ip route LoVl o 21,3V riog,

7204VXR- 1#show ip route
Codes: C - connected, S - static, R- RRP, M- npbile, B - BG
,D- EIGRP, EX - EIGRP external, O - OSPF
,IA - OSPF inter area, N1 - OSPF NSSA external type 1
, N2 - OSPF NSSA external type 2, El - OSPF external type 1
,E2 - OSPF external type 2, i - IS IS, su - IS 1S summary
,L1 - IS ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route - *
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is not set

is subnetted, 1 subnets 99.0.0.0/32

O 99.99.99.99 [110/2] via 10.1.1.3, 02:46:16, FastEthernet0/1

is subnetted, 1 subnets 20.0.0.0/24

O E2 20.1.1.0 [110/20] via 10.1.1.2, 00:08:35, FastEthernet0/1

is subnetted, 1 subnets 172.16.0.0/28

OE2 172.16.172.64 [110/20] via 10.1.1.2, 00:07:56, FastEthernet0/1
is variably subnetted, 2 subnets, 2 masks 10.0.0.0/8

C 10.1.1.0/24 is directly connected, FastEthernetO/1

S 10.48.66.0/23 [1/0] via 10.1.1.2

.Cisco 7204VXR-2 a>gall _lc azgill J9az (8 a@ll (VPN) ddlall doll daidl Hlue é> ok

7204VXR- 2#show ip route
Codes: C - connected, S - static, R- RIP, M- nobile, B - BGP
,D- EIGRP, EX - EIGRP external, O - OSPF
,I/A - OSPF inter area, N1 - OSPF NSSA external type 1
,N2 - OSPF NSSA external type 2, El - OSPF external type 1
,E2 - OSPF external type 2, i - IS IS, su - IS 1S sumary
,L1 - IS IS level-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route - *
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is not set



is subnetted, 1 subnets 99.0.0.0/32

O 99.99.99.99 [110/2] via 10.1.1.3, 03:04:18, FastEthernet1/0
is subnetted, 1 subnets 20.0.0.0/24

S 20.1.1.0 [1/0] wvia 172.16.172.69

is subnetted, 2 subnets 172.16.0.0/28

C 172.16.172.48 is directly connected, FastEthernet0/0

S 172.16.172.64 [1/0] via 172.16.172.49

is subnetted, 1 subnets 10.0.0.0/24

C 10.1.1.0 is directly connected, FastEthernetl1/0

Lo OSPF 9lxall azgall oo szl VPN aSui abas 1 24/20.1.1 Luall 1-7206 L1513l azgall ple,
.OSPF 9 HSRP/RRI ¢ gazdl JM5 (0 L Saolins JSui 03 agill olmes &z .7204VXR-2 a,

7206- 1#show ip route
Codes: C - connected, S - static, R- RIP, M- nobile, B - BGP
,D- EIGRP, EX - EIGRP external, O - OSPF
,IA - OSPF inter area, N1 - OSPF NSSA external type 1
, N2 - OSPF NSSA external type 2, El - OSPF external type 1
,E2 - OSPF external type 2, i - IS IS, su- IS 1S sumary
,L1 - IS IS level-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route - *
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is not set

is subnetted, 1 subnets 99.0.0.0/32
C 99.99.99.99 is directly connected, LoopbackO
is subnetted, 1 subnets 20.0.0.0/24
O E2 20.1.1.0 [110/20] wvia 10.1.1.2, 00:13:55, FastEthernet0/1
is subnetted, 1 subnets 172.16.0.0/28
O E2 172.16.172.64 [110/20] via 10.1.1.2, 00:13:17, FastEthernet0O/1
is variably subnetted, 2 subnets, 2 nasks 10.0.0.0/8
C 10.1.1.0/24 is directly connected, FastEthernetO/1
O E2 10. 48.66.0/23 [110/20] via 10.1.1.2, 03:06:08, FastEthernet0O/1

om VPN olly 59,0 @55 ol (HSRP Jid 9l elisl laiwll azgall Cisco 7204VXR-2 zuay ol a2y
IPSec SAs g Isakmp JS9 Cisco VPN 7200 a>g09 Cisco 7204VXR-2

:i® VPN 7200 a>gall _lc show crypto ipSecs show crypto isakmp sa ,oVl z1,3| Lo ,c o

7204VXR- 2#show crypto isakmp sa detail

Codes: C - |IKE configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal

X - | KE Ext ended Aut hentication

psk - Preshared key, rsig - RSA signature

renc - RSA encryption

.Cid Local Renot e | - VRF Encr Hash Auth DH Lifetime Cap
des nd5 psk 1 23:53:47 K 172.16.172.69 172.16.172.53 1
(Connection-id: Engine-id = 1: 1(sof tware

7204VXR- 2#show crypto ipsec sa

interface: FastEthernet0/0
Crypto map tag: vpn, local addr. 172.16.172.53

:protected vrf
(local ident (addr/mask/prot/port): (99.99.99.99/255.255.255.255/0/0



(remote ident (addr/mask/prot/port): (20.1.1.0/255.255.255.0/0/0
current _peer: 172.16.172.69: 500

{,PERM T, flags={origin_is_acl

pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9#

pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not compressed: 0, #pkts conpr. failed: O#

pkts not deconpressed: 0, #pkts deconpress failed: O#

send errors 0, #recv errors O#

| ocal crypto endpt.: 172.16.172.53, renote crypto endpt.: 172.16.172.69
path mu 1500, nedia ntu 1500
current outbound spi: 83827275

;i nbound esp sas

(spi: Ox8D70EBA3(2372987043

, transform esp-des esp-nd5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2000, flow.id: 1, crypto map: vpn
crypto engine type: Software, engine_id: 1

(sa timng: remaining key lifetime (k/sec): (4453897/3162
i ke_cooki es: 95074F89 3FF73F2B F70FEDF6 5998090C

IV size: 8 bytes

replay detection support: Y

:inbound ah sas
;i nbound pcp sas

:out bound esp sas

(spi: 0x83827275(2206364277

, transform esp-des esp-nd5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2001, flow.id: 2, crypto map: vpn
crypto engine type: Software, engine_id: 1

(sa timng: remaining key lifetime (k/sec): (4453898/3162
i ke_cooki es: 95074F89 3FF73F2B F70FEDF6 5998090C

IV size: 8 bytes

replay detection support: Y

:out bound ah sas

out bound pcp sas: vpn7200#show crypto isa sa
dst src state conn-id sl ot
QM I DLE 1 0 172.16.172. 69 172.16.172. 53

vpn7200#show crypto ipsec sa

interface: FastEthernetO/1
Crypto map tag: vpn, local addr. 172.16.172.69

(local ident (addr/mask/prot/port): (20.1.1.0/255.255.255.0/0/0

(renpte ident (addr/mask/prot/port): (99.99.99.99/255. 255. 255. 255/0/0
current_peer: 172.16.172.53

{,PERM T, flags={origin_is_acl

pkts encaps: 19, #pkts encrypt: 19, #pkts digest 19#

pkts decaps: 19, #pkts decrypt: 19, #pkts verify 19#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not conpressed: 0, #pkts compr. failed: O, #pkts deconpress failed: O#
send errors 6, #recv errors O#

|l ocal crypto endpt.: 172.16.172.69, renote crypto endpt.: 172.16.172.53
path mu 1500, ip ntu 1500



current outbound spi: 8D70E8A3

;i nbound esp sas

(spi: 0x83827275(2206364277

, transform esp-des esp-nd5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2029, flow.id: 1, crypto map: vpn

(sa timng: remaining key lifetime (k/sec): (4607997/3070
IV size: 8 bytes

replay detection support: Y

:inbound ah sas
;i nbound pcp sas

:out bound esp sas

(spi: Ox8D70EBA3(2372987043

, transform esp-des esp-nd5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2030, flow.id: 2, crypto map: vpn

(sa timng: remaining key lifetime (k/sec): (4607998/3070
IV size: 8 bytes

replay detection support: Y

:out bound ah sas

:out bound pcp sas

glaisl o LoV HSRP bVl azgall 5l jiw] a2

42908 a2i09 gl aslimy (CiSCO o 7204VXR-1 LoVl HSRP _uwluwYl azsall e doasl 315 ] 22,
HSRP $liwwl 1055 o5 ai¥y el ayololy ginsy 4l lasu

ol elinl 63le] o IPSec 9 HSRP o ,3T Jgxo dalie wlg>go ,0 debugs show LoVl 21,31 Lo,
Sl JSuin a0l wlogles olmii uaxs aiyg (Lilak IPSec 9 ISAKMP

Mais” | aill> usi pgi; 7204VXR-1 azgall ol 13 23saill 21,31 auos,

HSRP: Fa0/0 APl 172.16.172.52 is not an HSRP address

HSRP: Fa0/0 APl MAC address update

HSRP: Fa0/0 APl Software interface com ng up

LI NK- 3- UPDOMN: | nterface FastEthernet0/0, changed state to up%

HSRP: APl Hardware state change

HSRP: Fa0/0 APl Software interface com ng up

, LI NEPROTO 5- UPDOMN: Li ne protocol on Interface FastEthernet0/ 0%
changed state to up

HSRP: Fa0/0 Interface up

(HSRP: FaO/0 Starting minimminterface delay (1 secs

HSRP: Fa0/0 Interface nmin delay expired

HSRP: Fa0/0 Grp 1 Init: a/HSRP enabl ed

HSRP: Fa0/0 Grp 1 Init -> Listen

HSRP: Fa0/0 Gp 1 Redundancy "VPNHA" state Init -> Backup

(HSRP: Fa0/0 Gp 1 Listen: c/Active tiner expired (unknown

HSRP: Fa0/0 Grp 1 Listen -> Speak

HSRP: Fa0/0 Grp 1 Redundancy "VPNHA" state Backup -> Speak

(HSRP: Fa0/0 G p 1 Speak: d/Standby tiner expired (unknown

HSRP: Fa0/0 Grp 1 Standby router is |ocal

HSRP: Fa0/0 Grp 1 Speak -> Standby

HSRP: Fa0/0 Gp 1 Redundancy "VPNHA" state Speak -> Standby

HSRP: Fa0/0 Grp 1 Redundancy enquiry for VPNHA succeeded

(HSRP: Fa0/0 G p 1 Standby: c/Active timer expired (unknown



HSRP: Fa0/0 Grp 1 Active router is |ocal

HSRP: Fa0/0 Grp 1 Standby router is unknown, was | ocal

HSRP: Fa0/0 Grp 1 Standby -> Active

HSRP- 6- STATECHANCE: FastEthernet0/0 Gp 1 state Standby -> Active%
HSRP: Fa0/0 Grp 1 Redundancy "VPNHA" state Standby -> Active
(HSRP: Fa0/0 Gp 1 Active: i/Resign rcvd (100/172.16.172.54

HSRP: Fa0/0 Grp 1 Redundancy group VPNHA state Active -> Active
HSRP: Fa0/0 Grp 1 Redundancy group VPNHA state Active -> Active
HSRP: Fa0/0 Grp 1 Standby router is 172.16.172.54

gl J9az oo VPN @ai luo dll] a5 "lagiwd] go9" | all> 7204VXR-2 a>gall 2,

HSRP: Fa0/0 Gp 1 Standby router is 172.16.172.52

HSRP: Fa0/0 Grp 1 Hello in 172.16.172.52 Active pri 200 vIP 172.16.172.53
hel 3000 hol 10000 id 0000.0c07.ac01

HSRP: Fa0/0 Grp 1 Active router is 172.16.172.52, was | ocal

HSRP: Fa0/0 Grp 1 Standby router is unknown, was 172.16.172.52
HSRP: Fa0/0 Grp 1 Active: g/Hello rcvd from

(higher pri Active router (200/172.16.172.52

(HSRP: Fa0/0 Grp 1 Active -> Speak (active 1->0, passive 0->1
HSRP- 6- STATECHANGE: FastEthernet0/0 G p 1 state Active -> Speak%

HSRP: Fa0/0 Grp 1 Redundancy "VPNHA" state Active -> Speak

(HSRP: Fa0/0 G p 1 Speak: d/Standby tiner expired (unknown

HSRP: Fa0/0 Grp 1 Standby router is |ocal

(HSRP: Fa0/0 Grp 1 Speak -> Standby (active 0, passive 1

HSRP: Fa0/0 Gp 1 Redundancy "VPNHA" state Speak -> Standby

HSRP: Fa0/0 Grp 1 Redundancy enquiry for VPNHA succeeded

addr 172.16.172.53 name VPNHA state Speak

active 172.16.172.52 standby 172.16.172. 54

The VPN route is removed. | PSEC(rte_ngr): VPN Route Renoved 20.1.1.0 255.255.255.0 via ---!
172.16.172.69 in | P DEFAULT TABLE

dlo ol olo

IKE & VgSqi9 n/IPSec aoglés pc> dxiw -
Cisco Systems - olaiiwally sl acall -
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