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T(2)11.3 §Mbl d0,, cisco ios 8 sl IPSec 9 (a=; lowdy 11.2 §Mbl a0, Cisco ios
ol lgr 2aiyg Cisco uito (9 iloune JSuin 0i® (oSl dliol 8 doaziwmall IP (y9lic )Lis] oo tda>Vo
JolsJL dole 9SG
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o3 iy il dwl> 8 sl azge S e Lgay (Lo plissg ple pliso) DSS ulas 29 clis] o
2>l9 DSS zlise e jusiill Iz Sgizy Ol oSy .85,)Livoll a4y a3 DSS aulis azg0 JSI G09Sy Ol oy
1oyl (Cisco 10S Software zol I 8 "dss" duwlw)l dalSJl daSLn] caos . 2y,9 JSuin ady,2i posy lasd

09 6l o a )l le) azgally ol DSS aulia) pul Sl xyaxs diSay RSA aulso o DSS juoi 11.3
G2y ((Cisco 2500 abuwbw Jio) 698 JSI (CPU) a8 0 axlles 6259 e .(a>gall cawins puwl pladiuwl,

J81 9l ulgs 5 Jlg> zsilaoll 29 elil

‘rsilanll o 295 clisl agall pgs,

(et olud> (8 & Linadl wlgzgall I >Y dllu,)] pi sI9) ple zliss -
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oLl JLadl ol 21,3] 9 rwilaoll 29 clis

di al -5(confi g) #crypto key generate dss dials
. Cenerating DSS keys

[X]

di al - 5#show crypto key mypubkey dss

crypto public-key dial5 05679919

160AA490 5B9B1824 24769FCD EES5EOF46 1ABBD343 4C0C4AA03 4B279D6B OEES5F65F
F64665D4 1036875A 8CF93691 BDF81722 064B51C9 58D72E12 3E1894B6 64B1D145
quit

di al - 5#show crypto engine configuration

sl ot: 0

engi ne nane: dial 5
engi ne type: sof tware
serial nunber: 05679919

platform rp crypto engi ne
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crypto lib version: 10.0.0

: Encryption Process Info
i nput queue top: 43

i nput queue bot: 43

i nput queue count: O

di al - 5#
S azly ) LoVl plisall §98 &SIl liSasd cazgall 8,2, 1nad 1>y puilie 295 cliv] diSey Y [,
2oLl Jlall LoVl 21,31 L9 aivge 13idy il bols,] 9 azge JS plasiwl plell el>lio Jlu,| 65le]

St Hel en(confi g) #crypto key generate dss barney

Generating new DSS keys will require re-exchanging %
public keys with peers who already have the public key
I named bar ney

Generate new DSS keys? [yes/no]: yes

Generating DSS keys

[ ]

#( St Hel en(config
.Mar 16 12:13:12.851: Crypto engine 0: create key pairs

(Bladl 2,3) 1,91 2o Loy, dole)l DSS auilas Jobs :2 glazill

oozl Jiow ubiv Joo dwl> oLl clis| (9 JoVl sglazll azgall Lol DSS aulas 29 clis] asy
SV JBs] WS o Loy dolell aulanll 0i® J13s] liSoy 31 a0 S 2o dolel gulasl]l Usls 9 alull
2l ue) dolell @,LmJI 03D Joliy podi o5 .azg0ll Lol DSS zliee Lo, Vol show crypto mypubkey
plell gliaall ad; 09 (o padidl 2lise dlubiy Lo DSS Lol plaziwly 9 (Jliadl Juw e (59Tl
a2g0ll 9 asalg il a>gal

oS 3] el dolell aulanll Jsbis wleg=gall JoxJ crypto key exchange dss oVl plasiwl Loyl liSay

2slaall Dol dorsimall wlgzloll Lo il a3 olile 3929 pac oo A58 dinsgall ddylall pating
Ld elasV aouas jubis plivs us

aslaoll Dols dgle b b Jlasl jlisl poss ol 60> 6,58 L] 1alasNe

Loser #ping 19.19.19.20

. Type escape sequence to abort
:Sending 5, 100-byte |ICWP Echos to 19.19.19.20, tinmeout is 2 seconds

Loser (confi g) #crypto key exchange dss passive

.Enter escape character to abort if connection does not conplete
[Wait for connection from peer[confirm

. Wi ting

St Hel en(confi g) #crypto key exchange dss 19.19.19.19 barney
:Public key for barney

Serial Nunber 05694352

Fi nger print 309E D1DE B6DA 5145 D034

[Wait for peer to send a key[confirm

:Public key for barney



Fi ngerpri nt

Seri al
309E DI1DE

Nunmber 05694352
B6DA 5145 D034

Add this public key to the configuration? [yes/no]:yes

.Mar 16 12:16:55.343: CRYPTO KE: Sent

2 bytes

.Mar 16 12:16:55.343: CRYPTO KE: Sent 4 bytes

.Mar 16 12:16:55.343: CRYPTO KE: Sent

. Mar

Mar

16 12:16: 45. 099:
16 12:16: 45. 099:
16 12:16:45. 108:
16 12:16:45. 108:

.Mar 16 12:16:45.107:
.Mar 16 12:16:45.111:

[ Send

CRYPTO- KE
CRYPTO- KE
CRYPTO- KE
CRYPTO- KE
CRYPTO- KE:
CRYPTO- KE:

2 bytes

16 12:16:55.347: CRYPTO KE: Sent 64 bytes

. Received 4
. Received 2
. Received 6
. Received 2
Recei ved 50
Recei ved 14

by
by
by
by
by
by

tes
tes
tes
tes
tes
tes

peer a key in return[confirm

?Whi ch

c[fred? [

one

yes

:Public key for fred

Serial Nunmber 02802219
Fi nger pri nt 2963 05F9 ED55 576D CF9D
Wi ting
:Public key for fred
Serial Nunber 02802219
Fi nger pri nt 2963 05F9 ED55 576D CF9D

:[Add this public key to the configuration? [yes/no

#(Loser(config

Mar

16 12:16:55. 339:
16 12:16:55. 343:
16 12:16:55. 343:
. 16 12:16:55. 343:
.Mar 16 12:16:55.347: CRYPTO KE S

CRYPTO- KE
CRYPTO- KE
CRYPTO- KE
CRYPTO- KE

Sent 4 bytes
Sent 2 bytes
Sent 4 bytes
Sent 2 bytes
ent 64 bytes

Mar

16 12:16:56. 083:
16 12:16:56. 087:
16 12:16:56. 087:
16 12:16:56. 091:

#(Loser(config

CRYPTO- KE
CRYPTO- KE
CRYPTO- KE
CRYPTO- KE

Recei ved 4
Recei ved 2
Recei ved 4
Recei ved 2

.Mar 16 12:16:56. 091
.Mar 16 12: 16: 56. 095:
Add this public key to the

CRYPTO KE: Received 52
CRYPTO KE: Received 12
configuration? [yes/no]:

byt es
byt es
byt es
byt es
byt es
byt es
yes

St Hel en(confi g) #4z

#St Hel en

asill laginzy a3l dolell aslasll le Glgiy cug20all MS Ul o ST (dolell DSS auilas Jobs sy VI
0Ll yoVl 213 (8 2iog0 98 oS (uilbio lagil 109

Loser #show crypto key mypubkey dss
crypto public-key fred 02802219

79CED212 AF191D29 702A9301 B3E06602 D4FB26B3 316E58C8 05D4930C CE891810

C0064492 5F6684CD 3FC326E5 679BCA46 BB155402 D443F68D 93487F7E 5ABE182E

quit

Loser #show crypto key pubkey-chain dss



crypto public-key barney 05694352

B407A360 204CBFA3 F9AOCOBO 15D6185D 91FD7D3A 3232EBA2 F2D31D21 53AE24ED
732EA43D 484DEB22 6E91515C 234B4019 38E51D64 04CB9F59 EE357477 91810341
qui t

St Hel en#show crypto key mypubkey dss

crypto public-key barney 05694352

B407A360 204CBFA3 F9AOCOBO 15D6185D 91FD7D3A 3232EBA2 F2D31D21 53AE24ED
732EA43D 484DEB22 6E91515C 234B4019 38E51D64 04CB9F59 EE357477 91810341
quit

St Hel en#show crypto key pubkey-chain dss

crypto public-key fred 02802219

79CED212 AF191D29 702A9301 B3E06602 D4FB26B3 316E58C8 05D4930C CE891810
00064492 5F6684CD 3FC326E5 679BCA46 BB155402 D443F68D 93487F7E 5ABE182E
quit

wawacwll bl )W Cisco 10S ;055 1 23gaill

dgzloll Lo adal dag,s ol sub Sy ddolell DSS zalie Jskig azge JS o DSS aulio clis] az,
i) i3 alauwly doximall Jaog)l dasld gilas 49,0 4S,> clisl, i duml> fas

Loser #write terminal
... Building configuration

:Current configuration
!
Last configuration change at 13:01:18 UTC Mon Mar 16 1998 !
NVRAM confi g | ast updated at 13:03: 02 UTC Mon Mar 16 1998 !
!
version 11.3
service tinmestanps debug datetinme nsec
no service password-encryption
[
host nane Loser
[
enabl e secret 5 $1$AeuFSMk7Q Dhpgj LKc2VQvbeCO
!
i p subnet-zero
no i p domai n-| ookup
crypto map ol dstyle 10
set peer barney
mat ch address 133
!
crypto key pubkey-chain dss
naned- key bar ney
seri al - nunber 05694352
key-string
B407A360 204CBFA3 F9AOCOBO 15D6185D 91FD7D3A 3232EBA2 F2D31D21 53AE24ED
732EA43D 484DEB22 6E91515C 234B4019 38E51D64 04CB9F59 EE357477 91810341
qui t
!
interface EthernetO
i p address 40.40.40.41 255. 255.255.0
no i p nroute-cache
[
interface SerialO
i p address 18.18.18.18 255. 255. 255.0
encapsul ati on ppp
no i p nroute-cache



shut down

!
interface Seriall

i p address 19.19.19.19 255.255.255.0
encapsul ati on ppp

no i p nroute-cache

cl ockrate 2400

no cdp enabl e

crypto map ol dstyl e

!
i p default-gateway 10.11.19. 254

i p classless
iproute 0.0.0.0 0.0.0.0 19.19.19.20
access-list 133 permt ip 40.40.40.0 0.0.0.255 30.30.30.0 0.0.0.255
!
line con O

exec-timeout 0 O
line aux O

no exec

transport input al

line vty 0 4

password ww

l ogin

end

St Hel en#fwrite terminal
... Building configuration

:Current configuration
!
Last configuration change at 13:03: 05 UTC Mon Mar 16 1998 !
NVRAM confi g | ast updated at 13:03: 07 UTC Mon Mar 16 1998 !
!
version 11.3
service tinmestanps debug datetinme nsec
no service password-encryption
!
host nane St Hel en
!
boot system flash c2500-i s56-1
enabl e password ww
!
partition flash 2 8 8
!
no i p domai n-1 ookup
crypto map ol dstyle 10
set peer fred
mat ch address 144
!
crypto key pubkey-chain dss
naned- key fred
seri al - nunber 02802219
key-string
79CED212 AF191D29 702A9301 B3E06602 D4FB26B3 316E58C8 05D4930C CE891810
00064492 5F6684CD 3FC326E5 679BCA46 BB155402 D443F68D 93487F7E 5ABE182E
quit
!
!
interface EthernetO
i p address 30.30.30.31 255.255.255.0



!
interface Ethernetl
no i p address
shut down
!
interface SerialO
no i p address
encapsul ati on x25
no i p nroute-cache
shut down
!
interface Seriall
i p address 19.19.19.20 255. 255.255.0
encapsul ati on ppp
no i p nroute-cache
| oad-interval 30
conpress stac
no cdp enabl e
crypto map ol dstyle
!
i p default-gateway 10.11.19. 254
i p classless
iproute 0.0.0.0 0.0.0.0 19.19.19.19
access-list 144 permt ip 30.30.30.0 0.0.0.255 40.40.40.0 0.0.0.255
!
line con O
exec-timeout 0 O
line aux O
transport input al
line vty 0 4
password ww
l ogin
!
end

#St Hel en

Cisco 0 bolaill azi0 LYl > i) [0S 0S5 :2 23gaill

£590)l a>g0 o aWl asll LoVl gl,3] 331 o5

Loser #write terminal
... Building configuration

:Current configuration
!
Last configuration change at 10:45:20 UTC Wed Mar 11 1998 !
NVRAM confi g | ast updated at 18:28:27 UTC Tue Mar 10 1998 !
!
version 11.3
service tinmestanps debug datetinme nsec
no service password-encryption
!
host nane Loser
!
enabl e secret 5 $1$AeuFSMk7Q Dhpgj LKc2VQvbeCO
!
i p subnet-zero
no i p domai n-| ookup
!
crypto map ol dstuff 10
set peer barney



mat ch address 133
crypto map ol dstuff 20
set peer wilnm
mat ch address 144
!
crypto key pubkey-chain dss
naned- key bar ney
seri al - nunber 05694352
key-string
1D460DC3 BDC73312 93B7E220 1861D55C EOODASD8 DB2B04CD FABD297C 899D40E7
D284F07D 6EEC83B8 E3676EC2 D813F7C8 F532DC7F 0A9913E7 8A6CB7E9 BE18790D
quit
named- key wil ma
seri al - nunber 01496536
key-string
C26CB3DD 2A56DD50 CC2116C9 2697CE93 6DBFD824 1889F791 9BF36E70 7B29279C
E343C56F 32266443 989B4528 1CF32C2D 9E3F2447 ASDBE054 879487F6 26A55939
quit
!
crypto cisco pregen-dh-pairs 5
!
crypto cisco key-tineout 1440
!
interface EthernetO
i p address 190.190. 190. 190 255. 255. 255.0
no i p nroute-cache
!
interface Seriall
i p address 19.19.19.19 255.255.255.0
encapsul ati on franme-rel ay
no i p nroute-cache
cl ockrate 500000
crypto map ol dstuff
!
!
i p default-gateway 10.11.19. 254
ip classless
i p route 200.200.200.0 255.255.255.0 19.19.19.20
ip route 210.210.210.0 255.255.255.0 19.19.19.21
access-list 133 permt ip 190.190.190.0 0.0.0.255 200.200.200.0 0.0.0. 255
access-list 144 permt ip 190.190.190.0 0.0.0.255 210.210.210.0 0.0.0. 255
!
line con O
exec-timeout 0 O
line aux O
no exec
transport input al
line vty 0 4
password ww
l ogin
!
end

#Loser

A x| @800l o all auell JoVl 2,3 331 o5

WAN- 2511a#write terminal
...Building configuration

:Current configuration
!

version 11.3



no service password-encryption
!

host nane WAN- 2511a
!
enabl e password ww
!
no i p domai n-| ookup
!
crypto map nmymap 10
set peer fred
mat ch address 133
!
crypto key pubkey-chain dss
naned- key fred
seri al - nunber 02802219
key-string
4F27A574 5005E0F0 CF3C33F5 C6AADO00 5518A8FF 7422C592 021B295D 56841777
DO95AAB73 01235FD8 40D70284 3A63A38E 216582E8 ECLF8BOD 0256EFF5 OEE89436
quit
!
interface EthernetO
i p address 210.210.210. 210 255. 255. 255. 0
shut down
!
interface SerialO
i p address 19.19.19.21 255.255.255.0
encapsul ati on franme-rel ay
no fair-queue

crypto nmap nymap
|

i p default-gateway 10.11.19. 254

ip classless
ip route 190.190.190.0 255.255.255.0 19.19.19.19
access-list 133 permt ip 210.210.210.0 0.0.0.255 190.190.190.0 0.0.0. 255
!
line con O

exec-timeout 0 O
line 1

no exec

transport input al

line 2 16

no exec
line aux O
line vty 0 4

password ww

l ogin

!

end

#WAN- 2511a
B u=dl @8gall o il auell LoVl gl,3] 331 o5

St Hel en#fwrite terminal
...Building configuration

:Current configuration

!

Last configuration change at 19:00: 34 UTC Tue Mar 10 1998 !
NVRAM confi g | ast updated at 18:48:39 UTC Tue Mar 10 1998 !
!

version 11.3

service tinmestanps debug datetime nsec



no service password-encryption
!
host nane St Hel en
!
boot system flash c2500-i s56-1
enabl e password ww
!
partition flash 2 8 8
!
no i p domai n-| ookup
!
crypto map wabba 10
set peer fred
mat ch address 144
!
crypto key pubkey-chain dss
naned- key fred
seri al - nunber 02802219
key-string
4F27A574 5005E0F0 CF3C33F5 C6AADO00 5518A8FF 7422C592 021B295D 56841777
D95AAB73 01235FD8 40D70284 3A63A38E 216582E8 ECLF8BOD 0256EFF5 OEE89436
quit
!
interface EthernetO
i p address 200.200. 200. 200 255. 255. 255.0
!
interface Seriall
i p address 19.19.19.20 255. 255.255.0
encapsul ati on franme-rel ay
no i p nroute-cache
crypto map wabba
!
i p default-gateway 10.11.19. 254
ip classless
ip route 190.190.190.0 255.255.255.0 19.19.19.19
access-list 144 permt ip 200.200.200.0 0.0.0.255 190.190.190.0 0.0.0. 255
!
line con O
exec-timeout 0 O
line aux O
transport input al
line vty 0 4
password ww
l ogin
!
end

#St Hel en
bbbyl Ui Jexo (o Wl dsll oYl zl3] 331 ps

:Current configuration

!

version 11.2

no service password-encryption
no service udp-snall-servers
no service tcp-snall-servers
!

host nane wan- 4700a

!

enabl e password ww

!

no i p domai n-1ookup



frame-relay swtching

!
interface SerialO

no i p address

encapsul ati on franme-rel ay

cl ockrate 500000

frame-relay intf-type dce

frame-relay route 200 interface Seriall 100
!
interface Seriall

no i p address

encapsul ati on franme-rel ay

frame-relay intf-type dce

frame-relay route 100 interface Serial 0 200
frame-relay route 300 interface Serial2 200
!
interface Serial2

no i p address

encapsul ati on franme-rel ay

cl ockrate 500000

frame-relay intf-type dce

frame-relay route 200 interface Seriall 300
!

AMS 09 a> | jusiill 13 239aill

9 s 2% 2o 2o dwl> 6,k il guaiuy ol 62519 Bglas aey e juaill wlgzee GoSs Ol wxy Y
o9 24/40.40.40.0 9 24/180.180.180.0 w aSuid] 59,0 dS,> grox juiiv 98 Vagll (JWI Jol

9 24/40.40.40.0 ¢ ,9,0)l 8,5 iisi ploidl sl a2g, ¥ .24/30.30.30.0 9 24/180.180.180.0
.24/30.30.30.0

aS,> i JYS 0 .StHelen go Laylg Loser go s Jac awl> olidl le WAN-4500b a>g0ll sgixy
b sglas Lizy eliSay StHelen &S i (o ol £5> JI WAN-4500b éSuiy Lol cisil €52 oo 490l
> cluludll StHelen ag>ly JI 6 aiunll 49,0l 45> dblu ,0ud w3l bl .Ser aic 4,9 )l e el
o5 e (CPU) a S all axlleall 8329 w99 IP o33 59,0l &5, 30 (o Jlay 13D9 B usis S ot
ocl,9 gulaiuy ¥ Ser S i (8 cuaidl 5930 Ol > S 3> I plaidl ol o 2 il s o a®Y9 .az g0l
Bt A8 a5 Ll oblwl Jios Jaixall (o ooSamd (9 0ll a8, uauin oy "uwlI" o8 135] 9 0l S >

[ wan- 4500b] <Ser 0>- - ---<Ser0> [Loser] <Ser1>-- ----<Ser1>[ St Hel en]

30. 30. 30/ 24 40. 40. 40/ 24 180. 180. 180/ 24

wan- 4500b#write terminal
...Building configuration

:Current configuration

!

version 11.3

no service password-encryption
|

host nanme wan-4500b
|

enabl e password 7 111EOQE

!

username cse password 0 ww
no i p domai n-1ookup

|

crypto map toworld 10



set peer |oser
mat ch address 133
crypto map toworld 20
set peer sthel en
mat ch address 144
!
crypto key pubkey-chain dss
named- key | oser
seri al - nunber 02802219
key-string
FOBE2128 752D1A24 F394B355 3216BA9B 7C4E8677 29Cl76F9 A047B7D9 7D03BDA4
6B7AFDC2 2DAEF3AB 393EE7C7 802ClA95 B40031D1 908004F9 8A33A352 FF19BC24
quit
named- key st hel en
seri al - nunber 05694352
key-string
5C401002 404DC5A9 EAED2360 D7007E51 4A4BB8F8 6F9B1554 51D8BACBB D3964C10
A23848CA 46003A94 2FC8C7D6 OB57AE07 9EBSEF3A BD71482B 052CF06B 90C3C618
quit
!
interface EthernetO
i p address 180. 180. 180. 180 255. 255. 255.0
!
interface SerialO
i p address 18.18.18.19 255. 255.255.0
encapsul ati on ppp
crypto map toworld
!
router rip
network 18.0.0.0
networ k 180.180.0.0
!
ip classless
ip route 0.0.0.0 0.0.0.0 30.30.30.31
ip route 171.68.118.0 255.255.255.0 10.11. 19. 254
access-list 133 permt ip 180.180.180.0 0.0.0.255 40.40.40.0 0.0.0. 255
access-list 144 permt ip 180.180.180.0 0.0.0.255 30.30.30.0 0.0.0.255
!
line con O
exec-timeout 0 O
line aux O
password 7 044ClC
line vty 0 4
| ogin | oca
!
end

#wan- 4500b

Loser #write terminal
. Bui Il di ng configuration

:Current configuration

!

Last configuration change at 11:01:54 UTC Wed Mar 18 1998 !
NVRAM confi g | ast updated at 11:09:59 UTC Wed Mar 18 1998 !
!

version 11.3

service tinmestanps debug datetinme nsec

no service password-encryption

!

host nane Loser



enabl e secret 5 $1$AeuFSMk7Q Dhpgj LKc2VQvbeCO

!
i p subnet-zero
no i p domai n-1| ookup
i p host StHelen.cisco.com19.19.19. 20
i p domai n- name ci sco.com

!
crypto map towan 10

set peer wan

mat ch address 133

!
crypto key pubkey-chain dss

named- key wan

seri al - nunber 07365004

key-string

A547B701 4312035D 2FC7DOF4 56BC304A 59FA76C3 B9762E4A F86DED86 3830E66F
2ED5CA76 CFF234D3 3842BCO8 3CA4ASFB 9089556C 7464D2B4 AF7EGAEB 86269A5B

access- i st

133 permit

quit
!
interface EthernetO
i p address 40.40.40.40 255. 255.255.0
no i p nroute-cache
!
interface SerialO
i p address 18.18.18. 18 255. 255.255.0
encapsul ati on ppp
no i p nroute-cache
cl ockrate 64000
crypto map towan
!
interface Seriall
i p address 19.19.19.19 255.255.255.0
encapsul ati on ppp
no i p nroute-cache
priority-group 1
cl ockrate 64000
!
!
router rip
network 19.0.0.0
network 18.0.0.0
network 40.0.0.0
!
i p default-gateway 10.11.19. 254
ip classless

ip 40.40.40.0 0.0.0.255 180.180.180.0 0.0.0. 255

!
line con O
exec-timeout 0 O
line aux 0O

no exec

transport input al

line vty 0 4
password ww

| ogin

!
end

St Hel en#fwrite terminal



... Building configuration

:Current configuration

Last configuration change at 11:13:18 UTC Wed Mar 18 1998 !
NVRAM config | ast updated at 11:21:30 UTC Wed Mar

ve

18 1998 !
!

rsion 11.3

service tinmestanps debug datetinme nsec
no service password-encryption

host na

nme St Hel en
]

boot system flash c2500-i s56-1
enabl e password ww

partition f

lash 2 8 8
|

no i p domai n-1| ookup

crypto ma
set

!
p towan 10
peer wan

mat ch address 144

!
-chain dss

crypto key pubkey
named- key wan
seri al - nunber 07365004
key-string

A547B701 4312035D 2FC7DOF4 56BC304A 59FA76C3 B9762E4A F86DED86 3830E66F
2ED5CA76 CFF234D3 3842BCO8 3CA4ASFB 9089556C 7464D2B4 AF7EGAEB 86269A5B

access- i st

144 permit

interface
no i

interface
i p address 30.30.30.30 255

quit
!
Et hernet 0
p address
!
Et hernet 1

255.255.0
!

interface Seriall

i p address 19.19.19. 20 255.
encapsul
no ip nro

255.255.0
ation ppp
ut e-cache

| oad-i nterval 30

crypto
net wor k
net wor k
i p default-gateway 10
ip
ip 30.30.30.0 0.0.0.255 180.180.180.0

exec-ti

transport
l'i

map towan
]
router rip
30.0.0.0
19.0.0.0
!
.11.19. 254
cl assl ess
0.0.0. 255
!
line con O
meout 0 O
line aux 0O
i nput all
ne vty 0 4

password ww

| ogin
!

end

#St Hel en



wan- 4500b#show crypto cisco algorithms
des cfb-64
40-bi t-des cfb-64

wan- 4500b#show crypto cisco key-timeout
Session keys will be re-negotiated every 30 minutes

wan- 4500b#show crypto cisco pregen-dh-pairs
Number of pregenerated DH pairs: O

wan- 4500b#show crypto engine connections active

I D Interface | P-Address State Algorithm Encrypt Decrypt
Serial 0 18. 18. 18. 19 set DES_56_CFB64 1683 1682 1
Serial 0 18. 18. 18. 19 set DES_56_CFB64 1693 1693 5

wan- 4500b#show crypto engine connections dropped-packet

Interface | P- Addr ess Drop Count
SerialO 18.18.18.19 52

wan- 4500b#show crypto engine configuration

sl ot: 0

engi ne nane: wan

engi ne type: sof twar e

serial nunber: 07365004

pl atform rp crypto engi ne

crypto lib version: 10.0.0

: Encryption Process Info
i nput queue top: 303
i nput queue bot: 303

i nput queue count: O

wan- 4500b#show crypto key mypubkey dss

crypto public-key wan 07365004

A547B701 4312035D 2FC7DOF4 56BC304A 59FA76C3 B9762E4AA F86DEDB6 3830E6G6F
2ED5CA76 CFF234D3 3842BC98 3CA4A5FB 9089556C 7464D2B4 AF7E6AEB 86269A5B
quit

wan- 4500b#show crypto key pubkey-chain dss
crypto public-key | oser 02802219
FOBE2128 752D1A24 F394B355 3216BA9B 7C4E8677 29Cl76F9 A047B7D9 7D03BDA4
6B7AFDC2 2DAEF3AB 393EE7C7 802ClA95 B40031D1 908004F9 8A33A352 FF19BC24
quit
crypto public-key sthel en 05694352
5C401002 404DC5A9 EAED2360 D7007E51 4A4BB8F8 6F9B1554 51D8ACBB D3964Cl0
A23848CA 46003A94 2FC8C7D6 OB57AE07 9EBSEF3A BD71482B 052CF06B 90C3C618
quit

wan- 4500b#show crypto map interface serial 1
.No crypto maps found

wan- 4500b#show crypto map
Crypto Map "toworld" 10 cisco
(Connection Id =1 (1 established, 0 failed
Peer = | oser
PE = 180. 180. 180.0
UPE = 40.40.40.0
Extended | P access list 133
access-list 133 pernit ip
source: addr = 180.180.180.0/0.0.0. 255
dest: addr = 40. 40. 40. 0/ 0. 0. 0. 255



Crypto Map "toworld" 20 cisco
(Connection Id =5 (1 established, 0 failed
Peer = sthel en
PE = 180. 180. 180.0
UPE = 30.30.30.0
Extended | P access list 144
access-list 144 pernit ip
source: addr = 180.180.180.0/0.0.0. 255
dest: addr = 30.30.30.0/0.0.0. 255

#wan- 4500b

Loser #show crypto cisco algorithms
des cfb-64
des cfb-8
40-bit-des cfb-64
40-bit-des cfb-8

Loser #show crypto cisco key-timeout
Session keys will be re-negotiated every 30 minutes

Loser #show crypto cisco pregen-dh-pairs
Nurber of pregenerated DH pairs: 10

Loser #show crypto engine connections active
I D Interface | P-Address State Algorithm Encrypt Decrypt
Serial 0 18. 18. 18. 18 set DES_56_CFB64 1683 1682 61

Loser #show crypto engine connections dropped-packet

Interface | P- Addr ess Drop Count
Serial 0 18.18. 18. 18 1

Seriall 19.19.19. 19 90

Loser #show crypto engine configuration

sl ot: 0

engi ne nane: | oser

engi ne type: sof twar e

serial nunber: 02802219

pl atform rp crypto engi ne

crypto lib version: 10.0.0

:Encryption Process Info
i nput queue top: 235
i nput queue bot: 235

i nput queue count: O

Loser #show crypto key mypubkey dss
crypto public-key | oser 02802219

FOBE2128 752D1A24 F394B355 3216BA9B 7C4E8677 29Cl76F9 A047B7D9 7D03BDA4
6B7AFDC2 2DAEF3AB 393EE7C7 802ClA95 B40031D1 908004F9 8A33A352 FF19BC24
quit

Loser #show crypto key pubkey-chain dss

crypto public-key wan 07365004

A547B701 4312035D 2FC7DOF4 56BC304A 59FA76C3 B9762E4AA F86DEDB6 3830E6G6F
2ED5CA76 CFF234D3 3842BC98 3CA4A5FB 9089556C 7464D2B4 AF7EG6AEB 86269A5B
quit

Loser #show crypto map interface serial 1
.No crypto maps found



Loser #show crypto map
Crypto Map "towan" 10 cisco
(Connection Id = 61 (0 established, 0 failed
Peer = wan
PE = 40.40.40.0
UPE = 180. 180. 180.0
Extended | P access list 133
access-list 133 pernit ip
source: addr = 40.40.40.0/0.0.0. 255
dest: addr = 180.180.180. 0/ 0. 0. 0. 255

St Hel en#tshow crypto cisco algorithms
des cfb-64

St Hel en#show crypto cisco key-timeout
Session keys will be re-negotiated every 30 minutes

St Hel en#show crypto cisco pregen-dh-pairs
Nurber of pregenerated DH pairs: 10

St Hel en#show crypto engine connections active

I D Interface | P-Address State Algorithm Encrypt Decrypt
Seriall 19. 19. 19. 20 set DES_56_CFB64 1694 1693 58

St Hel en#show crypto engine connections dropped-packet

Interface | P- Addr ess Drop Count
Et her net O 0.0.0.0 1

Seriall 19.19.19.20 80

St Hel en#fshow crypto engine configuration

sl ot: 0

engi ne nane: st hel en

engi ne type: sof twar e

serial nunber: 05694352

pl atform rp crypto engi ne

crypto lib version: 10.0.0

:Encryption Process Info
i nput queue top: 220
i nput queue bot: 220

i nput queue count: O

St Hel en#show crypto key mypubkey dss

crypto public-key sthel en 05694352

5C401002 404DC5A9 EAED2360 D7007E51 4A4BB8F8 6F9B1554 51D8ACBB D3964Cl0
A23848CA 46003A94 2FC8C7D6 OB57AE07 9EBSEF3A BD71482B 052CF06B 90C3C618
quit

St Hel en#show crypto key pubkey-chain dss

crypto public-key wan 07365004

A547B701 4312035D 2FC7DOF4 56BC304A 59FA76C3 B9762E4AA F86DEDB6 3830E66F
2ED5CA76 CFF234D3 3842BC98 3CA4A5FB 9089556C 7464D2B4 AF7EG6AEB 86269A5B
quit

St Hel en#show crypto map interface serial 1

Crypto Map "towan" 10 cisco
(Connection Id = 58 (1 established, 0 failed
Peer = wan
PE = 30.30.30.0



UPE = 180.180.180.0
Extended | P access |ist 144
access-list 144 pernit ip
source: addr = 30.30.30.0/0.0.0. 255
dest: addr = 180.180.180. 0/0.0.0. 255

St Hel en#show crypto map
Crypto Map "towan" 10 cisco
(Connection Id = 58 (1 established, 0 failed
Peer = wan
PE = 30.30.30.0
UPE = 180. 180. 180.0
Extended | P access |list 144
access-list 144 pernit ip
source: addr = 30.30.30.0/0.0.0. 255
dest: addr = 180.180.180. 0/ 0. 0. 0. 255

#St Hel en
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di al - 5#write terminal
... Building configuration

:Current configuration
[
version 11.3
no service password-encryption
servi ce udp-snmal | -servers
service tcp-small -servers
!
host nane dial -5
!
boot system c1600-sy56-1 171.68.118.83
enabl e secret 5 $1$oNelwDbhBdcN6x9Y5gf uM gqh10
!
usernane dial -6 password O cisco
isdn switch-type basic-nil
!
crypto map dial 6 10
set peer dial6
mat ch address 133
!
crypto key pubkey-chain dss
named- key di al 6
seri al - nunber 05679987
key-string



753F71AB E5305AD4 3FCDFB6D 47AA2BB5 656BFCAA 53DBE37F 07465189 06E91A82
2BC91236 13DCAAA8 7EC5B48C D276E5FE 0D093014 6D3061C5 03158820 B609CA7C
quit
!
interface EthernetO
i p address 20.20.20.20 255. 255.255.0
!
interface BRI O
i p address 10.10.10.11 255. 255.255.0
encapsul ati on ppp
no i p nroute-cache
| oad-interval 30
dialer idle-timeout 9000
dialer map ip 10.10.10.10 name dial-6 4724118
di al er hol d- queue 40
dialer-group 1
i sdn spidl 919472417100 4724171
i sdn spid2 919472417201 4724172
conpress stac
ppp authentication chap
ppp mul tilink
crypto map dial 6
!
i p classless
ip route 40.40.40.0 255.255.255.0 10.10. 10. 10
access-list 133 permt ip 20.20.20.0 0.0.0.255 40.40.40.0 0.0.0.255
dialer-list 1 protocol ip permt
!
line con O
exec-timeout 0 O
line vty 0 4
password ww
l ogin
!
end

di al - 5#

di al - 6#write terminal
... Building configuration

:Current configuration

!

version 11.3

no service password-encryption

servi ce udp-snal | -servers

service tcp-snmall -servers

!

host nane dial -6

!

boot system c1600-sy56-1 171.68.118. 83
.enabl e secret 5 $1$VdPYuA/ Bl VeEmMDUAFEmM PPJFc
!
usernane dial -5 password O cisco
no i p domai n-1 ookup
isdn switch-type basic-nil

!

crypto map dial5 10

set peer dial5

mat ch address 144

!

crypto key pubkey-chain dss



named- key di al 5
seri al - nunber 05679919
key-string
160AA490 5B9B1824 24769FCD EE5EOF46 1ABBD343 4C0C4A03 4B279D6B OEES5F65F
F64665D4 1036875A 8CF93691 BDF81722 064B51C9 58D72E12 3E1894B6 64B1D145
quit
!
!
interface EthernetO
i p address 40.40.40.40 255. 255.255.0
!
interface BRI O
i p address 10.10.10. 10 255. 255.255.0
encapsul ati on ppp
no i p nroute-cache
dialer idle-timeout 9000
dialer map ip 10.10.10.11 name dial -5 4724171
di al er hol d- queue 40
di al er | oad-threshold 5 outbound
dialer-group 1
i sdn spidl 919472411800 4724118
i sdn spid2 919472411901 4724119
conpress stac
ppp authentication chap
ppp mul tilink
crypto map dial5
!
i p classless
ip route 20.20.20.0 255.255.255.0 10.10.10.11
access-list 144 permt ip 40.40.40.0 0.0.0.255 20.20.20.0 0.0.0.255
dialer-list 1 protocol ip permt
!
line con O
exec-timeout 0 O
line vty 0 4
password ww
l ogin
!
end

di al - 6#

IP 85 9 IPX ;9,0 &5,> i :5 ggaill

AP 345 9 IPX 49,0 &,> uain aiy Jliall 13D 9

Ba>9 3V P )90 45,5 gua> Iy piy (IPX) B2l 13D 9 1aad oLl 59,0 &,> usiv pi tdla>No

WAN- 2511a#write terminal
...Building configuration

:Current configuration

!

version 11.2

no service password-encryption
no service udp-snall-servers
no service tcp-snall-servers

!

host nane WAN- 2511a

|

enabl e password ww
|



no i p domai n-| ookup
i px routing 0000.0c34. aaba
!

crypto public-key wan2516 01698232

B1C127B0 78D79CAA 67ECADSB0 03D354B1 9012C80E 0C1266BE 25AEDE60 37A192A2
B066D299 77174D48 7FBABS5FC 2B60893A 37ES5CB7B 62F6D902 9495733B 98046962

access-list 133 pernmit

qui t

!
crypto map wan2516 10

set peer wan2516

mat ch address 133

!

!
i nterface Loopbackl

i p address 50.50.50.50 255.255. 255.0
!
interface Tunnel 1

no i p address

i px network 100

tunnel source 50.50.50.50

tunnel destination 60.60.60.60
crypto map wan2516

!
interface EthernetO

i p address 40.40. 40. 40 255. 255. 255.0
i px network 600

!
interface SerialO

i p address 20.20.20.21 255.255.255.0
encapsul ati on ppp

no i p nroute-cache

crypto map wan2516

!
interface Seriall

no i p address

shut down

!
i p default-gateway 10.11.19. 254
ip classless
ip route 0.0.0.0 0.0.0.0 20.20.20.20
i p host 50.50.50.50 host 60.60.60.60
!
line con O

exec-timeout 0 O

password ww

l ogin
line 1 16
line aux O

password ww

l ogin
line vty 0 4

password ww

l ogin

!
end

#WAN- 2511a

WAN- 2516a#write terminal
... Building configuration

:Current configuration



!
version 11.2
no service pad
no service password-encryption
servi ce udp-snal | -servers
service tcp-snmall -servers
!
host nane WAN- 2516a
!
enabl e password ww
!
no i p domai n-| ookup
i px routing 0000.0c3b.ccle
!
crypto public-key wan2511 01496536
C8EA7C21 DF3E48F5 C6C069DB 3A5E1B08 8B830AD4 4F1DABCE D62F5F46 ED0O8C81D
5646DC78 DDC77EFC 823F302A F112AF97 668E39A1 E2FCDC05 545E0529 9B3C9553
qui t
!
crypto map wan2511 10
set peer wan2511
mat ch address 144
!
!
hub ether 0 1
l'i nk-test
aut o-pol arity
!
<ot her hub interfaces snipped> !
!
hub ether 0 14
l'i nk-test
auto-pol arity
!
i nterface Loopbackl
i p address 60.60. 60. 60 255. 255. 255.0
!
interface Tunnel 1
no i p address
i px network 100
tunnel source 60.60.60. 60
tunnel destination 50.50.50.50
crypto map wan2511
!
interface EthernetO
i p address 30.30. 30. 30 255.255.255.0
i px network 400
!
interface SerialO
i p address 20.20.20.20 255.255.255.0
encapsul ati on ppp
cl ockrate 2000000
crypto map wan2511
!
interface Seriall
no i p address
shut down
!
interface BRI O
no i p address
shut down
!
i p default-gateway 20.20.20.21
i p classless



iproute 0.0.0.0 0.0.0.0 20.20.20.21
access-list 144 pernit ip host 60.60.60.60 host 50.50.50.50
access-list 188 permit gre any any

!
line con O

exec-timeout 0 O

password ww

l ogin
line aux O

password ww

l ogin

nodem | nQut

transport input al

fl owcontrol hardware
line vty 0 4

password ww

l ogin

!
end

#WAN- 2516a

WAN- 2511a#show ipx route

Codes: C - Connected prinmary network, ¢ - Connected secondary network
S - Static, F - Floating static, L - Local (internal), W- |PXWAN
R- RP, E- EIGRP, N- NLSP, X - External, A - Aggregate
s - seconds, u - uses

.Total IPXroutes. Up to 1 parallel paths and 16 hops all owed 3

.No default route known

C 100 ( TUNNEL), Tul
C 600 (NOVELL- ETHER), EtO
R 400 [151/01] via 100. 0000. 0c3b. ccle,  24s, Tul

WAN- 2511a#show crypto engine connections active
I D Interface | P-Address State Algorithm Encrypt Decrypt
SerialO 20. 20. 20. 21 set DES_56_CFB64 207 207 1

WAN- 2511a#ping 400.0000.0c3b.ccle
"Transl ating "400.0000. Oc3b. ccle

. Type escape sequence to abort
:Sendi ng 5, 100-byte | PX cisco Echoes to 400.0000.0Oc3b.ccle, tinmeout is 2 seconds

Success rate is 100 percent (5/5), round-trip nin/avg/ max = 32/35/48 ns

WAN- 2511a#show crypto engine connections active
I D Interface | P-Address State Algorithm Encrypt Decrypt
SerialO 20. 20. 20. 21 set DES_56_CFB64 212 212 1

WAN- 2511a#ping 30.30.30.30

. Type escape sequence to abort
: Sendi ng 5, 100-byte | CMP Echos to 30.30.30.30, tineout is 2 seconds

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/5/8 ns



WAN- 2511a#show crypto engine connections active

I D Interface | P-Address State Algorithm Encrypt Decrypt
SerialO 20. 20. 20. 21 set DES_56_CFB64 212 212 1
#WAN- 2511a
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DEMX2#write terminal
... Building configuration

:Current configuration

!

version 11.2

no service password-encryption

no service udp-small-servers

no service tcp-small-servers

!

host nane DEMO2

!

enabl e password ww

!

usernane NAS1 password O SECRET

user nane HonmeGat eway password 0 SECRET

no i p domai n-1| ookup

vpdn enabl e

vpdn out goi ng cisco.com NAS1 ip 20.20.20. 20
!

crypto public-key wan2516 01698232
B1C127B0 78D79CAA 67ECADS0 03D354B1 9012C80E 0C1266BE 25AEDE60 37A192A2
B066D299 77174D48 7FBAB5FC 2B60893A 37E5CB7B 62F6D902 9495733B 98046962
qui t

!

crypto map vpdn 10

set peer wan2516

mat ch address 133

!

crypto key-tinmeout 1440

!

interface EthernetO

i p address 40. 40. 40. 40 255. 255. 255.0
!

interface SerialO

i p address 20.20.20.21 255.255.255.0
encapsul ati on ppp



no i p nroute-cache
crypto map vpdn
!
interface Seriall
no i p address
shut down
!
i nterface G oup-Asyncl
no i p address
encapsul ati on ppp
async node dedi cat ed
no peer default ip address
no cdp enabl e
ppp authentication chap pap
group-range 1 16
!
i p default-gateway 10.11.19. 254
i p classless
ip route 0.0.0.0 0.0.0.0 20.20.20.20
access-list 133 pernmt udp host 20.20.20.21 eq 1701
host 20.20.20.20 eq 1701
!
!
line con O
exec-timeout 0 O
password ww
l ogin
line 1 16
nodem | nQut
transport input al
speed 115200
fl owcontrol hardware
line aux O
| ogin | oca
nodem | nQut
transport input al
fl owcontrol hardware
line vty 0 4
password ww
l ogin
!
end

DEMO2#
gl lgdl o aWl dnsdl oVl g3 331 0

CDHwrite terminal
...Building configuration

:Current configuration

!

version 11.2

no service pad

no service password-encryption
servi ce udp-snal |l -servers
service tcp-snall -servers

!

host nane CD

|

enabl e password ww
|

usernane NAS1 password O SECRET



user nane HonmeGat eway password 0 SECRET
user nane user @i sco. com password 0 ci sco
no i p domai n-1| ookup

vpdn enabl e

vpdn i ncom ng NAS1 HoneGateway virtual -tenmplate 1

!
crypto public-key wan2511 01496536

CBEA7C21 DF3E48F5 C6C069DB 3AS5E1B08 8B830AD4 4F1DABCE D62F5F46 EDO8C81D
5646DC78 DDC77EFC 823F302A F112AF97 668E39A1 E2FCDCOS 545E0529 9B3C9553

access-1|i st

144 pernit udp host

qui t
!
crypto key-tineout 1440
!
crypto map vpdn 10
set peer wan2511
mat ch address 144
!
!
hub ether 0 1
Iink-test
aut o-pol arity
!
i nterface LoopbackO
ip address 70.70.70.1 255.255.255.0
!
interface EthernetO
i p address 30.30. 30. 30 255.255.255.0
!
interface Virtual - Tenpl atel
i p unnunber ed LoopbackO
no i p nroute-cache
peer default ip address pool default
ppp authentication chap
!
interface SerialO
i p address 20.20.20.20 255.255.255.0
encapsul ati on ppp
cl ockrate 2000000
crypto map vpdn
!
interface Seriall
no i p address
shut down
!
interface BRI O
no i p address
shut down
!
ip local pool default 70.70.70.2 70.70.70.77
i p default-gateway 20.20.20.21
ip classless
ip route 0.0.0.0 0.0.0.0 20.20.20.21
20.20. 20. 20 eqg 1701 host 20.20.20.21 eq 1701
!
line con O
exec-timeout 0 O
password ww
| ogin
line aux O
password ww
| ogin
nodem | nQut
transport input al
fl owcontrol hardware



line vty 0 4
password ww
l ogin

!

end
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Loser #show crypto cisco algorithms

des cfb-64

des cfb-8

40-bit-des cfb-64

40-bit-des cfb-8

22,9 .83220 duin 6,ia) daxdlo eSS (6 e Jlail dwl> clin| 1=, - show crypto cisco key-timeout -
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Loser #show crypto cisco key-timeout
Session keys will be re-negotiated every 30 m nutes

DES zulas _le Loglaill 6sle] Jd w8gll Job ayazi) 5oloVl 01 paciawl

St Hel en#show crypto conn
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Connecti on Tabl e

PE UPE Conn_id New_id Algorithm Ti me

DES 56_CFB64 Mar 01 1993 03: 16: 09 0 4 0.0.0.1 0.0.0.1
flags: TI ME_KEYS

St Hel en#show crypto key
Session keys will be re-negotiated every 30 minutes

St Hel en#show clock
UTC Mon Mar 1 1993 03:21:23.031*
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SisT I 098, ol ésle ol V. placiw 581 DH 08,1 295 Ly JUd 0o, cumy x> DH o181 295
ol shel pods ol (oIl azgall oS o) Lo Liruo DLl @i DH o)l 2losl (o ol 91 219 oo
oo Gl 91 3219 oGS Lo 0dLi] @i Llolix] Bljiiw] pin cumy ),Sio JSuiy 832210 6,810 Jac
6,mS &y DH 0181 2l

Loser #show crypto cisco pregen-dh-pairs
Number of pregenerated DH pairs: 10

oVl ol> %0 oo due L Lowdgshow crypto cisco connections active

Loser #show crypto engine connections active
I D Interface | P-Address State Algorithm Encrypt Decrypt
Seriall 19.19.19.19 set DES 56_CFB64 376 884 16

2oVl ol>,%0 oo due L Laudgshow crypto cisco engine connections drop-packet
Loser #show crypto engine connections dropped-packet
Interface | P- Addr ess Drop Count

Serial 1 19.19.19.19 39
.Cisco 10S Software ol .9 show crypto engine brief ;1) show crypto engine configuration
2oVl Ol 530 o due L Lwd9(.11.2 lao)

Loser #show crypto engine configuration

sl ot: 0

engi ne nane: fred

engi ne type: sof twar e

serial nunber: 02802219

pl atform rp crypto engine

crypto lib version: 10.0.0

:Encryption Process Info
i nput queue top: 465
i nput queue bot: 465

i nput queue count: O

2oVl ol ,%0 oo due Ll Laudgshow crypto key mypubkey dss
Loser #show crypto key mypubkey dss

crypto public-key fred 02802219

79CED212 AF191D29 702A9301 B3E06602 D4FB26B3 316E58C8 05D4930C CE891810
C0064492 5F6684CD 3FC326E5 679BCA46 BB155402 D443F68D 93487F7E S5ABE182E
qui t
2Vl ol %e oo due UL Lawdgshow crypto key pubkey series dss

Loser #show crypto key pubkey-chain dss

crypto public-key barney 05694352

B407A360 204CBFA3 F9A0COBO 15D6185D 91FD7D3A 3232EBA2 F2D31D21 53AE24ED
732EA43D 484DEB22 6E91515C 234B4019 38E51D64 04CB9F59 EE357477 91810341
qui t

.

.

.



2Vl o> ,%0 oo due Ll Laudgshow crypto map interface serial 1 -
Loser #show crypto map interface serial 1
Crypto Map "ol dstyle" 10 cisco
(Connection Id = 16 (8 established, 0 failed
Peer = barney
PE = 40.40.40.0
UPE = 30.30.30.0
Extended I P access |ist 133
access-list 133 permt ip
source: addr 40. 40. 40. 0/ 0. 0. 0. 255
dest: addr = 30.30.30.0/0.0.0.255
.ph1g_,03H p|A§ﬁ;u!JiQ L£h1ﬂ|cg9Uﬁ” h>y
wan- 5200b#ping 30.30.30.30

. Type escape sequence to abort

:Sending 5, 100-byte |ICWP Echos to 30.30.30.30, timeout is 2 seconds
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 52/54/56 s
#wan- 5200b

wan- 5200b#ping 30.30.30.31

. Type escape sequence to abort
:Sending 5, 100-byte |ICWP Echos to 30.30.30.31, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 52/53/56 s

wan- 5200b#ping 19.19.19.20

. Type escape sequence to abort
:Sending 5, 100-byte |ICWP Echos to 19.19.19.20, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 20/21/24 s

20Vl o> ,%0 oo due UL lawdgshow crypto map interface serial 1
Loser #show crypto map
Crypto Map "ol dstyle" 10 cisco
(Connection Id = 16 (8 established, 0 failed
Peer = barney
PE = 40.40.40.0
UPE = 30.30.30.0
Extended | P access |ist 133
access-list 133 pernmt ip
source: addr = 40.40.40.0/0.0.0.255
dest: addr 30. 30. 30.0/0.0.0. 255

.Joy|‘gt>J:io‘Jo auc ggh UMQ95)§£LA” cUCE5y|Eg;h£ﬂ Y0 -
Loser #debug crypto engine
Mar 17 11:49:07.902: Crypto engine O: generate al g param

.

Mar 17 11:49:07.906: CRYPTO ENG NE: Dh phase 1 status: 0

Mar 17 11:49:07.910: Crypto engine O: sign nessage using crypto engine
Mar 17 11:49:09.894: CRYPTO ENG NE: packets dropped: State = 0

Mar 17 11:49:11.758: Crypto engine O: generate al g param

Mar 17 11:49:12.246: CRYPTO ENG NE: packets dropped: State = 0

Mar 17 11:49:13.342: CRYPTO ENG NE 0: get syndrone for conn id 25

Mar 17 11:49:13.346: Crypto engine 0: verify signature

Mar 17 11:49:14.054: CRYPTO ENG NE: packets dropped: State = 0

Mar 17 11:49:14.402: Crypto engine O: sign nessage using crypto engine
Mar 17 11:49:14.934: Crypto engine 0: create session for conn id 25
Mar 17 11:49:14.942: CRYPTO ENG NE O: clear dh number for conn id 25



Mar 17 11:49:24.946: Crypto engine 0: generate alg param
2oVl o> ,%0 oo due L Lud9debug crypto sesmgmt -

St Hel en#debug crypto sessmgmt

,Mar 17 11:49:08.918: |P: s=40.40.40.40 (Seriall), d=30.30.30.30, len 328
. Found an | CVMP connecti on nessage

Mar 17 11:49:08.922: CRYPTO Dequeued a nessage: CIM
Mar 17 11:49:08.926: CRYPTO SDU. Key Ti nmeout, Re-exchange Crypto Keys
Mar 17 11:49:09.978: CRYPTQO Verify done. Status=CK
Mar 17 11:49:09.994: CRYPTO DH gen phase 1 status for conn_id 22 slot 0: K
Mar 17 11:49:11.594: CRYPTO DH gen phase 2 status for conn_id 22 slot 0: K
Mar 17 11:49:11.598: CRYPTO Syndrone gen status for conn_id 22 slot 0: K
Mar 17 11:49:12.134: CRYPTO Sign done. Status=CK
Mar 17 11:49:12.142: CRYPTO |CMP nessage sent: s=19.19.19.20, d=19.19.19.19
Mar 17 11:49:12.146: CRYPTO SDU:. act_on_nnc_req: NNC Echo Reply sent
Mar 17 11:49:12.154: CRYPTO Create encryption key for conn_id 22 slot 0: K
Mar 17 11:49:15.366: CRYPTO Dequeued a nessage: CCM
Mar 17 11:49:15.370: CRYPTO Syndrone gen status for conn_id 22 slot 0: K
Mar 17 11:49:16.430: CRYPTQO Verify done. Status=CK
(Mar 17 11:49:16.434: CRYPTO Replacing -23 in crypto maps with 22 (slot 0
.Mar 17 11:49:26.438: CRYPTO Need to pregenerate 1 pairs for slot O
Mar 17 11:49:26.438: CRYPTQO Pregenerating DH for conn_id 32 slot O
Mar 17 11:49:28.050: CRYPTO DH phase 1 status for conn_id 32 slot 0: K
i This is good ---------- > ~~

038 ol A, Lals cold ouaiill day,s le Uasl ol uss o6 13
cMar 2 12:19:12.639: CRYPTO SDU. Far end aut hentication error

Connection nessage verify failed
03® Ul Al als sl olojyles gullas o) 13]
Mar 2 12:26:51.091: CRYPTO SDU: Connection
failed due to inconpatible policy

03D lasl Wl Lals @2Jlo e 9l Irgsas DSS pliss oIS 3]
:Mar 16 13:33:15.703: CRYPTO SDU:. Far end aut hentication error
Connecti on nmessage verify failed

20V O30 o e b laudg bl ellas VI auxuas pliso
St Hel en#tdebug crypto key

.Mar 16 12:16:45.795: CRYPTO- KE: Sent 4 bytes

.Mar 16 12:16:45.795: CRYPTO KE: Sent 2 bytes

.Mar 16 12:16:45.799: CRYPTO KE: Sent 6 bytes

.Mar 16 12:16:45.799: CRYPTO KE: Sent 2 bytes

.Mar 16 12:16:45.803: CRYPTO KE: Sent 64 bytes

.

.Mar 16 12:16:56.083: CRYPTO KE: Received 4 bytes
.Mar 16 12:16:56.087: CRYPTO KE: Received 2 bytes
.Mar 16 12:16:56.087: CRYPTO KE: Received 4 bytes
.Mar 16 12:16:56.091: CRYPTO KE: Received 2 bytes
.Mar 16 12:16:56.091: CRYPTO KE: Received 52 bytes
.Mar 16 12:16:56.095: CRYPTO KE: Received 12 bytes

wan- 2511#show crypto engine connections act
I D Interface | P-Address State Algorithm Encrypt Decrypt
Serial 0 20. 20. 20. 21 set DES_56_CFB64 29 28 9

wan- 2511#clear crypto connection 9

wan- 2511#

(Mar 5 04:58:20.690: CRYPTO Replacing 9 in crypto maps with 0 (slot O*
Mar 5 04:58:20.694: Crypto engine 0: del ete connection 9*

Mar 5 04:58:20.694: CRYPTO Crypto Engine clear conn_id 9 slot 0: OK*
wan- 2511#

wan- 2511#show crypto engine connections act

I D Interface | P-Address State Algorithm Encrypt Decrypt



wan- 2511#
oVl ol %0 oo dine L loydg il Lol -

wan- 2511#show crypto mypubkey

crypto public-key wan2511 01496536

11F43C02 70C0ADB7 5DD50600 A0219E04 C867A5AF CA0A4FES CEQ9CCAB ABECA840
EBO95FBEE D727ED5B FOA6F042 BDB5529B DBB0698D DBOB2756 F6CABE8S8F 05E4B27F
qui t

wan- 2511#configure terminal

.Enter configuration conmands, one per line. End with CNTL/Z
wan- 2511(confi g) #crypto zeroi ze

.Warni ng! Zeroize will renpbve your DSS signature keys

Do you want to continue? [yes/no]: yes

.Keys to be renpved are nanmed wan2511 %

Do you really want to renpve these keys? [yes/no]: yes

. Zeroi ze done %

wan- 2511(confi g) #+z

wan- 2511#

wan- 2511#show crypt o nmypubkey
wan- 2511#

2oVl O30 o Gt Ll ladg i ple 2lie a2, Y -
wan- 2511#show crypto pubkey
crypto public-key wan2516 01698232
B1C127B0 78D79CAA 67ECAD80 03D354B1 9012C80E 0C1266BE 25AEDE60 37A192A2
B066D299 77174D48 7FBAB5FC 2B60893A 37E5CB7B 62F6D902 9495733B 98046962
qui t

wan- 2511#configure terminal
.Enter configuration conmands, one per line. End with CNTL/Z
? wan- 2511(confi g) #crypto public-key

WORD Peer nane

#(wan- 2511(config

wan- 2511(confi g) #no crypto public-key wan2516 01698232
wan- 2511(confi g) #+2z

wan- 2511#

wan- 2511#show crypto pubkey

wan- 2511#

ESA 20 le>Molg Cisco 7200 clias| SLiSiwl

oul lede 3l illg (Cisco 7200 dlulw olegzgo e sl cl,>Y 65362V 6aclus ,Ls Cisco Ldgi oS
il 138 ayiy .Cisco 7200 J Jaiuo A8is ¢ ulgo 91 VIP2-40 ddllay] isis ¢ leo JSuiv (9 ESA. ESA

BlaJl e Lo 2,35 91 wlezlodl JI J3x (il oblll s VIP2 zolyy Iz 9l 5le> ¢ ulgo Lol placiuwl
ole21s Y ol 9,0 aS,> usis 6acluny 636> Cisco 7200 aouwwy 1B uais ¢ldg Cisco 0 VIP2 7500
il daagdll (CPU) a8 all axdleall 6259 wly9s las> Lo s plasiwl acluy .Cisco 7200 S, le
5,3V Cisco 10S wilby o sl ol azgill Jio (5,31 Lol,eY leoladiw! Soy

aisly Cisco 10S Software goli s s Jyxo Jio lolos Jaiwmoall daiall : lgo 0955 pin (Cisco 7200 e
Sl (63621 9l 2ol,dl) Jy=all 3axily 656> W 1asd Lgolasiw] piy (il adLoYl 4olgVI o, e sgixy

165629 juii) a>g0ll oz pd Vol

#(wan- 7206a(confi g
O R-6- REMCARD: Card renoved fromslot 3, interfaces di sabl ed%
Mar 2 08:17:16.739: ...switching to SWcrypto engi ne*



wan- 7206a#show crypto card 3

Crypto card in slot: 3

Tanper ed: No

Xtract ed: Yes
Password set: Yes

DSS Key set: Yes

FW ver si on 0x5049702
#wan- 7206a

#(wan- 7206a(confi g

wan- 7206a( conf i g) #crypto zeroize 3

.VWarning! Zeroize will renobve your DSS signature keys
Do you want to continue? [yes/no]: yes

.Keys to be renoved are naned hard %

Do you really want to renove these keys? [yes/no]: yes

[OK]
:0ls] ziogo o8 LaS aldasi 9l 6562V ubuis ¢ uSai

wan- 7206a( confi g) #crypto esa shutdown 3
switching to SWcrypto engine..

wan- 7206a( confi g) #crypto esa enable 3
. There are no keys on the ESA in slot 3- ESA not enabled

LgisSas Jid ESA J auslin clisl p8 ells sz,

wan- 7206a( confi g) #crypto gen-signature-keys hard

Initialize the crypto card password. You will need %
this password in order to generate new signature
.keys or clear the crypto card extraction |atch

: Passwor d
: Re-enter password
Gener ating DSS keys

[ K]

#(wan- 7206a(confi g
wan- 7206a#show crypto mypubkey
crypto public-key hard 00000052
EE691A1F BD013874 5BA26DC4 91F17595 CB8CO6F4E F7F736F1 ADOCACEC 74AB8905
DF426171 29257F8E B26D49B3 ASE11FB0 A3501B13 D3F19623 DCCE7322 3D97B804
qui t

#wan- 7206a
wan- 7206a( confi g) #crypto esa enable 3
switching to HWcrypto engine..

wan- 7206a#show crypto engine brie
crypto engi ne nane: hard

crypto engi ne type: ESA

serial nunber: 00000052
crypto engine state: installed
crypto firmmvare version: 5049702
crypto engine in slot: 3

#wan- 7206a



ESA 20 le>Mols VIP2 clias| Bliiuwl

leio 2,55 91 wlezloll JI Jas (1 oLl i) VIP2 d@8liay e s9>ga)l ESA 656>Vl ddio :ulgo packiamy
6159 119 11955 9 i plaiw] acluy (Cisco 7200 go JII 6B LS .1 uais oy VIP2 aslla, e
098y ESA iais ; lgo oY crypto esa enable joVl a>g, V =)l 038 9 .daus)l (CPU) &S 10l axlsall
9 axiall di e clear-latch juadull zlico gulai o5l .Moge ESA oIS 151 VIP2 adlay, e 39loll juauiui
i 8sle] a5 adl) ol dadd 6,0 J9V ESA isio ¢ ylgo cuis dl>

Routerf#show crypto card 11

Crypto card in slot: 11

Tanper ed: No
Xtracted: Yes
Password set: Yes
DSS Key set: Yes

FW ver si on 0x5049702
#Rout er

_le crypto clear-latch ol ol poa; > aJull Uzl /b, e Jaxiw [ESA i 6a>9 ghRiwY L
obsl gioge 98 oS caxiall elli

.Jan 24 02:57:09.583: CRYPTO Sign done. Status= Extraction |latch set. Request not allowed*

? Router(config)#crypto clear-latch
Chassis slot number <O0-15>

Rout er (conf i g) #crypto clear-latch 11
.Enter the crypto card password %

: Passwor d

Rout er (confi g) #+2

6>ley crypto clear-latch ,oVl 0 Yo, crypto zeroize oVl paziwld Lo lgiues oo 59,0 dalS cuws 13)]
clin] éslel podi loaic .Lgislelg DSS auilas cliw] 65le| o (crypto zeroize 5oVl laol a2, .ESA ko
A3 e Jlo obisl 5,09 633> 5950 dalS clin] lio Lllaww (DSS zuilas

#Rout er
SYS-5-CONFI G | : Configured fromconsol e by consol e%
Rout er #show crypto card 11

Crypto card in slot: 11

Tanper ed: No

Xt ract ed: No
Password set: Yes

DSS Key set: Yes

FW ver si on 0x5049702
#Rout er

Rout er #show crypto engine brief
crypt o engi ne nane: TERT
crypto engi ne type: sof twar e



serial nunber: 0459FC8C

crypto engine state: dss key generated
crypto lib version: 5.0.0

crypto engine in slot: 6

crypt o engi ne nane: WAAA

crypto engi ne type: ESA

serial nunber: 00000078

crypto engine state: dss key generated
crypto firmmvare version: 5049702
crypto engine in slot: 11

#Rout er

Rout er (confi g) #crypto zeroize

.VWarning! Zeroize will renobve your DSS signature keys
Do you want to continue? [yes/no]: yes

.Keys to be renoved are naned TERT %

Do you really want to renove these keys? [yes/no]: yes
. Zeroi ze done %

Rout er (confi g) #crypto zeroi ze 11

.VWarni ng! Zeroize will renobve your DSS signature keys
Do you want to continue? [yes/no]: yes

.Keys to be renoved are naned WAAA %

Do you really want to renove these keys? [yes/no]: yes

[ K]

Rout er (confi g) #+2
Rout er #show crypto engine brief

crypto engi ne nane: unknown
crypto engi ne type: sof twar e
serial nunber: 0459FC8C
crypto engine state: installed

crypto lib version: 5.0.0
crypto engine in slot: 6

crypto engi ne nane: unknown
crypto engi ne type: ESA
serial nunber: 00000078
crypto engine state: installed

crypto firmmvare version: 5049702
crypto engine in slot: 11

#Rout er

Rout er (confi g) #crypto gen-signature-keys VIPESA 11

Initialize the crypto card password. You will need %
this password in order to generate new signature
.keys or clear the crypto card extraction |atch

: Passwor d
: Re-enter password
Gener ati ng DSS keys

[ ]

#(Rout er (config

.Jan 24 01:39:52.923: Crypto engine 11: create key pairs*
Zl\

#Rout er

Rout er #show crypto engine brief

crypto engi ne nane: unknown

crypto engi ne type: sof twar e



serial nunber: 0459FC8C
crypto engine state: installed
crypto lib version: 5.0.0
crypto engine in slot: 6

crypt o engi ne nane: VI PESA

crypto engi ne type: ESA

serial nunber: 00000078

crypto engine state: dss key generated
crypto firmmvare version: 5049702
crypto engine in slot: 11

#Rout er

Rout er #show crypto engine connections active 11

I D Interface | P-Address State Algorithm Encrypt Decrypt
Serial 11/0/0 20. 20. 20. 21 set DES 56_CFB64 9996 9996 2
#Rout er

Rout er #clear crypto connection 2 11

#Rout er

(Jan 24 01:41:04.611: CRYPTO Replacing 2 in crypto maps with 0 (slot 11*
Jan 24 01:41:04.611: Crypto engine 11: del ete connection 2*

Jan 24 01:41:04.611: CRYPTO Crypto Engine clear conn_id 2 slot 11: OK*
Rout er #show crypto engine connections active 11

.No connections

#Rout er
Jan 24 01:41:29.355: CRYPTO ENG NE: Number of connection entries*
received fromVIP 0O

Rout er #show crypto mypub
:Key for slot 11 %
crypto public-key VI PESA 00000078
CF33BA60 56FCEEQ01 2D4E32A2 5D7ADE70 6AF361EE 2964F3ED A7CE08BD A87BF7FE
90A39F1C DF96143A 9B7B9C78 5F59445C 27860F1E 4CD92B6C FBCACBCC 32D64508
quit

Rout er #show crypto pub
crypto public-key wan2516 01698232
C5DE8CA6 8A69932C 70C92A2C 729449B3 FDLOACAD 1773A997 7F6BA37D 61997AC3
DBEDBEA7 51BF3ADD 2BB35CB5 B9126B4D 13ACF93E ODFOCD22 CFAACLA8 9CE82985
quit

#Rout er
interface Serial 11/0/0
i p address 20.20.20.21 255.255.255.0
encapsul ati on ppp
ip route-cache distributed
no fair-queue
no cdp enabl e
crypto map test

Rout er #show crypto eng conn act 11

I D Interface | P-Address State Algorithm Encrypt Decrypt
Serial 11/0/0 20. 20. 20. 21 set DES 56_CFB64 761 760 3
#Rout er

Jan 24 01:50: 43. 555: CRYPTO ENG NE: Nunber of connection*
entries received fromVIP 1



#Rout er
dlo old oo

2 c;55J1 - ISAKMP g IPSec :lg>Moolg asllasi LiSiwlg CiSCO (0 dSuidl ddo i (0SS -
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