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2 a>qoll -
3 a>qall -

a>goll 195G - R2

R2#write terminal

...Building configuration

Current configuration : 1412 bytes

|

version 12.3

service timestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

|

hostname R2

|

boot - start - mar ker

boot - end- mar ker

|

!

no aaa new node

!

resource policy

|

clock timezone EST O

i p subnet-zero

no i p domain | ookup

|

!

crypto isakmp policy 10
authentication pre-share

|

crypto isakmp key ciscokey address 200.1.1.1
|

1

crypto ipsec transform-set myset esp-3des esp-md5-hmac
|
crypto map myvpn 10 ipsec-isakmp

set peer 200.1.1.1

set transform-set myset

Include the private-network-to-private-network ---!
traffic !--- in the encryption process: match address
101

!

|

1
interface Ethernet0/0

ip address 172.16. 1.1 255.255.255.0
ip nat inside

ip virtual -reassenbly

|
interface Ethernet1/0

i p address 100.1.1.1 255.255.255.0
ip nat outside

ip virtual -reassenbly

crypto map myvpn

|
ip classless
iproute 0.0.0.0 0.0.0.0 100.1.1.254




1
ip http server
no ip http secure-server
1
Except the private network from the NAT process: ip ---!
nat inside source list 175 interface Ethernetl/0
overload
!
Include the private-network-to-private-network ---!
traffic !--- in the encryption process: access-list 101
permit ip 172.16.1.0 0.0.0.255 10.1.1.0 0.0.0.255
Except the private network from the NAT process: —---!
access-list 175 deny ip 172.16.1.0 0.0.0.255 10.1.1.0
0.0.0.255
access-list 175 permit ip 172.16.1.0 0.0.0.255 any
1
1
1
control - pl ane
1
1
line con O
exec-timeout 0 O
line aux O
line vty 0 4
| ogin
!
end

azsall cusSs - R3

R3#write terminal
...Building configuration
Current configuration : 1630 bytes
1
version 12.3
service timestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption
1
host nane R3
!
boot - st art - mar ker
boot - end- mar ker
!
!
no aaa new node
!
resource policy
1
clock timezone EST O
i p subnet-zero
no i p domain | ookup
1
crypto isakmp policy 10
authentication pre-share
crypto isakmp key ciscokey address 100.1.1.1
1
1
crypto ipsec transform-set myset esp-3des esp-md5-hmac
1
crypto map myvpn 10 ipsec-isakmp
set peer 100.1.1.1




set transform-set myset
Include the private-network-to-private-network ---!
traffic !--- in the encryption process: match address
101

1

1

!

interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0

ip nat inside

ip virtual -reassenbly

1

interface Ethernetl1/0

i p address 200.1.1.1 255.255.255.0

ip nat outside

ip virtual -reassenbly

crypto map myvpn

1

1

ip classless

ip route 0.0.0.0 0.0.0.0 200.1.1.254

1

no ip http server

no ip http secure-server

1

Except the private network from the NAT process: ip ---!
nat inside source list 122 interface Ethernetl/0

overload
Except the static-NAT traffic from the NAT process ---!
if destined !--- over the encrypted tunnel: ip nat

inside source static 10.1.1.3 200.1.1.25 route-map nonat
!
access-list 101 permit ip 10.1.1.0 0.0.0.255 172.16.1.0
0.0.0.255
Except the private network from the NAT process: —---!
access-list 122 deny ip 10.1.1.0 0.0.0.255 172.16.1.0
0.0.0.255
access-list 122 permit ip 10.1.1.0 0.0.0.255 any
Except the static-NAT traffic from the NAT process ---!
if destined !--- over the encrypted tunnel: access-list
150 deny ip host 10.1.1.3 172.16.1.0 0.0.0.255
access-list 150 permit ip host 10.1.1.3 any

1
route-map nonat permit 10

match ip address 150

1

1

1

control -pl ane

1

1

line con O

exec-timeout 0 O

line aux O

line vty 0 4

| ogin

!

end
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