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Microsoft Windows 2000 Server 5.00.2195 -

c3640-ik203s-mz.121-5.T.bin 9Mb| dx0,» ® CiSCO i0S go 12 gluwe cisco 3640 -

5.2.1 lao¥l PIX 2ol 2o Cisco o oV PIX dlo> Sla> -

F.2.5.2 asuw VPN 3000 S 0 g0l go Cisco VPN 3000 ;S0 -

5.2.19 asuw VPN 5000 S 0 g0l go Cisco VPN 5000 S0 -
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_ Microsoft
l l Windows 2000
Server

\ Internet —
Router
192.168.1.1 /'
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Network
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E= Local Security Settings

Mi=] E3
aton Yew || & = | Bm| X FB| @] @3] %43
Tree | Name - | Description | Policy assigned |
;} Security Settings & Client (Respond Only)  Communicate normally (uns... Mo
=& Account Policies &1 secure Server (Requir... For all IP traffic, abways req... Mo
) Lj Local Pobicies E‘j Server (Reguest Secu..

. For all IP traffic, abvavs req...  No

%[0 Public Key Policies
@ IF Security Policies on

|
Cisco- 9 Microsoft-Cisco :auai Jolge e 0id Jlodl 6acl9 sgixi .2




to_cisco Properties |

Rules | General I

mpm|  Secunty ules for communicating with other computers

|P' Security Rules:

IP Filker List Filker Action Authentication... | Tu
Microzoft-Cieco Permit Preshared Key 17
Cizco-Microsoft Perrnit FPreshared Key 17
O <Dynamic Default Rezponsze FPreshared Key Mc

1 | |

Add... Edit... | Remove | WV Use Add wizard

Cloze I Lancel | Ay

Microsoft

atuas Joloe ailgd L ,x/adlol/ o2 yi,m5 G99 il ai (Cisco-Microsoft IP ¢l 6acld 5a> .3



Edit Rule Properties K |

Authentication Methods | Tunnel Setting I Connection Type

IP Filter List | Filter Action
=,
N The zelected [P filker lizt zpecifies which nebwark, traffic will be
secured with thiz rule.
[P Filker Lizts:

M arme D ezcription
{2 Al ICMP Traffic Matches all ICMP packets betw...
{2 Al P Traffic Matches all IP packets from thiz ..
E} Cizco-Microzoft

) Microzoft-Cizco

Add.. Edi.. | FRemove |

k. I Cancel | Apply

P
28800 = dad> IKE (480 J oL ,idVl el Ll dnaiis whls < sxclill ple ygull dode (o .4




to_cisco Properties ﬂ E |

Fule: General I

ey Exchange settgs K]

[ Master key Perfect Forward Secrecy
Authenticate and generate a new key after eveny:
|4E=n

minutes

Authenticate and generate a new key after eveny:

ID sezsion(s]
Pratect identities with theze secunty methods:
Methods...

Intermnet K.ey Exchange [IKE] for Windows 2000
Jointly developed by Microzaoft and Cieco Spztems, [nc.

ak. Cancel

adyanced...

O Cancel Ay

(ast
IKE & 3259 (IKE (DES jstis wglwl wllwl < doadio ohls < saclill ple wysull doMe G ani .5
Diffie-Helman dcgo>s9 ((SHA1



to_cisco Properties E |

Key Exchange Security Methods E l

(s} Fratect identities during authentication with these security
methods.

Securty Method preference arder:

F iciyption Inkegrity Diffie-Hellmar ... Add... |
ES SHA1 Lo [1]
ES SHAT Low [1] Edit.. |
DES tD5 b ediurm [2]
ES tDE Low [1] Remove
fowe up
ll | v tove down

Ok | Cancel |

Q. Cancel Spply

il plize ol lipuo & yiuiall auilaall) @skaall wylwl:css clode 5 e dbams Jole JS sgix, .6




JLaiVl ggs

Edit Rule Properties K E3 |

[P Filter List

Filter Action
Authentication Methods I Tunnel Setting I

Connection Type

The authentication methiod zpecifies how trust iz established

between the computerz. Offer and accept these

authentication methods when negaotiating zecunty with

anather comprter.

Authentication Method preference order:

b ethiod D etails Add...
Preshared Eey ciscol 23
Edit...
Hemove
fowve up
fliave dowr
O Cancel Apply

([IKE]




Edit Rule Properties K

IP Filter List | Filter &ction |
Buthentication Methods I Tunnel Setting Connection Type
Ll Thiz rule only applies to netwark: traffic owver connections of

the zelected type.

i~ Al network, connections

% |ocal area netwark [L&M)

i Remote access

ak. Cancel Apply

:(LAN)
dyiuaill



ddoc >o>

Edit Rule Properties K |

Authentication Methods I
[P Filter List

Tunnel Setting

| Connection Type

Filter Action

The zelected filker action gpecifies whether thiz rule negotiates
far secure network, traffic, and how it will zecure the tratfic.

Filter Actions:
M arme Dezcription
&) IPSec turnel
) Parmit Permit unzecured IP packets to ..

{2 Request Security [Optional]
{2 Fequire Security

Add... Edi...

Aocept: unsecured communicat, ..

Aoocepts unsecured communicat. ..

Remaove | ™ Usze Add‘wizard

Ok,

Cancel |

Apply

:(IPSec)




Modify Security Method K |

Security Method I

™ High [ESP)

Drata will be encrypted, authentic and unmodified
" Medium [&H]

Drata will be authentic and unmodified, but will not be enciypted
% Custom [for expert ugers)

Settings...
ak. I Cancel Spply
B9 il L

clsy 6,i99 IPSec Jigx wllac - whlac)l



[rtegrity algarithn:

[MD5 -~

[ntegrity algornthnm:
M5 |

E ncryption algornthm:

DES |

Custom Security Method Settings K |

Specify the zettings for thiz custom zecurity method.

[T Data and address integrity without encryption [4H] ;

¥ Dataintegrity and enciyption [ESP);

— Sezzion Key Settings:

|1 Q0000 Kbutes

[T Generate a new key eveny:

W Generate a new key every

|35nn

zeconds

ak I Cancel

:IPSec

Joloe @aild

Cisco- &S i) dnid 1B ais ollasll dg2glly Hnaall &lSui - IP dyiuas

:Microsoft

! IP Filter List EE

B IP Filber list is composed of muliphe fiters, In this way multiple suboets, 1P

—
%L' addreszes and protocols can be combined mbo one (P Fikes.
L
MName:
Cizco-Micaozaft
Dezciphion: Add... ]
=]
;I L g o )
Fiters ¥ Usze AddWizard
Mmared  Descnpbon Pratoceol | Source Part Destinabon Part Source DNS Mame | Source fAddress Source Ma
e ANY AN A <& specitic [P Sub.. 19218210 285 265 2¢
[

ok | coael |

Microsoft- J
:Cisco



{1IP Filter List

-+ A IF fiber st is composed of multiple filers. In this wey muliiple subnets, IP
E: afdresses and protocoks can be combned into one I fiter,

Hame:

Microzoft-Cisco

K E

Descoption: Add..
-] Edil..
=l Riemove
Fikess I Use tdd Wiz aed
Murored | Description Frokocol Source Post Drestination Poit Source DNS Mame | Sounce Addiess
Yes ANY ANY ANY <A specific P Sub.. 1032500
« ]
o | cancel |
Cisco- as il duud b el 5l - gadl slac]

Edit Rule Properties il Bt

2 IF Filter List ] Filter Action ]

Authentication Methods Tunnel Setting l Connection Type ]

= The tunnel endpoint iz the tunneling computer clozest bo the
- IP traffic destination, az zpecified by the azzociated |P Filker
Lizt. It takes bwo rules to descrbe an IPSec Tunnel,
(" Thiz rule does not zpecify an IPSec tunnel.
(¢ The tunnel endpaint i specified by this |P Address:
172 . 18 .124 157
] Cancel
J :Microsoft




Edit Rule Properties ? X

I Filter List ] Filter Action
Authentication Methods Tunnel Setting l Connection Type
=+ The tunnel endpoaint iz the tunneling computer clozest o the
—

IF traffic destination, az specified by the azzociated [P Filker
Lizt. It takes bwo rules to descnbe an [PSec Tunnel.

(" Thiz rule does nat zpecify an IPSec tunnel.

+ The tunnel endpaint is specified by this IP Address:
172.18 .124 . 35

ak. Cancel Apply

:Microsoft-Cisco

Cisco 6 el (oS5
Al oYl _$ auinge 9@ LS VPN Concentrator g PIX g Cisco olg>g0 (rueSiy ad

Cisco 3640 a>go -
PIX .

VPN 3000 ;S . -
VPN 5000 ;S . -

Cisco 3640 a>gall :9S5

Cisco 3640 a>g0

Current configuration : 1840 bytes

!

version 12.1

no service single-slot-rel oad-enabl e
service tinmestanps debug uptine




service tinestanps |og uptinme

no service password-encryption

1

host nane noss

1

logging rate-limt console 10 except errors

1

i p subnet-zero

1

no ip finger

!

ip audit notify |og

ip audit po max-events 100

1

crypto isakmp policy 1

The following are IOS defaults so they do not ---!
appear: !--- IKE encryption method encryption des !---
IKE hashing hash sha !--- Diffie-Hellman group group 1
!I--- Authentication method authentication pre-share
IKE lifetime lifetime 28800 ---!

encryption peer crypto isakmp key ciscol23 address ---!
172.18.124.157

1

The following is the IOS default so it does not ---!
appear: !--- IPSec lifetime Crypto ipsec security-
association lifetinme seconds 3600 ! !--- IPSec
transforms crypto ipsec transform-set rtpset esp-des
esp-md5-hmac

1

crypto map rtp 1 ipsec-isakmp

Encryption peer set peer 172.18.124.157 ---!

set transform-set rtpset

Source/Destination networks defined match address ---!
115

1

call rsvp-sync

1

interface Ethernet0/0

ip address 192.168.1.1 255.255.255.0

ip nat inside

hal f - dupl ex

!

interface Ethernet0/1

ip address 172.18.124.35 255.255.255.240

i p nat outside

hal f - dupl ex

crypto map rtp

1

ip nat pool |NTERNET 172.18.124.35 172.18.124. 35 net nask
255. 255. 255. 240

ip nat inside source route-map nonat pool | NTERNET

ip classless

iproute 0.0.0.0 0.0.0.0 172.18.124. 36

no ip http server

1

access-list 101 deny ip 192.168.1.0 0.0.0.255 10.32.50.0
0.0.0. 255

access-list 101 permt ip 192.168.1.0 0.0.0.255 any
Source/Destination networks defined access-list 115 ---!
permit ip 192.168.1.0 0.0.0.255 10.32.50.0 0.0.0.255
access-list 115 deny ip 192.168.1.0 0.0.0.255 any
route-map nonat pernit 10

match i p address 101
!




line con O

transport input none
line 65 94

line aux O

line vty 0 4

|

end

PIX

(PI'X Version 5.2(1
nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
host nane pi xfirewal
fixup protocol ftp 21
fixup protocol http 80
fixup protocol h323 1720
fixup protocol rsh 514
fixup protocol sntp 25
fixup protocol sqglnet 1521
fixup protocol sip 5060
names
Source/Destination networks defined access-list 115 ---!
permit ip 192.168.1.0 255.255.255.0 10.32.50.0
255.255.255.0
access-list 115 deny ip 192.168.1.0 255.255.255.0 any
pager lines 24
| oggi ng on
no | oggi ng tinestanp
no | oggi ng standby
no | oggi ng consol e
no | oggi ng nonitor
no | oggi ng buffered
no logging trap
no |l ogging history
logging facility 20
| oggi ng queue 512
interface ethernet0 auto
interface ethernetl 10baset
ntu outside 1500
ntu inside 1500
ip address outside 172.18.124.35 255.255.255.240
i p address inside 192.168.1.1 255.255.255.0
ip audit info action alarm
ip audit attack action alarm
no failover
failover tinmeout 0:00:00
failover poll 15
failover ip address outside 0.0.0.0
failover ip address inside 0.0.0.0
arp tineout 14400
Except Source/Destination from Network Address ---!
Translation (NAT): nat (inside) 0 access-list 115
route outside 0.0.0.0 0.0.0.0 172.18.124.36 1
timeout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h323 0:05: 00




sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

+aaa- server TACACS+ protocol tacacs

aaa-server RADI US protocol radius

no snnp-server |ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-ipsec

no sysopt route dnat

IPSec transforms crypto ipsec transform-set myset ---!
esp-des esp-md5-hmac

IPSec lifetime crypto ipsec security-association ---!
lifetime seconds 3600

crypto map rtpmap 10 ipsec-isakmp

Source/Destination networks crypto map rtpmap 10 ---!
match address 115

Encryption peer crypto map rtpmap 10 set peer ---!
172.18.124.157

crypto map rtpmap 10 set transform-set myset

crypto map rtpmap interface outside

isakmp enable outside

Encryption peer isakmp key ******** address ---!
172.18.124.157 netmask 255.255.255.240

isakmp identity address

Authentication method isakmp policy 10 ---!
authentication pre-share

IKE encryption method isakmp policy 10 encryption ---!
des

IKE hashing isakmp policy 10 hash sha ---!
Diffie-Hellman group isakmp policy 10 group 1 ---!
IKE lifetime isakmp policy 10 lifetime 28800 ---!
telnet tineout 5

ssh timeout 5

termnal width 80

Crypt ochecksum ¢237ed11307abea7b530bbd0c2b2ec08

end :

VPN 3000 ;S ;0 'p955

a2l caw> VPN S50 0983 obsl daxogall olaleally dasslall o)l pasiwl

aLo| < IKE o> jiio < IPSec < _aaill JuasVl oVeSgigp < plhaill < 083l 32> (IKE o ddloY -

.Coiso
Proposal Name = DES- SHA

Authentication method Aut hentication Mbde = Preshared Keys !--- IKE hashing ---!

Aut henti cation Al gorithm = SHA HVAC- 160 /--- IKE encryption method Encryption Al gorithm =
DES-56 !--- Diffie-Hellman group Diffie Hellman Group = Group 1 (768-bits) Lifetine
Measurenent = Time Date Lifetime = 10000 !--- IKE lifetime Time Lifetime = 28800

.

LAN aSai < _aadl JLasVl oYoS539, < ol < 2655 53> LAN aSuis _JI LAN aSuis opo G5 2yl

IPSec J LAN & JI
Name = to_2000
Interface = Ethernet 2 (Public) 172.18.124.35/28

Encryption peer Peer = 172.18.124.157 !--- Authentication method Digital Certs = none ---!
(Use Pre-shared Keys) Pre-shared key = ciscol23 !--- IPSec transforms Authentication =
ESP/ MD5/ HVAC- 128 Encryption = DES-56 !--- Use the IKE proposal | KE Proposal = DES- SHA

Aut odi scovery = off !--- Source network defined Local Network Network List = Use IP

Addr ess/ Wl dcard-nmask bel ow | P Address 192.168.1.0 Wldcard Mask = 0.0.0.255 /---

Destination network defined Renpte Network Network List = Use | P Address/ W I dcard-mask bel ow

I P Address 10.32.50.0 WIldcard Mask 0.0.0. 255



Jiass < ooVl oLLadl < 59,0l 455> 6,15] < dawluad] 6,D5] < (1955 32> (OloVI GBI Jyaed -
SA Nane = L2L-to_2000
I nheritance = From Rul e
| PSec Paraneters
IPSec transforms Authentication Al gorithm = ESP/ MD5/ HVAC- 128 Encryption Al gorithm= ---!

DES- 56 Encapsul ati on Mode = Tunnel PFS = Disabled Lifetime Measurenent = Tine Data Lifetine

= 10000 !--- 1IPSec lifetime Tine Lifetime = 3600 |ke Paraneters !--- Encryption peer |KE
= 172.18.124. 157 Negotiation Mode = Main !--- Authentication method Digital Certificate
= None (Use Preshared Keys) !/--- Use the IKE proposal |KE Proposal DES-SHA

VPN 5000 ;S 10 955

VPN 5000 S,

[ IP Ethernet 1:0 ]

Mode = Routed
Subnet Mask = 255. 255. 255. 240
| PAddress = 172. 18. 124. 35

[ General ]
| PSecGateway = 172.18.124. 36
"Devi ceNane = "cisco

Et her net Address = 00: 00: a5: f 0: ¢8: 00

Devi ceType = VPN 5002/ 8 Concentrator
ConfiguredOn = Ti meserver not configured
Confi guredFrom = Conmand Li ne, from Consol e

[ I'P Ethernet 0:0 ]

Mode = Routed
Subnet Mask = 255. 255. 255. 0
| PAddress = 192.168.1.1

[ Tunnel Partner VPN 1 ]

Encryption peer Partner = 172.18.124.157 !--- --—- !
IPSec lifetime KeylLifeSecs = 3600 Bi ndTo = "ethernet
1: 0" !--- Authentication method SharedKey = "ciscol23"
KeyManage = Auto !--- IPSec transforms Transform =
esp(nd5, des) Mbde = Main !--- Destination network
defined Peer = "10.32.50.0/24" !--- Source network
defined Local Access = "192.168.1.0/24" [ IP Static ]
10.32.50.0 255.255.255.0 VPN 1 1 [ IP VPN 1] Mde =
Rout ed Nunbered = OFf [ IKE Policy ] !--- IKE hashing,
encryption, Diffie-Hellman group Protection = SHA DES Gl
.Configuration size is 1088 out of 65500 bytes
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ol ol 2131

a3Vl zonai olol 9 dagall wlogleall [le eMbYI >, a3Vl apnas jol9l jlan] Jd ala>Ve

Cisco 3640 a>go

oy il das il Guaiidl oS xe Jog> elasVl auxuas Jilwy Lo = - debug crypto Engine -
IKE &lasl Jo> Jibw, Lo =, - debug crypto isakmp -

IPSec wla>l o=, - debug crypto ipSec -

abas 8 (SAs) il IKE ool olLidl go> Lo =, - show crypto isakmp sa -

Al LY oLl 8 o doaciuall olslacyl o=, - show crypto ipSec -

.ol IKE wVlail gua> guws (005Wl 09 (40) - isakKmp psuiuidl gauo -

IPSec ulol oLl guaz> Bixy (LuoSill 209 (o) - Crypto sa auuo -

.2 d>,0ll IPSec wloglan o ,=, - debug crypto ipSec -

> ,all (ISAKMP) e i)l olol bls)ly aslaall 6,551 JoSgi9 0 wlioglas o=, - debug crypto isakmp -
A

B uein pi _Jl oLl H9,0 a5,> Lo 42, - debug crypto Engine -

2 dl>,all Glol oLl o=, - show crypto ips sa -

1 al> 0l Glol wblidl o =, - show crypto isakmp sa -

(IKE) cois¥l gliso Jsbs olol LBl guuo (rsSdl @29 (o) - ISAKMP Lydiss ano -

(c9SWl g0 y0) - IPsec aiill IPSec ylol o blLid] auo -

VPN 3000 ;S ;0

6 0ka)l) Jhass < oliall < SVl < plaill < el 3az5 SN (0 VPN 3000 5,0 clas] quzas ey - -
IKE. IKEDBG. IKEdecode: IPSec. IPSECDBG. :(3-1=pSxil 62>9 _JI 8 ,glaz3l 13-1=Jzull JI
IPSECDECODE

SVl Jouw < adle a5 JNS (o 0505wl 91 SVl Jouw zawe oSoy - -

.dwl><monitore 9 monitore S galaiwy 49,0 aS,> s lan Jl lan JI - -

- olel,>] <LAN a4 J] LAN &S Jas ol < 8)bY1 olwlz < 8)bYI 9 gl gao Say - -
293 Joruws

VPN 5000 ;S ;0

Jo> ologleo &3 (9 Loy (dsylaall VPN oYLl guo> Jo> wlogles o2 - VPN Trace Dump all -
oz o90> dl> 99 cawaill poll Jusiv a3 Sl ubaill s8]l IP Glgicg VPN aSuis 08,9 (ol
Lol &a> > 2olil o, Slaw p8)9 uis)

dalaodl 5 lall) .0 JSJ Jlaz Vg elSuilly uoaivwel) alll wlogleall Lo =, - Show vpn statistics -
- olioglaall (9 .adll sl oYLasVl - _JIJI Active (.adaoss 63>9 axid JSJ Lo o yoll pouiai
Jasis 6lel 3T io dioljinll alaiudl oYLaVl ¢o sac el - High Water &)l dwoglaadl o YlasVl
B8l ey sac - gaill ex . i 6sle] adae 31 s daxsWl oVLasYl sae > - Sl o]
ezl e sz il BVl sae - gas Uas lgd cllasi azgs ¥ Ll §lasYl sac - Tunnel OK

Wlis ST Jlail olelaslg ISAKMP Logles wlila>l Lo =, - show vpn statistics verbose -
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