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‘ VPN 3000 Tunnel

Concentrator
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192.168.10.1 200.1.1.2

Internej

Tunnel

192.168.10.2
L2 - 192.168.50.1 203.20.20.2 —

172.16.1.1 —»

1721612 —»
L2 -172.16.30.1

L1-172.16.20.1

o HTA |


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

r0Sill 13D sitaoll 13 p1iuy
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version 12.3
service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
no service password-encryption
1
host name dude
!
menory-size i onem 15
i p subnet-zero
!
ip audit notify |og
ip audit po max-events 100
IKE policies. crypto isakmp policy 1 ---!!
encr 3des
hash md5
authentication pre-share
group 2
crypto isakmp key ciscol23 address 200.1.1.2
IPsec policies. crypto ipsec transform-set to_vpn ---!
esp-3des esp-md5-hmac

crypto map to_vpn 10 ipsec-isakmp
set peer 200.1.1.2
set transform-set to_vpn

Traffic to encrypt. match address 101 ---!
1

interface Ethernet0/0

ip address 203.20.20.2 255.255.255.0
ip nat outside

hal f - dupl ex

crypto map to_vpn

interface Ethernet0/1
ip address 172.16.1.1 255.255.255.0
ip nat inside
hal f - dupl ex
!
ip nat pool mypool 203.20.20.3 203.20.20.3 netmask
255.255.255.0
ip nat inside source route-map nonat pool mypool
overload
ip http server
no ip http secure-server
ip classless
ip route 0.0.0.0 0.0.0.0 203.20.20.1
ip route 172.16.20.0 255.255.255.0 172.16.1.2
ip route 172.16.30.0 255.255.255.0 172.16.1.2
Traffic to encrypt. access-list 101 permit ip ---!

172.16.1.0 0.0.0.255 192.168.10.0 0.0.0.255
access-list 101 permit ip 172.16.1.0 0.0.0.255
192.168.40.0 0.0.0.255

access-list 101 permit ip 172.16.1.0 0.0.0.255
192.168.50.0 0.0.0.255

access-list 101 permit ip 172.16.20.0 0.0.0.255
192.168.10.0 0.0.0.255

access-list 101 permit ip 172.16.20.0 0.0.0.255
192.168.40.0 0.0.0.255

access-list 101 permit ip 172.16.20.0 0.0.0.255




192.168.50.0 0.0.0.255
access-list 101 permit ip 172.16.30.0 0.0.0.255
192.168.10.0 0.0.0.255
access-list 101 permit ip 172.16.30.0 0.0.0.255
192.168.40.0 0.0.0.255
access-list 101 permit ip 172.16.30.0 0.0.0.255
192.168.50.0 0.0.0.255

Traffic to except from the NAT process. access-list ---!
110 deny ip 172.16.1.0 0.0.0.255 192.168.10.0

0.0.0.255

access-list 110 deny ip 172.16.1.0 0.0.0.255
192.168.40.0 0.0.0.255

access-list 110 deny ip 172.16.1.0 0.0.0.255
192.168.50.0 0.0.0.255

access-list 110 deny ip 172.16.20.0 0.0.0.255
192.168.10.0 0.0.0.255

access-list 110 deny ip 172.16.20.0 0.0.0.255
192.168.40.0 0.0.0.255

access-list 110 deny ip 172.16.20.0 0.0.0.255
192.168.50.0 0.0.0.255

access-list 110 deny ip 172.16.30.0 0.0.0.255
192.168.10.0 0.0.0.255

access-list 110 deny ip 172.16.30.0 0.0.0.255
192.168.40.0 0.0.0.255

access-list 110 deny ip 172.16.30.0 0.0.0.255
192.168.50.0 0.0.0.255

access-list 110 permit ip 172.16.1.0 0.0.0.255 any

1
route-map nonat permit 10
match ip address 110

l'ine con
i ne aux
line vty O

— b O O —

end
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Configuration | Interfaces

Thiz section lets you configure the VFIN 3000 Concentrator's networls interfaces and power supphes

[r1 the takle below, or mthe pichore, select and chcle the mberface wou want to configure

23 o VPN S50 6,150 ais o) bo )9, 13D ¢S, ¥

JI el Sy ol azs ool cuaxd uzy ol w)B<JiSis o sl 1

Save Neededly Refresh

|Ethemet 3 (Extemal] Mot Configured

| Imterface | Status | IP Address |Subnet Mask | MAC Address Default Gateway
[Ethernet 1 (Private) | UF [192.168.10.1[255.255.255.0 [00.03. 40,88 00.7D
Ethemet 2 (Publicy | TP [200.1.1.2  [255.255.255.0[00.03.40.88.00.7E 200.1.1.1

|0.0.0.0 looon

DS Domain Name
o Power Supplies

|UHS server(s) I.IJNS Server Mot Condipured

320 (U31) 35 wadlly J3as (i il) swasdl JSuiv ol J320 wasi<ip routing<plai< s o i1 .2

o e 8 a3Vl gly ol IPsec J
o>

Confipure the defalt pateways for your system

Default Gateway [200.1.1.1

Mhetric | |
Tunmel Defanlt

Gateway
Owverride Defanlt
Gateway

Apphy Cancel 1

[Ta2168102]

Enter the TF addrecs of the defaudt gatewsay or router. Enter 0.0 0.0 for no

default router
Erter the metric, from 1 to 16

Enter the TF address of the default gateway or router for iannels. Enter 000 0)
for 1o defandt router

Check to allow learned default gatesrays to overnde the configured defanlt

Eateway.
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Idedily a confipured Detwork List. Chek on Generate Local List o penerate a neteark Hst based on routmg entnes on the
Frivate mi=rface.

List Name |upn_lucal_suhnet Mame of the Memrorle Last vou are adding. The name must be

UL que.
» Enter the Metworles and Wildcard masks uzing the

192.168.10.0/0.0.0.255 =] followng format nannnfonnn (e g

192.168.40.0/0.0.0,255 1010000000255 2550,

192.168.50.0/0.0.0,255 o Note: Enver awildeard mask, which is the reverse o

a submet mask. A wildcard mask has 1z mn bt posihons
todgnore, (s in kit posiions to match, For example,

Netwarlk List 10.10.1.040.0.0.255 = all 10.10.1.1mn addresses.
# Each Metworle and Wilde ard mask par must be entered
on a smgle ne.
".:_I s The Wildcard mask may be omitted i€ the natural
] X Wildcard mask is to be used
Apply | Cancel | GenerstaLocallisn |
oSl LD 0id

.o

bioddy a confipured Metwork List Chek on Generate Local List to generate a neteeork list based on routing entries on the
Frovate mterface

List Name |rc|u1er_9uhnel N?ml: of the Metworl: List you are addmg. The name must be

'I.'If.I.I.q_LI.E'.
» Enter the Metworles and Wildoard masles namg the
172.16.1.0/0.0.0.255 | follownng format, nunA/nRRR (2 8
192.15.20.0/0.0.0.255 10.710.0.0/0.0.255.253).
172.15.30.0/0.0.0.255 » Note: Enter a wildcand mask, which is the reverse of]

a suhnet mask. A wildeard mask has 13 in bit pogrticns
to gnere, Oz m ket postons to match For example,

el T ale 10.10.1.0/0.0.0.255 = all 10.10. 1.ann addresses.
» Each Metworde and Wildcard mask pair must be entered
on a smgle fine,
_’j o The Wildcard mask may be omitted o the naharal
—':1 - Wildeard mask 15 to be used.
Apphy | Cancel | Gienarate Local List 1

iS,> olS 3] bo a9 ,20) §axid APSEC 45 gl pl 13| dla>Ve:iSuill Lissld lad olid (laiS] sic 4
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cy Management | Traffic Management | Network Lists

Thiz section lets you add, modify, copy, and delete Network Lists.

Chck Add to create a Network List, or select a Network List and click Modify, Copy, or Delete.

Network List Actions

WM Client Local LAN (Defaulf)
wpn_local_subnet
router_subnet

Add
Modify

Copy
Deleta

LAN-to-LAN JI cicg IPSec lan-to-LAN<JsSs59 ,; tunneling<pls<JuSis o il .5

ystem | Tunneling Protocols | IPSec | LANAD LAN | Add

£dd anew IPSec LAN-to-LAN connechaon.

Enahle ¥

MName |I:-u_rnutar

Interface |Ethemet 2 (Public) (2001.1.2) x|

Connection Type I Brdirectional _:_I

203.20.20.2 |

Pesrs

=

| MHone (Use Freshared Keys) j

Digital
Certificate
Certificate © Enbre certificate chain

Transmission & Tdensty certficate only
Preshared Eey |misco123
Authentication I ESEAMDEHMAC-12E =]

Encryption | IDES-168 'I

IKE Proposal |IKE-3DES+D5 =]

Check to enable thas LAT-to-LAN connechon
Enter the name for ths LAY -po-LAN commechon.
Select the interface for thiz LAM-t0-LAMN connection

Choose the type of LAF-to-LAM comnection An Oiginate-
Cladv cormection may have muliple peers specified below.

Enter the remote peer [P addresses for this TAN -to-LAT
connection. Crigmate-Omnfe connection may specfy up to ten
peer [P addresses. Enter one [P address per me.

Select the digital certiicate to use.

Choose how to send the digital certificate to the TIE peer.

Enter the preshared key for this LAN-to-LAN comection
Speciby the packet authenbcaton mechamsm to use.
Specif the enctyption mechardsm to use.

Zelect the IEE Proposal to use for this LA -to-LATT

connschon.




Choose the Alter to apply to the traffc that 1= tunnel=d through
Filter |-Mane— - : .
J H this TAM -te-LAN confiection

Checle to let MAT-T compatble IPSec peers estabhsh thus

TPSec MAT-T T LAN-to-LAL connecton through a AT device, ¥eou mnst
alzo enable IPZec over FAT-T under MAT Transparency.
Bandwidth Policy im Choosge the bandwudth policy to apply to thes LTATT-to-LAT
CORTeCtor
R onting { Hons £| Choose the routmg mechansm to use Parameters below are

imored if Metwork Autodiscovery is chosen.

Local MNetworle If 2 TAN-to-LAT MJAT rul= 15 used, this 15 the Translated Mletwor address.

. Specifi the local netwetls address st o the IP address and
. | -
Netweek: List 1 4B S L LTS —I wildeard mask for this LAN-te-LAN connechon
IP Address i Note: Enter a widdeand mask, which is the reverse of a
subnet mask. & wildcard mask haz 1z in bit postions o
Wildeard Mask ] iEete, O m bt poshions to match. For example,

1010100 0.0 255 =all 10.10. 1.nmn addresses.

Remote Nevwork: I a LAM-to-LAN NAT rule 15 used, thus 15 the Remeote Netwaork address.
Specdy the remote network address bst or the [F address and

Networl: List |{lE wldeard mask for thiz AT -te-LADT connecton
TP Address | Mote: Enter a wildeand mask, which is the reverse of a
subnet mask, A wildoard mask has 1= in bat posibions o
Wildeard Mask1 ignore, (s in bit postions to match. For example,

10010 1080000255 = all 10.10. 1 oom addresses.

[ Add ]| cancel |

S §85 oSl dxiS Lilal 0dLinl piy SV 3V (oSill o LUV 13D Lo,e piy ks §99 Laill a2y .6
Sy _JI LAN
LAN

Save HI‘!I’:IiEIid

An TPSec LAN-t0-LAM connechon has been successfully configured. The following have been added to your configuration

Authenbicaton ¥erver [ntemal
Group 203 20202
Security Association L21: to_reuter

LZL: to_router Ot

Filter Hules 2L e _router In

Modfirng any of these dems will affect the LA -to-LAT configuration The Growop iz the zarme as vour LA to-LAT peer
The Security Association ard Filter Bules zll start wath "L21:" to mecheate that they Borm a LA -te-LAN conbipuration

Ok |
< oSl 3 lebaws 91 linus B3Lis] a5 il LAN éSaiv _JI LAN aSuiv oo IPseC wlalso Jo,e S
Suiv I LAN @i op0 IPSec<eYoSeigl oloid eliu]< pllaill
LAN




em | Tunneling Protocols | IPSec | LAN 1oL AN R
Save Neededly
Trds zection lets vou confisre TP Sec LAT-to-LAM connections. LA -to-LAN comnections are established with other VFH
000 Concentrators, PO Grewalls, 7100000 sepes rowters and other [FSec-complant secury gateways, To configire a

WEPRT 3002 or other remote access connechion, go to Tser MManspement and configure a Group and Teer. To configure AT
ower LAT-to-LAM, 20 to LA -to-LAI FTAT Fules

[ you want to define a sel of nebworks on the local or remote ade of the LAN-to-LAN connechon, confpure the necessary
Pletwaork Lists prior to creamng the connection

(Chek the Add butten to add 2 LAY -to-LAN connection, or select a commechon and chek Modify or Delete.
(T mebicates a dizabled LAM-to-LAI connection

LAN-to-LAT
Connection Actions
bo_rouker (203.20.20.2) on Ethernet 2 [(Publiz]

Modify

Delata

il

il 355, ol 2 jise IPSec>IKE<JgSs39 » tunneling<,oll< JsSuis o i3l .7
IKE

onfiguration | System | Tunneling Protocols | IPSec | IKE Proposals.

- dvuruu
Add, delete, priortize, and configure IEE Proposals.

Zelect an Inactive Proposal and chok Activate to make & Active, or chick Modify, Copy or Delete as appropnate
Select an Active Proposal and click Deactivate to make it Tnartive, or click Move Up or Mowve Down to change its
DT,

Chek Add or Copy te add a new Inactive Proposal [FE Proposzals are used by Secunty Assocahons to specly [EE

parameters.

Active Inartive
FProposals Artions Proposals
CizcavPHClert-30E 544005 : IKE-3DES-SHA-DSA
IKE-3DES-MDS 5 Acvets J IKE-3DES-MD5-RSA-DHI
IKE-30ES-MDE-DH1 R IKE-DE S-MOS-0H7
IKE-DES-MOS s 2i I CiscaYPHClierd-30E S4405-R5 A
IKE-30DES-MD5-DHT Mavela | |CiscovPNCient IDES-SHADSA
IKE-3DES-MD5-F5A CiscovFRCIent-30E S0 D5-R5ADHS
CiscovPHClIent-30E S-MD5-DHS faove Dawn I CiscovFRCIent-3DES-SHAD S ADHS
CisenWPHCIentAE ST 28-5HA CiscoFRCIentAE 52 5h-5HA
IKE-AES128-5HA Add | IKE-AES256-SHA
Madity |
Copy |
Deletz |

ool o wilz oo asslall ad iy ol sbu] ¢pel<é; o] 4950 d,><8,l5] dwluw< JuSuis o i1 .8
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Thiz section lets yeu add, confipure, medify, and delete IP3ec Secunty Azsocialions (SA5), Securty Associations use JEE
Eroposals to negonate IEE parameters.

Click Add to add an SA, or select an 34 and click Modify or Delete.

IPSec BAs Artions
ESF-JDES-MD5
ESE-IDES-DS-DHS
ESE-IDES-MDS-DH?
ESP-IDES-OME Add
ESE-AES12B-SHA .
ESE-DESHMOS _ Madiy |

ESE-L2TP-TRANSPORT S
ESEAKE-IDESMDOG _ Deiste |

L2 ta_router

LBl o sazill Jass e il s bVl oLl pul e Lasl .9

.oloYl

SA Name |L2L: 10_router

Inhuritam:ulmeRulg '!

Fpecity the name of thos Security Associaton (340
Felect the pramulsnity of this 3.4

IPSec Parameters

Aunthentication
Algorithm

Encryption
. |3DEE-1 it} I
Algorithm =
Encapsui;i::: m

[ESPAMDS/HMAC128 =]

Select the ESF encryphon alzorithm to use.

Select the Encapsulation Mode for thus S4.

Perfect Forward
Secrecy

Lifetime Im

Ieasurement

| Diseblad

| Select the wee of Perfect Forward Secrecy.

Select the Ifetime measurement of the TPSec keys

Data Lifetime |10000

Specify the data Ifetme in kilobytes (KE)

Time Lifetime [28500

Specify the trne Wetrne n seconds.

Select the packet authentication alponthm to use

ITEFE Parameters

Connection Type Eidirectional
IEE Peers 2072002002

MNegotiation Mode | tl i 'I

The Comection Type and [EE Peers cannet be modiied on
TPSec SA that iz part of 8 LA -to-LAT Connection.

Select the IEE Mepgotiation mode to use

Digital Certificate |N|:|na (Jse Preshared Keys) j

Certificate © Enbre certificate chamn
Transmission & Tdentity cersficate cnly

IKE Proposal |[¥E-3DES-MDS

7| Select the IEE Proposal to use as IE inhator.

Felect the Dugtal Cerhficate to use.

Choose how to send the digital certificats to the [EE peer.

MI . _— ..!I

oSl 13D 8 doriuunll ShOW olgl puusll 13D 5

a>goll Jc



2o JSuin Jogy ousSill ol oo a5l Lgolasiuw] eiSay wlogleo pwsll 13 499,

w22 (OIT) 23Vl p= o 811 pasiwl .Show Lolol o (lad uxuwalleMasll) 21,3V > io 6Iii P2V
. show oVl 2,50 Jul>s

Al LY GLLESI 8 o doxsiull obilaeYl o ,2,—show crypto ipSec -
s (8 Al cowYl plise Jsls olol oLl gie> o2, —show crypto isakmp sa -

OlS 20 guox) Al dasiull 6,050l dul=ll YLas| o ,2,—show crypto engine connection active -

=0 ol9l Jo> wlogleall o 3j0 e eMbW (asd i)l eMasll) I0S olol ey 813l plasiw] cliSay

(VPN) a,,oUa)l aolJl éaSuuildl S 0 e
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bl -
lkedbg -

3005 -
IPSEC -
IPSECDBG -

05955 2] -
13-1 = Jzudl JI 6 ,0la3I

3-1 = pSxill 63>0) dnidly 6,903l

oYz 5wy SlaoVl Jauw < 48,0 >a>

Le>Molg cllas VI BLiSwl

a>goll _Jc

ol layay sl ol Jglxy ol L8 ol Debug _lc pgo dnales >l

B juein pi (Jl obll H9,0 45,> o ,2,—debug crypto engine -
2 d> 0l IPsec wliogles o ,2,—debug crypto ipSec -
1 d>,0ll ISAKMP o loglas o ,2,—debug crypto isakmp -

&.é.i]lc.\a )i - Ao

s dlw,)

SEV=3 AUTH 5 RPT=1863 10.19.187.229 14:37:45.430 10/ 26/ 2007 20932

Aut henti cation rejected: Reason = Sinultaneous |ogi ns exceeded for user
handl e = 623, server = (none), user = 10.19.187.229, domain = <not
<speci fied
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SA i J5 I

Jozal Jouws ollae < ple <10.19.187.229 J,asi < olegazo < paiwall 6] < oSl JI Jai!
S Js3al S ollas sac jusi9 diol jioll

PES

-l plise b x> s plias JS bls,l pac (PFS) alels)l azgill 65le] iy pais Psec lioglas 9

I LAN éSuin Lol IPsec 3 clin] ai ¥ Vs . 38l 5las oo JS Ll PFS Jiass 9l oSy pgis ol Lol
olg>gall U5 (LAN (L2L aSuis

IPsec ol 9l Jid jaidl day,> J55Y 632> Glol obLidl wlb sie PFS Ll IPsec e ooy al xyazil
i) i)l dloy,> (955 @09 S set pfs LoVl pasiwl 630> Glol oLl Gl pliuy lexic PFS Lllag,
oYl 13® (0 NO dwall pasiwl PFS LUlb IPsec _le vy Y ail

[set pfs [groupl | group2
no set pfs

‘PFS clils dcgazo oY duill,

AC y 768 wls duug,JI Diffie-Hellman la>9 dcgomo pasiuy ol wxy IPsec ol sax, — 1 dcgazall -
32> Diffie-Hellman JsW ¢l ,>|
Ac oy 1024 ol3 duugs )l Diffie-Hellman ola>9 acgomo pasiuy ol wy IPsec ol sax, — 2 dcgazall -
.y2> Diffie-Hellman JsW <l,>|
dcgazall pladiwl| piwd oVl 13D pladiuwl dcgome 3oz oy p) 131 PFS olals Llb aiy V (ol sl S
olols 1

Jlo

Rout er (confi g) #crypto map map 10 ipsec-isakmp
Rout er (confi g- crypt o- nap) #set pfs group2

set pfs ,oVl Jo> wlogleall (o 3jo e Jsuaxll Cisco 10S ¢ lol ol g 10 221,

dlo ol oo

SSYIL2L 9 a2y e Jowell IPSec JgSeig s ue (VPN) d,0Wl dwull dSuidl elas] Wliiwl Jol> -
legub

Cisco VPN 3000 Series ol ;S o -

dlaell Cisco VPN 3002 & ;¢>1 -

IKE o¥VeSqi9 u/IPSec avglav -

Cisco Systems - olaiwally sl acall -



//www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
//www.cisco.com/en/US/partner/products/ps6120/products_tech_note09186a00807e0aca.shtml?referring_site=bodynav
//www.cisco.com/en/US/partner/products/ps6120/products_tech_note09186a00807e0aca.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps8775/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



