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10.48.67.0 / 24 10.48.66.0/24

i 1
209.165.202.128:27 209.165.200.224/27
18 a
PC
Hul PIX 102
10.48.68.0/24 “
PC
AAA Server
Remote User
oSl

liyoSTl 03 situmall 13D iy

Hub PIX -

Remote PIX .
pwl9 209.165.200.225 ¢ VPN o3y Lol P ylgic 950 ciimall 13D (9 Jladl Juw e :dla>Me
.Cisco _® dcgoxall 59,0 dalS9 "VPN3000" 9o dcgazall

Hub PIX (5%

(PI'X Version 6.3(3
interface ethernet0 auto
interface ethernetl auto

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password OnTr BUGLTpOednkr encrypted

passwd 2KFhbNI dI . 2KYOU encrypt ed

host name hubfi xup protocol dns maxi num | ength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol tftp 69

names

Include traffic in the encryption process. access- ---!
list 101 permit ip 10.48.66.0 255.255.255.0 10.48.67.0
255.255.255.0

Accept traffic from the Network Address Translation ---!
(NAT) process

access-list nonat permit ip 10.48.66.0 255.255.255.0
10.48.67.0 255.255.255.0




access-list nonat permit ip 10.48.66.0 255.255.255.0
10.48.68.0 255.255.255.0
pager lines 24
ntu outside 1500
ntu inside 1500
ip address outside 209.165.200.225 255.255.255.224
ip address inside 10.48.66.18 255.255.255.0
ip audit info action alarm
ip audit attack action alarm
ip local pool mypool 10.48.68.1-10.48.68.254
no fail over
failover tinmeout 0:00:00
failover poll 15
no failover ip address outside
no failover ip address inside
pdm hi story enabl e
arp tineout 14400
global (outside) 1 209.16.200.230-209.16.200.240 netmask
255.255.255.224
global (outside) 1 209.16.200.241
Except traffic from the NAT process. nat (inside) 0 ---!
access-list nonat
nat (inside) 1 10.48.66.0 255.255.255.0 0 0
route outside 0.0.0.0 0.0.0.0 209.165.200.226 1
ti meout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h225 1:00: 00
ti meout h323 0: 05: 00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00
ti meout uauth 0:05:00 absol ute
+aaa- server TACACS+ protocol tacacs
aaa- server RADI US protocol radius
aaa-server LOCAL protocol |oca
+aaa-server mytacacs protocol tacacs
aaa-server mytacacs (inside) host 10.48.66.102 cisco
timeout 5
no snnp-server | ocation
no snnp-server contact
snnp-server community public
no snnp-server enable traps
fl oodguard enabl e
sysopt connection permit-ipsec
crypto ipsec transform-set myset esp-des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
Use the crypto-map sequence 10 conmand for PIXto ---!

crypto map mymap 10 ipsec-isakmp

crypto map mymap 10 match address 101

crypto map mymap 10 set peer 209.165.202.129

crypto map mymap 10 set transform-set myset

Use the crypto-map sequence 20 conmand for PIX to ---!
.VPN d i ent

crypto map mymap 20 ipsec-isakmp dynamic dynmap
crypto map mymap client authentication mytacacs
crypto map mymap interface outside

isakmp enable outside

isakmp key ******** address 209.165.202.129 netmask
255.255.255.255

isakmp identity address

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption des

isakmp policy 10 hash md5




ISAKMP policy for VPN Client that runs 3.x code ---!
needs to be DH group 2. isakmp policy 10 group 2
isakmp policy 10 lifetime 86400

IPsec group configuration for VPN Client. vpngroup ---!
vpn3000 address-pool mypool

vpngroup vpn3000 dns-server 10.48.66.129

vpngroup vpn3000 wins-server 10.48.66.129

vpngroup vpn3000 default-domain cisco.com

vpngroup vpn3000 idle-time 1800

**kk**kk** ypngroup vpn3000 password

telnet tineout 5

ssh timeout 5

consol e timeout O

termnal width 80

Crypt ochecksum 7293dd9f c7c58f f 5d65f 042dd6ddbel3
end :

a2y o€ PIX (4195

(PI'X Version 6.3(3

interface ethernet0 auto

interface ethernetl 100baset x

interface ethernet2 auto shutdown

nanei f ethernet0 outside security0

narmei f ethernetl inside securityl00

nanei f ethernet2 intf2 security4

enabl e password OnTr BUGLTpOednkr encrypted
passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane renote

fixup protocol dns maxi mum|ength 512

fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol tftp 69

names

access-list 101 permit ip 10.48.67.0 255.255.255.0
10.48.66.0 255.255.255.0

Accept traffic from the NAT process. access-list ---!
nonat permit ip 10.48.67.0 255.255.255.0 10.48.66.0
255.255.255.0

pager lines 24

ntu outside 1500

ntu inside 1500

nu intf2 1500

ip address outside 209.165.202.129 255.255.255.224
ip address inside 10.48.67.155 255.255.255.0
no ip address intf2

ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

no failover ip address intf2




pdm hi story enabl e
arp tineout 14400
global (outside) 1 209.16.202.135-209.16.202.145 netmask
255.255.255.224
global (outside) 1 209.16.202.146
Except traffic from the NAT process. nat (inside) 0 ---!
access-list nonat
nat (inside) 1 10.48.0.0 255.255.255.0 0 0
nat (inside) 1 10.48.67.0 255.255.255.0 0 0
route outside 0.0.0.0 0.0.0.0 209.165.202.130 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00: 00
ti meout h323 0:05:00 ngecp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00
ti meout uauth 0:05:00 absol ute
+aaa- server TACACS+ protocol tacacs
aaa-server RADI US protocol radius
aaa-server LOCAL protocol |oca
no snnp-server | ocation
no snnp-server contact
snnp-server community public
no snnp-server enable traps
fl oodguard enabl e
sysopt connection permit-ipsec
crypto ipsec transform-set myset esp-des esp-md5-hmac
crypto map mymap 10 ipsec-isakmp
Include traffic in the encryption process. crypto ---!
map mymap 10 match address 101
crypto map mymap 10 set peer 209.165.200.225
crypto map mymap 10 set transform-set myset
crypto map mymap interface outside
isakmp enable outside
isakmp key ******** address 209.165.200.225 netmask
255.255.255.255
isakmp identity address
isakmp policy 10 authentication pre-share
isakmp policy 10 encryption des
isakmp policy 10 hash md5
isakmp policy 10 group 2
isakmp policy 10 lifetime 86400
telnet tineout 5
ssh timeout 5
consol e timeout O
termnal width 80
Crypt ochecksum 13ef 4d29384c¢65¢c2cd968b5d9396f 6e8
end :

iaS Jo> i ologlen e Jguamll VPN Client 3.x g PIX _JI PIX 0S5 8 "oliysSil" pusd JI g2
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2 al> o)l Glol w8l Lo ,2,—show crypto ipSec sa -

Le>Nolg clas VI BlaSiwl

Le>Wools (oSl elasi GliaSiwy lgolriwl liSay ologles pumill 13D 9,

le>Moolg eliasVI SlaSiwl ool
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okl

1 al> o)l elisl ellazVI o ,2,—debug crypto isakmp -

2 dl>all clisl elasVI o ,2,—debug crypto ipSec -

il e o logles o ,2,—debug crypto engine -

oVl > ,all Glol S8l guws e Jao,—isakmp sa bl puuo -

2 d> 0l Glol SLLSI pumo e Jos,—IPSEC jubis quws -

duwl> ologles Juuwiy 4oVl 138 pos, PIX 6.2 9 9gi0—[paskimes puwl | JSII | dwl>] debug radius -
.daliuallg dlw o)l RADIUS o> wlowy RADIUS

Slogleos Jowi 4oVl 13D pgs, [PIX 6.3 9 ,9¢i0 —[<debug tacacs [session|user <user_name -
.TACACS

AAA ol clogleo Lo,e PIX 6.3 9 ,9¢i0 —[internallauwl>oll|>laicVl|ad>Lasll] debug aaa -
s el

Hub PIX ;-0 clasVl auuas

2o o> o, pin Y @zl IPsec ologlas (985 baie ooVl jasy 9 aly ple e oS :da>No

JLS5 999 (ladd ¢almall cumn) Cisco CSCdu84168 0 clazVl auas B 20 s PIX e cllasV
oo len a=y 138 > o o) .(lasd ¢olruuall eMaell) Cisco CSCAt31745 o ISl clasVl auuas W 420l
Aol 32 &S

ol Lo b ilSiall 038 Jx) PIX _le VPN clac oo IPSec VPN iy ¥ 38 ooVl a8 dlaoMo
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a2l PIXs 9 g 590l ou Saolis IPsec 3a5 elas] aunas

, crypto_i saknp_process_bl ock: src: 209. 165. 202. 129
dest: 209. 165. 200. 225 spt: 500 dpt: 500

OAK_MM exchange

| SAKMP (0): processing SA payload. nmessage ID = 0

| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy
| SAKMP: encrypti on DES-CBC

| SAKMP: hash MD5

| SAKMP: default group 2
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| SAKIVP: auth pre-share

| SAKIVP: life type in seconds

| SAKIVP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

| SAKMP (0): atts are acceptable. Next payload is 0O

| SAKMP (0): SA is doing pre-shared key authentication using id type |D_| PV4_ADDR
return status is | KMP_NO ERROR

crypto_i saknmp_process_bl ock: src: 209. 165. 202. 129, dest: 209. 165. 200. 225

spt: 500 dpt: 500

QAK_MM exchange

| SAKMP (0): processing KE payl oad. nmessage ID = 0

| SAKMP (0): processing NONCE payl oad. nmessage ID =0

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): received xauth v6 vendor id

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): renote peer supports dead peer detection

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): processing vendor id payl oad

I'l SAKMP (0): speaking to another |I0OS box

return status is | KMP_NO ERROR

crypto_i saknmp_process_bl ock: src: 209. 165. 202. 129, dest: 209. 165. 200. 225
spt: 500 dpt: 500

QAK_MM exchange

| SAKMP (0): processing |ID payload. nmessage ID =0

| SAKMP (0): processing HASH payl oad. nmessage ID =0

| SAKMP (0): SA has been aut henti cated

| SAKMP: Created a peer struct for 209.165.202.129, peer port 62465

| SAKMP (0): | D payl oad
next - payl oad : 8

type 1
pr ot ocol : 17
port : 500
| engt h : 8

| SAKMP (0): Total payload Iength: 12
return status is | KMP_NO ERROR

| SAKMP (0): sending | NI TI AL_CONTACT notify

| SAKMP (0): sending NOTI FY nessage 24578 protocol 1

VPN Peer: | SAKMP: Added new peer: ip:209. 165.202. 129/500 Total VPN Peers:1
VPN Peer: | SAKMP: Peer ip:209. 165.202. 129/500 Ref cnt increnmented to:1
Total VPN Peers:1

crypto_i saknmp_process_bl ock: src: 209. 165. 202. 129, dest: 209. 165. 200. 225
spt: 500 dpt: 500
| SAKMP (0): processing NOTIFY payl oad 24578 protocol 1

spi 0, nmessage | D = 863921625

(1 SAKMP (0): processing notify I N TI AL_CONTACTI PSEC( key_engi ne

...got a queue event
| PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP
| PSEC(key_engi ne_del ete_sas): delete all SAs shared with 209. 165.202. 129

return status is | KMP_NO ERR _NO TRANS

crypto_i saknmp_process_bl ock: src: 209. 165. 202. 129, dest: 209. 165. 200. 225
spt: 500 dpt: 500

QAK_QM exchange

: oakl ey_process_qui ck_node

OAK_QM | DLE



| SAKMP (0): processing SA payl oad. nmessage | D = 2542705093
| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES
. | SAKVP: attributes in transform

| SAKIVP: encaps is 1

| SAKIVP: SAlife type in seconds

| SAKIVP: SA life duration (basic) of 28800

| SAKIVP: SAlife type in kil obytes

| SAKIVP: SAlife duration (VPI) of 0Ox0 O0x46 0x50 0xO0
| SAKMP: aut henticator is HVAC MD5

I SAKMP (0): atts are acceptable.IPSEC(validate_proposal_request): proposal part #1
, key eng. msg.) dest= 209. 165. 200. 225, src= 209. 165. 202. 129)
, (dest _proxy= 10. 48. 66. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (src_proxy= 10. 48. 67. 0/ 255. 255. 255.0/0/0 (type=4
, protocol = ESP, transfornm esp-des esp-nd5- hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

2542705093

| SAKMP (0): processi ng NONCE payl oad. nmessage |ID

| SAKMP (0): processing |ID payl oad. nmessage | D = 2542705093
| SAKMP (0): I D_I Pv4_ADDR_SUBNET src 10.48.67.0/255.255.255.0 prot 0 port O
| SAKMP (0): processing |ID payl oad. nmessage | D = 2542705093
| SAKMP (0): I D_I Pv4_ADDR_SUBNET dst 10.48.66.0/255.255.255.0 prot 0 port O
... I PSEC(key_engi ne): got a queue event
| PSEC(spi _response): getting spi 0x858c841a(2240578586) for SA

from 209. 165. 202. 129 to 209. 165. 200. 225 for prot 3

return status is | KMP_NO ERROR
crypto_i saknmp_process_bl ock: src: 209. 165. 202. 129, dest: 209. 165. 200. 225
spt: 500 dpt: 500
QAK_QM exchange
: oakl ey_process_qui ck_node
OAK_QM AUTH_AVAI T
| SAKMP (0): Creating IPSec SAs
i nbound SA from 209. 165. 202. 129 to 209. 165. 200. 225
(proxy 10.48.67.0 to 10.48.66.0)
has spi 2240578586 and conn_id 3 and fl ags 4
lifetine of 28800 seconds
lifetinme of 4608000 kil obytes
out bound SA from 209. 165. 200. 225 to 209. 165. 202. 129
(proxy 10.48.66.0 to 10.48.67.0)
has spi 681010504 and conn_id 4 and flags 4
lifetine of 28800 seconds
...lifetime of 4608000 kil obytesl PSEC(key_engi ne): got a queue event
, (IPSEC(initialize_sas
, key eng. msg.) dest= 209. 165. 200. 225, src= 209. 165. 202. 129)
, (dest _proxy= 10. 48. 66. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (src_proxy= 10. 48.67. 0/ 255. 255. 255.0/0/0 (type=4
, protocol = ESP, transfornm esp-des esp-nd5- hmac
,1ifedur= 28800s and 4608000kb
spi = 0x858c841a(2240578586), conn_id= 3, keysize= 0, flags= 0x4
, (IPSEC(initialize_sas
, key eng. msg.) src= 209. 165. 200. 225, dest= 209. 165. 202. 129)
, (src_proxy= 10. 48. 66. 0/ 255. 255. 255.0/0/0 (type=4
, (dest _proxy= 10. 48. 67. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornm= esp-des esp-nd5- hmac
,1ifedur= 28800s and 4608000kb
spi = 0x28976548(681010504), conn_id= 4, keysize= 0, flags= 0x4

VPN Peer: | PSEC. Peer ip:209.165.202.129/500
Ref cnt increnented to:2 Total VPN Peers:1



VPN Peer: | PSEC. Peer ip:209.165.202.129/500
Ref cnt increnented to:3 Total VPN Peers:1
return status is | KMP_NO ERROR

PIX g 900 VPN hac Juogs aic ellasVl anuas

,crypto_i saknmp_process_bl ock: src: 10. 48. 68. 2

dest: 209. 165. 200. 225 spt: 500 dpt: 5000AK_AG exchange

| SAKMP (0): processing SA payload. nmessage ID =0

| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy

| SAKIVP: encrypti on AES- CBC
| SAKMP: hash SHA
| SAKIMP: default group 2
(I SAKMP: ext ended auth pre-share (init
| SAKIVP: life type in seconds
| SAKIVP: life duration (VPI) of 0Ox0 0x20 Oxc4 O0x9b
| SAKIVP: keyl engt h of 256

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 2 against priority 10 policy

| SAKIVP: encrypti on AES- CBC
| SAKMP: hash MD5
| SAKIMP: default group 2
(I SAKMP: ext ended auth pre-share (init
| SAKIVP: life type in seconds
| SAKIVP: life duration (VPI) of 0Ox0 0x20 Oxc4 O0x9b
| SAKIVP: keyl engt h of 256

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 3 against priority 10 policy

| SAKIVP: encrypti on AES- CBC

| SAKMP: hash SHA

| SAKIMP: default group 2

| SAKIVP: auth pre-share

| SAKIVP: life type in seconds

| SAKIVP: life duration (VPI) of 0Ox0 0x20 Oxc4 0x9b
| SAKIVP: keyl engt h of 256

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 4 against priority 10 policy

| SAKIVP: encrypti on AES- CBC

| SAKMP: hash MD5

| SAKIMP: default group 2

| SAKIVP: auth pre-share

| SAKIVP: life type in seconds

| SAKIVP: life duration (VPI) of 0Ox0 0x20 Oxc4 O0x9b
| SAKIVP: keyl engt h of 256

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform5 against priority 10 policy

| SAKIVP: encrypti on AES- CBC
| SAKMP: hash SHA
| SAKIMP: default group 2
(I SAKMP: ext ended auth pre-share (init
| SAKIVP: life type in seconds
| SAKIVP: life duration (VPI) of 0Ox0 0x20 Oxc4 0x9b
| SAKIVP: keyl engt h of 128

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 6 against priority 10 policy

| SAKIVP: encrypti on AES- CBC
| SAKMP: hash MD5
| SAKIMP: default group 2
(I SAKMP: ext ended auth pre-share (init
| SAKIVP: life type in seconds
| SAKIVP: life duration (VPI) of 0Ox0 0x20 Oxc4 O0x9b
| SAKIVP: keyl engt h of 128

| SAKMP (0): atts are not acceptable. Next payload is 3



| SAKMP (0): Checking | SAKMP transform 7 against priority 10 policy

| SAKIVP: encrypti on AES- CBC

| SAKMP: hash SHA

| SAKIVP: default group 2

| SAKIVP: auth pre-share

| SAKIVP: life type in seconds

| SAKIVP: life duration (VPI) of 0Ox0 0x20 Oxc4 0x9b
| SAKIVP: keyl engt h of 128

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 8 against priority 10 policy

| SAKIVP: encrypti on AES- CBC

| SAKMP: hash MD5

| SAKIVP: default group 2

| SAKIVP: auth pre-share

| SAKIVP: life type in seconds

| SAKIVP: life duration (VPI) of 0Ox0 0x20 Oxc4 0x9b
| SAKIVP: keyl engt h of 128

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 9 against priority 10 policy

| SAKIMP: encrypti on 3DES- CBC
| SAKMP: hash SHA
| SAKIVP: default group 2
(I SAKMP: ext ended auth pre-share (init
| SAKIVP: life type in seconds
| SAKIVP: life duration (VPI) of 0Ox0 0x20 Oxc4 0x9b

.1 SAKMP (0): atts are not acceptable

crypto_i saknp_process_bl ock: src: 10. 48. 68. 2, dest: 209. 165. 200. 225 spt: 500 dpt: 500
crypto_i saknp_process_bl ock: src: 10. 48. 68. 2, dest: 209. 165. 200. 225 spt: 500 dpt: 500

| SAKMP (0: 0):

| SAKMP_TRANSACTI ON exchange

processing transacti on payl oad from 10.48. 68. 2. message | D = 17138612
| SAKMP: Config payl oad CFG REPLY return status is | KMP_ERR NO RETRANS

(I SAKMP (0:0): initiating peer config to 10.48.68.2. |ID = 134858975 (0x809c8df
crypto_i saknmp_process_bl ock: src: 10. 48. 68. 2, dest: 209. 165. 200. 225 spt: 500 dpt: 500

| SAKMP (0: 0):

| SAKMP_TRANSACTI ON exchange

processing transacti on payl oad from 10. 48.68.2. message |ID = 17138612

| SAKMP: Confi g payl oad CFG_ACK
return status is | KMP_NO ERROR

crypto_i saknmp_process_bl ock: src: 10. 48. 68. 2, dest: 209. 165. 200. 225 spt: 500 dpt: 500

| SAKMP (0: 0):

| SAKMP_TRANSACTI ON exchange

processing transacti on payl oad from 10. 48.68.2. message |ID = 17138612

| SAKMP: Confi g payl oad CFG_REQUEST
1 SAKMP (0:0): checking request

(1 SAKMP: attribute | PA_ADDRESS (1
(1 SAKMP: attribute | PA_NETMASK (2
(I SAKMP: attribute | P4_DNS (3

(I SAKMP: attribute | P4A_NBNS (4

(1 SAKMP: attribute ADDRESS_EXPI RY (5
Unsupported Attr: 5

(1 SAKMP: attribute UNKNOWN (28672
Unsupported Attr: 28672

(1 SAKMP: attribute UNKNOWN (28673
Unsupported Attr: 28673

(1 SAKMP: attribute ALT_DEF_DOVAI N (28674

(1 SAKMP: attribute ALT_SPLI T_I NCLUDE (28676

(1 SAKMP: attribute ALT_SPLI TDNS_NAME (28675

(1 SAKMP: attribute ALT_PFS (28679

(1 SAKMP: attribute ALT_BACKUP_SERVERS (28681

(1 SAKMP: attribute APPLI CATI ON_VERSI ON (7

(1 SAKMP: attribute UNKNOWN (28680
Unsupported Attr: 28680

(1 SAKMP: attribute UNKNOWN (28682
Unsupported Attr: 28682

(1 SAKMP: attribute UNKNOWN (28677
Unsupported Attr: 28677



| SAKMP (0:0): responding to peer config from 10.48.68.2. ID = 1128513895
return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src: 10. 48. 68. 2, dest: 209. 165. 200. 225 spt: 500 dpt: 500
QAK_QM exchange
: oakl ey_process_qui ck_node
OAK_QM_I DLE
| SAKMP (0): processing SA payl oad. nmessage | D = 3681346539
| SAKMP : Checking | PSec proposal 1
| SAKMP: transform 1, ESP_AES
. | SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC MD5
| SAKIVP: key length is 256
| SAKIVP: encaps is 1
| SAKIVP: SAlife type in seconds
| SAKIMP: SAlife duration (VPI) of 0Ox0 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 12, hmac_alg 1) not supported
| SAKMP (0): atts not acceptable. Next payload is 0
(I SAKMP (0): skipping next ANDed proposal (1
| SAKMP : Checking | PSec proposal 2
| SAKMP: transform 1, ESP_AES
. | SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC SHA
| SAKIVP: key length is 256
| SAKIVP: encaps is 1
| SAKIVP: SAlife type in seconds
| SAKIMP: SAlife duration (VPI) of 0Ox0 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 12, hmac_alg 2) not supported
| SAKMP (0): atts not acceptable. Next payload is O
(I SAKMP (0): skipping next ANDed proposal (2
crypto_i saknmp_process_bl ock: src: 10. 48. 68. 2, dest: 209. 165. 200. 225 spt: 500 dpt: 500
#(hub(config
#(hub(config
#(hub(config
#(hub(config
crypto_i saknmp_process_bl ock: src: 10. 48. 68. 2, dest: 209. 165. 200. 225 spt: 500 dpt: 500
| SAKMP (0): processing NOTIFY payl oad 36136 protocol 1
spi 0, nmessage | D = 3784834735
| SAMKP (0): received DPD_ R U THERE from peer 10.48.68.2
| SAKMP (0): sending NOTI FY nessage 36137 protocol 1
return status is | KMP_NO ERR _NO TRANS
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