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crypto isaknmp policy 10
aut hentication pre-share


//tools.cisco.com/RPF/register/register.do
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Sep 21 08:33:43. 377

crypto isaknp key cisco address ipv6 ::/0

crypto ipsec transformset TRA esp-aes esp-sha-hnmac
node transport

crypto i psec profile PRO
set transformset TRA

i nterface Tunnel 23

i p address 192.168.23.2 255.255.255.0
i pv6 address FE80::23:2 |ink-Iocal
tunnel source Ethernet0/0

tunnel node ipsec ipv6

tunnel destination 2001: DBS8::3
tunnel protection ipsec profile PRO

Sl

crypto isakmp policy 10
aut hentication pre-share

crypto isaknmp key cisco address ipv6 ::/0

crypto ipsec transformset TRA esp-aes esp-sha-hnac
node transport

crypto i psec profile PRO
set transformset TRA

i nterface Tunnel 23

i p address 192. 168. 23. 3 255. 255. 255.0
i pv6 address FE8O0::23:3 |ink-Iocal
tunnel source Ethernet0/0

tunnel node ipsec ipv6

tunnel destination 2001: DBS8::2
tunnel protection ipsec profile PRO

el VI auas
10S cuiaall il

(MM1) 1 )| giogll @l
‘osk o ageall ,_4_.1_931| 2oVl Josing

(Diffie-Hellman (DH acgoxo -
2oL -

| SAKMP (0) : received packet from 2001: DB8::2 dport 500*

sport 500 d obal (N) NEW SA



Sep 21 08:33:43.377: | SAKMP: Created a peer struct for 2001: DB8::2, peer port*
500

Sep 21 08:33:43.377: | SAKMP: New peer created peer = Ox8E45588*

peer _handl e = 0x8000000A

Sep 21 08:33:43.377: | SAKMP: Locki ng peer struct Ox8E45588, refcount 1 for*
crypto_i saknmp_process_bl ock

Sep 21 08:33:43.377: | SAKMP: | ocal port 500, renote port 500*

Sep 21 08:33:43.377: |ISAKMP: (0):insert sa successfully sa = 6D12A00*

Sep 21 08:33:43.377: | SAKMP: (0):Input = | KE_MESG FROM PEER, | KE_MM EXCH*

Sep 21 08:33:43.377: ISAKMP: (0): Od State = | KE_READY New State = | KE_LR MVL*
Sep 21 08:33:43.377: | SAKMP: (0): processing SA payl oad. nmessage | D = 0*

:Sep 21 08:33:43.377: | SAKWP: (0):found peer pre-shared key matching 2001*
DB8: : 2

Sep 21 08:33:43.377: | SAKMP: (0): local preshared key found*

Sep 21 08:33:43.377: | SAKMP: Scanning profiles for xauth*

Sep 21 08:33:43.377: | SAKMP: (0): Checking | SAKMP transform 1 agai nst priority*

policy 10

Sep 21 08:33:43.377: | SAKMP: encrypti on DES- CBC*

Sep 21 08:33:43.377: | SAKMP: hash SHA*

Sep 21 08:33:43.377: | SAKM: default group 1*

Sep 21 08:33:43.377: | SAKVP: aut h pre-share*

Sep 21 08:33:43.377: | SAKMP: life type in seconds*

Sep 21 08:33:43.377: | SAKM: life duration (VPI) of 0Ox0 Ox1 0x51 0x80*

Sep 21 08:33:43.377: | SAKMP: (0):atts are acceptable. Next payload is 0*
Sep 21 08:33:43.377: | SAKMP: (0):Acceptable atts:actual life: O*

Sep 21 08:33:43.377: | SAKMP: (0):Acceptable atts:life: O*

Sep 21 08:33:43.377: ISAKMP: (0):Fill atts in sa vpi_Ilength: 4*

Sep 21 08:33:43.377: ISAKMP: (0):Fill atts in sa life_in_seconds: 86400*
Sep 21 08:33:43.377: | SAKMP: (0): Returning Actual lifetinme: 86400*

.Sep 21 08:33:43.377: | SAKWP: (0):: Started lifetine timer: 86400*

,Sep 21 08:33:43.377: | SAKMP: (0):lnput = | KE_MESG | NTERNAL*
| KE_PROCESS_MAI N_MODE
Sep 21 08:33:43.377: ISAKMP: (0): Od State = IKE R ML New State = | KE_ R MML*

talall 53 oSl

crypto isakmp policy 10
aut henti cation pre-share

3 Jluny) - (MM2) 2 a1 giogll allas

Sep 21 08:33:43.377: | SAKMP: (0): sending packet to 2001: DB8::2 my_port 500*
peer_port 500 (R) MM SA SETUP

.Sep 21 08:33:43.377: | SAKWMP: (0): Sending an IKE | Pv6 Packet*

, Sep 21 08:33:43.377: | SAKMP: (0):Input = | KE_MESG | NTERNAL*

| KE_PROCESS_COWPLETE

Sep 21 08:33:43.377: |ISAKMP: (0): Od State = IKEER ML New State = | KE_R MWR*

(MM3) 3 L)l giog)l Al

(NAT) Sl olgic daz s BLis] -
JoVI ¢33l DH Ul -

Sep 21 08:33:43.381: | SAKMP (0): received packet from 2001: DB8::2 dport 500*



sport 500 G obal (R} MV _SA SETUP

Sep 21 08:33:43.381: | SAKMP: (0):Input = | KE_MESG FROM PEER, | KE_MM EXCH*
Sep 21 08:33:43.381: ISAKMP: (0): Od State = IKELR. MW New State = | KE_LR MvB*
Sep 21 08:33:43.381: | SAKMP: (0): processing KE payl oad. nmessage | D = 0*
Sep 21 08:33:43.393: | SAKMP: (0): processing NONCE payl oad. nessage |ID = 0%
:Sep 21 08:33:43.393: | SAKMP: (0):found peer pre-shared key matching 2001*
DB8: : 2

Sep 21 08:33:43.393: | SAKMP: (1011): processing vendor id payl oad*

Sep 21 08:33:43.393: | SAKMP: (1011): vendor IDis DPD*

Sep 21 08:33:43.393: | SAKMP: (1011): processing vendor id payl oad*

I Sep 21 08:33:43.393: | SAKMP: (1011): speaking to another |10OS box*

Sep 21 08:33:43.393: | SAKMP: (1011): processing vendor id payl oad*

Sep 21 08:33:43.393: | SAKMP: (1011): vendor |D seens Unity/DPD but nmjor 0%
m smat ch

Sep 21 08:33:43.393: | SAKMP: (1011): vendor ID is XAUTH*

,Sep 21 08:33:43.393: | SAKMP: (1011): 1 nput = | KE_MESG | NTERNAL*

| KE_PROCESS_MAI N_MODE

= Sep 21 08:33:43.393: | SAKWMP: (1011): Od State = IKE.R MMB New St at e*

| KE_R_MVB

(MM4) 4 i)l giog)l Al

NAT caisS dgo> -
a,Sall aslall §9a> Jsls dolgo -

Sep 21 08:33:43.405: | SAKMP: (1011): sending packet to 2001: DB8::2 ny_port*
peer _port 500 (R) MMV _KEY_EXCH 500

.Sep 21 08:33:43.405: | SAKMP: (1011): Sending an | KE | Pv6 Packet*

,Sep 21 08:33:43.405: | SAKMP: (1011):1nput = | KE_MESG | NTERNAL*

| KE_PROCESS_COWPLETE

= Sep 21 08:33:43.405: | SAKWMP: (1011): Od State = IKE.R_ MMB New St at e*

| KE_LR_Mv4

a9 SO Juwys - (MMS) & s )l giogll Al

dulxoll dy9g)l ©loglao -
2liaall -

Sep 21 08:33:43.425: | SAKMP (1011): received packet from 2001: DB8::2 dport*
sport 500 A obal (R) MV KEY_EXCH 500

Sep 21 08:33:43.425: | SAKMP: (1011):1nput = | KE_MESG FROM PEER, | KE_ MMV EXCH¥
= Sep 21 08:33:43.425: | SAKMP: (1011): Od State = IKE_LR MM New St at e*

| KE_R_MVB

Sep 21 08:33:43.425: | SAKMP: (1011): processing | D payl oad. nessage |ID = 0*
Sep 21 08:33:43.425: | SAKMP (1011): |D payl oad*
next - payl oad : 8

type 5

addr ess : 2001: DBS8::2
pr ot ocol : 17

port : 500

l ength 1 24

Sep 21 08:33:43.425: | SAKMP: (0):: peer matches *none* of the profil es*



Sep 21 08:33:43.425: | SAKMP: (1011): processing HASH payl oad. nmessage |ID = 0*
Sep 21 08:33:43.425: | SAKMP: (1011): processing NOTIFY | NI TI AL_CONTACT*
protocol 1 spi 0, nessage ID = 0, sa = 0x6D12A00

Sep 21 08:33:43.425: | SAKMP: (1011): SA authentication status: authenticated*
:Sep 21 08:33:43.425: | SAKMP: (1011): SA has been authenticated with 2001*
DB8: : 2

Sep 21 08:33:43.425: | SAKMP: (1011): SA authentication status: authenticated*
Sep 21 08:33:43.425: | SAKMP: (1011): Process initial contact, bring down*
existing phase 1 and 2 SA's with |local 2001: DB8::3 renote 2001: DBS8::2
renote port 500

:Sep 21 08:33:43.425: | SAKMP: Trying to insert a peer 2001: DBS8::3/2001*
.DB8::2/500/, and inserted successfully 8E45588

,Sep 21 08:33:43.425: | SAKMP: (1011): 1 nput = | KE_MESG | NTERNAL*

| KE_PROCESS_MAI N_MODE

= Sep 21 08:33:43.425: | SAKWMP: (1011): Od State = IKE.R MW New St at e*

| KE_R_MVb

SV A0l JlaisT . aie® wuiamsall Juw s - (MMB) 6 i)l giog)l @l
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(Sep 21 08:33:43.425: | PSEC(key_engi ne): got a queue event with 1 KM nessage(s*
Sep 21 08:33:43.425: | SAKMP: (1011): SA is doing pre-shared key authentication*
using id type | D | PV6_ADDR
Sep 21 08:33:43.425: | SAKMP (1011): |D payl oad*

next - payl oad : 8

type 5

addr ess : 2001: DBS8::3
pr ot ocol : 17

port : 500

l ength 1 24

Sep 21 08:33:43.425: | SAKMP: (1011): Total payl oad |ength: 24*

Sep 21 08:33:43.425: | SAKMP: (1011): sending packet to 2001: DB8::2 my_port*
peer _port 500 (R) MM _KEY_EXCH 500

.Sep 21 08:33:43.425: | SAKMP: (1011): Sending an | KE | Pv6 Packet*

,Sep 21 08:33:43.425: | SAKMP: (1011): 1 nput = | KE_MESG | NTERNAL*

| KE_PROCESS_COWPLETE

= Sep 21 08:33:43.425: | SAKMP: (1011): Od State = IKE_LR MVb New St at e*

| KE_P1_COVPLETE

:alall S5 oSl

crypto isaknp identity

(QM1) 1 gyl giogll @l

Sep 21 08:33:43.433: | SAKMP (1011): received packet from 2001: DB8::2 dport*
sport 500 G obal (R} QV.IDLE 500

Sep 21 08:33:43.433: | SAKMP: set new node 1371333358 to QM I DLE*

= Sep 21 08:33:43.433: | SAKWMP: (1011): processi ng HASH payl oad. nessage |D*
1371333358

= Sep 21 08:33:43.433: | SAKMP: (1011): processing SA payl oad. nessage |ID*
1371333358

Sep 21 08:33:43.433: | SAKMP: (1011): Checki ng | PSec proposal 1*



Sep 21 08:33:43.433: ISAKMP: transform 1, ESP_AES*
:Sep 21 08:33:43.433: ISAKMP: attributes in transform*
(Sep 21 08:33:43.433: ISAKMP: encaps is 1 (Tunnel*
Sep 21 08:33:43.433: ISAKMP: SA life type in seconds*
Sep 21 08:33:43.433: ISAKMP: SA life duration (basic) of 3600*
Sep 21 08:33:43.433: ISAKMP: SA life type in kilobytes*
Sep 21 08:33:43.433: ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 O0xO0*
Sep 21 08:33:43.433: ISAKMP: authenticator is HMAC-SHA*
Sep 21 08:33:43.433: ISAKMP: key length is 128%*
.Sep 21 08:33:43.433: | SAKMP: (1011):atts are acceptabl e*
Sep 21 08:33:43.433: | PSEC(val i date_proposal _request): proposal part #1*
,Sep 21 08:33:43.433: | PSEC(val i dat e_proposal _request): proposal part #1*
,key eng. nsg.) | NBOUND | ocal = 2001: DB8::3:0, renote= 2001: DBS8::2:0)
,local_proxy= /0/256/0
,remote_proxy= /0/256/0
, (protocol = ESP, transform= NONE (Tunne
,lifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
= Sep 21 08:33:43.433: | SAKMP: (1011): processi ng NONCE payl oad. nmessage |D*

1371333358
= Sep 21 08:33:43.433: | SAKWMP: (1011): processing | D payl oad. nessage |D*
1371333358
= Sep 21 08:33:43.433: | SAKWMP: (1011): processing | D payl oad. nessage |D*
1371333358

Sep 21 08:33:43.433: | SAKMP: (1011): QM Responder gets spi*

= Sep 21 08:33:43.433: | SAKMP: (1011): Node 1371333358, | nput*

| KE_MESG_FROM PEER, | KE_QM EXCH

= Sep 21 08:33:43.433: | SAKMP: (1011): Ad State = | KE_ QM READY New St at e*
| KE_QM _SPI _STARVE

alall 55 Sl
tunnel node ipsec ipv6
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Sep 21 08:33:43.433: | SAKMP: (1011): sending packet to 2001: DB8::2 my_port*
peer _port 500 (R) QW IDLE 500
.Sep 21 08:33:43.433: | SAKMP: (1011): Sending an IKE | Pv6 Packet*
= Sep 21 08:33:43.433: | SAKMP: (1011): Node 1371333358, Input*
| KE_MESG | NTERNAL, | KE_GOT_SPI
Sep 21 08:33:43.433: |SAKMP: (1011): O d State = | KE_QV SPI _STARVE New*
State = | KE_LQM R _Qw
(Sep 21 08:33:43.437: | PSEC(key_engine): got a queue event with 1 KM nessage(s*
#(R3(config-if
Sep 21 08:33:43.437: | PSEC(crypto_i psec_create_i psec_sas): Mp found*
Tunnel 23- head- 0
Sep 21 08:33:43.437: | PSEC(crypto_ipsec_sa_find_ident_head): reconnecting*
with the sane proxies and peer 2001: DBS8::2
,Sep 21 08:33:43.437: | PSEC(create_sa): sa created*
,sa) sa_dest= 2001: DB8::3, sa_proto= 50)
, (sa_spi = 0x221A7153(572158291
sa_trans= esp-aes esp-sha-hnmac , sa_conn_id= 305
(sa_lifetine(k/sec)= (4608000/3532



,Sep 21 08:33:43.437: | PSEC(create_sa): sa created*
,sa) sa_dest= 2001: DB8::2, sa_proto= 50)
, (sa_spi = Ox45F16A9A( 1173449370
sa_trans= esp-aes esp-sha-hmac , sa_conn_id= 306
(sa_lifetine(k/sec)= (4608000/ 3532

alall 53 oSl

crypto ipsec transformset TRA esp-aes esp-sha-hnac
node transport

crypto i psec profile PRO

set transformset TRA

interface tunnel 23

tunnel node ipsec ipv6

tunnel protection ipsec profile PRO

heitidl 39 3aill dg=ly 0oSs wly alolS auldl Al>all GeSs Ol o - (QM3) 3 gl giogll Wl

,Sep 21 08:33:43.437: %LINEPROTO-5-UPDOWN: Line protocol on Interface Tunnel23*
changed state to up

Sep 21 08:33:43.437: | SAKMP (1011): received packet from 2001: DB8::2 dport*
sport 500 G obal (R QWL.IDLE 500

Sep 21 08:33:43.437: | SAKMP: (1011): del eting node 1371333358 error FALSE*
"(reason "QM done (await

= Sep 21 08:33:43.437: | SAKMP: (1011): Node 1371333358, Input*

| KE_MESG_FROM PEER, | KE_QM EXCH

= Sep 21 08:33:43.437: ISAKMP: (1011l): 0ld State = IKE_QM R QM2 New State*
IKE QM PHASE2 COMPLETE

Sep 21 08:33:43.437: | PSEC(key_engine): got a queue event with 1 KM nessage(s*
Sep 21 08:33:43.437: | PSEC(key_engi ne_enabl e_out bound): rec'd enable notify*
from | SAKMP

oWl - 10S azg0

aoVl JLasVl dg> - (MMA1) 1 _paus )l giogll by

(VID) 5,50)l 18,20 -
olewdl -

AVl a0l o> iso -
(IKE (SA ool dlayl, -
SAs J B clisl, J=all, IPSec pgs, -

Sep 21 08:33:43.245: UCRYPTO- 6- 1 SAKMP_ON_OFF: | SAKMP i s ON*
(Sep 21 08:33:43.245: | PSEC(sa ident sadb root initialize created | Pv6 ACL %*
Tunnel 23- head- 0- 65537- Tunnel 23- head- 0- ACL- 6- | PSECV6- ACL
Sep 21 08:33:43.245: | PSEC(recalculate_ntu) : reset sadb_root 79E82A8 ntu to*
1500
Sep 21 08:33:43.245: | PSEC(adjust_ntu) : adjusting ident ip ntu from 1460 to*
, 1500
,identity) local= 2001: DB8::2:0, renpte= 2001: DB8::3:0)
,local _proxy= ::/0/256/0
renote_proxy= ::/0/256/0



, Sep 21 08:33:43.245: | PSEC(adjust_mtu): adjusting path mu from 1460 to 1500*
,identity) local= 2001: DB8::2:0, renote= 2001: DB8::3:0)
,local _proxy= ::/0/256/0
renote_proxy= ::/0/256/0
, (Sep 21 08:33:43.245: |PSEC(sa_request*
, key eng. msg.) OUTBOUND | ocal = 2001: DB8::2:500, renote= 2001: DB8:: 3:500)
,local _proxy= ::/0/256/0
, remote_proxy= ::/0/256/0
, (protocol = ESP, transfornr esp-aes esp-sha-hmac (Tunne
,1ifedur= 3600s and 4608000kb
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
(Sep 21 08:33:43.245: | SAKMP: (0): SA request profile is (NULL*
Sep 21 08:33:43.245: | SAKMP: Created a peer struct for 2001: DB8::3, peer port*
500
= Sep 21 08:33:43.245: | SAKMP: New peer created peer = 0x9344BE8 peer_handl e*
0x80000008
Sep 21 08:33:43.245: | SAKMP: Locki ng peer struct O0x9344BE8, refcount 1 for*
i saknp_initiator
Sep 21 08:33:43.245: | SAKMP: | ocal port 500, renote port 500*
Sep 21 08: 33:43.245: | SAKMP: set new node 0 to QW | DLE*
Sep 21 08:33:43.245: | SAKMP: (0):insert sa successfully sa = 944C840*
Sep 21 08:33:43.245: | SAKMP: (0):Can not start Aggressive node, trying Min*
. node
:Sep 21 08:33:43.245: | SAKMP: (0):found peer pre-shared key matching 2001*
DB8: : 3
Sep 21 08:33:43.245: | SAKMP: (0):Input = | KE_MESG FROM | PSEC, | KE_SA REQ MW
Sep 21 08:33:43.245: ISAKMP: (0): Od State = | KE_READY New State = | KE_I _MVL*
Sep 21 08:33:43.245: | SAKMP: (0): begi nning Mai n Mbde exchange*
Sep 21 08:33:43.245: | SAKMP: (0): sending packet to 2001: DB8::3 ny_port 500*
peer _port 500 (1) MV _NO _STATE
.Sep 21 08:33:43.245: | SAKMP: (0): Sending an I KE | Pv6 Packet*

alall 53 oSl

crypto isakmp policy 10
aut henti cation pre-share

adoVl JlasVl dg> e 5,)1 - (MM2) 2 _uusi )l giogll dlluury

Lgolazkiaw] Syl (ISAKMP) ilaall 8,151 Js5559,19 ¥l olol oLl dulyuw alaill 5lisk, -
Lo 2] -

Sep 21 08:33:43.249: | SAKMP (0): received packet from 2001: DB8::3 dport 500*
sport 500 A obal (1) MVI.NO STATE

Sep 21 08:33:43.249: | SAKMP: (0):lnput = | KE_MESG FROM PEER, | KE_MV EXCH*

Sep 21 08:33:43.249: |SAKMP: (0): Od State = IKEI_MML New State = | KE_| _MwR*

Sep 21 08:33:43.249: | SAKMP: (0): processing SA payl oad. nessage |ID = 0*

:Sep 21 08:33:43.249: |1 SAKWP: (0):found peer pre-shared key matching 2001*
DB8: : 3

Sep 21 08:33:43.249: | SAKMP: (0): local preshared key found*

Sep 21 08:33:43.249: | SAKMP : Scanning profiles for xauth*

Sep 21 08:33:43.249: | SAKMP: (0): Checking | SAKMP transform 1 against priority*

policy 10
Sep 21 08: 33:43. 249: | SAKMWP: encrypti on DES- CBC
Sep 21 08:33:43.249: | SAKMP: hash SHA*

Sep 21 08:33:43.249: | SAKMP: default group 1*



Sep 21 08: 33:43.249: | SAKWP: aut h pre-share*

Sep 21 08: 33:43.249: | SAKMP: life type in seconds*

Sep 21 08:33:43.249: | SAKM: life duration (VPI) of 0Ox0 Ox1 O0x51 0x80*
Sep 21 08:33:43.249: | SAKMP: (0):atts are acceptable. Next payload is 0*
Sep 21 08:33:43.249: | SAKMP: (0): Acceptable atts:actual life: 0%

Sep 21 08:33:43.249: | SAKMP: (0):Acceptable atts:life: 0%

Sep 21 08:33:43.249: ISAKMP: (0):Fill atts in sa vpi_Ilength:4*

Sep 21 08:33:43.249: |ISAKMP: (0):Fill atts in sa life_in_seconds: 86400*

Sep 21 08:33:43.249: | SAKMP: (0): Returning Actual lifetine: 86400*

.Sep 21 08:33:43.249: | SAKWMP: (0):: Started lifetine timer: 86400*

, Sep 21 08:33:43.249: | SAKMP: (0):Input = | KE_MESG | NTERNAL*
| KE_PROCESS_MAI N_MODE

= Sep 21 08:33:43.249: |ISAKWMP: (0): Ad State = IKE_I _MW2 New St at e*
| KE_I _MwvR

Diffie-Hellman Jslsg NAT GLass] - (MM3) 3 _aug )l gogl b,

NAT wolisS| & =109 dga> -
DH Ul e -
(DPD) _soxall jue julaill LiS| pe> -

Sep 21 08:33:43.249: | SAKMP: (0): sending packet to 2001: DB8::3 my_port 500*
peer_port 500 (1) MV _SA SETUP

.Sep 21 08:33:43.249: | SAKMP: (0): Sending an I KE | Pv6 Packet*

, Sep 21 08:33:43.249: | SAKMP: (0):Input = | KE_MESG | NTERNAL*

| KE_PROCESS_COWPLETE

Sep 21 08:33:43.249: |ISAKMP: (0): Od State = IKE_I_MW New State = | KE_| _MB*

Diffie-Hellman Jslsg NAT (Liss] - (MM4) 4 _ug )l gogll dluw,

NAT woliisT dga> -

DH Jli e -

(62>9)l ac> DPD) adlo| VID ol -
1108 jle> Jl axill 48,20 -

Sep 21 08:33:43.273: | SAKMP (0): received packet from 2001: DB8::3 dport 500*
sport 500 G obal (1) MV .SA SETUP

Sep 21 08:33:43.273: | SAKMP: (0):Input = | KE_ MESG FROM PEER, | KE_MMVI EXCH*

Sep 21 08:33:43.273: |ISAKMP: (0): Od State = IKE_I_MVB New State = | KE_| _MW*

Sep 21 08:33:43.273: ISAKMP: (0): processing KE payload. message ID = 0*
Sep 21 08:33:43.281: ISAKMP: (0): processing NONCE payload. message ID = 0*
:Sep 21 08:33:43.281: | SAKMP: (0):found peer pre-shared key natching 2001*
DB8:: 3

Sep 21 08:33:43.281: | SAKMP: (1011): processing vendor id payl oad*

Sep 21 08:33:43.281: ISAKMP: (1011l): vendor ID is Unity*

Sep 21 08:33:43.281: | SAKMP: (1011): processing vendor id payl oad*

Sep 21 08:33:43.281: ISAKMP: (1011l): vendor ID is DPD*

Sep 21 08:33:43.281: | SAKMP: (1011): processing vendor id payl oad*

1Sep 21 08:33:43.281: ISAKMP: (1011l): speaking to another IOS box*

,Sep 21 08:33:43.281: | SAKMP: (1011): 1 nput = | KE_MESG | NTERNAL*



| KE_PROCESS_MAI N_MODE
= Sep 21 08:33:43.281: |SAKMP: (1011): Od State = IKE_| M4 New State*
| KE_I M4

d39¢)l JLw)| - (MMS) 5 _puuss )l giogll @l

(ID) sl udadl & 00 -

Sep 21 08:33:43.293: | SAKMP: (1011): Send initial contact*
Sep 21 08:33:43.293: | SAKMP: (1011): SA is doing pre-shared key authentication*
using id type ID_IPV6_ADDR
Sep 21 08:33:43.293: | SAKWP (1011): ID payl oad*
next - payl oad : 8

type 5
address : 2001: DB8::2
pr ot ocol .17
port : 500
| ength . 24

Sep 21 08:33:43.293: | SAKMP: (1011): Total payload | ength: 24*

Sep 21 08:33:43.293: | SAKMP: (1011): sending packet to 2001: DB8::3 my_port*
peer _port 500 (1) MM KEY_EXCH 500

.Sep 21 08:33:43.293: | SAKMP: (1011): Sending an I KE | Pv6 Packet*

,Sep 21 08:33:43.293: | SAKMP: (1011):1nput = | KE_MESG | NTERNAL*

| KE_PROCESS_COMPLETE

= Sep 21 08:33:43.293: |SAKMP: (1011): Od State = IKE_I_MV4 New State*

| KE_| _MVB

dlall s> oSl
crypto isaknp identity
1 > all gzl aill dye® Lol @3 - (MM6) 6 o)l 209l Wl

Rekey w99 ey pi -
(ulgic WXl 04® ,9) 2y e dyggll -
dwasui daxal e bagll 51,9 -

Sep 21 08:33:43.297: | SAKMP (1011): received packet from 2001: DB8::3 dport*
sport 500 G obal (1) MV KEY_EXCH 500
Sep 21 08:33:43.297: | SAKMP: (1011): processing |ID payl oad. nessage |ID = 0O*
Sep 21 08:33:43.297: | SAKMP (1011): 1D payl oad*

next - payl oad : 8

type 5

addr ess : 2001: DB8::3
pr ot ocol : 17

port : 500

| engt h 1 24

Sep 21 08:33:43.297: | SAKMP: (0):: peer matches *none* of the profiles*

Sep 21 08:33:43.297: | SAKMP: (1011): processi ng HASH payl oad. nmessage |ID = 0*
Sep 21 08:33:43.297: | SAKMP: (1011): SA authentication status: authenticated*
:Sep 21 08:33:43.297: | SAKWMP: (1011): SA has been authenticated with 2001*
DB8: : 3



:Sep 21 08:33:43.297: | SAKWMP: Trying to insert a peer 2001: DBS8::2/2001*
.DB8::3/500/, and inserted successfully 9344BES8

Sep 21 08:33:43.297: |SAKMP: (1011):Input = | KE_MESG FROM PEER | KE_MV EXCH*
= Sep 21 08:33:43.297: |SAKMP: (1011): Od State = IKE I _MB New State*
| KE_| _MVB

,Sep 21 08:33:43.297: |SAKMP: (1011):Input = | KE_MESG | NTERNAL*
| KE_PROCESS_MAI N_MODE

Sep 21 08:33:43.297: |SAKMP: (1011): Od State = IKE|_MV6 New Stat e*
| KE_| _MVB

,Sep 21 08:33:43.301: |SAKMP: (1011):Input = | KE_MESG | NTERNAL*
| KE_PROCESS_COMPLETE

Sep 21 08:33:43.301: ISAKMP: (1011): Old State = IKE_I_MM6 New State*
IKE_P1_COMPLETE

alall 53 oSl

crypto isaknp identity
2 dl>,all fay Lalaidl - (QM1) 1 gl oyl Wl

sausilly adxall JSoll ol 00 -
Jroxill (wlegozo) degoo -

Sep 21 08:33:43.301: | SAKMP: (1011): begi nning Qui ck Mbde exchange, M ID of*
Sep 21 08:33:43.301: |SAKMP: (1011): QM Initiator gets spi*1371333358

Sep 21 08:33:43.301: | SAKMP: (1011): sending packet to 2001: DB8::3 my_port*
peer _port 500 (1) QV.IDLE 500

.Sep 21 08:33:43.301: | SAKMP: (1011): Sending an | KE | Pv6 Packet*

= Sep 21 08:33:43.301: |SAKMP: (1011): Node 1371333358, I nput*

| KE_MESG | NTERNAL, I KE_INIT_QM

= Sep 21 08:33:43.301: |SAKMP: (1011): Ad State = | KE QM READY New St at e*
| KE_LQML I _QvL

, Sep 21 08:33:43.301: | SAKMP: (1011):Input = | KE_MESG | NTERNAL*

| KE_PHASE1_COWPLETE

= Sep 21 08:33:43.301: |SAKMP: (1011): A d State = | KE_P1_COWLETE New St at e*
| KE_P1_COWPLETE

tilall 53 oSl

crypto ipsec transformset TRA esp-aes esp-sha-hnac
node transport

crypto i psec profile PRO
set transformset TRA

(QM2) 2 g, il giog)l @l
JSoll wled ash -

sall gg5 -
(PFS) adliall ax=>gill dole] dyuw blac] -



Sep 21 08:33:43.305: | SAKMP (1011): received packet from 2001: DB8::3 dport*
sport 500 G obal (1) QV.IDLE 500

= Sep 21 08:33:43.305: | SAKWMP: (1011): processi ng HASH payl oad. nessage |D*
1371333358

= Sep 21 08:33:43.305: | SAKMP: (1011): processing SA payl oad. nessage |D*
1371333358

Sep 21 08:33:43.305: | SAKMP: (1011): Checki ng | PSec proposal 1*

Sep 21 08:33:43.305: | SAKMP: transform 1, ESP_AES*

:Sep 21 08:33:43. 305: | SAKMP: attributes in transfornt

(Sep 21 08:33:43.305: | SAKM: encaps is 1 (Tunnel*

Sep 21 08:33:43. 305: | SAKMP: SAlife type in seconds*

Sep 21 08: 33: 43. 305: | SAKMP: SA life duration (basic) of 3600*

Sep 21 08:33:43. 305: | SAKMP: SAlife type in kil obytes*

Sep 21 08: 33: 43. 305: | SAKMP: SAlife duration (VPI) of Ox0 0Ox46 0x50 OxO*
Sep 21 08:33:43. 305: | SAKMP: aut henti cator i s HVAC- SHA*

Sep 21 08:33:43. 305: | SAKMP: key length is 128*

.Sep 21 08:33:43.305: | SAKMP: (1011):atts are acceptabl e*
Sep 21 08:33:43.305: | PSEC(validate_proposal _request): proposal part #1*
,Sep 21 08:33:43.305: | PSEC(val i date_proposal _request): proposal part #1*
,key eng. nsg.) | NBOUND | ocal = 2001: DB8::2:0, renote= 2001: DBS8:: 3:0)
,local _proxy= ::/0/256/0
, remote_proxy= ::/0/256/0
, (protocol = ESP, transform= NONE (Tunne

,lifedur= 0s and Okb

spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
= Sep 21 08:33:43.305: | SAKMP: (1011): processing NONCE payl oad. nmessage |D*
1371333358
Sep 21 08:33:43.305: | SAKMP: (1011): processing |ID payl oad. nessage |D*
1371333358
Sep 21 08:33:43.305: | SAKMP: (1011): processing |ID payl oad. nessage |D*
1371333358

:alall 3 Sl

crypto ipsec transformset TRA esp-aes esp-sha-hnmac
node transport

crypto i psec profile PRO
set transformset TRA

i nterface tunnel 23
tunnel node ipsec ipv6
tunnel protection ipsec profile PRO

2 al> 0l clis] - (QM3) 3 gyl giogll Al

19,0dl 88,5 L ail (SPIS) wloYl 2@ Lusled slacl -

.Sep 21 08:33:43.305: | SAKMP: (1011): Sending an | KE | Pv6 Packet*

Sep 21 08:33:43.305: | SAKMP: (1011): del eting node 1371333358 error FALSE*
"reason "No Error

= Sep 21 08:33:43.305: | SAKMP: (1011): Node 1371333358, Input*

| KE_MESG _FROM PEER, | KE_QM EXCH

= Sep 21 08:33:43.305: | SAKMP: (1011): AOd State = IKEQVLI_QVL New St at e*

| KE_QM PHASE2_COWPLETE

(Sep 21 08:33:43.305: | PSEC(key_engine): got a queue event with 1 KM nessage(s*
Sep 21 08:33:43.305: | PSEC(crypto_ipsec_create_ipsec_sas): Mp found*



Tunnel 23- head- 0
Sep 21 08:33:43.305: I PSEC(crypto_ipsec_sa_find_ident_head): reconnecting*
with the sane proxies and peer 2001: DB8::3
,Sep 21 08:33:43.305: I PSEC(create_sa): sa created*
,sa) sa_dest= 2001: DB8::2, sa_proto= 50)
, (sa_spi = Ox45F16A9A( 1173449370
sa_trans= esp-aes esp-sha-hmac , sa_conn_id= 305
(sa_lifetine(k/sec)= (4608000/3439
,Sep 21 08:33:43.305: I PSEC(create_sa): sa created*
,sa) sa_dest= 2001: DB8::3, sa_proto= 50)
, (sa_spi = 0x221A7153(572158291
sa_trans= esp-aes esp-sha-hmac , sa_conn_id= 306
(sa_lifetine(k/sec)= (4608000/3439
#(R2(config-if
Sep 21 08:33:43.309: %LINEPROTO-5-UPDOWN: Line protocol on Interface*
Tunnel23, changed state to up

il oo 3l

sh crypto ipsec sa

interface: Tunnel 23
Crypto map tag: Tunnel 23-head-0, |ocal addr 2001: DBS8::2

(protected vrf: (none
(local ident (addr/mask/prot/port): (::/0/0/0
(remote ident (addr/mask/prot/port): (::/0/0/0
current _peer 2001: DB8::3 port 500
{,PERM T, flags={origin_is_acl
pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4#
pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4#
pkts conmpressed: 0, #pkts deconpressed: 0#
pkts not conpressed: 0, #pkts conpr. failed: 0#
pkts not deconpressed: 0, #pkts deconpress failed: O#
send errors 0, #recv errors O#

,local crypto endpt.: 2001: DBS8::2

renote crypto endpt.: 2001: DBS8::3

path nmtu 1500, ipv6 ntu 1500, ipv6 ntu idb Ethernet0/0
(current outbound spi: 0x221A7153(572158291

PFS (Y/N): N, DH group: none

i nbound esp sas
(spi: O0x45F16A9A (1173449370
, transform esp-aes esp-sha-hnac
{ ,in use settings ={Tunne
:conn id: 305, flow.id: SW305, sibling_flags 80000041, crypto nap
Tunnel 23- head- 0
(sa timng: remaining key lifetime (k/sec): (4183789/3408
IV size: 16 bytes
replay detection support: Y
Status: ACTI VE

:inbound ah sas
i nbound pcp sas
:out bound esp sas
(spi: 0x221A7153(572158291

, transform esp-aes esp-sha-hnac
{ ,in use settings ={Tunne



:conn id: 306, flow.id: SW306, sibling_flags 80000041, crypto map
Tunnel 23- head- 0

(sa tinmng: remaining key lifetime (k/sec): (4183790/ 3408

IV size: 16 bytes

replay detection support: Y

Status: ACTI VE

R2(config-if)#do ping fe80::23:3

Qut put Interface: tunnel 23

. Type escape sequence to abort

:Sending 5, 100-byte | CMP Echos to FE80::23:3, timeout is 2 seconds
Packet sent with a source address of FE8O0::23: 2% unnel 23

Success rate is 100 percent (5/5), round-trip nin/avg/ max = 8/11/20 mns
R2(config-if)#do sh crypto ipsec sa | i caps|ident
(local ident (addr/mask/prot/port): (::/0/0/0
(remote ident (addr/mask/prot/port): (::/0/0/0
pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9#
pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9#

2950 85> 59,09 pidl (ail

do ol ologleo

80l logleall oo LuSIl e 22150ll9 Juloall sgi IPSec gdos o Jlis -
Le>Moolo (IKEv1 , sleas)l giogll) IKE Debugs 9 ASA IPsec slias WliSiuwl Jo> did aa>o -
>l TechNote clas| SlaSawl (IKEV1 , s )l giooll) IKE 9 ASA IPsec clasi aonas -
Cisco Systems - Slaiiwally sl acall -
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