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معلومات ذات صلة

المقدمة

يوفر هذا المستند معلومات لفهم تصحيح الأخطاء على برنامج Cisco IOS® عند إستخدام الوضع الرئيسي والمفتاح
.(PSK) المشترك مسبقا



يوفر هذا المستند أيضا معلومات حول كيفية ترجمة بعض خطوط تصحيح الأخطاء في تكوين ما.

هذه الموضوعات غير مطروحة للنقاش:

تم إنشاء حركة مرور بعد النفق ●

(IKE) أو تبادل مفتاح الإنترنت IPSec المفاهيم الأساسية ل ●

مسألة أساسية

تميل تصحيحات IKE و IPSec إلى أن تصبح مشفرة. غالبا ما يستخدم مركز المساعدة التقنية (TAC) من Cisco هذه
.IPSec ل VPN الأخطاء لفهم موقع مشكلة في إنشاء نفق

سيناريو

عادة ما يتم إستخدام الوضع الرئيسي بين أنفاق الشبكة المحلية (LAN) إلى الشبكة المحلية (LAN)، أو في حالة
الوصول عن بعد (ezVPN) عند إستخدام الشهادات للمصادقة.

.T(1)15.2 الذي يشغل إصدار برنامج Cisco IOS هذه تصحيح الأخطاء من جهاز

تم وصف سيناريوهين رئيسيين في هذا المستند:

IOS جانب بادئ ●

IOS جانب المستجيب ●

.IPv6 بين موقعين، استنادا إلى VTI في هذا المستند، يتم إنشاء نفق يستند إلى

ملاحظات:

أستخدم أداة بحث الأوامر (للعملاء المسجلين فقط) للحصول على مزيد من المعلومات حول الأوامر المستخدمة
في هذا المستند.

.debug ارجع إلى معلومات مهمة عن أوامر تصحيح الأخطاء قبل أن تستخدم أوامر

تصحيح الأخطاء المستخدمة

debug crypto isakmp ●

debug crypto ipSec ●

debug crypto kmi ●

IOS تكوين موجه

تكوين التشفير

crypto isakmp policy 10

authentication pre-share

//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html


crypto isakmp key cisco address ipv6 ::/0

crypto ipsec transform-set TRA esp-aes esp-sha-hmac

mode transport

crypto ipsec profile PRO

set transform-set TRA

interface Tunnel23

ip address 192.168.23.2 255.255.255.0

ipv6 address FE80::23:2 link-local

tunnel source Ethernet0/0

tunnel mode ipsec ipv6

tunnel destination 2001: DB8::3

tunnel protection ipsec profile PRO

جانب آخر

crypto isakmp policy 10

authentication pre-share

crypto isakmp key cisco address ipv6 ::/0

crypto ipsec transform-set TRA esp-aes esp-sha-hmac

mode transport

crypto ipsec profile PRO

set transform-set TRA

interface Tunnel23

ip address 192.168.23.3 255.255.255.0

ipv6 address FE80::23:3 link-local

tunnel source Ethernet0/0

tunnel mode ipsec ipv6

tunnel destination 2001: DB8::2

tunnel protection ipsec profile PRO

تصحيح الأخطاء

IOS جانب المستجيب

(MM1) 1 رسالة الوضع الرئيسي

ويشمل الاقتراح الأولي للمعهد ما يلي:

تشفير ●

تشويش ●

(Diffie-Hellman (DH مجموعة ●

عمر ●

Sep 21 08:33:43.377: ISAKMP (0) : received packet from 2001: DB8::2 dport 500*

sport 500 Global (N) NEW SA



Sep 21 08:33:43.377: ISAKMP: Created a peer struct for 2001: DB8::2, peer port*

500

Sep 21 08:33:43.377: ISAKMP: New peer created peer = 0x8E45588*

peer_handle = 0x8000000A

Sep 21 08:33:43.377: ISAKMP: Locking peer struct 0x8E45588, refcount 1 for*

crypto_isakmp_process_block

Sep 21 08:33:43.377: ISAKMP: local port 500, remote port 500*

Sep 21 08:33:43.377: ISAKMP: (0):insert sa successfully sa = 6D12A00*

Sep 21 08:33:43.377: ISAKMP: (0):Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH*

Sep 21 08:33:43.377: ISAKMP: (0): Old State = IKE_READY  New State = IKE_R_MM1*

Sep 21 08:33:43.377: ISAKMP: (0): processing SA payload. message ID = 0*

:Sep 21 08:33:43.377: ISAKMP: (0):found peer pre-shared key matching 2001*

DB8::2

Sep 21 08:33:43.377: ISAKMP: (0): local preshared key found*

... Sep 21 08:33:43.377: ISAKMP: Scanning profiles for xauth*

Sep 21 08:33:43.377: ISAKMP: (0):Checking ISAKMP transform 1 against priority*

policy 10

Sep 21 08:33:43.377: ISAKMP:      encryption DES-CBC*

Sep 21 08:33:43.377: ISAKMP:      hash SHA*

Sep 21 08:33:43.377: ISAKMP:      default group 1*

Sep 21 08:33:43.377: ISAKMP:      auth pre-share*

Sep 21 08:33:43.377: ISAKMP:      life type in seconds*

Sep 21 08:33:43.377: ISAKMP:      life duration (VPI) of  0x0 0x1 0x51 0x80*

Sep 21 08:33:43.377: ISAKMP: (0):atts are acceptable. Next payload is 0*

Sep 21 08:33:43.377: ISAKMP: (0):Acceptable atts:actual life: 0*

Sep 21 08:33:43.377: ISAKMP: (0):Acceptable atts:life: 0*

Sep 21 08:33:43.377: ISAKMP: (0):Fill atts in sa vpi_length:4*

Sep 21 08:33:43.377: ISAKMP: (0):Fill atts in sa life_in_seconds:86400*

Sep 21 08:33:43.377: ISAKMP: (0):Returning Actual lifetime: 86400*

.Sep 21 08:33:43.377: ISAKMP: (0):: Started lifetime timer: 86400*

,Sep 21 08:33:43.377: ISAKMP: (0):Input = IKE_MESG_INTERNAL*

IKE_PROCESS_MAIN_MODE

Sep 21 08:33:43.377: ISAKMP: (0): Old State = IKE_R_MM1  New State = IKE_R_MM1*

التكوين ذي الصلة:

crypto isakmp policy 10

authentication pre-share

رسالة الوضع الرئيسي 2 (MM2) - إرسال ردنا

Sep 21 08:33:43.377: ISAKMP: (0): sending packet to 2001: DB8::2 my_port 500*

peer_port 500 (R) MM_SA_SETUP

.Sep 21 08:33:43.377: ISAKMP: (0): Sending an IKE IPv6 Packet*

,Sep 21 08:33:43.377: ISAKMP: (0):Input = IKE_MESG_INTERNAL*

IKE_PROCESS_COMPLETE

Sep 21 08:33:43.377: ISAKMP: (0): Old State = IKE_R_MM1  New State = IKE_R_MM2*

(MM3) 3 رسالة الوضع الرئيسي

تشمل:

(NAT) اكتشاف ترجمة عنوان الشبكة ●

تبادل DH الجزء الأول ●

Sep 21 08:33:43.381: ISAKMP (0): received packet from 2001:DB8::2 dport 500*



sport 500 Global (R) MM_SA_SETUP

Sep 21 08:33:43.381: ISAKMP: (0):Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH*

Sep 21 08:33:43.381: ISAKMP: (0): Old State = IKE_R_MM2  New State = IKE_R_MM3*

Sep 21 08:33:43.381: ISAKMP: (0): processing KE payload. message ID = 0*

Sep 21 08:33:43.393: ISAKMP: (0): processing NONCE payload. message ID = 0*

:Sep 21 08:33:43.393: ISAKMP: (0):found peer pre-shared key matching 2001*

DB8::2

Sep 21 08:33:43.393: ISAKMP: (1011): processing vendor id payload*

Sep 21 08:33:43.393: ISAKMP: (1011): vendor ID is DPD*

Sep 21 08:33:43.393: ISAKMP: (1011): processing vendor id payload*

!Sep 21 08:33:43.393: ISAKMP: (1011): speaking to another IOS box*

Sep 21 08:33:43.393: ISAKMP: (1011): processing vendor id payload*

Sep 21 08:33:43.393: ISAKMP: (1011): vendor ID seems Unity/DPD but major 0*

mismatch

Sep 21 08:33:43.393: ISAKMP: (1011): vendor ID is XAUTH*

,Sep 21 08:33:43.393: ISAKMP: (1011):Input = IKE_MESG_INTERNAL*

IKE_PROCESS_MAIN_MODE

= Sep 21 08:33:43.393: ISAKMP: (1011): Old State = IKE_R_MM3  New State*

IKE_R_MM3

(MM4) 4 رسالة الوضع الرئيسي

تشمل:

NAT حمولة كشف ●

مواصلة تبادل حقوق الملكية الفكرية ●

Sep 21 08:33:43.405: ISAKMP: (1011): sending packet to 2001: DB8::2 my_port*

peer_port 500 (R) MM_KEY_EXCH 500

.Sep 21 08:33:43.405: ISAKMP: (1011): Sending an IKE IPv6 Packet*

,Sep 21 08:33:43.405: ISAKMP: (1011):Input = IKE_MESG_INTERNAL*

IKE_PROCESS_COMPLETE

= Sep 21 08:33:43.405: ISAKMP: (1011): Old State = IKE_R_MM3  New State*

IKE_R_MM4

رسالة الوضع الرئيسي 5 (MM5) - يرسل البادئ هويته

تشمل:

معلومات الهوية المحلية ●

المفتاح ●

Sep 21 08:33:43.425: ISAKMP (1011): received packet from 2001: DB8::2 dport*

sport 500 Global (R) MM_KEY_EXCH 500

Sep 21 08:33:43.425: ISAKMP: (1011):Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH*

= Sep 21 08:33:43.425: ISAKMP: (1011): Old State = IKE_R_MM4  New State*

IKE_R_MM5

Sep 21 08:33:43.425: ISAKMP: (1011): processing ID payload. message ID = 0*

Sep 21 08:33:43.425: ISAKMP (1011): ID payload*

next-payload : 8       

type         : 5       

address      : 2001: DB8::2       

protocol     : 17       

port         : 500       

length       : 24       

Sep 21 08:33:43.425: ISAKMP: (0):: peer matches *none* of the profiles*



Sep 21 08:33:43.425: ISAKMP: (1011): processing HASH payload. message ID = 0*

Sep 21 08:33:43.425: ISAKMP: (1011): processing NOTIFY INITIAL_CONTACT*

protocol 1 spi 0, message ID = 0, sa = 0x6D12A00

Sep 21 08:33:43.425: ISAKMP: (1011): SA authentication status: authenticated*

:Sep 21 08:33:43.425: ISAKMP: (1011): SA has been authenticated with 2001*

DB8::2

Sep 21 08:33:43.425: ISAKMP: (1011): SA authentication status: authenticated*

Sep 21 08:33:43.425: ISAKMP: (1011): Process initial contact, bring down*

existing phase 1 and 2 SA's with local 2001: DB8::3 remote 2001: DB8::2

remote port 500

:Sep 21 08:33:43.425: ISAKMP: Trying to insert a peer 2001: DB8::3/2001*

.DB8::2/500/,  and inserted successfully 8E45588

,Sep 21 08:33:43.425: ISAKMP: (1011):Input = IKE_MESG_INTERNAL*

IKE_PROCESS_MAIN_MODE

= Sep 21 08:33:43.425: ISAKMP: (1011): Old State = IKE_R_MM5  New State*

IKE_R_MM5

رسالة الوضع الرئيسي 6 (MM6) - يرسل المستجيب هويته. اكتمال المرحلة الأولى.

تشمل:

تم إرسال الهوية عن بعد من النظير ●

القرار النهائي بشأن إختيار مجموعة الأنفاق ●

(Sep 21 08:33:43.425: IPSEC(key_engine): got a queue event with 1 KMI message(s*

Sep 21 08:33:43.425: ISAKMP: (1011): SA is doing pre-shared key authentication*

using id type ID_IPV6_ADDR

Sep 21 08:33:43.425: ISAKMP (1011): ID payload*

next-payload : 8       

type         : 5       

address      : 2001: DB8::3       

protocol     : 17       

port         : 500       

length       : 24       

Sep 21 08:33:43.425: ISAKMP: (1011):Total payload length: 24*

Sep 21 08:33:43.425: ISAKMP: (1011): sending packet to 2001: DB8::2 my_port*

peer_port 500 (R) MM_KEY_EXCH 500

.Sep 21 08:33:43.425: ISAKMP: (1011): Sending an IKE IPv6 Packet*

,Sep 21 08:33:43.425: ISAKMP: (1011):Input = IKE_MESG_INTERNAL*

IKE_PROCESS_COMPLETE

= Sep 21 08:33:43.425: ISAKMP: (1011): Old State = IKE_R_MM5  New State*

IKE_P1_COMPLETE

التكوين ذي الصلة:

... crypto isakmp identity

(QM1) 1 رسالة الوضع السريع

Sep 21 08:33:43.433: ISAKMP (1011): received packet from 2001: DB8::2 dport*

sport 500 Global (R) QM_IDLE 500

Sep 21 08:33:43.433: ISAKMP: set new node 1371333358 to QM_IDLE*

= Sep 21 08:33:43.433: ISAKMP: (1011): processing HASH payload. message ID*

1371333358

= Sep 21 08:33:43.433: ISAKMP: (1011): processing SA payload. message ID*

1371333358

Sep 21 08:33:43.433: ISAKMP: (1011):Checking IPSec proposal 1*



Sep 21 08:33:43.433: ISAKMP: transform 1, ESP_AES*

:Sep 21 08:33:43.433: ISAKMP:   attributes in transform*

(Sep 21 08:33:43.433: ISAKMP:      encaps is 1 (Tunnel*

Sep 21 08:33:43.433: ISAKMP:      SA life type in seconds*

Sep 21 08:33:43.433: ISAKMP:      SA life duration (basic) of 3600*

Sep 21 08:33:43.433: ISAKMP:      SA life type in kilobytes*

Sep 21 08:33:43.433: ISAKMP:      SA life duration (VPI) of  0x0 0x46 0x50 0x0*

Sep 21 08:33:43.433: ISAKMP:      authenticator is HMAC-SHA*

Sep 21 08:33:43.433: ISAKMP:      key length is 128*

.Sep 21 08:33:43.433: ISAKMP: (1011):atts are acceptable*

Sep 21 08:33:43.433: IPSEC(validate_proposal_request): proposal part #1*

,Sep 21 08:33:43.433: IPSEC(validate_proposal_request): proposal part #1*

,key eng. msg.) INBOUND local= 2001: DB8::3:0, remote= 2001: DB8::2:0) 

,local_proxy= ::/0/256/0    

,remote_proxy= ::/0/256/0    

,(protocol= ESP, transform= NONE  (Tunnel   

,lifedur= 0s and 0kb   

spi= 0x0(0), conn_id= 0, keysize= 128, flags= 0x0   

= Sep 21 08:33:43.433: ISAKMP: (1011): processing NONCE payload. message ID*

1371333358

= Sep 21 08:33:43.433: ISAKMP: (1011): processing ID payload. message ID*

1371333358

= Sep 21 08:33:43.433: ISAKMP: (1011): processing ID payload. message ID*

1371333358

Sep 21 08:33:43.433: ISAKMP: (1011):QM Responder gets spi*

= Sep 21 08:33:43.433: ISAKMP: (1011):Node 1371333358, Input*

IKE_MESG_FROM_PEER, IKE_QM_EXCH

= Sep 21 08:33:43.433: ISAKMP: (1011): Old State = IKE_QM_READY  New State*

IKE_QM_SPI_STARVE

التكوين ذي الصلة:

tunnel mode ipsec ipv6

(QM2) 2 رسالة الوضع السريع

تشمل:

يقوم الطرف البعيد بإرسال المعلمات ●

يتم إختيار أقصر فترتي الحياة المقترحتين للمرحلة الثانية ●

Sep 21 08:33:43.433: ISAKMP: (1011): sending packet to 2001: DB8::2 my_port*

peer_port 500 (R) QM_IDLE 500

.Sep 21 08:33:43.433: ISAKMP: (1011): Sending an IKE IPv6 Packet*

= Sep 21 08:33:43.433: ISAKMP: (1011):Node 1371333358, Input*

IKE_MESG_INTERNAL, IKE_GOT_SPI

Sep 21 08:33:43.433: ISAKMP: (1011): Old State = IKE_QM_SPI_STARVE  New*

State = IKE_QM_R_QM2

(Sep 21 08:33:43.437: IPSEC(key_engine): got a queue event with 1 KMI message(s*

#(R3(config-if

Sep 21 08:33:43.437: IPSEC(crypto_ipsec_create_ipsec_sas): Map found*

Tunnel23-head-0

Sep 21 08:33:43.437: IPSEC(crypto_ipsec_sa_find_ident_head): reconnecting*

with the same proxies and peer 2001: DB8::2

,Sep 21 08:33:43.437: IPSEC(create_sa): sa created*

,sa) sa_dest= 2001: DB8::3, sa_proto= 50) 

,(sa_spi= 0x221A7153(572158291   

sa_trans= esp-aes esp-sha-hmac , sa_conn_id= 305   

(sa_lifetime(k/sec)= (4608000/3532   



,Sep 21 08:33:43.437: IPSEC(create_sa): sa created*

,sa) sa_dest= 2001: DB8::2, sa_proto= 50) 

,(sa_spi= 0x45F16A9A(1173449370   

sa_trans= esp-aes esp-sha-hmac , sa_conn_id= 306   

(sa_lifetime(k/sec)= (4608000/3532   

التكوين ذي الصلة:

crypto ipsec transform-set TRA esp-aes esp-sha-hmac

mode transport

crypto ipsec profile PRO

set transform-set TRA

interface tunnel23

tunnel mode ipsec ipv6

tunnel protection ipsec profile PRO

رسالة الوضع السريع 3 (QM3) - يجب أن تكون المرحلة الثانية كاملة وأن تكون واجهة النفق قيد التشغيل

,Sep 21 08:33:43.437: %LINEPROTO-5-UPDOWN: Line protocol on Interface Tunnel23*

changed state to up

Sep 21 08:33:43.437: ISAKMP (1011): received packet from 2001: DB8::2 dport*

sport 500 Global (R) QM_IDLE 500

Sep 21 08:33:43.437: ISAKMP: (1011): deleting node 1371333358 error FALSE*

"(reason "QM done (await

= Sep 21 08:33:43.437: ISAKMP: (1011):Node 1371333358, Input*

IKE_MESG_FROM_PEER, IKE_QM_EXCH

= Sep 21 08:33:43.437: ISAKMP: (1011): Old State = IKE_QM_R_QM2  New State*

IKE_QM_PHASE2_COMPLETE

Sep 21 08:33:43.437: IPSEC(key_engine): got a queue event with 1 KMI message(s*

Sep 21 08:33:43.437: IPSEC(key_engine_enable_outbound): rec'd enable notify*

from ISAKMP

موجه IOS - البادئ

رسالة الوضع الرئيسي 1 (MM1) - جهة الاتصال الأولية

تشمل:

(VID) معرفات المورد ●

السعات ●

مقترحات المرحلة الأولى ●

(IKE (SA رابطة أمان ●

SAs بالفعل بإنشاء قالب ل IPSec يقوم ●

Sep 21 08:33:43.245: %CRYPTO-6-ISAKMP_ON_OFF: ISAKMP is ON*

(Sep 21 08:33:43.245: IPSEC(sa ident sadb root initialize created IPv6 ACL %s*

Tunnel23-head-0-65537-Tunnel23-head-0-ACL-6-IPSECV6-ACL :

Sep 21 08:33:43.245: IPSEC(recalculate_mtu) : reset sadb_root 79E82A8 mtu to*

1500

Sep 21 08:33:43.245: IPSEC(adjust_mtu) : adjusting ident ip mtu from 1460 to*

,1500

,identity) local= 2001: DB8::2:0, remote= 2001: DB8::3:0) 

,local_proxy= ::/0/256/0   

remote_proxy= ::/0/256/0   



,Sep 21 08:33:43.245: IPSEC(adjust_mtu): adjusting path mtu from 1460 to 1500*

,identity) local= 2001: DB8::2:0, remote= 2001: DB8::3:0) 

,local_proxy= ::/0/256/0   

remote_proxy= ::/0/256/0   

, :(Sep 21 08:33:43.245: IPSEC(sa_request*

,key eng. msg.) OUTBOUND local= 2001: DB8::2:500, remote= 2001: DB8::3:500) 

,local_proxy= ::/0/256/0   

,remote_proxy= ::/0/256/0   

,(protocol= ESP, transform= esp-aes esp-sha-hmac  (Tunnel   

,lifedur= 3600s and 4608000kb   

spi= 0x0(0), conn_id= 0, keysize= 128, flags= 0x0   

(Sep 21 08:33:43.245: ISAKMP: (0): SA request profile is (NULL*

Sep 21 08:33:43.245: ISAKMP: Created a peer struct for 2001: DB8::3, peer port*

500

= Sep 21 08:33:43.245: ISAKMP: New peer created peer = 0x9344BE8 peer_handle*

0x80000008

Sep 21 08:33:43.245: ISAKMP: Locking peer struct 0x9344BE8, refcount 1 for*

isakmp_initiator

Sep 21 08:33:43.245: ISAKMP: local port 500, remote port 500*

Sep 21 08:33:43.245: ISAKMP: set new node 0 to QM_IDLE*

Sep 21 08:33:43.245: ISAKMP: (0):insert sa successfully sa = 944C840*

Sep 21 08:33:43.245: ISAKMP: (0):Can not start Aggressive mode, trying Main*

.mode

:Sep 21 08:33:43.245: ISAKMP: (0):found peer pre-shared key matching 2001*

DB8::3

Sep 21 08:33:43.245: ISAKMP: (0):Input = IKE_MESG_FROM_IPSEC, IKE_SA_REQ_MM*

Sep 21 08:33:43.245: ISAKMP: (0): Old State = IKE_READY  New State = IKE_I_MM1*

Sep 21 08:33:43.245: ISAKMP: (0): beginning Main Mode exchange*

Sep 21 08:33:43.245: ISAKMP: (0): sending packet to 2001: DB8::3 my_port 500*

peer_port 500 (I) MM_NO_STATE

.Sep 21 08:33:43.245: ISAKMP: (0): Sending an IKE IPv6 Packet*

التكوين ذي الصلة:

crypto isakmp policy 10

authentication pre-share

رسالة الوضع الرئيسي 2 (MM2) - الرد على جهة الاتصال الأولية

تشمل:

يختار النظير سياسة اقتران أمان الإنترنت وبروتوكول إدارة المفاتيح (ISAKMP) المراد إستخدامها ●

إيك سا ●

Sep 21 08:33:43.249: ISAKMP (0): received packet from 2001: DB8::3 dport 500*

sport 500 Global (I) MM_NO_STATE

Sep 21 08:33:43.249: ISAKMP: (0):Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH*

Sep 21 08:33:43.249: ISAKMP: (0): Old State = IKE_I_MM1  New State = IKE_I_MM2*

Sep 21 08:33:43.249: ISAKMP: (0): processing SA payload. message ID = 0*

:Sep 21 08:33:43.249: ISAKMP: (0):found peer pre-shared key matching 2001*

DB8::3

Sep 21 08:33:43.249: ISAKMP: (0): local preshared key found*

... Sep 21 08:33:43.249: ISAKMP : Scanning profiles for xauth*

Sep 21 08:33:43.249: ISAKMP: (0):Checking ISAKMP transform 1 against priority*

policy 10

Sep 21 08:33:43.249: ISAKMP:      encryption DES-CBC*

Sep 21 08:33:43.249: ISAKMP:      hash SHA*

Sep 21 08:33:43.249: ISAKMP:      default group 1*



Sep 21 08:33:43.249: ISAKMP:      auth pre-share*

Sep 21 08:33:43.249: ISAKMP:      life type in seconds*

Sep 21 08:33:43.249: ISAKMP:      life duration (VPI) of  0x0 0x1 0x51 0x80*

Sep 21 08:33:43.249: ISAKMP: (0):atts are acceptable. Next payload is 0*

Sep 21 08:33:43.249: ISAKMP: (0):Acceptable atts:actual life: 0*

Sep 21 08:33:43.249: ISAKMP: (0):Acceptable atts:life: 0*

Sep 21 08:33:43.249: ISAKMP: (0):Fill atts in sa vpi_length:4*

Sep 21 08:33:43.249: ISAKMP: (0):Fill atts in sa life_in_seconds:86400*

Sep 21 08:33:43.249: ISAKMP: (0):Returning Actual lifetime: 86400*

.Sep 21 08:33:43.249: ISAKMP: (0):: Started lifetime timer: 86400*

,Sep 21 08:33:43.249: ISAKMP: (0):Input = IKE_MESG_INTERNAL*

IKE_PROCESS_MAIN_MODE

= Sep 21 08:33:43.249: ISAKMP: (0): Old State = IKE_I_MM2  New State*

IKE_I_MM2

Diffie-Hellman وتبادل NAT اكتشاف - (MM3) 3 رسالة الوضع الرئيسي

تشمل:

NAT حمولة ومتجزئة اكتشاف ●

DH بدء تبادل ●

(DPD) دعم اكتشاف النظير غير المحمي ●

Sep 21 08:33:43.249: ISAKMP: (0): sending packet to 2001: DB8::3 my_port 500*

peer_port 500 (I) MM_SA_SETUP

.Sep 21 08:33:43.249: ISAKMP: (0): Sending an IKE IPv6 Packet*

,Sep 21 08:33:43.249: ISAKMP: (0):Input = IKE_MESG_INTERNAL*

IKE_PROCESS_COMPLETE

Sep 21 08:33:43.249: ISAKMP: (0): Old State = IKE_I_MM2  New State = IKE_I_MM3*

Diffie-Hellman وتبادل NAT اكتشاف - (MM4) 4 رسالة الوضع الرئيسي

تشمل:

NAT حمولة اكتشاف ●

DH بدء تبادل ●

بطاقات VID إضافية (DPD، دعم الوحدة) ●

معرفة التحدث إلى جهاز IOS آخر ●

Sep 21 08:33:43.273: ISAKMP (0): received packet from 2001: DB8::3 dport 500*

sport 500 Global (I) MM_SA_SETUP

Sep 21 08:33:43.273: ISAKMP: (0):Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH*

Sep 21 08:33:43.273: ISAKMP: (0): Old State = IKE_I_MM3  New State = IKE_I_MM4*

Sep 21 08:33:43.273: ISAKMP: (0): processing KE payload. message ID = 0*

Sep 21 08:33:43.281: ISAKMP: (0): processing NONCE payload. message ID = 0*

:Sep 21 08:33:43.281: ISAKMP: (0):found peer pre-shared key matching 2001*

DB8::3

Sep 21 08:33:43.281: ISAKMP: (1011): processing vendor id payload*

Sep 21 08:33:43.281: ISAKMP: (1011): vendor ID is Unity*

Sep 21 08:33:43.281: ISAKMP: (1011): processing vendor id payload*

Sep 21 08:33:43.281: ISAKMP: (1011): vendor ID is DPD*

Sep 21 08:33:43.281: ISAKMP: (1011): processing vendor id payload*

!Sep 21 08:33:43.281: ISAKMP: (1011): speaking to another IOS box*

,Sep 21 08:33:43.281: ISAKMP: (1011):Input = IKE_MESG_INTERNAL*



IKE_PROCESS_MAIN_MODE

= Sep 21 08:33:43.281: ISAKMP: (1011): Old State = IKE_I_MM4  New State*

IKE_I_MM4

رسالة الوضع الرئيسي 5 (MM5) - إرسال الهوية

تشمل:

(ID) معرف النظير البعيد ●

Sep 21 08:33:43.293: ISAKMP: (1011): Send initial contact*

Sep 21 08:33:43.293: ISAKMP: (1011): SA is doing pre-shared key authentication*

using id type ID_IPV6_ADDR

Sep 21 08:33:43.293: ISAKMP (1011): ID payload*

next-payload : 8       

type         : 5       

address      : 2001: DB8::2        

protocol     : 17       

port         : 500       

length       : 24       

Sep 21 08:33:43.293: ISAKMP: (1011):Total payload length: 24*

Sep 21 08:33:43.293: ISAKMP: (1011): sending packet to 2001: DB8::3 my_port*

peer_port 500 (I) MM_KEY_EXCH 500

.Sep 21 08:33:43.293: ISAKMP: (1011): Sending an IKE IPv6 Packet*

,Sep 21 08:33:43.293: ISAKMP: (1011):Input = IKE_MESG_INTERNAL*

IKE_PROCESS_COMPLETE

= Sep 21 08:33:43.293: ISAKMP: (1011): Old State = IKE_I_MM4  New State*

IKE_I_MM5

التكوين ذي الصلة:

... crypto isakmp identity

رسالة الوضع الرئيسي 6 (MM6) - تم تأسيس هوية النظير البعيد، المرحلة 1

تشمل:

Rekey تم بدء وقت ●

الهوية عن بعد (في هذه الحالة عنوان) ●

قرار الهبوط على لمحة شخصية ●

Sep 21 08:33:43.297: ISAKMP (1011): received packet from 2001: DB8::3 dport*

sport 500 Global (I) MM_KEY_EXCH 500

Sep 21 08:33:43.297: ISAKMP: (1011): processing ID payload. message ID = 0*

Sep 21 08:33:43.297: ISAKMP (1011): ID payload*

next-payload : 8       

type         : 5       

address      : 2001: DB8::3       

protocol     : 17       

port         : 500       

length       : 24       

Sep 21 08:33:43.297: ISAKMP: (0):: peer matches *none* of the profiles*

Sep 21 08:33:43.297: ISAKMP: (1011): processing HASH payload. message ID = 0*

Sep 21 08:33:43.297: ISAKMP: (1011): SA authentication status: authenticated*

:Sep 21 08:33:43.297: ISAKMP: (1011): SA has been authenticated with 2001*

DB8::3



:Sep 21 08:33:43.297: ISAKMP: Trying to insert a peer 2001: DB8::2/2001*

.DB8::3/500/,  and inserted successfully 9344BE8

Sep 21 08:33:43.297: ISAKMP: (1011):Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH*

= Sep 21 08:33:43.297: ISAKMP: (1011): Old State = IKE_I_MM5  New State*

IKE_I_MM6

,Sep 21 08:33:43.297: ISAKMP: (1011):Input = IKE_MESG_INTERNAL*

IKE_PROCESS_MAIN_MODE

= Sep 21 08:33:43.297: ISAKMP: (1011): Old State = IKE_I_MM6  New State*

IKE_I_MM6

,Sep 21 08:33:43.301: ISAKMP: (1011):Input = IKE_MESG_INTERNAL*

IKE_PROCESS_COMPLETE

= Sep 21 08:33:43.301: ISAKMP: (1011): Old State = IKE_I_MM6  New State*

IKE_P1_COMPLETE

التكوين ذي الصلة:

... crypto isakmp identity

رسالة الوضع السريع 1 (QM1) - النظير يبدأ المرحلة 2

تشمل:

معرفات الوكيل المحلية والبعيدة ●

مجموعة (مجموعات) التحويل ●

Sep 21 08:33:43.301: ISAKMP: (1011):beginning Quick Mode exchange, M-ID of*

Sep 21 08:33:43.301: ISAKMP: (1011):QM Initiator gets spi*1371333358

Sep 21 08:33:43.301: ISAKMP: (1011): sending packet to 2001: DB8::3 my_port*

peer_port 500 (I) QM_IDLE 500

.Sep 21 08:33:43.301: ISAKMP: (1011): Sending an IKE IPv6 Packet*

= Sep 21 08:33:43.301: ISAKMP: (1011):Node 1371333358, Input*

IKE_MESG_INTERNAL, IKE_INIT_QM

= Sep 21 08:33:43.301: ISAKMP: (1011): Old State = IKE_QM_READY  New State*

IKE_QM_I_QM1

,Sep 21 08:33:43.301: ISAKMP: (1011):Input = IKE_MESG_INTERNAL*

IKE_PHASE1_COMPLETE

= Sep 21 08:33:43.301: ISAKMP: (1011): Old State = IKE_P1_COMPLETE  New State*

IKE_P1_COMPLETE

التكوين ذي الصلة:

crypto ipsec transform-set TRA esp-aes esp-sha-hmac

mode transport

crypto ipsec profile PRO

set transform-set TRA

(QM2) 2 رسالة الوضع السريع

تشمل:

تأكيد هويات الوكيل ●

نوع النفق ●

(PFS) إعدادات سرية إعادة التوجيه المثالية ●



Sep 21 08:33:43.305: ISAKMP (1011): received packet from 2001: DB8::3 dport*

sport 500 Global (I) QM_IDLE 500

= Sep 21 08:33:43.305: ISAKMP: (1011): processing HASH payload. message ID*

1371333358

= Sep 21 08:33:43.305: ISAKMP: (1011): processing SA payload. message ID*

1371333358

Sep 21 08:33:43.305: ISAKMP: (1011):Checking IPSec proposal 1*

Sep 21 08:33:43.305: ISAKMP: transform 1, ESP_AES*

:Sep 21 08:33:43.305: ISAKMP:   attributes in transform*

(Sep 21 08:33:43.305: ISAKMP:      encaps is 1 (Tunnel*

Sep 21 08:33:43.305: ISAKMP:      SA life type in seconds*

Sep 21 08:33:43.305: ISAKMP:      SA life duration (basic) of 3600*

Sep 21 08:33:43.305: ISAKMP:      SA life type in kilobytes*

Sep 21 08:33:43.305: ISAKMP:      SA life duration (VPI) of  0x0 0x46 0x50 0x0*

Sep 21 08:33:43.305: ISAKMP:      authenticator is HMAC-SHA*

Sep 21 08:33:43.305: ISAKMP:      key length is 128*

.Sep 21 08:33:43.305: ISAKMP: (1011):atts are acceptable*

Sep 21 08:33:43.305: IPSEC(validate_proposal_request): proposal part #1*

,Sep 21 08:33:43.305: IPSEC(validate_proposal_request): proposal part #1*

,key eng. msg.) INBOUND local= 2001: DB8::2:0, remote= 2001: DB8::3:0) 

,local_proxy= ::/0/256/0   

,remote_proxy= ::/0/256/0   

,(protocol= ESP, transform= NONE  (Tunnel   

,lifedur= 0s and 0kb   

spi= 0x0(0), conn_id= 0, keysize= 128, flags= 0x0   

= Sep 21 08:33:43.305: ISAKMP: (1011): processing NONCE payload. message ID*

1371333358

= Sep 21 08:33:43.305: ISAKMP: (1011): processing ID payload. message ID*

1371333358

= Sep 21 08:33:43.305: ISAKMP: (1011): processing ID payload. message ID*

1371333358

التكوين ذي الصلة:

crypto ipsec transform-set TRA esp-aes esp-sha-hmac

mode transport

crypto ipsec profile PRO

set transform-set TRA

interface tunnel23

tunnel mode ipsec ipv6

tunnel protection ipsec profile PRO

رسالة الوضع السريع 3 (QM3) - إنشاء المرحلة 2

تشمل:

إعداد فهارس نهج الأمان (SPIs) لتمرير حركة المرور ●

.Sep 21 08:33:43.305: ISAKMP: (1011): Sending an IKE IPv6 Packet*

Sep 21 08:33:43.305: ISAKMP: (1011): deleting node 1371333358 error FALSE*

"reason "No Error

= Sep 21 08:33:43.305: ISAKMP: (1011):Node 1371333358, Input*

IKE_MESG_FROM_PEER, IKE_QM_EXCH

= Sep 21 08:33:43.305: ISAKMP: (1011): Old State = IKE_QM_I_QM1  New State*

IKE_QM_PHASE2_COMPLETE

(Sep 21 08:33:43.305: IPSEC(key_engine): got a queue event with 1 KMI message(s*

Sep 21 08:33:43.305: IPSEC(crypto_ipsec_create_ipsec_sas): Map found*



Tunnel23-head-0

Sep 21 08:33:43.305: IPSEC(crypto_ipsec_sa_find_ident_head): reconnecting*

with the same proxies and peer 2001: DB8::3

,Sep 21 08:33:43.305: IPSEC(create_sa): sa created*

,sa) sa_dest= 2001: DB8::2, sa_proto= 50) 

,(sa_spi= 0x45F16A9A(1173449370   

sa_trans= esp-aes esp-sha-hmac , sa_conn_id= 305   

(sa_lifetime(k/sec)= (4608000/3439   

,Sep 21 08:33:43.305: IPSEC(create_sa): sa created*

,sa) sa_dest= 2001: DB8::3, sa_proto= 50) 

,(sa_spi= 0x221A7153(572158291   

sa_trans= esp-aes esp-sha-hmac , sa_conn_id= 306   

(sa_lifetime(k/sec)= (4608000/3439   

#(R2(config-if

Sep 21 08:33:43.309: %LINEPROTO-5-UPDOWN: Line protocol on Interface*

Tunnel23, changed state to up

التحقق من النفق

sh crypto ipsec sa

interface: Tunnel23

Crypto map tag: Tunnel23-head-0, local addr 2001: DB8::2   

(protected vrf: (none  

(local  ident (addr/mask/prot/port): (::/0/0/0  

(remote ident (addr/mask/prot/port): (::/0/0/0  

current_peer 2001: DB8::3 port 500  

{,PERMIT, flags={origin_is_acl    

pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4#    

pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4#    

pkts compressed: 0, #pkts decompressed: 0#   

pkts not compressed: 0, #pkts compr. failed: 0#   

pkts not decompressed: 0, #pkts decompress failed: 0#   

send errors 0, #recv errors 0#   

,local crypto endpt.: 2001: DB8::2    

remote crypto endpt.: 2001: DB8::3    

path mtu 1500, ipv6 mtu 1500, ipv6 mtu idb Ethernet0/0    

(current outbound spi: 0x221A7153(572158291    

PFS (Y/N): N, DH group: none    

:inbound esp sas    

(spi: 0x45F16A9A(1173449370      

, transform: esp-aes esp-sha-hmac       

{ ,in use settings ={Tunnel       

:conn id: 305, flow_id: SW:305, sibling_flags 80000041, crypto map       

Tunnel23-head-0

(sa timing: remaining key lifetime (k/sec): (4183789/3408       

IV size: 16 bytes       

replay detection support: Y       

Status: ACTIVE       

:inbound ah sas    

:inbound pcp sas    

:outbound esp sas    

(spi: 0x221A7153(572158291      

, transform: esp-aes esp-sha-hmac       

{ ,in use settings ={Tunnel       



   

:conn id: 306, flow_id: SW:306, sibling_flags 80000041, crypto map       

Tunnel23-head-0

(sa timing: remaining key lifetime (k/sec): (4183790/3408       

IV size: 16 bytes       

replay detection support: Y       

Status: ACTIVE       

R2(config-if)#do ping fe80::23:3

Output Interface: tunnel23

.Type escape sequence to abort

:Sending 5, 100-byte ICMP Echos to FE80::23:3, timeout is 2 seconds

Packet sent with a source address of FE80::23:2%Tunnel23

!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/11/20 ms

R2(config-if)#do sh crypto ipsec sa | i caps|ident

(local  ident (addr/mask/prot/port): (::/0/0/0  

(remote ident (addr/mask/prot/port): (::/0/0/0  

pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9#    

pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9#    

النفق أفتح ومرور حركة مرور.

معلومات ذات صلة

مقال على موقع IPSec  تحتوي المعايير والمراجع على الكثير من المعلومات المفيدة. ●

ملاحظة فنية حول أستكشاف أخطاء ASA IPsec و IKE Debugs (الوضع العدواني IKEv1) وإصلاحها ●

تصحيح أخطاء ASA IPsec و IKE (الوضع الرئيسي IKEv1) أستكشاف أخطاء TechNote وإصلاحها ●

Cisco Systems - الدعم التقني والمستندات ●

/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/113595-trouble-asa-ipsec-ike-00.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/113574-tg-asa-ipsec-ike-debugs-main-00.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav


ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


