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s wulpz IUsSlg Lo> woss> FirePOWER (FTD) ey Cisco IJluosl) 7.0 1Jesl) oo God
FirePOWER Device Manager (FDM).
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cbsle IJodesy eds FDM
IJgo9s 1. loodd IJs zols > p9de 1Js p9se.

alvaln , oy ) = . W - . admin
Firepower Device Manager Monitofing Policies Objects Device: firepower 3 <‘ ) @ @ N
cisco : o ACARS - : Adrinistrator

& Internet

Interfaces Routing Updates Systern Settings

2 static routes Geelocation, Rule, VOB, System Upgrade, Man 0t Access

Enabled 3 of 4 Security Intelligence Feeds

View All Interfaces View Configuration View Configuration >

Hostname

Smart License Backup and Restore Troubleshoot T &
ime 5 ces

t of Compliance
Tier: Mot sefected (FTDv - Variable)

View Configuration View Configuration REQUEST FILE TO BE GREATED See more

Site-to=Site VPN Remote Access VPN Advanced Configuration Device Administration

Includes: FlexConfig, Smart CLI Audit Events, Deployment History,

2 connections renge Out of Compliancs
1 connection | 2 Group Policies Deownload Configuration

View Configuration View Gonfiguration View Configuration View CGonfiguration

J9zé pedsple FDM
IJebo9s 2. 108, B898 Le) + JIuolds p9lde 2o IJs louold Idpsde.

alialn Firepower Device Manager Monitoring Policies Objects Device: firepower -@ @ @ @ H iy
Cisco : = Administrater

Device Summary

Site-to-Site VPN

2 connection profiles
Bazeel (NTIY. Policy Based

Add Site-10-5ite Connectid

luolws loold S2S
IJg96 3. e lqup pglob 9255 u9g VPN gJs lwo puwaws [Js IJpguly (VTI).

1o, 898 91206 1J9o9d |Js VPN IJppJsé: &p lod) 898 louile 9lzoé uud§ bloys 2386 19
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alialn Firepower Device Manager Monitoring Policies Objects Device: firepower @ @ . admin
CISCO S ¥ Adrministrator

Define Endpoints

Connection Profile Name

vii-ipaec T Palicy Baaed

Sites Configuration

LOCAL SITE REMOTE SITE

Laocal VPN Access Interface Remaote IP Addross

NEXT

Cieate new. Viral Tunosl Interecs

luol96 9lzos 93

IJglo9s 4. 235 pedpele 9lzos [Juwd g IUbloys 1Uzrs306. 9lu@) 99,9 OK.,



Create Virtual Tunnel Interface

Name
tunnel10

Most features work with named interfaces only, although some require unnamed interfaces.

Description

Tunnel ID Tunnel Source

outside (GigabitEthernet0/0)

IP Address and Subnet Mask

192.168.1.1 / ’ 255,255.255.252

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

odosy VTI

Igo,e ¢bo9s 5. 1J VTI newly created ig VTI Iy sedles o lddeds vdd Bhu.si9s IJgwsly



New Site-to-site VPN

Define Endpoints

Connection Profile Name Type

Sites Configuration

LOCAL SITE REMOTE SITE

Local VPN Access Interface Remote IP Address

tunnel 10 (Tuneel1 0 101066323

luolds IP 1Jo b,

IJg1096 6. 1zc) luosh IKE sl 105 ooy Jogsso pedele IKE 5 IPsec Jpl o9 p9uoz S

IKE Policy

O ke policies are global, you cannot configure different policies per VPN. Any enabled IKE Policies are
available to all VPN connections.

ke version 2 (@D IKE VERSION 1 (@ )

IKE Palicy

Globally applied

IPSec Proposal

Custom set selected

odysu luesl) IKE

IJgo96 7 1. 12e) 3y wog IKE Jel 05 p9 oz s 1Juesyé slody eds iy p9188 s lousle wog IKE
28 Bl Yoo uygo Vs luble vog zas>.



Edit Globally: IKE v2 Policy

Y Filter

AES-GCM-NULL-SHA

AES-SHA-SHA

DES-SHA-SHA

aes-256-sha-256-dh-14

ike2_policy

Create New IKE Policy

ltosh vog IKE



View IKE v2 Policy

g

Name State

30 aes-256-sha-256-dh-14 Enabled
Encryption

Diffie-Hellman Group

Integrity Hash

Pseudo Random Function (PRF) Hash

Lifetime (seconds)

86400

wdysu ywslyws IKE

IJgbo96 7 o. g, 1Us wor IPSec Jpl 09 9oz B 1Ju09,6 slody B9 15, ol 19 lugule
p8wz IPsec zrso: bl Yoo wygw Vs lugile pdoz 236>.



Select IPSec Proposals

Y Filter SET DEFAULT

AES-GCM in Default Set

AES-SHA

DES-SHA-1

aes-256-sha-256

CANCEL

weasd pdue IPsec



IKE v2 IPSec Proposal

4

Name
aes-256-sha-256

Encryption

=3

Integrity Hash

£

odosu pdu,e IPsec

|J¢glogs 8 I 22> w9t Idpuolb@o. Il wpe luwedsle Idedolz 1Usr9s Idpuveyd puwedl B9 e
wu9ds) Idesolz ldezds sldpsclz 1Uss weo puvbduo puvodl e we.

1J 096 8 & (Igoshis) I2en leslble umass lehs IJuszse Ideeldss. $p wodssy 28 1gp,
IJIve,)luos Jegwsdsd IPsec 9zzp IUg ey Il w,)los: Sp lud) W98 IJulds.



IKE VERSION 2 () IKEVERSION1 (@ )

IKE Policy

Globally applied

IPSec Proposal

Custom set selected

Authentication Type
@ Pre-shared Manual Key |$| Certificate

Local Pre-shared Key

Remote Peer Pre-shared Key

essessees

IPSEC SETTINGS

Lifetime Duration Lifetime Size

28800 seconds 4608000

Additional Options
Diffie-Hellman Group for Perfect Forward Secrecy

No Perfect Forward Secrecy (tured off) -

odysu PSK g Life

IJgbo9s 9. Hlze IJodosu 9ludy 999 luole.



Summary

Vti-lpsec Connection Profile

0 Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0B tunnel10 ©,  Peer|P Address 10.106.63.23
Interface IP

IKE Policy aes-256-5ha256-shal56-14
IPSec Proposal aes-256-5ha-256

Authentication Pre-shared Manual Key
Type

IKE V1: DISABLED

IPSEC SETTINGS
Lifetime

4608000 kilobytes

ADDITIONAL OPTIONS

Diffie-Hellman Null (not selected)
Group

pdeue Idodssy

lJ¢lb9es 10a. luo9d Ids Jlisule > pulb g irolo Splod) eds + IS 8906.



" 1 . i
Al Firepower Device Manager Meitoring Policies Objects Device: firepower : et
Cisco = Adiministrator

Object Types Security Zones

T MNetworks 2 chjects

1 pons
S Pons

M MAME MODE INTERFAGES ACTIONS

B Security Zones 1 inside_zone Routed inside

¥ Application Filters 7 outside_zone Routed outside

& URLs

@ Geolocations

luol8s pulb s lply

lJglo9é 10b. §p wluunle pulb 96 &p 23> 9lgod VTl Jpl 09 p9oz bolo.

Add Security Zone

Name

vti-zone

Description

Mode

@ Routed

Interfaces

-

0P tunnel10 (Tunnel10)

CANCEL

odosu ldpulb 96 Uipg@é



IJgbos 11a. loodd [Js Jlsole > svodle: lod) eds + ls@ous.

.l||.|||. . . — . : - + . admin
Firepower Device Manager Monitoring Policies Objects Device: firapower @ @ . @ :
CISco F g L @ o Adminiztrator

Object Types ¢ Network Objects and Groups

20 objects T

Preset finers: System chefived. Liser defined
n ANE VPl VALUE

1 IPva-Private-All-RFC1918 Group P4 -Private-10.0.0.0-8, IPvd-Private-172.16.0.0-12, IPvd-Private-192.168.0.0-
16

luolwss Jlsole yuwds

IJ¢bgo 11b. |uoles Jlisy puosd: sluuile w9lws wluwegsle gusly IP JJuwdd 1Jglue vuldlbs
wolsé IJulbs,.

Edit Network Object

Name

vpn-gateway

Description

Type

() Network (O FabN () Range

Host

192.168.1.2

e.g. 192.168.2.1 or 2001:DB8::0DB8:800:200C:417A

CANCEL

oJdosu w9lws VPN



Uz logs 11¢. [Golds 1 iods [J)ess [Jogsss Slduvods [J,ess 1 epdss.

Edit Network Object

Name

‘ remote-vpn-network

Description

Type
@ Network

Network

‘ 172.16.10.0/24

or 2001:DB8:0:CD30::/60

odosu IP IJogs



Edit Network Object

Name

‘ inside-network]

Description

10.10.10.0/24

.g. 192.168.2.0/24 or001:DB8:0:CD30::/60

odyso IP 1deeds

IJglbgs 12. luodd 1Js 1Jzol > Iduwsluwle 98p wodssy wog Iduzde Vs 19 o9J.



Add Access Rule

Action

B allow -

L

Source/Destination Applications URLs &

Intrusion Policyﬂ File polii;',-o Logging

Users

DESTINATION
+  Networks + 36T Groups Zores Networks +  SGT Groups
ANY

& inside-network B inside_zone & inside-network

T remote-vpn-.. 8 vii-zons T rmote-vpn-..,

. _—
Show Diagram |\.| )

luolds wog Idoede wldsuosd

IJglbgs 13a. §p luols IJugzse v, 09 VT luedd IJs Ideol; > IJwszse.

Firepower Device Manager Monitoring Policies Objects Device: firepower @ @ @ @ admin
E L Administrator

Model Software vDB Intrusion Rule Update Pl High Availability
Cisco Firepower Threat Defense for VMwa... 7.0.5-72 3180 20210503-2107 e Mot Configured

)|
En & Internet

repower Threat Defense for Whiwars @ m

& @ @

@
L

Interfaces Routing Updates System Settings
Connected 1 static route Geoclocation, Rule, VDB, System Upgrade, Management Accass
Enabled 3 of 4 Security Inteligence Feeds gging Settings

View All Interfaces View Configuration View Configuration

OCAS) UIgSo

Jghoss 13 o loedd IJs Ipusly 1Jeloe Joeo edles IJowsse IJasese. lody 998 +
lJls9906.



Device Summary

Routing

Add Multiple Virtual Routers ). Commands v £} BGP Global Settings

| Static Routing ECMP Traffic Zones

1 route

®  MAME INTERFACE 1P TVYPE NETWORKS GATEWY B SLA MONITOR

1 default outside 1Pvé 0.0.0.0/0 10.106.52.1

Il 96 ol

IJg 96 13C. B we9bes, 1Jslzos: 9l IUuvods: 96835 p IJuslus. 9lud, 9.8 OK.



Add Static Route

Mame

vti-route

Description

Interface

tunnel10 (Tunnel10)

Protocol

@ iPva () IPv6

Networks

-

51 remote-vpn-network

Gateway Metric

vpn-gateway

SLA Monitor Applicable only for IPv4 Protocol type

Please select an SLA Monitor

CANCEL

wdysu ldpuwl Idolow
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Pending Changes

° Last Deployment Completed Successfully
26 Jun 2025 05:27 PM. See Deployment History

Deployed Version (26 Jun 2025 05:27 PM) Pending Version @ Lecenp

€) static Route Added: vti-route

metricValue: 1
ipType: IPv4
name: vti-route
iface:
- tunnelld
gateway:
= vpn—-gateway
networks:
- remote-vpn-network

€) Access Rule Added: vti-acl

logFiles: false
eventLogAction: LOG_NONE
rulelId: 268435458
name: vti-acl
sourceZones:
- vti-zone
- inside_zone
destinationZones:
- vti-zone
- inside_zone
sourceNetworks:
- remote-vpn—network
= inside-network
destinationNetworks:

MORE ACTIONS ¥ CANCEL DEPLOY NOW =

ou Idodsy

lJozdd pu lduors

e IYoeld IJogiy spdod 1ozl pu 2lds 1Juwwd eds CLI Llguwgsle |Ji_9|rOJ:

1. show crypto ikev2 sa
2. show crypto ipSec sa <peer-ip>
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