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+ Cisco FMC. |Jl_o>l, 7.4.1
+ Cisco FTD: IJ|o>l, 7.4.1
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Sop GUBS) IS 296 p19) Sop wozsool lJs udd IPsec LE o IJub, su IJubwds 1Jd)gs6
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Sudj 03l IJpwoos gds odysy 9lzes [Jud§ Idbloyss IJelwes (SVTI) pe wi9e9ded BGP
Jdogese Ibsolesds Joguiss.

lJodosy

SueW o3l IJd e Idodssu Idpbdye eJs ASA 9 FTD Jg)uo wdlw BGP pyu gJId o9 § SVTI
IPSec.

lLuwe Idotbsbs Jdyuods

2.2.2.2 10.197.226.222 10.197.226.187 1.1.1.1
Internet
Loopback 1 | QOutside Outside Loopback 1

l--I"
T T

- ASA
lyuwe IJogbsbes Juinds
lJodssule
wJd9su IPSec VPN gJs FTD Clgwegsle FMC
1J2 1696 1. 1o | SDevices> VPN > Site To Site.

lJglo9gs 2. 16,9, 99 §+Siteto Site VPN.



+ Site to Site VPN

Jodé VPN oo 098¢ 1Js p9de

+ SASE Topology

|

lJglo9s 3. 99, Topology Name,9¢& v Jo VPN Ll w pRoute Based (VTI). iéo)IKEVersion.

po l2d o3l lJgsuo 1dos oses:

o lgup lJpglolo: ASAV-VTI
« |uosl, IKE: IKEv2

Edit VPN Topology 9

Topology Name:*
| ASAV-VTI

Policy Based (Crypto Map) e Route Based (VTI)
Metwork Topology:

IKE Version:* | | IKEv1 IKEvZ

bosdses! VPN

lJglogs 4. ié_o_,DeviceI._Jg;éj lJ3s sdjp odssuo. Spdud |uolds 9lzes ud g bloys 23820 (lud)
edsHdp)) 19 wrass 9leod pu IUSlses 1Je9e9as.



Endpoints IKE IPsec Advanced

Node A
Device:™
[ Fro v |
Virtual Tunnel Interface:*®
‘
Tunnel source IP is Private Edit WVTI

send Local ldentity to Peers

+ Add Backup VTl (optional)
» Advanced Settings

8936 u9bs IJuolss A
lJglo9é 5. 235 pedpleNew Virtud Tunnel Interface. 1 9,).0k

pu lzd o3l lJeuo IJesoses:

o Jlgwp: lpul-Gs os

« 1Jy o (['ac:..glj._g): 099 VTI pg [Jwe,lue ASA
* IJpoub s lJlpuss: VTI-Zone

* p&HV 1o 1

« eu9ly IP: 169.254.2.1/24

© puody 1o §: GigabitEthernet0/1 (¢Lzs)

* 9028 UV IPsec: IPv4



Add Virtual Tunnel Interface L7 ]

General Path Monitoring

Tunnel Type

&  Static Dynamic
MName:*

ASAY-VTI

Enabled
Description:
VT Tunnel with Extranet ASA

Security Lone;
Priority:
0

Virtual Tunnel! Interface Details

Tunrel [D:*
3

Tunnel Source:*

GigabitEthernet0/1 (Outside) v 10,197.226.222 *

Psec Tunnel Details

IPsec Tunnel Mode:*

* |Pvd IPvE
IF Address:®
o Configure IP 169.254.2.1/24 L ]
Borrow IP (IP unnumbered) Loopback) (loopback) v



9lzos IJud§ IJbloys

1Jg9s 6.0klu @) 998 IJpuwed puvsyl s io VTI 2285 &> op lugblgo.

Virtual Tunnel Interface Added

VTI has been created successfully.
Please go to the Device > Interfaces
page to delete/update the VTI.

QK

opo luolds 9lzos IJowd§ Idbloys

IJ¢ 196 7. 12,0 1J VTI newly created Iy VTI oz e virtua Tunne Interface. 80 w098, lJpgd9ple
JJesrs o Bldos os zols IJubs,)).

po lzd 03l lJeuo IJesoses:

c Vs ldpold Jaelds: |Yuwasloe
* luwpe IJzol;: ASAv-Peer
* guslu IP Jugbs IJuoelss: 10.197.226.187



Endpoints IKE IPsec  Advanced

MNode A MNode B
Device:™ Device: ™
FTD L Extranet i

Device Name*:

ASA-VTI (IP: 169.254.2.1) r ASAv-Peer

Tunnel Source: Qulside (IF: 10,197 226. 222 )Edit VTI Endpaint IP Address®:
Tunnel Source IP is Private

10.197.226.187

Send Local Identity to Peers
+ Add Backup VTl {optional)
Additional Configuration @

Route traffic to the VTI : Bouting Policy
Permit VPN trafhc : AC Policy

8936 u¥9bs IJuolsé B

o

-

lJglbgs 8. luwgd IJs gdlesd [Jowysy IKE. |9§J 99,9
cSpdud lposh luvedsle perd puvodlPdicls IJod) WB98+5) 1Je9z9> we9lPdicygJles
lJowsse Jlouvle 9lg> zoso.

1U¢o96 9. (loshs: bl Spo vlugble yusluws IKEV2 23536.) §p wogdsNamedJuog 923>
lJoozAlgoritmslJ3s yusop luvegslpo Vs IJuog. b 9,).Save

po l2d o3l lJgsuo 1dososes:

* IJlywpe: ASAvV-IKEvV2-policy

* 9bjpsle IJodlpd: lso yus-256
* Bbjpsle ldogvds): lso [w-256
* &9bjpsle PRF: |so Lus-256

* pzpoeé Diffie-Hellman: 14



Edit IKEv2 Policy Q

MName:*
[ ASAV-IKEv2-Policy

Description:
Priarity: [1-65535)
1
Lifetime: seconds (120-2147483647)
86400
Avallable Algorithms Selected Algorithms
Integrity Algonthms MDS Ackd SHAZS6 |

Encryption Algorithms SHA
PRF Algorithms SHAS12

Diffie=Hellman Group

SHA384

NULL

IKEv2-Policy

lJ¢logs 10. iéo_) lJ3s wp logblgoPdicygss el i_9PoIicy|J.')..§ S92 gadAuthentication Type. |3l wp [uwegsle
pI90lz 8398 pubeyY puwedl VBbEJ IJpele WsKeyConfirmKey lJ oy €.

po l2d o3l lJg,uo 1dososes:

o IJuwslws: ASAV-IKEV2-Policy
© 09 Idpuolh§s: pule 298 pubend puvodl



Endpaints IKE IPsec Advanced

IKEvZ Settings

Policies:* §ASAy=IKEvZ-Policy

Authentication Type: Pre=ghared Manual Key

Confirm Eey:*

Enforce hex-based pra-shared key only

lJpol> 96

IJgbgs 1. loodd lJsiPsc edlps IJowsse. [Jod) :
Spedu lgosh luvedsle "pde,z IPsec J IKEV2" Idpg 8 puwedl 9 logile pdosz 23682 lud)
99.9+lJj) 1Jp9z29> w9l)IKEV2 IPsec Proposa gJlp6 lJo w98 0.

IJglo96 12. (Igeshs: I3l Gpo wlouvle 18e,lz IKEV2 IPsec z3ss.) bgdNamed p 9oz 9235 1Jg )00
lJ3sAlgorithms_usw e luwogsleo Vs Ide)uo. lud).save

pu lzd o3l lJeuo IJesoses:

* |Jluwp: ASAv-IPSec-Policy
* wgjisoe ESP: |so yus-256
¢ oubds,) ESP: |so | w-256



MNew IKEv2 IPsec Proposal (7]

Mame:®
ASAv-IPSec-Policy

Description:

Available Algorithms Selected Algorithms
ESP Hash SHA-512 SHA-256 u

ESP Encryption SHA-384

SHA-1

MD5
MULL

oh
-
=
L

Cancel

ez IKEV2-IPsec

IJg o9 13. Tg e yProposall J3s wp lugildo gasel loproposal Jss s> po Blisped IJIGw,lzle 1Jpe9us,)s.
l0W9,.0K



IKEvZ |IPsec Proposal 7]

Avallable Transform Sets O +

Q, Search Selected Transform Sets

AES-256-5HA-256 ASiv-IPSec-Policy

AES-GCM

AES-SHA

DES_SHA-1

Lhmibnalla-AES-GOM-256

Cancel QK

PTPIES LIS

IJg 1096 14. (Igeshs) 18 Perfect Forward Secrecyl J|g sl §p wod9se IPSeCLifetime Duration and Lifetime Size.
po l2d 03l 1lJe o IJes o ses:

* st lebs IJogzso IUpeldsé: presesd >9d 14
o 035 1Jg e, IJIel_os: 28800 (IJIe,l o.s)
e 2ep IJep IJIV Gl os: 4608000 (IJ1we,)los)

Endpoints  IKE IPsec  Advanced

Transform Sets:  IKEv1 IPsec Proposals #  IKEvZ IPsec Proposals® #

AShv-IPSec-Policy

Enable Security Association (SA) Strenagth Enforcement

Enable Perfect Forward Secrecy

Modulus Group: 14 v
Lifetime Duration®: 28800 Seconds (Range 120-2147483647)
Lifetime Size: 4608000 Kbytes (Range 10-2147483647)

wosisé PFS



lJglo9s 15. w28l pu lJlgshble 1Jpdeus. 1u@§)save Jpl 09 p9 oz OS 030 IJ09,)0.
Edit VPN Topology o

Tospuodoagey Blarrs: =
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b lJodysy
o J950 91206 Ilwe,zle £Js FTD wluvegsle FMC

oo 9d |JsDevices> Device Management. (9o vy sy IJzolj ese sdie wdssu IUluwezle.

lJgb9é 1. [uw@d |JsInterfaces > Add Interfaces > Loopback Interface.

» VIR

loodd s sleos IUluwezle

$38J #1096 2. 1]w e "loopback. 5595 luwenzle id "1" 953 IUBLo.



Edit Loopback Interface

General |Pwd IPvE

Name:;
| loopback

Enabled
Loopback ID:*

Description

Cancel Ok

opdsu slzes Iluwezle

1Jg 96 3. Bp wodsso guslo IP JJslzos: [u§,) 99, 90K.



Edit Loopback Interface

General |Pvd IPvwé

|
IP Type:
Use Static IP

IP Address:;
2.2.2.2124

Cancel (8] .4

299, guly IP Jslzos IUlwezle

odosu IPSec VPN gJs ASA

!--- Configure IKEv2 Policy ---!

crypto ikev2 policy 1
encryption aes-256
integrity sha256

group 14

prf sha256

Tifetime seconds 86400

!--- Enable IKEv2 on the outside interface ---!

crypto ikev2 enable outside

I---Configure Tunnel-Group with pre-shared-key---!

tunnel-group 10.197.226.222 type 1ipsec-121

tunnel-group 10.197.226.222 +ipsec-attributes
ikev2 remote-authentication pre-shared-key ***
ikev2 local-authentication pre-shared-key *##*#*%*

kS



!--- Configure IPSec Policy ---!

crypto ipsec ikev2 1ipsec-proposal ipsec_proposal_for_FTD
protocol esp encryption aes-256
protocol esp integrity sha-256

!--- Configure IPSec Profile ---!

crypto ipsec profile ipsec_profile_for_FTD
set ikev2 ipsec-proposal FTD-ipsec-proposal
set pfs groupl4d

!--- Configure VII ---!

interface Tunnell

nameif FTD-VTI

ip address 169.254.2.2 255.255.255.0

tunnel source interface outside

tunnel destination 10.197.226.222

tunnel mode ipsec ipv4

tunnel protection ipsec profile ipsec_profile_for_FTD

I--- Configure the WAN routes ---!

route outside 0.0.0.0 0.0.0.0 10.197.226.1 1

odsu 9lgos IJluwezle eJs ASA

interface Loopbackl
nameif loopback
ip address 1.1.1.1 255.255.255.0

odysu BGP IJugbs eds FTD wlgwegslpe FMC

o9 |JsDevices > Device Management. Editl Jzolj 1U3s wp odosy 099 VTl o &p luwdd |JsRouting >
General Settings > BGP.

IJgb96 1. §p wopdso BGP 9odasy 1épe IJuble 1U3los (AS) 9pe,8 IJeszo: Jel 09 p9 o s
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router bgp 1000

bgp log-neighbor-changes

bgp router-id 10.1.1.2
address-family 1ipv4 unicast
neighbor 169.254.2.1 remote-as 1000
neighbor 169.254.2.1 transport path-mtu-discovery disable
neighbor 169.254.2.1 activate
network 1.1.1.0 mask 255.255.255.0
no auto-summary

no synchronization
exit-address-family

IJo2d0 pu lduors
luwegse 03l IUBuwe Joldss gpd IJedss wuvdd Lozse.

IJoglog s lbly osulee IULuwld Blis§ 1duw, g6

<#froot>

#show crypto i kev2 sa

IKEv2 SAs:
Session-id:20, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote fvrf/ivrf Status
666846307 10.197.226.222/500 10.197.226.187/500 Global/Global READY
Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/1201 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535

remote selector 0.0.0.0/0 - 255.255.255.255/65535

ESP spi in/out: Oxal4edaf6/0x8540d49e

#show crypto i psec sa

interface: ASAv-VTI
Crypto map tag: __vti-crypto-map-Tunnell-0-1, seq num: 65280, local addr: 10.197.226.222

Protected vrf (ivrf): Global
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 10.197.226.187

#pkts encaps: 45, #pkts encrypt: 45, #pkts digest: 45

#pkts decaps: 44, #pkts decrypt: 44, #pkts verify: 44

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed:0, #pkts comp failed: 0, #pkts decomp failed: 0O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O

#send errors: 0, #recv errors: 0

Role
RESPOND



local crypto endpt.: 10.197.226.222/500, remote crypto endpt.: 10.197.226.187/500
path mtu 1500, ipsec overhead 78(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 8540D49E

current inbound spi : Al4EDAF6

inbound esp sas:
spi: OxA14EDAF6 (2706299638)
SA State: active
transform: esp-aes-256 esp-sha-256-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 14, IKEv2, VTI, }
slot: 0, conn_id: 49, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4331517/27595)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
000001FFF OxFFFFFFFF
outbound esp sas:
spi: 0x8540D49E (2235618462)
SA State: active
transform: esp-aes-256 esp-sha-256-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 14, IKEv2, VTI, }
slot: 0, conn_id: 49, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4101117/27595)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

#show bgp sunmary

BGP router identifier 10.1.1.1, Tocal AS number 1000

BGP table version is 5, main routing table version 5

2 network entries using 400 bytes of memory

2 path entries using 160 bytes of memory

2/2 BGP path/bestpath attribute entries using 416 bytes of memory
0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 976 total bytes of memory

BGP activity 21/19 prefixes, 24/22 paths, scan interval 60 secs

Neighbor v AS MsgRcvd MsgSent Tbh1Ver InQ OutQ
169.254.2.2 4 1000 22 22 5 0

#show bgp nei ghbors

BGP neighbor is 169.254.2.2, vrf single_vf, remote AS 1000, internal 1ink
BGP version 4, remote router ID 10.1.1.2
BGP state = Established, up for 00:19:49

Last read 00:01:04, Tast write 00:00:38, hold time is 180, keepalive interval is 60 seconds

Neighbor sessions:
1 active, is not multisession capable (disabled)
Neighbor capabilities:
Route refresh: advertised and received(new)
Four-octets ASN Capability: advertised and received
Address family IPv4 Unicast: advertised and received
MuTtisession Capability:

Up/Down
0



Message statistics:

InQ depth is 0

OutQ depth is 0
Sent Rcvd

Opens 1 1
Notifications: 0 0
Updates: 2 2
Keepalives: 19 19
Route Refresh: 0 0
Total: 22 22

Default minimum time between advertisement runs is 0 seconds

For address family: IPv4 Unicast
Session: 169.254.2.2
BGP table version 5, neighbor version 5/0
Output queue size : 0
Index 15
15 update-group member

Sent Rcvd
Prefix activity: -—— ———
Prefixes Current: 1 1 (Consumes 80 bytes)
Prefixes Total: 1 1
Implicit Withdraw: 0 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 1
Used as multipath: n/a 0

Outbound Inbound

Local Policy Denied Prefixes: -------—— = ———————
Bestpath from this peer: 1 n/a
Invalid Path: 1 n/a
Total: 2 0

Number of NLRIs in the update sent: max 1, min O

Address tracking is enabled, the RIB does have a route to 169.254.2.2
Connections established 7; dropped 6

Last reset 00:20:06, due to Peer closed the session of session 1
Transport(tcp) path-mtu-discovery is disabled

Graceful-Restart is disabled

#show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 10.197.226.1 to network 0.0.0.0

B 1.1.1.0 255.255.255.0 [200/0] via 169.254.2.2, 00:19:55

IJosloe Idpeedds wedui IUble IJeses

<tfroot>



#show crypto i kev2 sa

IKEv2 SAs:
Session-id:7, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-1id Local Remote
442126361 10.197.226.187/500 10.197.226.222/500
Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign:
Life/Active Time: 86400/1200 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x8540d49e/0xaldedaf6

#show crypto ipsec sa

interface: FTD-VTI

Crypto map tag: __vti-crypto-map-Tunnell-0-1, seq num: 65280, local addr: 10.197.226.187

Protected vrf (ivrf): Global

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 10.197.226.222

#pkts encaps: 44 #pkts encrypt: 44, #pkts digest: 44
#pkts decaps: 45, #pkts decrypt: 45, #pkts verify: 45
#pkts compressed: 0, #pkts decompressed: 0

fvrf/ivrf
Global/Global
PSK, Auth verify: PSK

#pkts not compressed:0, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

#TFC rcvd: 0, #TFC sent: O
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: O
#send errors: 0, #recv errors: 0O

Tocal crypto endpt.: 10.197.226.187/500, remote crypto endpt.: 10.197.226.222/500

path mtu 1500, ipsec overhead 78(44), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled
current outbound spi: A14EDAF6

current inbound spi : 8540D49E

inbound esp sas:
spi: O0x8540D49E (2235618462)
SA State: active
transform: esp-aes-256 esp-sha-256-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 14, IKEv2, VTI, }

slot: 0, conn_id: 9, crypto-map: __vti-crypto-map-Tunnell-0-1

sa timing: remaining key lifetime (kB/sec): (4147198/27594)
IV size: 16 bytes
replay detection support: Y

Anti replay bitmap:

0x00000000 0x007FFFFF

outbound esp sas:
spi: OxAL14EDAF6 (2706299638)

SA State: active

transform: esp-aes-256 esp-sha-256-hmac no compression

in use settings ={L2L, Tunnel, PFS Group 14, IKEv2, VTI, }

slot: 0, conn_id: 9, crypto-map: __vti-crypto-map-Tunnell-0-1

sa timing: remaining key lifetime (kB/sec): (3916798/27594)

Status
READY



IV size: 16 bytes

replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

#show bgp sunmary

BGP router identifier 10.1.1.2, Tocal AS number 1000

BGP table version is 7, main routing table version 7

2 network entries using 400 bytes of memory

2 path entries using 160 bytes of memory

2/2 BGP path/bestpath attribute entries using 416 bytes of memory
0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 976 total bytes of memory

BGP activity 5/3 prefixes, 7/5 paths, scan interval 60 secs

Neighbor \Y AS MsgRcvd MsgSent Tb1Ver InQ OutQ Up/Down
169.254.2.1 4 1000 22 22 7 0 0 00:19:42

#show bgp nei ghbors

BGP neighbor is 169.254.2.1, context single_vf, remote AS 1000, internal Tink
BGP version 4, remote router ID 10.1.1.1
BGP state = Established, up for 00:19:42
Last read 00:01:04, Tast write 00:00:38, hold time 1is 180, keepalive interval is 60 seconds
Neighbor sessions:
1 active, is not multisession capable (disabled)
Neighbor capabilities:
Route refresh: advertised and received(new)
Four-octets ASN Capability: advertised and received
Address family IPv4 Unicast: advertised and received
MuTtisession Capability:
Message statistics:
InQ depth is 0
OutQ depth is 0

Sent Rcvd
Opens: 1 1
Notifications: 0 0
Updates: 2 2
Keepalives: 19 19
Route Refresh: 0 0
Total: 22 22

Default minimum time between advertisement runs is 0 seconds
For address family: IPv4 Unicast

Session: 169.254.2.1

BGP table version 7, neighbor version 7/0

Output queue size : 0

Index 5
5 update-group member
Sent Rcvd

Prefix activity: ——— ———
Prefixes Current: 1 1 (Consumes 80 bytes)
Prefixes Total: 1 1
Implicit Withdraw: 0 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 1
Used as multipath: n/a 0

State/Pf
1



Outbound Inbound
Local Policy Denied Prefixes: - -------—— = -—-—-——-

Bestpath from this peer: 1 n/a
Invalid Path: 1 n/a
Total: 2 0

Number of NLRIs in the update sent: max 1, min O

Address tracking is enabled, the RIB does have a route to 169.254.2.1
Connections established 5; dropped 4

Last reset 00:20:06, due to Peer closed the session of session 1
Transport(tcp) path-mtu-discovery is disabled

Graceful-Restart is disabled

#show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tlevel-2
ia - IS-IS 1inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 10.197.226.1 to network 0.0.0.0

B 2.2.2.0 255.255.255.0 [200/0] via 169.254.2.1, 00:19:55
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debug crypto ikev2 platform 255
debug crypto ikev2 protocol 255
debug crypto ipsec 255

debug ip bgp all
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