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'E Protocol 200 OK
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200 OK

L 4

v
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L 4

[certsrv/certnew.cer?Re
qID=H&ENC=b64
200 OK 200 OK

Jing w393 IJyuwlisd
/.well-known/est/simpleenroll

SUVUEd P &o..s.J EST gu9loy URL o3l Jhuwld luwwsgle API U)s Sbdo ogwesd ldyvolsé pyu ¢lbpe
EST. Yy SR i Swdds gbpe EST [guwsgle AP Wuo uusubl epdsdé ouwesd Idyvolbé IJos
oouopu logold HTTPS Cgspd ouwesd IUssw 1Ugluos o CA. Il uzew gpdss IJouwesd:
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olews IP.

[certsrv
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) F'_ https:fAab-dc-ns.michamen.com/fcertsry,

Microsoft Active Directory Certificate Semices — LAB-DC-RTP

Welcome

Use this Web site to request a certificate for your Web browser,
depending upon the type of certificate you request, perform oth

You can also use this Web site to download a certificate authon

For more information about Active Directory Certificate Services

Select a task:
Request a cerlificate

View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

[certsrv/certrgxt.asp

Swpe luwosle euslu URL [certsrv/certraxt.asp Jose bdo Jvolds 23836, Suvwgse gpsd EST
[certsrv/certrgxt.asp JI,uwlJ CSR: 9l we Sldo Idyiolss: 9ls wple ploJyws.

IJuo9,6 bule o5 pold gJs Ieertsrvicertrgxt.asp oo puv o e L2 9Sw-



https:lab-de-is.michamen.comfoertsn foertrgxt.as

Microsoft Actve Directory Certificate Seraces — LAB-DC-RITF

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-684-encoded CMI
Web server) in the Saved Request box.

Saved Request:

Basa-6d-encodad
celficate request
(CME or

FECS #10 or
PKCS #7)

Certificate Template:
| CiscoRA

Additional Attributes:

Annbutes:

Submit > |

[certsrv/certfnsh.asp

Swp luwosle euslo URL [eertsrv/certfnsh.asp JLuwld Idoslole 1Ugluos wlbdo [dbelss.
gldos wouves CSR 9luwe Blde IUgiolss 9ls yuple pbbdyws. Jeruo IJbuwld: luvegse ol
IJpbs) 1J¢l0d wldpuwegrgoe JOoz 9226 wede Idpuwegrue Sod buwld Ideslule o)
uPz6 cergxt.asp.

lJo9,6 Ibolo 0s pold Jdwslule [dpg 9,006 WS 9256 wede lJpuwoe,uo.

IP';Ii..' BEEEs S lab-de- DL alchasen, coafcertirv certfask, asg T

Headers Caokies Paraes Redponse Timings  Security
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Ipuo38. sop e300 perd IJbde B puwoerup 9w 0> Izuo U9 puod) Iduo 9.

(i) El https:/lab-dc-iis.michamen.com/certsrv/certinsh.asp

Microsoft Active Directory Certificate Senaces -~ LAB-DC-RTP

Certificate Issued

The certificate you requested was issued to you.

O DER encoded or ® Base 64 encoded

r=—= Download certificate
==z Download certificate chain

odpst Idoze Bs puos) Iduees o "RegiD”

() &, view-sourcechtipsy/lab-de-iis.michamen.com/certsrv/certinsh.asp

lll'l,l'---.--- EmmEmm [

£f LINY HAWDLERS

e

£/ Get the requesced cert
Ffunctian handlefaslazse() {

lacation="cercnew. cor JEIEpE=7Te"+gecEncoding ()
}

o

f/f Ger the regqueaced cercificace chain
funcrion handleSecChain() |
locaticn="cercnew. pThiEEEME=7Te"+gecEncoding () ;

H

f e

f/ recurn the scoding parameter based apon che radio buccen
function gecEncoding() |
if [mruessdscument.TIForm. rbEncoding[0] .checked) {
recurn "Ence=bin®;
P elae {
return "Enc=ha4®;
!

/certsrv/certnew.cer

gwd 0do lJu9bé: sY9y gpsd EST &J}s edp wps)HW IUbde ,,'JJu‘bobéS lJz>856. ..§,Juo¢>,o cpsd
EST /certsrv/certnew.cer Joro_)..§_) pPEHYS IJbJdo 9L HPS) |JfoJu.9 dfoE_Jrok) Jouisd rOJk.Q IJuol>é
pE pdey -cer.

903l segbd pl Sz3e Vs Idpwes)ue J>sd g0 IJud) W98 bovlb oujsd IJybels.



B @ £, https://lab-dc-iis.michamen.com/certsrv/certfnsh.asp

= -

Microsoft Active Directory Certificate Services - LAB-DC-RTP

Certificate Issued

The certificate you requested was issued to you.

® DER encoded or O Base 64 encoded

Download cert@f@c;tg\j _
==4 Download certificd._’ chain

Opening certnew.cer

You have chosen to open:

@ certnew.cer

which is: CER file (1.4 KB)
from: https://lab-dc-iis.michamen.com

What should Firefox do with this file?
() Open with Browse...

@Egaue File

[Joe this autcmatically for files like this from now on,

Cancel

Jerup ez e98e 1dpedsple (URL) IUglLe Lldbdo sldpgdelo: luwegse 9296 czdp
IJpwogro.

pdlebs: sz ldpwegrvo wdé Jpedes IJe,pess Bs 2lds wpasy wypess DER: 9o 3.
wsho) o)ypsj Baseb4 J bb4.

v GET https://lab-dc-iis.michamen.comfcertsry/certnew. cer?ReqID=77EEnc=bin
Headers Cookies Response  Timings  Security
Filger request parametars;

= Query string

T

REqib: 77

Enc: bin

lJeuwblo/Ndwedle slo 1Juodé Jlgvodgulos Uit]alc 9luodleol
ogwles oo IJwedle Bs e5d pebp IJpuvddle.
wvedle CAPF

couopu wedle CAPF IJedledle pe 1Joslewd sldes 1Jbos po wuvesd wuisll CiscoEST.



pdlebé: ©o9W, 030 Iuwedle JJpeesed &, Sleos yulo, IJigle, (CLIY 19 316 o)l 86
IJs g IJbeds (RTMT). wuwow CSCv028048 CAPF (65 JI sbo, wsw Blisps IUgsple B
RTMT.

wvedlo CiscoRA

E_I.Jul r°| SUp |J!uu|JO le U”C'JIU CiscoRA E_JLS |U°| ,JJJE_'JIU CES. uauﬁgs U”E_'JIU CiscoRA
eds vuslb e ldogugsd IJlsds J CES gug, o Ulablc lJos 8> wedo leole T29Y
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odlebé: Jl spdu wzpse o030 lduvedle IUl gu) 8lzos Luwl, 1JIsle, (CLIY g0 logile 030
I,_J,ouuo.;plo.

NGINX Error.log

NGINX error.log o9 IJwed IJIde, Blissé Joso Idps;6 Jive suwed JJ Idugslb leule Iwse
NJluols s Is euleJie HTTP Lo NGINX 9 CA zlowt 9lJss souopw s Idigble IJos
op beleol oo CA LIJluols |Us odd 1des op lugbldel wsluulbs CiscoRA Les peldzs IUbJo.

pdlzbd: Os 99 lugble o3l 1Jpuwews: JI woes bisds Jeeg odo lduvedle os pu 9lzod
oo, IUle). spdu wujsd odo ldywedle VB Llywegsle zuvle sgp gu we> (23))-

wwedlo ¢he e CA

e gdle gbp 95w CA oles Jivel wg ) o ls wuill HTTP Ll W 3JY gulssy URL 1Jgl 06
oldbdo 9,09 Uluwoglod 936 Ulgwoglod 9gze IUluvoeglus. spdud |puagsle odo Idywedle
Job lJovledle wsu CiscoRA g CA.

pdlebé: Juzdle ghe 95w J CA BOs sl o3l ldpuwows os uwedle MSTIS. [l dlve
S0 CAIIE S 036305 Bi5 I pumirdod: 86> 80 Jol pJBle uwzd pteuds wepd
Juwedlo ¢ 95w CA

p9lSE pJVle [Juwed
wvedle CAPF:

- pu IJg3,: Ivar/log/active/cm/trace/capf/sdi/capf<number>.txt

+ pu 9lz0d yulb, 1Jisley (CLI: IJzuosd eds pd< wouumsd ActiveMog
cm/trace/capf/sdi/capf*

pdlebbé: §p LoESSU pUresS woug CAPF |Us "eduod" &p les ouvgsd 306 CAPF
Iud lple IUIRool,).


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo28048

Cisco RA:

- pu IJg3,: Ivar/log/active/cm/trace/capf/sdi/nginx<number>.txt
+ 00 91206 Jwloy Iisle, (CLI): IJzuo9d eds pJd woouwsd ActiveMog
cm/trace/capf/sdi/nginx*

wwed Igble NGINX:

- pu IJz3,: lusr/local/thirdparty/nginx/install/logs/error.log
€S0 P9 pU Slz0s b, IUI9le, (CLI)

wwzJ MS IIS:

. Bog MMC

- 2o 1dblI8 Il oless Jgsple pedsple IJloc,oe (1IS)

clod) eds luwe 1UEhe
- lud) VI8 LISE 9 Sw

- lod) vl pidsel W9 Idoyvesd JJlbdlg gds gsble IJouvesd

bl s

- 233 802 pJVlG Iduwed Vs Slises IUgpdsle
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& NET Globalization
2 MET Prodile
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& Logging :

Use this feature to configure bow 115 logs requests on the Web serer,

ng File
Faerrad:

Wil W Select Fields...

[higgtan

HSysternDrree S metpubilogsilogFles | Browse..

Enceding

Lag Bvend Destsnaticn

Sedect the destinaticn wherne IS wall wrile bog events.
Liag file anby

ETW mvent only

& Eoth log e and ETW enenk

pold ywed wedsd

Sop Gubgsd U elo wubdd bouses
SUp w2 oubésd CES Jpl o9 p9oe B uwzd NGINX

Jl ozeg pedsple Jos)d pu 0dl Idywed. ooy gudywds Idguoble 1JJleds 1pzeds XY ISV
IJe$6 IJeluo wol oul 991226 J2l9wss IUasw B 2w lu IJlgys J EST:

ngi nx: [warn] CA Chain requested but this value has not yet been set

ngi nx: [warn] CA Cert response requested but this value has not yet been set

nginx: [warn] ossl _init_cert_store: Adding cert to store (/O=C sco/ CN=ACT2 SUDI CA)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/C=US/ O=ci sco/ OU=t ac/ CN=CAPF-
eb606ac0/ ST=nc/ L=rt p)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/C=US/ O=ci sco/ OU=t ac/ CN=CAPF-
eb606ac0/ ST=nc/ L=rt p)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/O=Ci sco Systens/ CN=Ci sco

Manuf act uri ng CA)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/O=C sco/ CN=Ci sco Manufacturing CA
SHA2)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/O=Ci sco Systens/ CN=Ci sco Root CA
2048)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/O=C sco/ CN=Ci sco Root CA M)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/DC=com DC=ni chamen/ CN=I ab-

ca. m chanen. con)

***EST [INFQ [ est _| og_version: 216]--> |ibest 2.2.0 (APl level 4)

***EST [ I NFQ [ est _| og_version: 220] --> Conpi | ed agai nst G scoSSL 1.0.2n.6.2.194-fips

***EST [INFQ [ est _| og_version:221]--> Linking to C scoSSL 1.0.2n.6.2.194-fips

***EST [INFOQ [ossl _init_cert_store_fromraw 182]--> Adding cert to store (/0O=C sco/ CN=ACT2 SUDI
CA)

***EST [INFOQ [ossl _init_cert_store_fromraw 182]--> Adding cert to store

(/ C=US/ O=ci sco/ OU=t ac/ CN=CAPF- eb606ac0/ ST=nc/ L=rt p)



***EST [INFO [ossl _init_cert_store_fromraw 182]--> Adding cert to store

(/ C=US/ O=ci sco/ OU=t ac/ CN=CAPF- eb606ac0/ ST=nc/ L=rt p)

***EST [INFOQ [ossl _init_cert_store_fromraw 182]--> Adding cert to store (/O=Ci sco

Syst ems/ CN=Ci sco Manuf acturing CA)

***EST [INFO [ossl _init_cert_store_fromraw 182]--> Adding cert to store (/O=C sco/ CN=Ci sco
Manuf act uri ng CA SHA2)

***EST [INFOQ [ossl _init_cert_store_fromraw 182]--> Adding cert to store (/O=Ci sco

Syst ems/ CN=Ci sco Root CA 2048)

***EST [INFOQ [ossl _init_cert_store_fromraw 182]--> Adding cert to store (/O=C sco/ CN=Ci sco Root
CA M)

***EST [INFO [ossl _init_cert_store_fromraw 182]--> Adding cert to store

(/ DC=com DC=mi chanmen/ CN=Il ab- ca. m chanen. con)

ngi nx: [warn] pop_enabl ed off in nginx.conf. Disabling EST Proof of Possession

***EST [INFQ| [ set _ssl _option: 1378]--> Usi ng non-default ECDHE curve (nid=415)

***EST [INFQ| [ set _ssl _option: 1432]--> TLS SRP not enabl ed

Enrol | ment Servi ce.sh : nginx server PID value = 31070

SOp wie oygbgsd CES Jpl 09 p9 oz b5 NGINX error.log

Swp pdlzbs ouwesd 1Usgad wluwedsle odssu Blde [duielss guslule IJlgw el Ws
lJogdsed 1Uesz o oul:

2019/ 03/05 12:31:21 [info] 31067#0: login_to_certsrv_ca: Secure connection to MS CertServ
conpl eted successfully using the follow ng URL
https://1ab-dc. m chamen. com 443/ certsrv

Sop pdlebs [weszle ywduwds guoble 1desze 1dpuo3d S 1dduol s oul:

2019/ 03/05 12:31:21 [info] 31067#0: retrieve_cacerts: Secure connection to MS CertServ conpl et ed
successfully using the foll ow ng URL
https://1ab-dc. m chamen. com 443/ certsrv/certnew. p7b?Reql D=CACer t &Renewal =0&Enc=bi n

[-]
2019/ 03/05 12:31:21 [info] 31067#0: ra_certsrv_ca_plugin_postconf: CA Cert chain retrieved from
CA wll be passed to EST

sws uele Idbdo swp lJzuo9d E—".J‘S pJu certnew.p7b. spdu luwegsle URL oo pg wslule
leweb IJ8lde JJeuesd eds pJu certnew.p7b oo puwe g2 9Sw.

w2 ogbgsd uble pJIl IJogudd (CES) Jpl 09 pa oz S uwedlc IS

b Ipole e wubgsd CES IJos wp jdswol B ¢l NGINX.sep lsual pdlzbs 1duved
eds wwedle ISt 9pg 3JY: wouppo ywedle IS bdwso HTTP GET |uallsso Jive yvswpe
lewsluo Idbde 1l o0 Sod Ehe s pu el luworlws 401 90 pz)d IJpuob 96 eds Ibdow
wwSwp les wogsoo wluwegslp luwoelus 301:

2019-03-05 17:31: 15 14.48.31.152 CET /certsrv - 443 - 14.48.31.128 CiscoRA+1.0 - 401 1
2148074254 0

2019-03-05 17:31:15 14.48.31.152 CET /certsrv - 443 M CHAMEN\ ci scora 14.48.31.128 C scoRA+1.0 -
301 0 0 16

2019-03-05 17:31: 15 14.48.31.152 CET /certsrv/certnew. p7b Reql D=CACert &Renewal =0&Enc=bi n 443

M CHAMEM ci scora 14.48.31.128 Ci scoRA+1.0 - 200 0 0 2

w32 ogbésd CAPF Jpl 09 p9 o W yvedlc CAPF



pebp pl S2o0 Vs ywrpdle CAPF 1Jgl 06 wode oybgsd CES sw09 OO ol Spre Vs
lJowedlo IJIR)sc 9ddo gwadleb 306 CAPF IJos wdo v Idb,s96 sldodsse J CA o))

IJlooyoo:

12: 31: 03. 354 CServiceParaneters::Init() Certificate Generati on Met hod=Onli neCA: 4
12: 31: 03. 358 CServiceParaneters::Init() TAM password al ready exists, no need to create
12: 31: 03. 358 | -->CServi ceParaneters::OnlineCAlnit()

|
|
|
12: 31: 03. 388 | CServiceParaneters::OnlineCAlnit() Online CA hostnane is |ab-dc. nm chanen.com
|
|
|

12: 31: 03. 389 CServiceParaneters::OnlineCAlnit() Online CA Port : 443

12: 31: 03. 390 CServiceParaneters::OnlineCAlnit() Online CA Tenplate is Ci scoRA

12: 31: 03. 546 CServiceParaneters::OnlineCAlnit() nginx.conf Updated and Credential .txt file
is created

12: 31: 03. 546 | CServiceParaneters::OnlineCAlnit() Reading CAPF Service Paraneters done

12: 31: 03. 546 | <--CServiceParaneters::OnlineCAlnit()

12: 31: 03. 547 | CServiceParaneters::Init() OnlineCA Initialized

12:32:09. 172 | CServiceParaneters::Init() Csco RA Service Start Initiated. Please check NG NX

logs for further details

IUpdlz b6 1Upops 1Jeldss po lduvedle 05 gosel @9p 8306 CAPF Loosiss gpsd EST IJ3lLo

VOL

12:32: 09. 231 | debug cA Type is Online CA, setting up EST Connection
12:32: 09. 231 | <--debug
12:32: 09. 231 | -->debug

12:32: 09. 231 | debug I nside set UpESTC i ent

[-]

12:32: 09. 231 | -->debug

12:32: 09. 231 | debug cacert read success. cacert length : 1367
12:32: 09. 231 | <--debug

12: 32: 09. 232 | -->debug

12: 32: 09. 232 | debug EST context ectx initialized

12: 32: 09. 232 | <--debug

12: 32: 09. 661 | -->debug

12: 32: 09. 661 | debug CA Credentials retrieved
12:32: 09. 661 | <--debug

12: 32: 09. 661 | -->debug

12: 32: 09. 661 | debug est_client_set_auth() Successful!!
12:32: 09. 661 | <--debug

12: 32: 09. 661 | -->debug

12: 32: 09. 661 | debug EST set server details success!!

gpdsé vouse LSC JJolow
wvedle CAPF
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14: 05: 04. 628 | - - >debug
14:05: 04. 628 | debug 2: SEP74A02FCOA675: CA Mode is OnlineCA, Initiating Automatic Certificate



Enrollment
14: 05: 04. 628 | <--debug
14: 05: 04. 628 | - - >debug

14: 05: 04. 628

debug 2: SEP74A02FCOA675

Calling enrollCertUsingEST()

csr_file=/tmp/capf/csr/SEP74A02FCO0A675.csr

14
14
14
14
14
14
14

05:
05:
05:
05:
05:
05:
05:

04

04.
04.
04.
04.
04.
04.

. 628
628
628
628
628
628
628

| <--debug
| - - >debug

| debug 2: SEP74A02FCOA675

| <--debug
| - - >debug

| debug 2: SEP74A02FCOA675

| <--debug

I nside X509_REQ *read_csr()

Conpl eted action in X509 _REQ *read_csr()

wpe> luwels CES JJuisels 1Jpsdes eds IJolosd: swp wzasd IJubelds 1Js wuuwsd DER
Iod wyvsol [Js IJolews.

14:
14:

05:
05:

1963

14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14
14
14
14
14
14
14

05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:

05.
05.

05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.

236
236

236
236
236
236
236
236
236
236
236
236
236
236
236
289
289
289
289
289
289
289
289

| - - >debug

| debug 2: SEP74A02FCOA675

| <--debug
| - - >debug

| debug 2: SEP74A02FCOA675

| <--debug
| - - >debug

| debug 2: SEP74A02FCOA675

| <--debug
| - - >debug

| debug 2: SEP74A02FCOA675

| <--debug
| - - >debug

| debug 2: SEP74A02FCOA675

| <--debug
| - - >debug

| debug 2: SEP74A02FCOA675

| <--debug
| - - >debug

| debug 2: SEP74A02FCOA675

| <--debug
| - ->fi ndAndPost

Enrollment rv = 0 (EST_ERR NONE) with pkcs7 length =

Signed Cert witten to /tnp/capf/cert/ location...

Inside wite_binary file()

Conpl eted action in wite_binary file()

Converting PKCS7 file to PEM format and PEM to DER

Return value fromenroll CertUsi ngeST() : O

Online Cert Signing successful

| fi ndAndPost Device found in the cache map SEP74A02FCOA675

ww9ds ¢2p6 CAPF 0,6 I8, 90208d CSR o0 IJpdly 1Uss wpo Jolowe |Use B Idpldbe
leJlo (/tmp/capficert/). &p w99, g506 CAPF LSC IJpe9de 1Js IJolewd. Ws oo w 1J9de swp
239 CSR JdJolwus.

14
14
14
14
14
14
14
14
14
14
14
14

05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:

05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.

289
289
289
289
289
289
289
289
289
289
289
289

| <--findAndPost
| - - >debug

| debug addded 6 to readset

| <--debug
| - - >debug
| debug Recd event
| <--debug
| - - >debug

| debug 2: SEP74A02FCOA675

| <--debug
| - - >debug

| debug 2: SEP74A02FCOA675

CAPF_STATE_AWAI T_CA CERT_RESP
14: 05: 05. 289 | <--debug

CA CERT RES certificate ready .

CAPF CORE: Rcvd Event: CAPF_EV_CA CERT_REP in State:



14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug 2: SEP74A02FCOA675: CAPF got device certificate

14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug loadFile('/tmp/capf/cert/SEP74A02FCO0A675.der")

14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug | oadFil e() successfully loaded file: '/tnp/capf/cert/SEP74A02FCOA675. der'
14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug 2: SEP74A02FCOA675: Read certificate for device

14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug LsSCc is verified. removing CSR at /tmp/capf/csr/SEP74A02FCOA675.csr
14: 05: 05. 289 | <--debug

14: 05: 05. 290 | - - >debug

14: 05: 05. 290 | debug 2: SEP74A02FCO0A675: Sendi ng STORE_CERT_REQ nsg

14: 05: 05. 419 | <-- Sel ect ( SEP74A02FCOA675)
14: 05: 05. 419 | -->Set Operati onSt at us( Success: CAPF_OP_SUCCESS) : 0
14: 05: 05. 419 | Set Oper ati onSt at us( Success: CAPF_OP_SUCCESS): 0 Operation status Value is '0'

14: 05: 05. 419 | - - >CAPFDevi ce: : MapCapf _OpSt at usToDBLTypeCerti fi cat eSt at us( OPERATI ON_UPGRADE, Suc
14: 05: 05. 419 | CAPFDevi ce: : MapCapf _OpSt at usToDBLTypeCerti fi cat eSt at us( OPERATI ON_UPGRADE, Suc
=>DbSt at us=CERT_STATUS_UPGRADE_SUCCESS

14: 05: 05. 419 | <- - CAPFDevi ce: : MapCapf _OpSt at usToDBLTypeCerti fi cat eSt at us( OPERATI ON_UPGRADE, Suc

14: 05: 05. 419 | Set Oper ati onSt at us( Success: CAPF_OP_SUCCESS): 0 Operation status is set to 1
14: 05: 05. 419 | Set Oper ati onSt at us( Success: CAPF_OP_SUCCESS) : 0 Operation status is set to
Success:CAPF_OP_SUCCESS

14: 05: 05. 419 | Set Qper ati onSt at us( Success: CAPF_OP_SUCCESS): 0 sql query - (UPDATE Devi ce SET

tkCertificateOperation=1, tkcertificatestatus="3" WHERE

ny_| ower (nane) =y _I| ower (' SEP74A02FCOA675' ) )

14: 05: 05. 503 | <-- Set Oper ati onSt at us( Success: CAPF_OP_SUCCESS) : 0
14: 05: 05. 503 | - - >debug

14: 05: 05. 503 | debug 2: SEP74A02FCOA675: I n capf _ui _set _ph_public_key()
14: 05: 05. 503 | <--debug

14: 05: 05. 503 | - - >debug

14: 05: 05. 503 | debug 2: SEP74A02FCOA675: pubKey: O,

[.]

14: 05: 05. 503 | <--debug

14: 05: 05. 503 | - - >debug

14: 05: 05. 503 | debug 2: SEP74A02FCO0A675: pubKey | ength: 270
14: 05: 05. 503 | <--debug
14: 05: 05. 503 | - - >Sel ect ( SEP74A02FCOA675)

14: 05: 05. 511 Sel ect (SEP74A02FC0A675) devi ce exists

14: 05: 05. 511 Sel ect (SEP74A02FC0A675) BEFORE DB query Aut hentication Mbde=AUTH BY _STR 1
14:05: 05. 511 Sel ect ( SEP74A02FC0A675) KeySi ze=KEY_SI ZE 2048: 3

14:05: 05. 511 Sel ect ( SEP74A02FC0A675) ECKeySi ze=I NVALI D: 0

I
I
I
I
I
14:05:05.511 |  Sel ect ( SEP74A02FCOA675) KeyOr der =KEYORDER_RSA_ONLY: 1
I
I
I
I

14:05: 05. 511 Sel ect ( SEP74A02FC0A675) Oper ati on=0OPERATI ON_NONE: 1

14: 05: 05. 511 Sel ect (SEP74A02FC0A675) Operation Status =CERT_STATUS_UPGRADE_SUCCESS:3
14:05: 05. 511 Sel ect (SEP74A02FC0A675) Aut henticati on Mbode=AUTH BY_NULL_STR: 2

14: 05: 05. 511 Sel ect (SEP74A02FC0A675) Operati on Shoul d Fini sh By=2019: 01: 20: 12: 00

[.]
14: 05: 05. 971 | - - >debug
14: 05: 05. 971 | debug MsgType ! CAPF_MSG_END_SESSION

wedle 1S
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2019-01-16 14:

2148074254 0

2019-01- 16 14:
301000

2019-01- 16 14:
Ci scoRA+1.0 -
2019-01- 16 14:

2148074254 0

2019-01-16 14:
300 000
2019-01-16 14:

05: 02 14.48.31.152 GET /certsrv - 443 - 14.48.31.125 CiscoRA+1.0 - 401 1

05: 02 14.48.31.152 GET /certsrv - 443 M CHAMEN ci scora 14.48.31.125 G scoRA+1.0 -
05: 02 14.48.31.152 GET /certsrv/certrqgxt.asp - 443 M CHAMEN\ ci scora 14.48. 31. 125
200 0 0 220

05: 02 14.48.31.152 GET /certsrv - 443 - 14.48.31.125 CiscoRA+1.0 - 401 1

05: 02 14.

05: 02 14.

48.31.152 GET /certsrv - 443 M CHAMEM ci scora 14.48.31. 125 Ci scoRA+1.0 -

48.31. 152 POST /certsrv/certfnsh.asp - 443 M CHAMEN ci scora 14. 48. 31. 125

Ci scoRA+1.0 https://Iab-dc. m chamen. com 443/ certsrv/certrgxt.asp 200 0 0 15
2019-01-16 14:05:02 14.48.31.152 CGET /certsrv/certnew.cer Reql D=10&ENC=b64 443 M CHAMEM ci scora
14.48.31. 125 CiscoRA+1.0 - 200 0 0 O

IJpubdJle I.J.julzsea

2: SEPO01F6C81118B: CA Mode is OnlineCA, Initiating Automatic Certificate

2: SEPO01F6C81118B: Cal Il i ng enrol | Cert Usi ngEST()

csr_file=/tnp/capf/csr/ SEPO0O1F6C81118B. csr

12: 37:54. 741 | - - >debug
12: 37:54. 741 | debug
Enr ol | nent

12: 37:54. 741 | <- - debug
12: 37:54. 741 | - - >debug
12: 37:54. 741 | debug
12: 37:54. 741 | <- - debug
12: 37:54. 741 | - - >debug
12: 37:54.742 | debug
12: 37:54. 742 | <- - debug
12: 37:54. 742 | - - >debug
12: 37:54.742 | debug
12: 37:54. 742 | <- - debug
12:38: 04. 779 | -->debug
12:38: 04. 779 | debug
12:38: 04. 779 | <--debug
12:38: 04. 779 | -->debug
12:38: 04. 779 | debug
certificate. Aborting
12:38: 04. 779 | <--debug
12:38: 04. 779 | -->debug
12:38: 04. 779 | debug
12:38: 04. 779 | <--debug
12:38: 04. 779 | -->debug
12:38: 04. 779 | debug
12:38: 04. 779 | <--debug
12:38: 04. 779 | -->debug
12:38: 04. 779 | debug
12:38: 04. 779 | <--debug

2: SEPO01F6C81118B: | nsi de X509_REQ *read_csr ()

2: SEPO01F6C81118B: Conpl eted action in X509 _REQ *read_csr ()

2: SEPO01F6C81118B: Enrol I ment rv = 35 (EST_ERR SSL_READ) with pkcs7 | ength

2: SEPO01F6C81118B: est _client _enrol |l _csr() Failed! Could not obtain new

2: SEPO01F6C81118B: Return value fromenrol | Cert Usi nggeST() : 35

2: SEPO01F6C81118B: Online Cert Signing Failed

addded 10 to readset
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ngi nx: [warn] login_to_certsrv_ca: Curl call for M5 CAlogin failed with return code 60 (SSL
certificate problem unable to get local issuer certificate)

ngi nx: [warn] login_to_certsrv_ca: URL used: https://l|ab-dc.m chanmen.com 443/ certsrv

ngi nx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_plugi n_postconf: Unable to retrieve CA Cert chain from CA

Ehpe 9sw 88 Ubolds p95es Slusl

JI Swp dEp luwwdsle ldguolss IJpgag_o Slosl eds IS guwsdlzh IJgpd eos Bl wp wepsdo
-_Jlroluo CAPF g¢Js CUCM. I ol od bolo eu Id nginx yuzd 909 s&)2 pl Sdlgb guspl I iis
Swoged guols sloss ldosdse.

nginx: [warn] login_to _certsrv_ca: Curl call for M5 CAlogin failed with return code 60 (SSL
certificate problem unable to get local issuer certificate)

nginx: [warn] login_to_certsrv_ca: URL used: https://l|ab-dc. m chamen.com 443/ certsrv

nginx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_pl ugi n_postconf: Unable to retrieve CA Cert chain from CA

e IJoblud g luve puosd URL sllywe IJublisg

Jlsoblog IUlgwe Idubliss Juwoelss 1IS (lab-dc) og FQDN »lgJ URL I.Jéluo wedpd vuwesd 9Su
J CA. JJwedd pu woed ldyuolss Jouge FQDN I suslou URL sge 1o sblo@ 1Ulgwe
lduvlise eds [dywolss [Jpuwegsped oo 9od CA.

ngi nx: [warn] login_to_certsrv_ca: Curl call for M5 CAlogin failed with return code 51 (SSL:
certificate subject nanme 'l ab-dc' does not match target host nane 'l ab-dc.m chamen. com)

ngi nx: [warn] login_to_certsrv_ca: URL used: https://|ab-dc.m chanmen.com 443/ certsrv

ngi nx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl

pUbIJs Vs wedsJ DNS

Swedy eds CiscoRA 2J luwp IJpuosd J CA g Idluc)uw 1U3s wp odysue BOs pedple
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ngi nx: [warn] CA Chain requested but this value has not yet been set

ngi nx: [warn] CA Cert response requested but this value has not yet been set

ngi nx: [warn] login_to_certsrv_ca: Curl call for MS CAlogin failed with return code 6 (Could
not resolve: |ab-dcc.m chanmen.com (Donai n nane not found))

ngi nx: [warn] login_to_certsrv_ca: URL used: https://|ab-dcc. m chanen. com 443/ certsrv

ngi nx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_plugi n_postconf: Unable to retrieve CA Cert chain from CA

luosl) o9bse wedless IJyvolsé
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nginx: [warn] login_to _certsrv_ca: Curl call for M5 CAlogin failed with return code 60 (SSL
certificate problem certificate is not yet valid)

nginx: [warn] login_to certsrv_ca: URL used: https://lab-dc-iis.m chamen.com 443/ certsrv

nginx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_pl ugi n_postconf: Unable to retrieve CA Cert chain from CA

odosu Sl IJuboldé gs) uozse

ws9s el pbugs B IUluvp s18d pedele 18206 1Js 229¢ eldle Buid. Jo sop oumesd bs
it ble B CAPF Iy Luzdle NGINX JsJd szo 1Joed6 oo NGINX error.log.

***EST [INFQ [ est _enrol | _aut h: 356]--> TLS: no peer certificate
2019/ 02/ 27 16:53: 28 [warn] 3187#0: *2 ossl_init_cert_store: Adding cert to store
(/ DC=coni DC=mi chanmen/ CN=LAB- DC- RTP) whil e SSL EST handshaking, client: 14.48.31.128, server:
0.0.0.0: 8084
2019/ 02/ 27 16:53:28 [info] 3187#0: *2 ra_certsrv_auth_curl_data_ch: Rcvd data |l en: 163
whil e SSL EST handshaking, client: 14.48.31.128, server: 0.0.0.0:8084
2019/ 02/ 27 16:53:28 [info] 3187#0: *2 login_to_certsrv_ca: Secure connection to M5 Cert Serv
conpl eted successfully using the follow ng URL
https://1ab-dc-iis.mchamen. com 443/ certsrv
whil e SSL EST handshaking, client: 14.48.31.128, server: 0.0.0.0:8084
2019/ 02/ 27 16:53:28 [info] 3187#0: *2 ra_certsrv_auth_curl _data_ch: Rcvd data len: 11771
whil e SSL EST handshaking, client: 14.48.31.128, server: 0.0.0.0:8084
2019/ 02/ 27 16:53: 28 [info] 3187#0: *2 navigate_to_certsrv_page: Secure connection to M5 CertServ
conpl eted successfully using the follow ng URL
https://1ab-dc-iis. mchanen.com 443/ certsrv/certrqxt.asp
whil e SSL EST handshaking, client: 14.48.31.128, server: 0.0.0.0:8084
***EST [WARNING] [est_enroll_auth:394]--> HTTP authentication failed. Auth type=1
***EST [WARNING] [est_http request:1435]--> Enrollment failed with rc=22 (EST_ERR_AUTH FAIL)

***EST [INFO] [mg send http_error:389]--> [Error 401l: Unauthorized
The server was unable to authorize the request.

]

***EST [ERROR] [est_mg handler:1234]--> EST error response code: 22 (EST_ERR_AUTH_FAIL)

***EST [ WARNI NG [ handl e_r equest: 1267] --> Inconi ng request failed rv=22 (EST_ERR_AUTH FAI L)
***EST [INFO[ [| og_access: 1298] -- > 14. 48. 31. 128 [ 27/ Feb/ 2019: 16: 53: 28 -0500] "POCST /. wel | -
known/ est/sinmpl eenrol | HTTP/1.1" 401 O

***EST [INFQ [l og_header: 1276]--> -

***EST [INFQ| [l og_header: 1278]--> "Cisco EST client 1.0"

***EST [ WARNI NG [ est _server _handl e_request: 1716]--> SSL_shut down fail ed

poJd pol> 96 CES

sbo, IJ snipped bule s8¢ luwols gpsd CES EST wgs IJpdge IIBe,l os pu 10 Slos leule
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nginx: [warn] login_to_certsrv_ca: Curl call for M5 CAlogin failed with return code 28
(Operation tined out after 10000 milliseconds with 0 bytes received)



ngi nx: [warn] login_to_certsrv_ca: URL used: https://|ab-dc.m chanmen.com 443/ certsrv

ngi nx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_plugin_postconf: Unable to retrieve CA Cert chain from CA

pdlebs: soedé CSCV058656 9CSCViB3629 Jloel wpods puols§6 CES.

poJo ouwesd CES

lowow podé gpsd CES EST Lgs puol§é wlzes sJdu loule lowbl) luvezlué Jbde ouvesd.

ngi nx: [warn] retrieve_cacerts: Curl request failed with return code 28 (Qperation tined out
after 10001 milliseconds with O bytes received)

ngi nx: [warn] retrieve_cacerts: URL used: https://I|ab-
dc. m chanmen. com 443/ certsrv/ certnew. p7b?Reql D=CACer t &Renewal =0&Enc=bi n

ngi nx: [warn] ra_certsrv_ca_plugin_postconf: Unable to retrieve CA Cert chain from CA
lJpehs, IJper9ess
Jp o8> 506 CSCv028048 CAPF 03,28 B.s $lisps weese pddle RTMT
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo58656
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf83629
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo28048
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo58656
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf83629
https://www.cisco.com/c/ar_ae/support/index.html
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