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NFX YY)
SwoS o3l ldewews gbsle IJodasu eds Jdsdss wrpsd Iuuolss 1Jpades pu Sod poze

Jwobs I,y IJelde (CA) eds Ls thp welow suvouws IJs uble IJogvesd IJuoges (VOS)
ey Cisco wlywwgslp 9lzos Lub, 1Ulgle, (CLI).

IJecbdule IUIlguluss
IJpobdolo
o900 Cisco Uiy odaw Jssd pe,us uldeslose IJoldss:
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oo Idegdsple 1Uslss B 03l ldpuwews 1Us luoshle IUuslez sldedsole 1Jelss 1Joldss:

- ¢bbp VOS: Cisco Unified Communications Manager (CUCM). IJl_e>l, 9.1.2

- CA: ublp IJougsd Windows 2012 Server

- pouoe IJg pdle: Mozilla Firefox. 1Jloosl,) 47.0.1
e logsle Idegdsple 1J91)36 BOs 03l ldpuwows pu IJiaoJes 1J 92956 WOS wSis6 pgpdso ¢l uos.
u)lu CZPSE Ulao_)o U,ou»u@po WO o3l |Jrouuuu.) uudgsu PPUNIT (lwe,lups). bl dlue
u.uudud pu|uu_)o‘ dukb PU ;90(0-_) JJU|U.,5_) |J|paupJ JLS ||o_)

pEJ9plS Iuwlwsd

B zpse puwele Cisco Unified Communications VOS. ould gJs 1UIBJ waglo pu wslole
lJlgwpels: obousy pod (ccmadmin. ccmservice. cuadmin. cfadmin. cuic) o006 VOS
(cmplatform. drf. cli).

Q9§ &P lJuvsuobssole [Jeessé. 5J9u eu Iduwod 2ol blHé |Jubu6L§|u 29) wPW92o lJosw
gble IJloguls IJpoed s wldoble IJluwlgus oo gJIJ uujo_, IJIsle). spdod bolo 1Jewy, eds
lole 29d Js 96 [uwes,b Iduiel>s 1Jpsdes o Swd 2od thaso Ew) 9lzos yub, IJI_9I,o_, (CLI)
BB, Vs 03l IJpold swp wppsd Uvolss Tomeat. Lldouuwwé Jolbusd CallManager s ls
obosy I sw9 v IJubdd.

logvle yvol>é CA lJe9 9g0

odeuo Iisles

Bliseé 1Jisle, IJpuuegs pé B 1JpdlJs.

show cert list own
show cert own tomcat

set csr gen CallManager
show csr list own
show csr own CallManager

show cert list trust
set cert import trust CallManager
set cert import own CallManager CallManager-trust/allevich-DCl2-CA.pem

IJozdd pu pedsple [dubelds IUuoses

o JIWs I boble 1Jesesd wol IJos we wepsdol.

admin:show cert list own

tomcat/tomcat.pem: Self-signed certificate generated by system
ipsec/ipsec.pem: Self-signed certificate generated by system
CallManager/CallManager.pem: Certificate Signed by allevich-DC12-CA
CAPF/CAPF.pem: Self-signed certificate generated by system
TVS/TVS.pem: Self-signed certificate generated by system

Sedd pu 1Jzos IJos 1uos,e IJyuelss Jgspé Tomeat.



admin:show cert own tomcat

Version: V3
Serial Number: 85997832470554521102366324519859436690
SignatureAlgorithm: SHAlwithRSA (1.2.840.113549.1.1.5)
Issuer Name: L=Krakow, ST=Malopolskie, CN=ucml-l.allevich.local, OU=TAC, 0O=Cisco, C=PL
Validity From: Sun Jul 31 11:37:17 CEST 2016
To: Fri Jul 30 11:37:16 CEST 2021
Subject Name: L=Krakow, ST=Malopolskie, CN=ucml-l.allevich.local, OU=TAC, O=Cisco, C=PL
Key: RSA (1.2.840.113549.1.1.1)
Key value: 3082010a0282010100a2
<output omited>

030 ol 09886 slusl vl 1o IJpuos, sblud IJesose.

louble bdo w9dse lJuvel>s (CSR)

louile CSR.

admin:set csr gen tomcat
Successfully Generated CSR for tomcat

w2dY pu louble bdo wbse Iduvols wugle.

admin:show csr list own
tomcat/tomcat.csr

lwzo glouwe Idpzwys IJs Idpdd IJouos. ledbo gJs osise pJud tac_tomcat.csr.

admin:show csr own tomcat

MIIDSJjCCAJICAQAwWgbOxCzATBgNVBAYTALBMMRQWEGYDVQQIEWtNYWxvcGIsc2tp
ZTEPMAOGA1UEBxMGS3Jha293MQ4wDAYDVQQKEWVDaXNjbzEMMAOGA1UECXMDVEFD
MR4AWHAYDVQQDExV1Y20xXLTEUYWxSZXZpY2gubG9 jYWwxSTBHBgNVBAUTQD1 hMWJIk
NDA5M2V3jOGYxN]1ljODhmNGUyZTYwZTYzM2RJNj LhZmFkNDY 1YTgzMDhkNjRhNGU1
MzEx0GQ0YJzkZjcwggEiMAOGCSgGSIb3DOEBAQUAALIBDWAWGgEKAOIBAQCVO53h
1MgTUNYbHQUNYPt00PTf1Wb]j7hi6PSYI7pVCbGUZBpIZ5PKwTD560Z8Sgp]jYX5PE
19D09H2gtQITMVVv1GmleGd1IsbuABRKN61Wk06b706MiGSggel+41vnItjn3Y3kU
7h51nrudye3HpPQzvXXpOKJ/Jedc8InEvQcC/UQmFMKn0ulO0veFBHNG7TLDwDaQ
W1lAllrwrezN9Lwn2a/XZQR1P65sjmnkFFF2/FON4BmooeiiNJDOG+F4bKiglymlR
84faF27plwHjcw8WAN2HWIT607TaE6EOJA0sgLU+HFATI3 txKycSONVLUMZYQHS81s
/C74CIRWibEWT2gLAGMBAAGGRZBFBgkahkiGIw0BCQ4xODA2MCcGA1UATQQgMBAG
CCsGAQUFBwWMBBggrBgEFBQcDAGY IKwYBBQUHAWUwCWYDVROPBAQDAGOAMAOGCSAG
SIb3DQEBBQUAA4IBAQBUUlFhKuyQ1lX58A6+7KPkYsWtioS0PoycltuQsVolaavs?2
PiJkCvzWTeE0o6vIgGOnnal53el5+RPpWxpEgAIPPhtt6asDuW30SgSx4eCl fgmKH
ak/tTuWmzbfyk2igNFy0YgYTeBkG3AgPWWUCNoduPZ0/fo4d1QoJPwjE184U64WXB
gCzhIHfsV5DzYp3IR5C13hEa5fDgpD2ubQWja2L.Id85NGHEIqyiWgwmt 0 7pTkBc+
7ZKa6fKnpACehrtVgEn02j0i+sanfQKGQQHSVYMFsW2uYFj9pf /Wn4aDGuJogdOH
StV2EhOafxPEq/1rQP3/rzgdNMY1J7glyNFGPUVP

logble yuolds gbp Tomcat

louble guol>é Jgsps Tomeat gds lJpesee 1Jpuo09.



lSoz LOBRE 95w Josiss IJe,gsue B pouode. Uog wslule Ilgeels 1Juozses B pozo
|_9||o_) |J|ouo|.)L§5.

http://dc12.allevich.local/certsrv/

Microsoft Active Directory Cerlificate Services — allevich-DC12-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using
a certificate, you can verify your identity to people you communicate with over the Web, sign and

encrypt messages, and, depending upon the type of certificate you request, perform other security
tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate
Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

oujsd uvoldé g, |JrOJaE lJpeuo38. 235 oujsd vol>e CA |_9 wJduvJo uuol)lu |_9 L9|\s,oo CRL.
OGS |.Jd|.$p° lJoldso |auJ lJesze Idpuor8 ldpuluwe pu 1U8lsps. Sew i SY9U qu.J_9u

|.Ju)p.5) |J|,J.|.l|,_)u 64 h9|° uougS.J ,JUO')O I'JPJE.E. |.Jrou0)L9 _92_&.9]00' E_.Js ublp |JU,JUE_..S.J
VlJlu*’P ca.cer.

logb eds bdw Juold &p bl Juobd po®3p. 9p wogssu Sldw Iduiolss |Us ebe ldse
slduol pew9s CSR pu ldpdw IJuos tac_tomeat.csr Jol 09 o9 08.


http://dc12.allevich.local/certsrv/

Microsoft Active Directory Certificate Services - allevich-DC12-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or
PKCS #10 certificate request or PKCS #7 renewal request generated by
an external source (such as a Web server) in the Saved Request box.

Saved Request:

P1JkCvzWTeEob6vIigGinnal53el5+RPpWXPEQAIFPP
Base-64-encoded ak/tTuWmzbfyk2igNFy0YgYTeBkG3AgPWWUCNodu
certificate request gCzhIHfsV5DzYp3IR5C13hEaSfDgpD2ubQWjaZLll

(CMC or 7ZRa6fRnpACehrtVgEn02j0i+5anfORGOQHBVYME

PKCS #10 or StV2EhOafxPEq/1rQP3/rzqg4NMY1J7glyNFGPUVE |=|

PKCS #7):  |———- END CERTIFICATE REQUEST-———-— =
4| TN i ;

Certificate Template:
Web Server v

Additional Attributes:

Attributes:

odese bl ope lple Idepdss S et oo, (I9 ¢l>0 Cisco VOS 9 CA e vduw IJpzlJ
IJbbs) Jesds) ldouwg 10508 9duoed CSR pu Idpgiu 1dpdSe JJ3ld6.

luogl eds bhuwld. 235 ¢sh wyps) Base 64 990 voujsd [duvolsé Jgseé Tomceat.

pdlebo: 3l wpe louvle Idguolyé wdpsle Jos,6. olds pU UESS) luwpe [Juvolré |Js [uwpe
3S PEUS-

luvos)b yvol>é TOMCAT |Js ¢hbp Cisco VOS

luvos)b Jvolds IJeyze 1Jpuo>d

lBoe Lolss IJpsze 1Jpuos8 IJos wp wiisuol uluwe ca.cer. szo luwes,lo lgdl.



" del2 cacer - Notepad f— |

File: Edit Format View Help

- BEGIN CERTIFICATE-----
MIIDczCCAlugAwIBAgQIQEZglrT9TAL9B6HYKkXM1kITANBgkghk1GI9WOBAQUFADEM
MRUWEWYKCZIm1ZPyLGQBGRYFbG9]jYwWwxGDAWBgolkialk/IsZAEZFghhbGx1dm1j
aDEZMBCGALUEAXMQYWXSZXZpY2gtREMxMi 1DQTAe FWOXNJAIMDEXNZUXNT1aFwOy
MTA1MDEXODAXNT laMEwxFTATBgoJkialk/IsZAEZFgvsb2NhbDEYMBYGCgmSJomT
81xkARkWCGFsbGv2awNoMRkwFwYDVQQDExBhbGx1dm1jaClEQzEyYLUNBMIIBIJAN
Bgkghk1G9w0BAQEFAAOCAQ8AMIIBCOKCAQEAOL2ublJOogyTX2X4zhmzs+f0zz7SF
03GReUavF916uz/CcsP49egHcuYw58846uxZwbbcjgwsaE+OMQD2EYHKZmMQAALWXV
ERVFycS5kS6EM70oRECWONKSpiZ0OUORZq/Y7teinF91lwtosIOR6ap8aEC3Bfr23sInN
bDIXMB5KYw68MtoebhiDYXExVY+XYRE0OQSFC4KeRrpTmuy7VvFGPjvOc iwmfmO/Ir
MzYtkAILcfvEVduz+KgZzdehuwyWAIQBhvDszQGW5aUEX]j+07GKR1IT9vaPOt6TBZ
g78IKQoXebaB8uge/1+FIVIFvQiG3AeqkIvD/UHrZACfAySp8t+csGnr3vQIDAQAB
01lEwTZALBgNVHQB8EBAMCAYYWDWYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUrlsv
rSHPbDhDGOSN5EeU7upVv9iQWEAY JKWYBBAGCNXUBBAMCAQAWDQYJK0oZIhvCcNAQEF
BQAD?_gE BAETgugabswmmXpStXdgOmPugE9mnNwWQTPNWx91SSKyyY3+icHaulXxgw/9
wppSftMajzKouewelzDOwsBk17CYEA1T6SGnak8/+Yz5NCy4foowl70vRz9jP1100
Zd9eowHb6TgYw6+M5zsLVBB3SFGatKgurpBIreExawotsZHCF5mrd13v1+BmpBXxDCz
FuzsFfyxuMmzoxkIPmHOLBYBUW90h4s6wIgIHp9BO0f615d9ES7PkzHUKVTIXVioHa
uflg9jqogoeluxqQh+09uzKo0i62gfkBczZziwkHaP0OmjoQCbSQCcSLLMTIORVLXZKNX
jzqAoy 1 rPEYgvQFrkHlyvo8fotXywSA=

————— END CERTIFICATE-----

louwg pewslo IUs Ipeio IJedde sldow 1l IJolds B 9lzosé Lulbo, 1Jislo, (CLI) J CUCM:

admin:set cert import trust tomcat

Paste the Certificate and Hit Enter

wsop S0 Iebldus wdupd uvolss 1Upsze 1Jeuosd. Idusdel Jel o5 ps oz bulo.

MIIDczCCAlugAwIBAgIQEZglrT9fALIB6HYKXMikITANBgkghkiGO9w0OBAQUFADBM
MRUwEwYKCZImiZPyLGOBGRYFbGOjYWwxGDAWBgoJkiadk/IsZAEZFghhbGx1dml j
aDEZMBcGALlUEAXMQYWxSZXZpY2gtREMxM1 1DQTAeFwOxNjA1IMDEXNZUXNT1aFw0y
MTA1MDEXODAXNT1aMEwxFTATBgoJdkiadk/IsZAEZFgVsb2NhbDEYMBYGCgmSJomT
81xKkARKWCGFsbGV2aWNoMRKkwFwYDVQQDExBhbGx1dml jaClEQzEyYLUNBMIIBIjAN
BgkghkiG9w0BAQEFAAOCAQ8AMITIBCgKCAQEAOL2ubJJOgyTX2X4zhmZs+£0Zz7SF
03GReUavF916UzZ/CSP49EgHcuUYw58846uxZwbbcjgwsaE+oMQD2EYHKZMQAALWXYV
ERVEyc5kS6EM70R6cwONK5piZ0UORzg/Y7teinF91wtOSJOR6ap8aEC3Bfr23SIN
bDJIXMB5KYw68MtoebhiDYXEXVY+XYREOQSFC4KeRrpTmuy7VEGPjvOclwmfm0/Ir
MzYtkAILcfvEVdAuz+KgZdehuwYWAIQBhvDszQGW5aUEXj+07GKRiIT9vaPOt6TBZ
g78IKQoXeba8Uge/1+FI9V1FvQiG3AeqgkIvD/UHrZACfAYSp8t+csGnr3vQIDAQAB
O01lEwTzALBgNVHQ8EBAMCAYYWDWYDVROTAQH/BAUWAWEB/ zAdBgNVHQ4EFgQUrlsv
r5HPbDhDGOSN5EeU7upV9 iQwEAYJKwYBBAGCNXUBBAMCAQAWDQYJK0oZIhvcNAQEF
BQADggEBABfguga b swmmXpStXdgO0mPugEImnWQTPnWx91SSKyyY3+icHaUlXgW/9
WppSfMajzKOueWelzDOwsBk17CYEAIT6SGnak8/+Yz5NCY4£f0owl70vRz9jP1i00
Zd9eowH6 fgYw6+M5zsLvBB3 SFGatKgUrpB9rExaWOtsZHCF5mrdl3v1+BmpBxDCz
FuzSF{fyxuMz0OXkJPmHOLByBUwI0h4s6wIJgJHp9B0£6J5d9ES7PkzHUKVt IxvioHa
Uf1g9jg0goelUXQh+09uzK0i62gfkBcZiWkHaP0OmjOQChbSQcSLLMTJIORVLXZKNX
jzgAOylrPEYgVQFrkH1Yvo8fotXYw5A=

Vs 2lds uzle wepsd Uvolxs & @6 ywsop &yue o3l IJIE)lz.

Import of trust certificate is successful

el pu luwosyb yuolé CA wuglz J Tomcat-trust One.



admin:show cert list trust

tomcat-trust/ucml-1.pem: Trust Certificate
tomcat-trust/allevich-win-CA.pem: w2008r2 139
<output omited for brevity>

luvos)l> uel>é Tomceat

lJgloys IJeldss os luvaos,ls [dubel>é 1Jes9e6 J Tomeat CA. o9 Idgpdss wodyw Idyvdd
P& 9220 wedp IJuyp cate W 3b 1Jlp, pgodus.

set cert import own tomcat tomcat-trust/allevich-DC1l2-CA.pem

lelss ubgsd 1Jgse6

9zl lghé wubvgsd gxp6 Tomeat.

utils service restart Cisco Tomcat

oy wdd, lue sebd wuvgsd IUesele 1Jpgwpss s éhbp IUssw: pod Extension
Mobility 9 Missed Call 9 Enterprise Directory 9g.s,o0l.

IJoedd pu lJuoes

o299 pu Iduwobs IJos o lugbldoel.

admin:show cert own tomcat

[
Version: V3
Serial Number: 2765292404730765620225406600715421425487314965
SignatureAlgorithm: SHAlwithRSA (1.2.840.113549.1.1.5)
Issuer Name: CN=allevich-DC1l2-CA, DC=allevich, DC=local
Validity From: Sun Jul 31 12:17:46 CEST 2016
To: Tue Jul 31 12:17:46 CEST 2018
Subject Name: CN=ucml-l.allevich.local, OU=TAC, O=Cisco, L=Krakow, ST=Malopolskie, C=PL
Key: RSA (1.2.840.113549.1.1.1)
Key value: 3082010a028201010095a

olds 00 10 luwpe Ipuos) sowes IJs Ieze 1dpu3d 1Jss Tognl odd Idgiolss.

Ip wouwesd 1d3¢9d Ids uodzs IUsse eu by Jolws FQDN JJgbe Bs puwegrue 9Ju
Swp &2 ks weds) wldyiols.

lwedunlad IJigble 9l oJlzol

lJo>9 py 030 IJp8lJs o9 leble !@Ic P& wosles JJiglpJ 29d JsWso wepsd lduvolss gy CLI
sdsuw sl pub @ ldouss Idlgwluvss Jdesolz Idele (PKI). 909 JI sébos yiolss gvods
IJegiso (SAN) sldpeuos) Ihssuvs Jdosgsue 1deuesd (CA) Idelog 9lbosd pdcle Idubol>s
4096 9ldess> pu Iduwsoubsyole 1JIR)s.

B weue Ideldle 1Jols)é gus wppsd volsé gle 95w guy CLI o id IUg pdsd woyuwlsd gl



"esy Wby eds Woles oo CA". 1Uzd Idwssd J3dY o9 wowse IUgvols luwedsle Lodzo

92 89S wIdIsu pizs Uboble gs) d5|uu§ lJs puvdJs Bs LOUSU lJuwoelss. glad luyule
lJubolé gueuswol pu prze pu2d9 Ia) vodysu lva,)los |uu|uu.5

lJ¢bé lUleoslbsé

O 2ldé 1Jzles IJs lugvle yuolss p99g6 Slosl spdu Isuol 1J8sle w3dd B slzos Lwb,
1JI9l 0.

o 1ie) bolo 9uwsope lehé luusle yuolsé Tomeat |Js 1duiolss 1Je98e6 3lesl.

admin:set cert regen tomcat
WARNING: This operation will overwrite any CA signed certificate previously imported for tomcat

Proceed with regeneration (yes|no)? ves
Successfully Regenerated Certificate for tomcat.

You must restart services related to tomcat for the regenerated certificates to become active.

Jobos® yuoldé 23836 sgu lghé wuvgsd 206 Tomceat.

admin:utils service restart Cisco Tomcat

Don't press Ctrl-c while the service is getting RESTARTED.If Service has not Restarted
Properly, execute the same Command Again

Service Manager is running
Cisco Tomcat [STOPPING]
Cisco Tomcat [STOPPING]
Commanded Out of Service
Cisco Tomcat [NOTRUNNING]
Service Manager is running
Cisco Tomcat [STARTING]
Cisco Tomcat [STARTING]
Cisco Tomcat [STARTED]

edlJle sle LoJé

wzesd ldvolds go 920 lJ9su

lzle 1Jz Lood £Js w9858 Windows Server 3le.sl g 206 sz I oble (CA) 9oz s o ...


https://supportforums.cisco.com/document/30501/cucm-uploading-ccmadmin-web-gui-certificates
/content/en/us/support/docs/customer-collaboration/unified-contact-center-enterprise-1101/200288-UCCE-PCCE-Procedure-to-obtain-and-uplo.html
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