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 مادختساب مداخ ىلإ ليمع نم Eyesفالآ عون نم SD-WAN ةكبش نيوكت دنتسملا اذه فصي
.Cisco SD-WAN ةيشغت يف رورملا ةكرح ةبقارمل DSCP زييمت

ةيساسألا تابلطتملا

تابلطتملا

.ةيلاتلا عيضاوملاب ةفرعم كيدل نوكت نأب Cisco يصوت

•SD ةينقتب ةصاخلا WAN ةكبش ىلع ةماع ةرظن
•بلاوق
•نيع فلأ

ةمدختسملا تانوكملا

.ةيلاتلا ةيداملا تانوكملاو جماربلا تارادصإ ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

Cisco Manager، 20.15.3 رادصإلا•
Cisco Validator، 20.15.3 رادصإلا•
•20.15.3 رادصإلا ،Cisco نم مكحتلا ةدحو



•17.12.3a رادصإلا ،4331/K9(ISR) ةلماكتملا ةمدخلا تاهجوم
•enterprise-agent-5.5.1.cisco-معن نم فالآ

 
 ةيلوألا تانيوكتلا

• .VPN 0 ىلع تنرتنإلا ىلإ لوصولاو DNS لح هجوملل نكمي :DNS نيوكت
•.هجوملا ىلع DIA نيوكت دوجو مزلي :NAT DIA نيوكت

 
 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب
 .رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش

مداخلا ىلإ ليكولا رابتخإ

 ةصاخلا VPN ةكبش ىلع 0Eyes ليمع نيوكت بجي ،"مداخ ىلإ ليمع" رابتخإ ليغشتل
 لوصولا يف مكحتلا ةدحوب صاخلا IP ناونع وه مداخلا نوكي ،ويرانيسلا اذه يف .ةمدخلاب
(TLOC) عمو ؛مداخلا ةبقارمل "مداخ ىلإ ليكو" رابتخإ مادختسإ متي ،ةداعلا يف .هدصر متي يذلا 
 ثيح نم فلتخم عقوم يف ةدوجوملا TLOC ةهجاو ةبقارمل اهمادختسإ متي ،ةلاحلا هذه يف ،كلذ
.ليكولا ةفاضتسإ متي

 ةسايسو NAT Direct Internet Access (DIA) مدختسأ ،TLOC تاهجاو نم ديدعلا دوجو ةلاح يف
 ريياعم نييعتب مق .ةبولطملا VPN 0 TLOC ةهجاو ىلإ رورملا ةكرح هيجوت ةداعإل تانايب
 ةداعإل Eyesفالآ يف ليكولا بناج ىلع اهنيوكت مت يتلا DSCP ةميق ىلإ ادانتسا ةقباطملا
 هسفن تقولا يف مايقلا عم ،اهلالخ نمو (VPN) ةيرهاظلا ةصاخلا ةكبشلا ىلإ اههيجوت
.هب ةصاخ DSCP ةمالع هيدل نوكي نأ نكمي ISP رايعمل زواجت يأ بنجتل ةمالعلا ءارجإب

نيوكتلا

 DSCP و Eyesفالآ رابتخإ نيوكت

:(DSCP) ةزيمملا تامدخلا دوك ةطقن نيوكتل

 .Cisco ThosandEyes.1 تانايب ةحفص نم ThousandEyes باسح ىلإ لوخدلا ليجست

.ThousandEyes ةباحسب لاصتا هيدل هجوملا يف تبثملا "ليمعلا" نأ نم ققحت

https://app.thousandeyes.com/login?fwd=%2Fsettings%2Fagents%2Fenterprise%2F%3Fsection%3Dagents%26add-agent
https://app.thousandeyes.com/login?fwd=%2Fsettings%2Fagents%2Fenterprise%2F%3Fsection%3Dagents%26add-agent


 .رابتخإ ءاشنإب مق ،ThousandEyes ةباحسب لاصتالا ديكأتو زاهجلا ىلع ليمعلا تيبثت دعب
.رابتخالا تادادعإ< قيبطتلاو ةكبشلا ىلع لقنت رابتخإ ءاشنإل

.ةنوقيأ + ىلع رقنا ،ىنميلا ةيولعلا ةشاشلا يف

.مداخلا ىلإ ليكو ديدحتب مق ،ةديدجلا تامولعملا ةحول رابتخإ يف



 مادختسإ مت ،لاثملا اذه يف .رابتخالل همادختسإ بولطملا IP ناونع ددح ،"فدهلا" مسق يف
 ةيعرفلا ةكبشلا لخاد فلتخم هجوم ىلع رخآ TLOC ب صاخلا IP ناونع وهو ،192.168.1.47
.اهسفن

 ىلع يوتحي) كب صاخلا هجوملل هؤاشنإ مت يذلا ليكولا ددح ،"رابتخالا لمعي ثيح نم" يف
:هاندأ حضوم وه امك (كب صاخلا هجوملل فيضملا مسا



ICMP لوكوتورب ديدحت

.ثيدحت رقناو DSCP ددح ،(يرايتخإ) ةكبشلا تادادعإ مسق يف

.يروفلا رابتخالا قوف رقنا ،مسقلا سفن يف



SD-WAN نيوكت

 نيوكتب مق ،ةفاحلا هجوم ىلع نيع فلأ ليمع نيوكتل يعجرملا دنتسملا مدختسأ
ThousandsEyes ةزهجأ ىلع SD-WAN

 
:تامولعملا Eyesفلأ بلاق ضرعي ،هجوملا ىلع Eyesفلأ ليمع تيبثت درجمب

DSCP نيوكت

 ءاشنإ يف .ةسايس ةفاضإ قوف رقنا < ةيزكرم ةسايس< تاسايسلا < نيوكتلا ىلإ لقتنا

https://www.cisco.com/c/ar_ae/support/docs/routers/xe-sd-wan-routers/220324-configure-thousand-eyes-on-sd-wan-device.html
https://www.cisco.com/c/ar_ae/support/docs/routers/xe-sd-wan-routers/220324-configure-thousand-eyes-on-sd-wan-device.html
https://www.cisco.com/c/ar_ae/support/docs/routers/xe-sd-wan-routers/220324-configure-thousand-eyes-on-sd-wan-device.html
https://www.cisco.com/c/ar_ae/support/docs/routers/xe-sd-wan-routers/220324-configure-thousand-eyes-on-sd-wan-device.html


.تانايبلا ةئدابو ةيرهاظلا ةصاخلا ةكبشلاو عقوملا ةفاضإب مق ،ةماهلا عقاوملا نم ةعومجم

(ThousandEyes ليمع تيبثت هيف مت يذلا عقوملا) عقوملا

VPN (ةمدخ VPN)

 بلاق ىلع اهنيوكت مت يتلا ةيعرفلا ةكبشلا نيمضتب) تانايبلا ةئداب تماق
ThousandEyes) 192.168.2.0/24 ةيعرفلا ةكبشلا مادختساب لاثملا اذه يف.

 ةقطقطو تانايب رورم ةكرح ،مسق ةدعاق رورم ةكرح لكشي ىلع ،كلذ دعب<كلذ دعب تقطقط
.ةسايس فيضي

48 مدختسملا لاثملا اذه يف ،DSCP ديدحت

 ،(اقبسم قثوم وه امك) "VPN_10_TE" مدختسأ ."ردصملا تانايبلا تائداب ةمئاق" رايخ رتخأ
.هجوملا ىلع Eyesفالآ نيوكتل ةمدختسملا ةكبشلا يهو

:تاءارجإلا مسق يف

NAT VPN ديدحت

يطايتحإ

0 وه هنيوكت مت يذلا DSCP لوكوتورب نوكي لاثملا اذه يف DSCP لوكوتورب



.يضارتفالا ءارجإلا نيكمت مت

 رقنا ،رورملا ةكرح تانايب مسق يف .جهنلا فصوو جهنلا مسا فضأ مث ،يلاتلا قوف رقنا
 جهنلا ظفحا ،ةديدجلا VPN تاكبش ةمئاقو ةديدجلا WAN ةكبش/عقوملا ةقطنم ةمئاق قوف
،هطيشنتب مقو

:جهنلا قيبطت نم هجوملا يف ققحت ،جهنلا طيشنت درجمب

show sdwan policy from-vsmart رمألا ليغشتب مق

 

cedge-TE-test2#show sdwan  policy from-vsmart                                                                                                                                                                                                                                        
from-vsmart data-policy _VPN_10_TE_Data_Policy_VPN_10                                                                                                                                                                                                                                
 direction from-service                                                                                                                                                                                                                                                             
 vpn-list VPN_10                                                                                                                                                                                                                                                                    
  sequence 1                                                                                                                                                                                                                                                                        
   match                                                                                                                                                                                                                                                                            
    source-data-prefix-list VPN_10_TE                                                                                                                                                                                                                                               
    dscp                    48                                                                                                                                                                                                                                                      
   action accept                                                                                                                                                                                                                                                                    
    count TE_SRV_1549695060                                                                                                                                                                                                                                                         
    nat use-vpn 0                                                                                                                                                                                                                                                                   
    nat fallback                                                                                                                                                                                                                                                                    
    log                                                                                                                                                                                                                                                                             
    set                                                                                                                                                                                                                                                                             
     dscp 0                                                                                                                                                                                                                                                                         
 
  default-action accept                                                                                                                                                                                                                                                             
from-vsmart lists vpn-list VPN_10                                                                                                                                                                                                                                                   
 vpn 10                                                                                                                                                                                                                                                                             
from-vsmart lists data-prefix-list VPN_10_TE                                                                                                                                                                                                                                        
 ip-prefix 192.168.2.0/24                                                                                                                                                                                                                                                           
                                                                                                                                                                                                                                                                                 
                                                                                                                                                                                                                                                                 

 

ةحصلا نم ققحتلا

.ةديدج ذفاون حتفاو Instat Test قوف رقنا ،رابتخإ ليغشتل

192.168.1.47 ىلإ لوصولل ذخأ يذلا راسملا ىرت نأ كنكمي ،رابتخالا يهتني نأ درجمب

192.168.1.47 رابتخالا<<DG TE 192.168.2.1<<<192.168.2.2 ليمعلا



 ءزجلا ىلإ لاقتنالا دعبو يلفسلا ءزجلا ىلإ لاقتنالا لبق DSCP48 ةمالع عضو مت
.0 ةمالع ،يلفسلا



:Edge هجوم ىلع FIA عبتت نيوكت

 

debug platform condition ipv4 <ip address> both 
 
debug platform packet-trace packet 2048 circular fia-trace data-size 4096     
 
debug platform packet-trace copy packet both size 128 L2  

 

:ةمزح حتف



 
<#root>

cedge-TE-test2#show platform  packet-trace  packet 0 decode                                                                                                                                                                                                                         
Packet: 0           CBUG ID: 3480                                                                                                                                                                                                                                                   
Summary                                                                                                                                                                                                                                                                             
  Input     : VirtualPortGroup4                                                                                                                                                                                                                                                     
  Output    : GigabitEthernet0/0/0                                                                                                                                                                                                                                                  
  State     : FWD                                                                                                                                                                                                                                                                   
  Timestamp                                                                                                                                                                                                                                                                         
    Start   : 149091925690917 ns (08/19/2025 19:30:43.807639 UTC)                                                                                                                                                                                                                   
    Stop    : 149091925874126 ns (08/19/2025 19:30:43.807822 UTC)                                                                                                                                                                                                                   
Path Trace                                                                                                                                                                                                                                                                          
  Feature: IPV4(Input)                                                                                                                                                                                                                                                              
    Input       : VirtualPortGroup4                                                                                                                                                                                                                                                 
    Output      : <unknown>                                                                                                                                                                                                                                                         
    Source      : 192.168.2.2                                                                                                                                                                                                                                                       
    Destination : 192.168.1.47                                                                                                                                                                                                                                                      
    Protocol    : 1 (ICMP)                                                                                                                                                                                                                                                          
  <Omitted output>                                                                                                                                                                                                                    
  Feature: NBAR                                                                                                                                                                                                                                                                     
    Packet number in flow: N/A                                                                                                                                                                                                                                                      
    Classification state: Final                                                                                                                                                                                                                                                     
    Classification name: ping                                                                                                                                                                                                                                                       
    Classification ID: 1404 [CANA-L7:479]                                                                                                                                                                                                                                           
    Candidate classification sources:                                                                                                                                                                                                                                               
      DPI: ping [1404]                                                                                                                                                                                                                                                              
    Early cls priority: 0                                                                                                                                                                                                                                                           
    Permit apps list id: 0                                                                                                                                                                                                                                                          
    Sdavc Early prioirty as app: 0                                                                                                                                                                                                                                                  
    Classification visibility name: ping                                                                                                                                                                                                                                            
    Classification visibility ID: 1404 [CANA-L7:479]                                                                                                                                                                                                                                
    Number of matched sub-classifications: 0                                                                                                                                                                                                                                        
    Number of extracted fields: 0                                                                                                                                                                                                                                                   
    Is PA (split) packet: False                                                                                                                                                                                                                                                     
    Is FIF (first in flow) packet: False 
    TPH-MQC bitmask value: 0x0                                                                                                                                                                                                                                                      
    Source MAC address: 52:54:DD:82:B5:F8                                                                                                                                                                                                                                           
    Destination MAC address: 00:27:90:64:D6:D0                                                                                                                                                                                                                                      
    Traffic Categories: N/A                                                                                                                                                                                                                                                         
  Feature: IPV4_INPUT_STILE_LEGACY                                                                                                                                                                                                                                                  
    Entry       : Input - 0x8142ecc0                                                                                                                                                                                                                                                
    Input       : VirtualPortGroup4                                                                                                                                                                                                                                                 
    Output      : <unknown>                                                                                                                                                                                                                                                         
    Lapsed time : 23615 ns                                                                                                                                                                                                                                                          
 <Omitted output>                                                                                                                                                                                                                                                   
  Feature: SDWAN Data Policy IN                                                                                                                                                                                                                                                     
    VPN ID       : 10                                                                                                                                                                                                                                                               
    VRF          : 2 
    Policy Name  : 

_VPN_10_DP_VPN10_TLOC-VPN_10 (CG:5)

 <<<<<<<<<<<                                                                                                                                                                                                                             
    Seq          : 1                                                                                                                                                                                                                                                                
    DNS Flags    : (0x0) NONE                                                                                                                                                                                                                                                       
    Policy Flags : 0x80210018                                                                                                                                                                                                                                                       
    Policy Flags2: 0x0                                                                                                                                                                                                                                                              
    Action       : POL_LOG                                                                                                                                                                                                                                                          
    Action       : 

SET_DSCP default(0)

   <<<<<<<<<<<<<<<<<<<<<<<<<<<<<                                                                                                                                                                                                                                           



    Action       : REDIRECT_NAT                                                                                                                                                                                                                                                     
    Action       : NAT_FALLBACK                                                                                                                                                                                                                                                     
   
 

 

ةلص تاذ تامولعم

•SD-WAN ةزهجأ ىلع Eyesفالآ نيوكت

•Cisco Systems - تادنتسملاو ينقتلا معدلا

https://www.cisco.com/c/ar_ae/support/docs/routers/xe-sd-wan-routers/220324-configure-thousand-eyes-on-sd-wan-device.html
https://www.cisco.com/c/ar_ae/support/docs/routers/xe-sd-wan-routers/220324-configure-thousand-eyes-on-sd-wan-device.html
https://www.cisco.com/c/ar_ae/support/docs/routers/xe-sd-wan-routers/220324-configure-thousand-eyes-on-sd-wan-device.html
https://www.cisco.com/c/ar_ae/support/docs/routers/xe-sd-wan-routers/220324-configure-thousand-eyes-on-sd-wan-device.html
https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html


ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


