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اهحالصإو ءاطخألا فاشكتسا

ةمدقملا

 ®SD-WAN Cisco IOS ةزهجأ ىلع TLS syslog مداخ نيوكتل الماش اليلد دنتسملا اذه فصي
XE.

ةيساسألا تابلطتملا

 ءافيتسا نم دكأت ،SD-WAN Cisco IOS XE ةزهجأ ىلع TLS syslog مداخ نيوكت ةعباتم لبق
:تابلطتملا

تابلطتملا

:ةيلاتلا عيضاوملاب ةفرعم كيدل نوكت نأب Cisco يصوت

•-SD مكحت تادحو ىلع يوتحت كتكبش نأ نم دكأت - WAN-SD ةكبش يف مكحتلا تادحو



WAN حيحص لكشب اهنيوكت مت.

•.Cisco IOS XE SD-WAN ةروص لغشي قفاوتم هجوم - Cisco IOS XE SD-WAN هجوم

Syslog Server - مداخ syslog ىلإ دنتسم Ubuntu، لثم syslog-ng، لجسلا تانايب عمجل 
.اهترادإو

•

ةمدختسملا تانوكملا

:ةيلاتلا ةيداملا تانوكملاو جماربلا تارادصإ ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

vManage: 20.9.4 رادصإلا•

IOS XE SD-WAN نم Cisco: 17.9.4 رادصإلا•

•22.04 رادصإلا :وتنوبوأ

syslog-ng: 3.27 رادصإلا•

 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب
.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش

نيوكتلا

Ubuntu زاهج ىلع syslog-ng تيبثت .1

 نيوكتلاو تيبثتلا نامضل تاوطخلا هذه عبتا ،Ubuntu مداخ ىلع syslog-ng دادعإ لجأ نم
.نيمئالملا

ةكبشلا تادادعإ نيوكت .1 ةوطخلا

 لوصو ةيناكمإ نامضل DNS مداخو تباث IP ناونع نيوكتب مق ،Ubuntu مداخ تيبثت دعب
.تاثيدحتلاو مزحلا ليزنتل ايويح ارمأ كلذ دعي .تنرتنإلا ىلإ زاهجلا

syslog-ng تيبثتب مق .2 ةوطخلا

:اهليغشتو Ubuntu زاهج ىلع ةيفرط ةدحو حتف

 

sudo apt-get install syslog-ng sudo apt-get install syslog-ng openssl

 

مداخلا ةقداصمل Syslog Server ىلع رذجلا قدصملا عجرملا تيبثت .2

حيتافم ءاشنإو ةلدأ ءاشنإ

 



cd /etc/syslog-ng mkdir cert.d key.d ca.d cd cert.d openssl genrsa -out ca.key 2048 openssl req -new -x509 -key ca.key -out PROXY-SIGNING-CA.ca -days 730 # Copy key to the key.d folder cp ca.key ../key.d

 

عبصإلا ةمصب باسح

:تاجرخملا خسناو رمألا ليغشتب مق

openssl x509 -in proxy-signature-ca.ca -finger -noout | awk -f "=" '{print$2}' | ديعس 's/://g' | ةمصب 
 txt.عبصإلا
54F371C8EE2BFB06E2C2D0944245C288FBB07163 :جارخإلا لاثم #

syslog-ng مداخ نيوكت فلم نيوكت .3

:دربم ليكشت syslog-ng لا ررح

 

sudo nano /etc/syslog-ng/syslog-ng.conf

 

:نيوكتلا ةفاضإ

 

source s_src { network( ip(0.0.0.0) port(6514) transport("tls") tls( key-file("/etc/syslog-ng/key.d/ca.key") cert-file("/etc/syslog-ng/cert.d/PROXY-SIGNING-CA.ca") peer-verify(optional-untrusted) ) ); }; destination remote { file("/var/log/syslog"); }; log { source(s_src); destination(remote); };

 

مداخلا ةقداصمل Cisco IOS XE SD-WAN زاهج ىلع رذجلا ةداهشلا عجرم تيبثت .4

CLI نم نيوكتلا

 .1:نيوكتلا عضو ىلإ لخدا

 

config-t

 

 .TrustPoint:2 نيوكت

 
<#root>

crypto pki trustpoint PROXY-SIGNING-CA enrollment url bootflash: revocation-check none rsakeypair PROXY-SIGNING-CA 2048 subject-name cn=proxy-signing-cert fqdn none fingerprint 54F371C8EE2BFB06E2C2D0944245C288FBB07163 

>> The fingerprint configured was obtained from the fingerprint.txt file above

 commit

 



 مادختساب هجوملل ديهمتلا ةركاذ ىلإ syslog مداخ نم فلم CA.CA-ليكولا عيقوت خسنا
.مسالا سفن

3. 

 .4:ةقثلا ةطقن ةقداصم

 
<#root>

crypto pki authenticate PROXY-SIGNING-CA 
 
example: 

Router#crypto pki authenticate PROXY-SIGNING-CA

 
Reading file from bootflash:PROXY-SIGNING-CA.ca 
Certificate has the attributes: 
Fingerprint MD5: 7A97B30B 2AE458FF D9E7D91F 66488DCF 
Fingerprint SHA1: 21E0F09B B67B2E9D 706DBE69 856E5AA3 D39A268A 
Trustpoint Fingerprint: 21E0F09B B67B2E9D 706DBE69 856E5AA3 D39A268A 
Certificate validated - fingerprints matched. 
Trustpoint CA certificate accepted.

 

 .5:ةقثلا ةطقن ليجست

 
<#root>

crypto pki enroll PROXY-SIGNING-CA 
 
example: 

vm32#crypto pki enroll PROXY-SIGNING-CA

 
Start certificate enrollment .. 
The subject name in the certificate will include: cn=proxy-signing-cert 
The fully-qualified domain name will not be included in the certificate 
Certificate request sent to file system 
The 'show crypto pki certificate verbose PROXY-SIGNING-CA' commandwill show the fingerprint. 

 

 .syslog.6 مداخ ىلإ هجوملا نم فلم CA.req-ليكولا عيقوت خسنا

Syslog Server ىلع ةداهشلا عيقوت

 

openssl x509 -in PROXY-SIGNING-CA.req -req -CA PROXY-SIGNING-CA.ca -CAkey ca.key -out PROXY-SIGNING-CA.crt -CAcreateserial -extensions ca_extensions

 

 خسن .هجوملل ديهمتلا ةركاذ ىلإ (CA.CRT-ليكولا عيقوت) هؤاشنإ مت يذلا فلملا خسن
SCP: ةتقؤملا ديهمتلا ةركاذ (bootflash):

7. 

http://proxy-signing-ca.ca/


 .8:ةداهشلا داريتسإ

 
<#root>

crypto pki import PROXY-SIGNING-CA certificate 
example: 

Router# crypto pki import PROXY-SIGNING-CA certificate

 
% The fully-qualified domain name will not be included in the certificate 
% Request to retrieve Certificate queued

 

نيوكتلا ةحص نم ققحتلا

 
<#root>

show crypto pki trustpoint PROXY-SIGNING-CA status 
 
example: 

Router#show crypto pki trustpoint PROXY-SIGNING-CA status

 
Trustpoint PROXY-SIGNING-CA: 
Issuing CA certificate configured: 
Subject Name: 
o=Internet Widgits Pty Ltd,st=Some-State,c=AU 
Fingerprint MD5: 7A97B30B 2AE458FF D9E7D91F 66488DCF 
Fingerprint SHA1: 21E0F09B B67B2E9D 706DBE69 856E5AA3 D39A268A 
Router General Purpose certificate configured: 
Subject Name: 
cn=proxy-signing-cert 
Fingerprint MD5: 140A1EAB FE945D56 D1A53855 FF361F3F 
Fingerprint SHA1: ECA67413 9C102869 69F582A4 73E2B98C 80EFD6D5 
Last enrollment status: Granted 
State: 
Keys generated ............. Yes (General Purpose, non-exportable) 
Issuing CA authenticated ....... Yes 
Certificate request(s) ..... Yes

 

Cisco IOS XE SD-WAN هجوم ىلع TLS syslog مداخ نيوكتب مق .5

:رمألا لمعتسي لدان syslog لا تلكش

 

logging trap syslog-format rfc5424 logging source-interface GigabitEthernet0/0/0 logging tls-profile tls-profile logging host X.X.X.X transport tls profile tls-profile tls-version TLSv1.2

 

ققحتلا تايلمع - 6



هجوملا ىلع تالجسلا نم ققحتلا

 

show logging 
 
Showing last 10 lines 
Log Buffer (512000 bytes): 
Apr 9 05:59:48.025: %DMI-5-CONFIG_I: R0/0: dmiauthd: Configured from NETCONF/RESTCONF by admin, transaction-id 189410 
Apr 9 05:59:48.709: %DMI-5-AUTH_PASSED: R0/0: dmiauthd: User 'vmanage-admin' authenticated successfully from 1.1.1.1:58393 for netconf over ssh. External groups: 
Apr 9 05:59:50.015: %LINK-5-CHANGED: Interface GigabitEthernet0/0/1, changed state to administratively down 
Apr 9 05:59:51.016: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0/1, changed state to down 
Apr 9 05:59:52.242: %SYS-5-CONFIG_P: Configured programmatically by process iosp_dmiauthd_conn_100001_vty_100001 from console as admin on vty4294966494 

 

syslog مداخ ىلع تالجسلا نم ققحتلا

 

tail -f /var/log/syslog 
 
root@server1:/etc/syslog-ng# tail -f /var/log/syslog 
Apr 9 15:51:14 10.66.91.94 188 <189>1 2024-04-09T05:51:51.037Z - - - - - BOM%DMI-5-AUTH_PASSED: R0/0: dmiauthd: User 'vmanage-admin' authenticated successfully from 1.1.1.1:38032 for netconf over ssh. External groups: 
Apr 9 15:59:10 10.66.91.94 177 <189>1 2024-04-09T05:59:47.463Z - - - - - BOM%SYS-5-CONFIG_P: Configured programmatically by process iosp_dmiauthd_conn_100001_vty_100001 from console as admin on vty4294966494 
Apr 9 15:59:10 10.66.91.94 177 <189>1 2024-04-09T05:59:47.463Z - - - - - BOM%SYS-5-CONFIG_P: Configured programmatically by process iosp_dmiauthd_conn_100001_vty_100001 from console as admin on vty4294966494 
Apr 9 15:59:10 10.66.91.94 143 <189>1 2024-04-09T05:59:47.463Z - - - - - BOM%DMI-5-CONFIG_I: R0/0: dmiauthd: Configured from NETCONF/RESTCONF by admin, transaction-id 189410 
Apr 9 15:59:11 10.66.91.94 188 <189>1 2024-04-09T05:59:48.711Z - - - - - BOM%DMI-5-AUTH_PASSED: R0/0: dmiauthd: User 'vmanage-admin' authenticated successfully from 1.1.1.1:58393 for netconf over ssh. External groups: 
Apr 9 15:59:13 10.66.91.94 133 <189>1 2024-04-09T05:59:50.016Z - - - - - BOM%LINK-5-CHANGED: Interface GigabitEthernet0/0/1, changed state to administratively down 
Apr 9 15:59:13 10.66.91.94 137 <189>1 2024-04-09T05:59:50.016Z - - - - - BOM%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0/1, changed state to down 
Apr 9 15:59:15 10.66.91.94 177 <189>1 2024-04-09T05:59:52.242Z - - - - - BOM%SYS-5-CONFIG_P: Configured programmatically by process iosp_dmiauthd_conn_100001_vty_100001 from console as admin on vty4294966494 
Apr 9 15:59:15 10.66.91.94 177 <189>1 2024-04-09T05:59:52.242Z - - - - - BOM%SYS-5-CONFIG_P: Configured programmatically by process iosp_dmiauthd_conn_100001_vty_100001 from console as admin on vty4294966494 
Apr 9 15:59:18 10.66.91.94 188 <189>1 2024-04-09T05:59:55.286Z - - - - - BOM%DMI-5-AUTH_PASSED: R0/0: dmiauthd: User 'vmanage-admin' authenticated successfully from 1.1.1.1:34575 for netconf over ssh. External groups: 
Apr 9 15:59:21 10.66.91.94 113 <187>1 2024-04-09T05:59:58.882Z - - - - - BOM%LINK-3-UPDOWN: Interface GigabitEthernet0/0/1, changed state to up 
Apr 9 15:59:21 10.66.91.94 135 <189>1 2024-04-09T05:59:59.882Z - - - - - BOM%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0/1, changed state to up 
Apr 9 15:59:28 10.66.91.94 177 <189>1 2024-04-09T06:00:05.536Z - - - - - BOM%SYS-5-CONFIG_P: Configured programmatically by process iosp_dmiauthd_conn_100001_vty_100001 from console as admin on vty4294966494 
Apr 9 15:59:43 10.66.91.94 188 <189>1 2024-04-09T06:00:20.537Z - - - - - BOM%DMI-5-AUTH_PASSED: R0/0: dmiauthd: User 'vmanage-admin' authenticated successfully from 1.1.1.1:43530 for netconf over ssh. External groups:

 

:ثدحت ةرفشملا تالاصتالا ةدهاشم كنكميو ةمزحلا طاقتلال ةشاش ةطقل



ISR4331-Branch-new_Branch#show ليجستلا

 

Trap logging: level informational, 6284 message lines logged 
    Logging to 10.66.91.170  (tls port 6514, audit disabled, 
          link up), 
          131 message lines logged, 
          0 message lines rate-limited, 
          0 message lines dropped-by-MD, 
          xml disabled, sequence number disabled 
          filtering disabled 
          tls-profile: tls-proile 
    Logging Source-Interface:       VRF Name: 
    GigabitEthernet0/0/0 
TLS Profiles: 
    Profile Name: tls-proile 
          Ciphersuites: Default 
          Trustpoint: Default 
          TLS version: TLSv1.2

 

ةحصلا نم ققحتلا

.نيوكتلا اذه ةحص نم ققحتلل ءارجإ اًيلاح دجوي ال

اهحالصإو ءاطخألا فاشكتسا

.نيوكتلا اذهل اهحالصإو ءاطخألا فاشكتسال ةددحم تامولعم اًيلاح رفوتت ال



ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


