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59008 Cisco Llu oday Jssd pe s wuvwdé SD-WAN.

lJpdovlo Idpuuwespd

ouwowd Idpedypele 1Uglyo WO o3l ldpuwews 1Js luesble Idolez 9ldedsule 1dpebss Ideldss:
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ped9ple luwlymss
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* 1Juggsoe lUblo,ys slegls IJuggso - VRF

s IJubeds 1Jgluoo [Jbloyse - VPN

* 1Jsuesd IJpolun, [Js IJloe,ow - DIA

* oyged sudlu Idubedo - NAT

» Multi-Protocol Label Switching - MPLS

* oyged suslu Idubveds IJzlowss JJgses - SS-NAT
c o) ldoslole - Idosl) IJpgwep)

* wy9weded b IJogyuss - OMP

* w9w9ded IJlue,ue - IP

lze puwows Cisco Jdzuosd £Js 0360 pu IJodlosd 29d NAT: NAT puzloe LEs00

\Lgwe lJogbsbs Jdubedo
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lJeyowbé oldlow,oe po VPN 10 g, DC.

IJed

9dedsd 03l 1uinb. sop luuegsle SD-WAN Jps;le NAT 9 DIA pg Gusluws Ioslole.

* sop odasu NAT IUElue weluw 1Ugses eds JJ pozo Wres pe uldsu IP pgodds
Jugee NAT.
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N LUlebs: Jesup 2596 19 1Jelbss £uy o SIG po VPN 10, sep luveisle IP 1Jgle
192.0.2.100 99708 2336 £ DIA sep luwedsle Idluosh 192.0.2.1. sep g0
lJodssule ldpdleds Vs Suwpe IJodssu.

IJodysu
wJ9sy Branch-1

wd9su p9zoe Branch-1 Joel sds.

vrf definition 10
rd 1:10
!
address-family ipv4
route-target export 1:10
route-target import 1:10
exit-address-family
!
interface GigabitEthernet?2
description "Internet TLOC"
ip address 198.51.100.1 255.255.255.0
ip nat outside
!
interface GigabitEthernet3
description "MPLS TLOC"
ip address 172.20.1.10 255.255.255.0
!
interface GigabitEthernet4
description "Service Side VPN 10"
vrf forwarding 10
ip address 192.168.10.1 255.255.255.0
|
interface Tunnel2
ip unnumbered GigabitEthernet?2
tunnel source GigabitEthernet2
tunnel mode sdwan
|
interface Tunnel3
ip unnumbered GigabitEthernet3
tunnel source GigabitEthernet3
tunnel mode sdwan
|
interface Tunnel100512
ip address 10.10.1.1 255.255.255.252
tunnel source GigabitEthernet2
tunnel destination 203.0.113.1
tunnel vrf multiplexing
|
interface Tunnel100513
ip address 10.10.1.5 255.255.255.252
tunnel source GigabitEthernet2
tunnel destination 203.0.113.2
tunnel vrf multiplexing
|
ip sdwan route vrf 10 0.0.0.0/0 tunnel active Tunnel1100512 backup Tunnel1100513



ip nat pool natpooll 172.16.2.1 172.16.2.2 prefix-Tength 30

ip nat inside source list nat-dia-vpn-hop-access-1ist interface GigabitEthernet2 overload
ip nat inside source 1list global-Tlist pool natpooll vrf 10 match-in-vrf overload

ip nat route vrf 10 192.0.2.1 255.255.255.255 global

198.51.100.100
172.20.1.100

ip route
ip route

wJ9syw Branch-2

od9su p9zoe Branch-2 o9 Jel sds.

vrf definition 10

rd 1:10

!

address-family ipv4

route-target export 1:10
route-target import 1:10
exit-address-family

!

address-family 1ipv6
exit-address-family

!

interface GigabitEthernet2
description "Internet TLOC"

ip address 198.51.100.2 255.255.255.0
ip nat outside

!

|

interface GigabitEthernet3
description "MPLS TLOC"

ip address 172.20.1.20 255.255.255.0
!

interface GigabitEthernet4
description "Service Side VPN 10"
vrf forwarding 10

ip address 192.168.10.1 255.255.255.0
!

interface Tunnel2

ip unnumbered GigabitEthernet2
tunnel source GigabitEthernet2
tunnel mode sdwan

!

interface Tunnel3

ip unnumbered GigabitEthernet3
tunnel source GigabitEthernet3
tunnel mode sdwan

!

interface Tunnel100512

ip address 10.10.2.1 255.255.255.252
tunnel source GigabitEthernet2
tunnel destination 203.0.113.1
tunnel vrf multiplexing

!

interface Tunnel100513

ip address 10.10.2.5 255.255.255.252



tunnel source GigabitEthernet2

tunnel destination 203.0.113.2

tunnel vrf multiplexing

1

!

ip sdwan route vrf 10 0.0.0.0/0 tunnel active Tunnel1100512 backup Tunnel1100513
ip nat route vrf 10 192.0.2.1 255.255.255.255 global

ip nat pool natpooll 172.16.2.9 172.16.2.10 prefix-Tength 30

ip nat inside source list nat-dia-vpn-hop-access-1list interface GigabitEthernet2 overload
ip nat inside source 1list global-Tlist pool natpooll vrf 10 match-in-vrf overload
1

198.51.100.100

172.20.1.100

ip route

ip route
|

od9sy p9go DC

odysu p9go DC oy IJulds.

vrf definition 10

rd 1:10

!

address-family ipv4

route-target export 10:10
route-target import 10:10
exit-address-family

!

interface Tunnel2

ip unnumbered GigabitEthernet2
tunnel source GigabitEthernet2
tunnel mode sdwan

!

interface GigabitEthernet2

ip address 172.20.1.30 255.255.255.0
description "MPLS TLOC"

!

interface GigabitEthernet4
description "Service Side VPN 10"
vrf forwarding 10

ip address 172.31.19.19 255.255.255.252
!

router bgp 10

bgp log-neighbor-changes

distance bgp 20 200 20

!

address-family ipv4 vrf 10
redistribute omp

neighbor 172.31.19.20 remote-as 100
neighbor 172.31.19.20 activate
neighbor 172.31.19.20 send-community both
exit-address-family

!

!

ip route 0.0.0.0 0.0.0.0 172.20.1.100
!



wSlwo vSmart

o wdosu wog vSmart o9 Jpel sJs.

% pedlebd: s)es pdlebs I&o nat pool 1 6s op luwesgle 3JY B 1duvsluws JIJNJB)es0: 908 3JI: ool
ozpelo IP ppeduly op odosuopl JIJ e (172.16.2.0/30 JJb e 1.9 172.16.2.8/30 JJd,¢ 2).

<ffroot>

data-policy _"VPN10-VPN20_1-Branch-A-B-Centra-NAT-DIA
vpn-list VPN10

sequence 1

match

source-ip 192.168.10.0/24

1

action accept

nat pool 1

|

default-action accept
!

site-1ist BranchA-B
site-id 11

site-id 22

!

site-1ist DC

site-id 33

!

vpn-Tist VPN1O

vpn 10

!

prefix-Tlist _AnyIpv4PrefixList
ip-prefix

0.0.0.0/0

Te 32
!

apply-policy

site-1ist BranchA-B

data-policy _VPN10_1-Branch-A-B-Central-NAT-DIA from-service
|

wwsubsyole welys IJd vl

[Juvsobisy IJgbs Josd @ 2596 o9, Branch-1

gopl $I90 Ul Jpudssu pel Bis puvess leds Jol 09 psioe B UIelz: vz 2298 1Jeas) wuvdd 1I80)luos gvy b3 SIG
IJiwIL}u§ Tunnel100512. go» welbd U@ 1)issuws Sop wwssd s 1Ue9) lds odd IJouwg IJlzoslbs Tunnel100513.



<#root>
Branch-1#

show ip route vrf 10

Routing Table: 10
<SNIP>
Gateway of last resort is 0.0.0.0 to network 0.0.0.0

S* 0.0.0.0/0 [2/0], Tunnel 100512

192.0.2.0/32 1is subnetted, 1 subnets
n Nd 192.0.2.1 [6/0], 3d02h, Null0
n Ni 172.16.2.0 [7/0], 3d04h, Null0
m 172.16.2.8 [251/0] via 172.31.31.2, 3d01lh, Sdwan-system-intf
Branch-1#

s9uoe Traceroute iy, 2,96 1Jp,9, wlgs wd@ SIG.

<#root>
Host-BR-1#

pi ng 192.0. 2. 100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/49/101 ms
Host-BR-1#

Host-BR-1#

traceroute 192.0.2.100 nuneric

Type escape sequence to abort.

Tracing the route to 192.0.2.100

VRF info: (vrf in name/id, vrf out name/id)
1 192.168.10.1 38 msec 7 msec 4 msec

2 203.0.113.1

79 msec * 62 msec
Host-BR-1#

olgs 2598 1Jpu9) 1Js 9208 peswé 192.02.1 1Jpg)z £w) DIA (NATed [Js gusle IP Jubwdd WAN).

<tfroot>

Host-BR-1#



ping 192.0.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 8/49/101 ms
Host-BR-1#

Branch-1#sh ip nat translation
Pro Inside global Inside Tocal Outside local Outside global
icmp

198.51.100.1:1

192.168.10.10:1 192.0.2.1:1 192.0.2.1:1
Total number of translations: 1
Branch-1#

[Juvsobisy IJgbs Josdd 2,96 p)9) IJoslule Branch-2

Sop pdlebbs Judsd peled eds IJpszo Branch-2 s ol.

<#root>
Branch-2#

show ip route vrf 10

Routing Table: 10
<SNIP>
Gateway of Tast resort is 0.0.0.0 to network 0.0.0.0

S* 0.0.0.0/0 [2/0], Tunnel 100512

192.0.2.0/32 1is subnetted, 1 subnets

n Nd 192.0.2.1 [6/0], 00:00:08, Null0
m 172.16.2.0 [251/0] via 172.31.31.1, 3d01lh, Sdwan-system-intf
n Ni 172.16.2.8 [7/0], 3d04h, Null0

Branch-2#

<ttroot>
Host-BR-2#

ping 192.0. 2. 100

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout 1is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 8/49/101 ms
Host-BR-2#



Host-BR-2#t

raceroute 192.0.2.100 nuneric

Type escape sequence to abort.

Tracing the route to 192.0.2.100

VRF info: (vrf in name/id, vrf out name/id)
1 192.168.10.1 38 msec 7 msec 4 msec

2 203.0.113.1

79 msec * 62 msec
Host-BR-2#

<{froot>
Host-BR-2#

ping 192.0.2.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/49/101 ms
Host-BR-2#

Branch-2#

show i p nat translation

Pro Inside global Inside Tocal Outside local Outside global
icmp

198.51.100.2:1

192.168.10.10:1 192.0.2.1:1 192.0.2.1:1
Total number of translations: 1
Branch-2#

wsubysyole IJdud

wsubsy Wbyl Branch-1

Sued 03l 1 we Iduuded leule Buud IJloe,ow.



Branch-2

192.168.10.10 —
Y VPN 10 172.20.1.20 DC-RTR
- 192.168.10.1

Host-BR-2 PR System-IP
PER=SNE 193.51.1004”\ 172:31.31.3
N
N

\ 172.20.1.30 VEN 10 Zscaler-RTR
/ BGP
At b
172.20.1.10 (9

zZscaler

192.168.10.10
VEN 10

‘ i 192.168.10.1

Host-BR-1

Branch-1

— — — —3» DIA/Local Internet Breakout

———3% S5IG Primary/Backup
Tunnel to Zscaler

mmm) Failover, All Internet bound traffic exit through DC.

op lsdlod cuvésd hoolb IJluc,yue bhsl dezldls howllb Wuvd loc,ow.

<#root>
Branch-1#

show sdwan control |ocal -properties

<SNIP>
PUBLIC PUBLIC PRIVATE PRIVATE PRIVATE MAX
INTERFACE IPv4 PORT IPv4 IPv6 PORT VS/VM COLOR STATE CNTRL

G gabit Et hernet2 198.51.100.1 12346 198.51.100.1 :: 12346 1/0 biz-internet down

GigabitEthernet3 172.20.1.10 12346 172.20.1.10 :: 12346 1/1 mpls up

Branch-1#

wsuoe peozle 1ue gJId uusubes Wuvd boulb IJloc,os: suwaded 1eszo Branch-11Jpeusly 1JIGe)luos po poze DC g,
OMP. 172.31.31.3 09 o Jble-IP Jpozo DC.

<#root>
Branch-1#
show ip route vrf 10

<SNIP>
Gateway of Tast resort is



172.31.31. 3

to network 0.0.0.0

mt 0.0.0.0/0 [251/0] via 172.31.31.3

, 00:01:17, Sdwan-system-intf
<SNIP>

Y6 1Jp,9) Idpszes 1Us 192.0.2.100 IJeuosd eJs NATed |Us wepe NAT IUgluo weluow 1Jésed 90tz v, DC.

<tfroot>
Host-BR-1#

pi ng 192.0. 2. 100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout 1is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/37/103 ms
Host-BR-1#

<#root>
Branch-1#

show i p nat translations

Pro Inside global Inside Tocal Outside local Outside global
icmp

172.16.2.1:3

192.168.10.1:3 192.0.2.100:3 192.0.2.100:3
Total number of translations: 1
Branch-1#

oo, wolisg Traceroute 2,96 49, Sigs puwl IJosh Ipoluin. 172.20.1.30 09 gusle IP1JEluo wuvwds WAN JJodd 1JEluos o
p9¢o DC.

<#root>

Host-BR-1#

traceroute 192.0.2.100 nuneric

Type escape sequence to abort.
Tracing the route to 192.0.2.100



1 192.168.10.1 26 msec 5 msec 3 msec

2 172.20.1.30

10 msec 5 msec 27 msec
<SNIP>

<#root>
Branch-1#

show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT TX
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP PORT ENCAP MULTIPLIER INTERVAL(msec) UPTIME TRANSITION

172.31.31.2 22 up mpls mpls 172.20.1.10 172.20.1.20 12406 ipsec 7 1000 0:14:56:54 0

172.31.31.3 33 up npls npls 172.20.1.10 172.20.1.30 12406 ipsec 7 1000 0: 14:56:57 0

Branch-1#

ol wzuod 2096 1Up,9) 1Jp9eos [Js 1P192.0.2.1 o> gds NATed [Js wgee NAT IUgluo wzlow 1Jé>p6 90z £u)y DC.

<#root>
Host-BR-1#

ping 192.0.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 10/37/103 ms
Host-BR-1#

<#root>
Branch-1#

show i p nat translations

Pro Inside global Inside Tocal Outside local Outside global
icmp

172.16.2.1: 4

192.168.10.10:4 192.0.2.1:4 192.0.2.1:4
Total number of translations: 1
Branch-1#



<ffroot>
Host-BR-1#

traceroute 192.0.2.1 nuneric

Type escape sequence to abort.
Tracing the route to 192.0.2.1

1 192.168.10.1 26 msec 5 msec 3 msec

2 172.20.1.30

10 msec 5 msec 27 msec
<SNIP>

op ¢ wdssy vog Iduslule po vSmart:

<#root>
Branch-1#

show sdwan policy fromvsnart

from-vsmart data-policy _VPN10-VPN20_1-Branch-A-B-Central-NAT-DIA
direction

fromservice

vpn-Tlist

VPNLO

sequence 1
match
source-ip

192. 168. 10. 0/ 24

action accept
count NAT_VRF10_BRANCH_A_B_-968382210

nat pool 1

from-vsmart 1ists vpn-1list VPN10O

vpn 10
1

Branch-1#
Branch-1#

show run | sec "natpool 1"

<SNIP>



ip nat pool
nat pool 1

172.16.2.1

172.16.2. 2

prefix-Tlength 30

wsubsy Wuvd Branch-2

ol sop pdlebs gwdsd peled Bs 1pszole byls Branch-2 gos zoge welyy Buvd Vs IUluesoe.

<#root>
Branch-2#

show sdwan control |ocal -properties

<SNIP>

PUBLIC PUBLIC PRIVATE PRIVATE PRIVATE MAX
INTERFACE IPv4 PORT IPv4 IPv6 PORT VS/VM COLOR STATE CNTRL

G gabit Et hernet2 198.51.100. 2 12346 198.51.100.2 :: 12346 1/0 biz-internet down

GigabitEthernet3 172.20.1.20 12346 172.20.1.20 :: 12346 1/1 mpls up

Branch-2#

<#root>
Branch-2#

show ip route vrf 10

<SNIP>
Gateway of last resort is

172.31.31.3

to network 0.0.0.0

mt 0.0.0.0/0 [251/0] via 172.31.31.3

, 00:10:17, Sdwan-system-intf
<SNIP>



<ffroot>

Host-BR-2#

ping 192.0.2.100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/37/103 ms
Host-BR-2#

<ffroot>
Branch-2#

show i p nat translations

Pro 1Inside global Inside Tocal Outside Tocal Outside global
icmp

172.16.2.9: 3

192.168.10.1:3 192.0.2.100:3 192.0.2.100:3
Total number of translations: 1
Branch-2#

<#root>

Host-BR-2#

traceroute 192.0.2.100 nuneric

Type escape sequence to abort.
Tracing the route to 192.0.2.100
1 192.168.10.1 26 msec 5 msec 3 msec

2 172.20.1.30

10 msec 5 msec 27 msec
<SNIP>

<ttroot>
Host-BR-2#

ping 192.0.2.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:



Success rate is 100 percent (5/5), round-trip min/avg/max = 10/37/103 ms

Host-BR-2#

<#root>
Branch-2#

show i p nat translations

Pro Inside global Inside Tlocal Outside Tlocal
icmp

172.16.2.9: 4

192.168.10.10:4 192.0.2.1:4 192.0.2.1:4
Total number of translations: 1

Branch-2#

<#root>
Host-BR-2#

traceroute 192.0.2.1 nuneric

Type escape sequence to abort.
Tracing the route to 192.0.2.1
1 192.168.10.1 26 msec 5 msec 3 msec

2 172.20.1. 30

10 msec 5 msec 27 msec
<SNIP>

<#root>
Branch-2#

show sdwan policy from vsmart

from-vsmart data-policy _VPN10-VPN20_1-Branch-A-B-Central-NAT-DIA
direction

fromservice

vpn-Tist
VPN10
sequence 1

match
source-ip

Outside global



192. 168. 10. 0/ 24

action accept
count NAT_VRF10_BRANCH_A_B_-968382210

nat pool 1

from-vsmart 1lists vpn-Tlist VPN10-VPN20

vpn 10
1

Branch-2#

Branch-2#

show run | sec "natpool 1"

<SNIP>
ip nat pool

nat pool 1

172.16.2.9

172.16.2.9

prefix-length 30

I8 @z asgEe 1!y 1daclsdy
sdudb gx9d lJugeso pu p9eo DC.

Jel 09 p9 oz s IIle: spdu Jpsze DCIJepss) wso euldsy IPIJewslgds oo JJIJS,es0 pg Post-NAT IPILbe$lS SS-
NAT pool (172.16.2.05 172.16.2.8) wsJl po IP Gvwds LAN 1Jde Jsé 192.168.10.0/24172.31.31.1 172.31.31.2 Jpl Ivo system-ip o p
wdgsuo J Branch-1UBranch-2. suwpes wy9w9ded System-1P 172.31.31.10 |Js vSmart.

<ttroot>
DC-RTR#

show ip route vrf 10

Routing Table: 10
<SNIP>
m

172.16.2.0

[251/0] via 172.31.31.1, 02:44:25, Sdwan-system-intf
m

172.16.2.8



[251/0] via 172.31.31.2, 02:43:33, Sdwan-system-intf
m

192.168.10.0
[251/0] via
172.31.31.2

, 03:01:35, Sdwan-system-intf
[251/0] via

172.31.31.1

, 03:01:35, Sdwan-system-intf

DC-RTR#

show sdwan onp routes

<SNIP> PATH ATTRIBUTE
VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENCE

10 172.16.2.0/ 30
172.31.31.10 6 1002 C,I,R dinstalled
172.31.31.1 npls

ipsec -
172.31.31.10 10 1002 Inv,U installed 172.31.31.1 biz-internet ipsec -

10 172.16.2.8/30

172.31.31.10 8 1002 C,I,R installed
172.31.31.2 npls

ipsec -
10 192. 168. 10. 0/ 24

172.31.31.10 1 1002 C,I,R 1installed
172.31.31.1 npls

ipsec -
172.31.31.10 2 1002 C,I,R 1installed

172.31.31.2 npls

ipsec -
172.31.31.10 12 1002 Inv,U installed

172.31.31.1

biz-internet ipsec -

Joedd pu lJuozs

ould z2ldsl pl po w3888 lle sw9d, J o3l wuvdsd.



loveduuled IJigble gl odlzol

Jlowsd) eldsl pedsple pessé Jlpveduuled IJigble gl odlzol Josl IJodssw.

pedople luoldss
wsubss-1

B IJuwsobssole IJos odss Bsol 9psle IJepdp B 1Jluosl) 20.3.4. 9s uéd cEdgelJl oo, 17.3.3als |uosble 18d woduw
IJodssule: sdleh lue B Iduvsobssole IJgbssldos wogly; IJigble. czuad erdé e, Iduslole eJs NATed |Us wzee
NAT IJgluo vzlow [Jgred soduu) Idorss.

roalpgelo cEdge:

<{froot>
Host-BR-1#

pi ng 192.0. 2. 100

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout is 2 seconds:
u.u.u

Success rate is 0 percent (0/5)

Host-BR-1#

<#root>
Branch-1#

show i p nat translations

Pro Inside global Inside Tocal Outside local Outside global
icmp

172.16.2.1

:3 192.168.10.1:3 192.0.2.100:3 192.0.2.100:3
Total number of translations: 1
Branch-1#

WOW-Branch-1#show run | sec "natpooll"
<SNIP>
ip nat pool

nat pool 1

172.16.2.1

172.16.2.2



prefix-length 30

Sop ldodlb Ul po ouvgsd cEdge gds 1Uluosl) 17.3.3a cpuod 2596 1Je)y9) 1Je9z0d ew) 098 SIG eds NATed |Us w,yds
SSNAT sswpe luvdlbol. sy, luodle pu IUluosl) 17.3.6 90l wedo.

wwsubss-2
polbdo (NAT pu zlow 1Jgs06 (SSNAT) pg Bz UTD)

Jusde,uo i lJouwwgse bdo oo lJpobdole:

L ew wuvgsd IJ po gpdsle 1Jodd swy IJloc,oe 9uvedé MPLS, spdy wzse IJgpdle IJJlgwddssy Bs yowds VPN 10
IJs e ds ISE Bs o) Iduslole Jdpuolb§6. 9oldluolds |Js 3JY: spdo i weuwog o py9y VPN 10 1Jes woodd gv)
OEUbsé SD-WAN JJobdesyi. wel lu 2)Js 1de,9) 030 gie pu IJoéigd: Blo VPN 10 s wegse 056 SSNAT. [UTD + SS-NAT]

2. blsovz IJodd gw Iluc,uw Es) pole sedu wozse zese LIl 1pas) pu Lbwds VPN 10 Lol B 309 2598 1Jp)s)
IJJlowdIss slduudIsé: go) IJeguives wluwogsle 1Judd gw) wi9e9dsd MPLS. spdo o wiupe odo 1Jz,J6 isal
Jdodosui. [UTD + SSNAT]

@039 030 Ipebdole [Js woplo w388 2,398 o9, IJoslole IUles 91desues Juveds VPN 10 B Branch-1 b b9 jvoJs
peoduds.

Zscaler-RIR

VEN 10 bW
BGP {K
%?\H 1?2.20.L.30’/ e » = i (9

vew 10 [ WM A V195 51.100.1

e zscaler

Branch-1

R — DIA/Local Internet Breakout

— SIG Primary/Backup

Tunnel to Zscaler

s JJldwsobssoso [Jp3dyyse uwlodle sdso J>sd UTD Vo wpise po SSNAT. 98sel sJs we9de odssy UTD Josl
IJuwsobess.

policy utd-policy-vrf-10
all-interfaces



vrf 10
threat-inspection profile TEST_IDS Policy
exit

erisu Sz pdlebs b zeg UTD pg SSNAT g, pe9p eldsl. Jsdde Jl sepd o3l lUpise Jpl 09 posde. &> sop
Suppso luadle Joso IJpudJs B 1Jluosble 1dpuvadudss.

lJzJ

IJ workaround I¢, S&2 IJUTD uwsluws gds swslgd ip VPN (WO o0 1JzlJs VPN 10) 95 Liled VPN.



adlgds: sep ool 03l ldedssy 9ldepe 8l puo Vs IUluesl) 17.6.

policy utd-policy-vrf-global

al-interfaces

vrf global

threat-inspection profile TEST_IDS Policy
exit



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



